
Objectives

1. What is the DOE’s Oak Ridge National Laboratory 
(ORNL) doing to improve the nation’s sensor network 
interoperability?

2. Is there a viable interoperability framework for 
commercial sensor networks today?

3. How is ORNL supporting commercial development of  a 
sensor network framework at Fort Bragg, North Carolina?



A Nation-wide Problem

• Most of the nation’s public safety information infrastructure 
is comprised of “stovepipe” or “island” networks that can 
not and do not share information easily.

• Apart from ad hoc uses of the Internet and a few initiatives 
at the federal level, there is no universally available, 
affordable data infrastructure for public safety.

“It is crucial for … personnel to have and 
use equipment, systems, and procedures 
that allow them to communicate with one 
another.”

The National Strategy for Homeland Security



……..sensors and devices have become of prime 
importance and are now commonly found in a variety of 
applications, from securing a luggage case [to securing] a 
nuclear plant.

Homeland Security Offers a Profitable Market for Smart Sensors

High Costs Dissuade Installation

Lack of Approved Standards Impedes Market Growth

Demand for chemical sensors is forecast to surpass $4 billion in 2008,

Demand for automotive sensors in the North American 
light vehicle OEM market will increase 7.9 percent per 
annum to $4.6 billion in 2007. 

US demand to grow 8.5% annually through 2008.

Sensor Network Market Trends



Possible Solutions:  
Integration or Interoperability?

Tightly-coupled, fixed
architecture

Homogeneous system
Autonomous or stand-alone

Loosely-coupled, scalable 
architecture

Heterogeneous components
Standards-based interfaces

Integrated Systems Interoperable Systems

Examples:  IBM PC, eBay, Public Switched 
Telephone Network (PSTN), Net-Centric 
Enterprise Services (NCES), WiFi (802.11x) 
networks, open standards bodies (e.g., 
OASIS, OGC, IEEE) .

Examples:  Apple Macintosh,
Amazon.com, Private Branch Exchange 
(PBX), Maneuver Control System (MCS), 
Land Mobile Radio (LMR) networks, 
systems integrators (e.g., SAIC, Boeing, 
Raytheon).



Large Systems Integration Problems
88% of large information technology integration projects fail or 
overrun their target budgets by an average of 66%

Standish Group, 1999



Standards Problems 

OGC



Standards Problems 

TCP/IP

XML

Java

LDAP

IEEE 802.3/Ethernet

802.11x (WiFi)

SMTP

SNMP

OSI/TP4

CORBA

Ada

X.500

IEEE 802.5/Token Ring

ATM to the Desktop

isoEthernet

Home PNA/Home RF

X.400

TINA-C

(Some succeed and others do not)



Some Common Sense Guidelines on What Works 

1. Small integration projects are more likely than large integration projects 
to achieve their goals on time and within or under budget.

2. Technologies that are commercially available in the competitive market 
place are more likely to achieve acceptance as a standard than 
technologies that are not competitive.

3. A technology that addresses a clearly-defined user requirement and 
has the advocacy of its users is more likely to develop into a standard 
than a technology that has an undefined constituency.

4. An older technology that is already an established standard will stay in 
place and improve before it is replaced by a superior technology.

5. Although it is difficult to supersede a commercially available standard, a 
replacement technology that is faster, cheaper, better may succeed. 

6. If a new standard can provide a compellingly unique product or 
service, it can still supersede an existing standard.



Standards 
bodies establish 
international and 
open standards 
for sensor 
network 
interoperabilitySensor network 

architectures

Operational 
prototypes 
based on 
commercial 
technologies

A reference 
implementation 
of sensor 
network 
interoperability 
standards. 

Deployment in 
testbeds that 
address user 
requirements

ORNL’s Methodology for Implementing Sensor Network Standards
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Commercialization 
of technology and 
standards

Lab Activities

Testbed Activities

Design Large
Design Collaboratively
Develop Standards-based Middleware

Build Small
Build Many
Collaborate to Commercialize



What Will SensorNet Interoperability Standards Do?

SensorNet interoperability standards will: 

• enable the creation of a national public safety backbone
comprised of autonomous, interoperable local, municipal, and 
regional area sensor networks;

• reduce the time to confirm, interdict, and respond to a threat, 
and increase the number of threats that can be detected by 
providing a common data schema for applications that detect, 
fuse, and analyze real-time readings simultaneously from 
multiple sensor sources;

• increase competition and lower the costs to deploy 
commercial sensor networks.



IEEE
1451
and

TEDS

Open
Geospatial
Consortium

Web
Services

Many Sensors Many Applications

Command-and-Control

Performance Support

Analysis, Modeling, and Prediction

Plug
and 
Play

Open 
and

Extensible

Non-Proprietary

Global
Information

Grid 

Net-Centric
Enterprise
Services

Secure 
and

Scalable

A Framework for Standards-based Sensor Networks



CAP
DMIS
EDXL
EPAD
NCES

OGC GeoDSS
APCO Project 36

Mutual Aid Common 
Operational Picture

Emergency Ops Center
Situation Awareness
Incident Management
Subject Matter Expertise

Collaboration

Global Info 
Grid

DMIS
Interoperability

Backbone

ComCARE
Alliance

Fort Bragg’s Integrated Incident Management Center (I2MC)

PSTN

National Emergency 
Standards Association

(NENA)

Residential and Official Business Phone Customers

RF Network

First Responders
Mutual Aid Incident

Management (voice)
Association of Public-Safety Communications Officials 

(APCO)
Project 25

SensorNet

Intrusion Detection/Surveillance Systems
Alarms
CBRNE and Met Sensors
Visitor Registration Systems
Mass Notification Systems

IEEE 1451.x
OGC SWE

(Sensor Web Enablement)
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