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123
Standards


123.1
Common Infrastructure (Information Technology)


123.1.1
Information Technology Security Standards


12ALFPWPP-LR-V1.0): Application-level Firewall Protection Profile for Basic Robustness Environments


14ALFWPP-MR_V1.0: Application-Level Firewall for Medium Robustness Environments PP


15Application Vulnerability Description Language (AVDL) v1.0 [OASIS 200403]


17Directory Services Markup Language (DSML) v2.0


19DoD Directive 5200:40: DIDTSCAP: DoD Information Technology Security Certification and Accreditation Process (DITSCAP)


20Extensible Access Control Markup Language (XACML) v1.0 [OASIS 200301]


21FIPS PUB 197: Advanced Encryption Standard (AES)


23IETF RFC 2104: HMAC: Keyed-Hashing for Message Authentication, February 1997.


24IETF RFC 2246: Transport Layer Security (TLS) Protocol Version 1.0,


26IETF RFC 2401: Interface (Network and Infrastructure: Network Layer)


29IETF RFC 2402: IP Authentication Header, Security (Network and Infrastructure: Network Layer)


32IETF RFC 2404: The use of HMAC-SHA-1-96 within ESP and AH, Security (Network and Infrastructure: Network Layer):


34IETF RFC 2406: IP Encapsulating Security Payload (IPsec ESP), Security (Network and Infrastructure: Network Layer)


35IETF RFC 2407: Internet IP Security Domain of Interpretation for ISAKMP, Security (Network and Infrastructure: Network Layer)


37IETF RFC 2408: Internet Security Association and Key Management Protocol (ISAKMP), Security (Network and Infrastructure: Network Layer)


40IETF RFC 2409: Internet Key Exchange (IKE) Protocol


42IETF RFC 3175: Aggregation of RSVP for IPv4 and IPv6 Reservations, September 2001


44IETF Standard 62/IETF RFC 3416: Version 2 of the Protocol Operations for the Simple Network Management Protocol (SNMP), December 2002


46ISO 17799:2005: Information technology - Security techniques - Code of practice for information security management


47ITU-T Rec. X.509:2000: ISO/IEC 9594-8:2001, Information Technology: ITU-T Recommendation X.509, Open Systems Interconnection – The Directory: Public Key and Attribute Certificate Frameworks


49Linux 2.0: Linux Standard Base Specification 2.0, Free Standards Group, 30 August 2004.


50NFPA 1600 Standard for Disaster/Emergency Management and Business Continuity Programs 2004


51OASIS Standard 200401:  SOAP Message Security 1.0 (WS-Security 2004)


52PP_FWPP-MR_V1.0: U.S. Government Firewall Protection Profile for Medium Robustness Environments


55TFFWPP-LR_V1.1: Traffic Filter Firewall PP for Low Risk Environments PP


56SAML V2.0: Oasis Security Assertion Markup Language


58U. S. Government Virtual Private Network (VPN) Boundary Gateway Protection Profile (PP) for Medium Robustness Environments


60IETF RFC 2917: Core MPLS IP VPN Architecture September 2000


61IETF RFC 3031: MPLS Architecture January 2001


62Win32 APIs as specified in the Microsoft Platform SDK


643.1.2
Data Format Standards


64ASN.1 2002: Abstract Syntax Notation 1


66DMS: Defense Messaging System, v 3.0


68FIPS Pub 10-4:2002


73IEEE 1588: Standard for a Precision Clock Synchronization Protocol for Networked Measurement and Control Systems


74ISO/IEC 11179 -1 Metadata Registries (MDR)


76ISO/IEC 8632-1: 1999(E)- Metafile for Storage and Transfer of Picture Description, Part I: Functional Description, Data (Still Imagery Data Interchange)


78ISO/IEC 8632-3:1999: Computer Graphics - Metafile for the storage and transmission of picture description information - Part 3: Binary encoding, as profiled by MIL-STD-2301A, Computer Graphics Metafile (CGM) Implementation Standard for National Imagery Transmission Format Standard, 5 June 1998 with Notice 1, 1 March 2001.


80ISO/IEC 8632-4:1999: Computer Graphics - Metafile for the storage and transmission of picture description information - Part 4: Clear text encoding, as profiled by MIL-STD-2301A, Computer Graphics Metafile (CGM) Implementation Standard for National Imagery Transmission Format Standard, 5 June 1998 with Notice 1, 1 March 2001.


82ITU-T G.711: ITU-T G.711


86MIL-PRF-89020B: Performance Specification, Digital Terrain Elevation Data (DTED)


88MIL-STD-188-199(1): Vector Quantization Decompression for the National Imagery Transmission Format Standard, 27 June 1994 with Notice 1, 27 June 1996.


90MIL-STD-2411(2): Raster Product Format, 6 October 1994; with Notice of Change, Notice 1, 17 January 1995, and Notice of Change, Notice 2, 16 August 2001.


91MIL-STD-2500B(2): National Imagery Transmission Format (Version 2.1) for the National Imagery Transmission Format Standard, 22 August 1997 with Notice 1, 2 October 1998, and Notice 2, 1 March 2001.


93Namespaces in XML 1.0


95Namespaces in XML 1.1


97NITF Extensions 2.1: The Compendium of Controlled Extensions (CE) for the National Imagery Transmission Format (NITF), Version 2.1, 16 November 2000.


99MIL-STD-2401: DoD World Geodetic System 84 (WGS84), 11 January 1994.


101MIL-STD-2407(1): Interface Standard for Vector Product Format (VPF), 28 June 1996, with Notice of Change, Notice 1, 26 October 1999.


103MIL-STD-6040:2005 Baseline: United States Message Text Format (USMTF), 31 March 2005


104MIL-STD-188-220C: Interoperability Standard for Digital Message Transfer Device (DMTD) Subsystems, 22 May 2002.


106OMG ptc/03-07-07: Data Distribution Service for Real-Time Systems Specification, Version 1.0, July 2003


107Oasis Web Services for Remote Portlets (WSRP)


108UBL 1.0:  Universal Business Language (UBL)


109SOAP 1.1: Simple Object Access  Protocol (SOAP) 1.1, W3C Note, 8 May 2000


110WSDL 1.1: Web Services Description Language


111XML Extensible Markup Language  1.0


112XML Extensible Markup Language 1.1


114XML Schema Part 1: Structures Second Edition


115XML Schema Part 2: Datatypes


116XSLT 1.0: XSL Transformations: Version 1.0:  W3C Recommendations, 16 November 1999.


117XHTML 1.0:2002: Extensible HyperText Markup Language, Second Edition, A Reformulation of HTML 4 in XML 1.0, W3C Recommendation, 26 January 2000, revised 1 August 2002.


1193.2
Communication


119HTML 4.01: HTML 4.01 Specification, W3C Recommendation, revised, 24 Dec 1999


121IEEE 802.11:2003: Local and metropolitan area networks - Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications. (ISO/IEC) (IEEE Std 802.11 - 2003 Edition).


123IEEE Std. 802.3-2002): Telecommunications and information exchange between systems--Local and metropolitan area networks--Specific requirements--Part 3: Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access Method and Physical Layer Specifications


125IEEE Std. 802.3ae-2002): Local and Metropolitan Area Networks - Specific Requirements, Part 3: Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access Method and Physical Layer Specifications, Amendment - Media Access Control (MAC) Parameters, Physical Layers, and Management Parameters for 10 Gbps Operation


126IEEE Std. 802.3ah:2004


128IEEE Std. 802.3ak:2004


129IEEE 802.1X: IEEE Standard for Local and metropolitan area networks - Port-Based Network Access Control


131IEEE 802.3x: Flow control full-duplex and half-duplex


132IEEE 802.1p: LAN Layer 2 Qos/Cos Protocol for Traffic Prioritization. Sep 21,1995


134IEEE Std 1379-2000: IEEE Recommended Practice for Data Communications Between Remote Terminal Units and Intelligent Electronic Devices in a Substation –Description, SCADA (Supervisory Control and Data Acquisition)


136IETF STD 5: Internet Protocol, September 1981. With RFC's 791/950/919/922/792/1112.


141IETF RFC 1738: Uniform Resource Locators (URL), 20 December 1994.


142IETF RFC 1771: A Border Gateway Protocol 4 (BGP-4), 21 March 1995.


144IETF RFC 1812: Requirements for IP Version 4 Routers, 22 June 1995.


145IETF RFC 1850: Open Shortest Path First (OSPF) Version 2 Management Information Base, November 1995.


147IETF RFC 1886: DNS Extensions to Support IPv6


148IETF RFC 2396: Uniform Resource Identifiers (URI), Generic Syntax, August 1998.


150IETF RFC 2616: Hypertext Transfer Protocol - HTTP 1.1, June 1999.


151IETF RFC 2131: Dynamic Host Configuration Protocol, March 1997.


153IETF RFC 2132: DHCP Options and BOOTP Vendor Extensions, March 1997.


155IETF Standard 13/RFC 1034/RFC 1035: Domain Name System, November 1987


157IETF RFC 2136: Dynamic Updates in the Domain Name System, April 1997.


159IETF RFC 2236: Internet Group Management Protocol, Version 2 (IGMPv2), November 1997.


161IETF Standard 41/RFC 894: Transmission of IP Datagrams Over Ethernet Networks, April 1984.


162IETF RFC 2581: TCP Congested Control April 1999


164IETF RFC 2790: Host Resources MIB, March 2000.


166IETF Standard 15/RFC 1157: Simple Network Management Protocol (SNMP), May 1990.


167IETF RFC 3377: Lightweight Directory Access Protocol (v3): Technical Specification; September 2002


169ITU-T G.7xx: Audio (Voice) Compression Protocols (CODEC) (G.711, G.721, G.722, G.726, G.727, G.728, G.729)


170IETF Standard 9/RFC 959: File Transfer Protocol, October 1985, with the following FTP commands mandated for reception: Store unique (STOU), Abort (ABOR), and Passive (PASV).


172IETF RFC 2228: File Transfer Protocol, October 1997


174IETF RFC 1870: Simple Mail Transfer Protocol Services Extension for Message Size Declaration, November 1995


175IETF RFC 2821: Simple Mail transfer Protocol, April 2001.


176IETF RFC 2822: Internet Message Format, April 2001.


177IETF RFCs 2045-2049: Multipurpose Internet Mail Extensions (MIME) Parts 1-5, November 1996.


178IETF RFC 2461: Neighbor Discovery for IP Version 6, (IPv6), December 1998.


179IETF RFC 2462: IPv6 Stateless Address Autoconfiguration, December 1998.


180IETF RFC 2428: FTP Extensions for IPv6 and Network Address Translators (NATs), September 1998.


182IETF RFC 2460: Internet Protocol, Version 6 (IPv6) Specification, December 1998.


183IETF RFC 2463: Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6 (IPv6) Specification, December 1998.


184IETF RFC 2545: Use of BGP-4 Multiprotocol Extensions for IPv6 Inter-Domain Routing, March 1999.


186IETF RFC 2740: OSPF for IPv6, December 1999.


188IETF RFC 2858: Multiprotocol Extensions for BGP-4, June 2000.


189IETF RFC 3261: Session Initiation Protocol, June 2002.


191IETF RFC 2315: Public Key Cryptography Standard (PKCS) #7, Cryptographic Message Syntax, Version 1.5, March 1998.


193ISO/IEC 11801:2002: Information technology -- Generic cabling for customer premises


194ITU-T G.652: Characteristics of a single-mode optical fibre and cable


195ITU-T Recommendation G.656: Characteristics of a fibre and cable with Non-Zero Dispersion for Wideband Optical Transport


196ITU-T Recommendation G.692:  Optical interfaces for multichannel systems with optical amplifiers


197ITU-T Recommendation H.320:  Narrow-band visual telephone systems and terminal equipment


198ITU-T Recommendation H.323 :2003- Packet-based Multimedia Communications Systems


200ITU-T Recommendation  T.120: Transmission Protocols for Multimedia Data, July 1996.


202OASIS ebXML Messaging Services Technical Committee: Message Service Specification


204OMG document formal/99-10-07:2004: Common Object Request Broker: Architecture and Specification, Version 3.0, 3 March 2004


206OMG document formal/00-06-15: Event Service Specification, Version 1.0, June 2000.


208OMG document formal/00-06-19 : Naming Service Specification, Version 1.0, June 2000.


210OMG document formal/00-06-20 : Notification Service Specification, Version 1.0, June 2000.


211OMG document formal/00-06-26: Time Service Specification, Version 1.0, May 2000.


212OMG document formal/00-06-27 : Trading Object Service Specification, Version 1.0, May 2000.


213OMG document formal/00-06-28 : Transaction Service Specification, Version 1.1, May 2000.


214RFC 3152 - Delegation of IP6.ARPA


215UDDI 3.0.2: OASIS Universal Description, Discovery, and Integration Version 3.0.2 UDDI Spec, Dated 2004-Oct-19


216RSA Labs PKCS #11: Cryptographic Token Interface Standard, Version 2.10, December 1999.


218RSA Labs PKCS #12:1999: Personal Information Exchange Syntax Standard, Version 1.0, RSA, 24 June 1999.


220RSA Labs PKCS #15:2000: Cryptographic Token Information Format Standard, Version 1.1, RSA, 6 June 2000.


222TIA/EIA/IS-732-408: Cellular Digital Packet Data (CDPD) System Specification


224TIA-568A/B: Commercial Building Wiring Standard for Networks, Fibre and Cable Standards for Local Area Networks (LANS)


226TIA/EIA-492AAAC: Detail Specification for 850-nm Laser-Optimized, 50-um Core Diameter/125-um Cladding Diameter Class Ia Graded-Index Multimode Optical Fibres (superseded by TIA-492AAAC-A)


227TIA/EIA-440-B: Fibre Optic Terminology


228TIA/EIA-4750000-C (1996): Generic Specifications for Fibre Optic Connectors (ANSI)


229TIA/EIA-604-3-A: FOCIS 3 Fibre Optic Connector Intermateability Standard, Type SC (ANSI/TIA/EIA-604-3-A-2000)


230TIA/EIA-455-187: FOTP-187 - Engagement and Separation Force Measurement of Fibre Optic Connector Sets (2004)


231TIA-455-26-A: FOTP-26 - Crush Resistance of Fibre Optic Interconnecting Devices (R91) (R96) (R2002)


2323.3
Command & Control and Display Equipment (CCDE)


232ANSI X3.135.10: Database languages -SQL - Part 10: Object Language Bindings (SQL/OLB), 1998


234ANSI/INCITS 303-1998 (R 2003): Fibre Channel Physical and Signaling Interface - 3 (FC-PH-3)


235ANSI/INCITS 355-2001: Information Technology - Fibre Channel Switch Fabric - 2 (FC-SW-2)


236ISO 9660: Volume and File Structure of CD-ROM for Information Interchange


237ISO/IEC 9075-1: Database languages - SQL - Part 1: Framework (SQL/Framework), 1999.


238ISO/IEC 9075-3: Database Languages - SQL - Part 3: Call-Level Interface (SQL/CLI), 1995.


239ISO/IEC 9075-5: Database languages - SQL - Part 5: Host Language Bindings (SQL/Bindings)


240IETF RFC 2138: Remote Authentication Dial in User Service (RADIUS), April 1997


241STANAG 4575 : NATO Advanced Data Storage Interface (NADSI), Edition 1, 8 March 2005.


242Video Electronics Standards Association (VESA) Display Standards


2463.3.1
CCDE Ergonomics and Human Engineering


246MIL-STD-14727F (superseding MIL-STD-147E, 31 March 1998): Design Criteria Standard- Human Engineering


248MIL STD 2525B: Common Warfighting Symbology, 30 January 1999.


250Open GL: A Specification (Version 1.2.1), 1 April 1999.


2513.4
Access Control


2513.4.1
Access Control: Authentication


251ANSI INCITS 358-2002: BioAPI Specification, Version 1.1, 13 February 2002


253ANSI/INCITS 383-2004:  Biometric Profile - Interoperability and Data Interchange - Biometrics Based Verification and Identification of Transportation Workers –Amendment 1


254ANSI X9.84-2003: Biometric Information Management and Security for the Financial Services Industry


255ANSI INCITS 381-2004: Information Technology – Finger Image-Based Data Interchange Format


257ANSI INCITS 377-2004: Information Technology – Finger Pattern based Interchange Format


259ANSI INCITS 378-2004: Finger Minutiae Format for Data Interchange


260ANSI INCITS 379-2004: Iris Image Interchange Format


261ANSI INCITS 385-2004: Face Recognition Format for Data Interchange


262Federal Information Processing Standards 140-2 (FIPS-140-2)


264FBI EFTS and ANSI/NIST-ITL 1-2000: Electronic Fingerprint Transmission Specification


266FIPS Pub 186-2: Digital Signature Standard (DSS) Digital Signature Algorithm (DSA), 27 January 2000


267FIPS PUB 201: Personal Identity Verification (PIV) of Federal Employees and Contractors


269FIPS Pub 180-2: Secure Hash Algorithm-1, August 2002


271ISO 7811: Identification Cards


273ISO 7810E: Identification Cards – Physical Characteristics


275ISO 7816: Smart Cards meeting the ISO suite of standards, Integrated Circuit(s) cards with contacts


277ISO/IEC 14443-1: Identification Cards-  Contactless Integrated Circuit(s) Cards – Proximity Cards - Part 1: Physical Characteristics


279ISO/IEC 21481:2005, NFCIP-2: Near Field Communication Interface and Protocol -2 (also called ECMA 352)


281NISTIR 6887-2003: Government Smart Card Interoperability Specification (GSC-IS)


282NIST Special Publication 800-63, Version 1.0.1, Electronic Authentication Guideline


284NISTIR 6529: Common Biometric Exchange File Format (CBEFF), 3 January 2001


286NIST Special Publication 800-73: Interfaces for Personal Identity Verification


288NIST Special Publication 800-78: Cryptographic Algorithms and Key Sizes for Personal Identity Verification


290SIA AC-01-1996.10: Access Control Standard Protocol for the 26-bit Wiegand TM Reader Interface


291Wavelet Scalar Quantization (WSQ)


293XCBF v1.1: XML Common Biometric Format XCBF


2953.5
Detection


2953.5.1
Perimeter Detection


295EIA-422: Serial Standard for low baud rate instrument connection.   Short range serial instrument connection to PC


296EIA STD-232E: Interface between Data Terminal Equipment and Data Communication Equipment Employing Serial Binary Interchange


299EIA-STD-485: Standard Electrical Characteristics for Generators and Receivers for Balanced Digital Multi-point Systems


3015.4.1.1  
 IEEE 802.15.1: Bluetooth Interface


303IEEE 1394: High Performance Serial Bus, December 1995.


304USB 2.0: Universal Serial Bus


3073.5.2
Other Detection Standards


307ANSI/ATA 878.1-1999: ARCNET Sensor Networks


309ANSI/UL 1610: Standards for Central-Station Burglar-Alarm Units


311DARPA Intrusion Detection Systems (Network)


313IEEE P1451.0: Standard for a Smart Transducer Interface for Sensors and Actuators - Common Functions, Communication Protocols, and Transducer Electronic Data Sheet (TEDS) Formats


315IEEE P1451.1-1999: IEEE Standard for a Smart Transducer Interface for Sensors and Actuators - Network Capable Application Processor Information Model


317IEEE P1451.2-1997: Standard for a Smart Transducer Interface for Sensors and Actuators - Transducer to Microprocessor Communication Protocols and Transducer Electronic Data Sheet (TEDS) Formats


319IEEE P1451.3-2003: IEEE Standard for a Smart Transducer Interface for Sensors and Actuators - Digital Communication and Transducer Electronic Data Sheet (TEDS) Formats for Distributed Multidrop Systems


321IEEE P1451.4-2004: IEEE Standard for A Smart Transducer Interface for Sensors and Actuators—Mixed-Mode Communication Protocols and Transducer Electronic Data Sheet (TEDS) Formats


323Passive RFID Air Interface Class 1: 860MHz -- 930 MHz Class 1 Radio Frequency (RF) Identification Tag Radio Frequency & Logical Communication Interface Specification.


325RF-Tag v2.0: RF-Tag Data Format Specification v2.0


327RTCM Paper 136-2001/SC104-STD: RTCM Recommended Standards for Differential GNSS (Global Navigation Satellite Systems) Service, Version 3.0


329UHF Passive Tag Air Interface Class 0: 900 MHz Class 0 Radio Frequency (RF) Identification Tag Specification


3313.6
Surveillance


331EIA-330: Electrical Performance Standards for Closed Circuit Television Camera 525/60 Interlaced 2:1 (ANSI/EIA-330-68)


332EIA-343-A: Electrical Performance Standard for High Resolution Monochrome Closed Circuit Television Camera


333ISO/IEC 14496-1:2004: Information technology -- Coding of audio-visual objects -- Part 1: Systems


334ISO/IEC 11172-1:1993: Information technology -- Coding of moving pictures and associated audio for digital storage media at up to about 1,5 Mbit/s -- Part 1: Systems (MPEG-1)


335ISO/IEC 11172-2:1993: Information technology -- Coding of moving pictures and associated audio for digital storage media at up to about 1.5 Mbit/s -- Part 2: Video (MPEG-1)


337ISO/IEC 11172-3:1993: Information technology -- Coding of moving pictures and associated audio for digital storage media at up to about 1,5 Mbit/s -- Part 3: Audio


338ISO/IEC 13818-1:2000 Generic Coding of Moving Pictures and Associated audio Information-  Part 1: Systems – MPEG- 2


340ISO/IEC 13818-2:2000:  Generic Coding of Moving Pictures and Associated Audio Information- Part 2: Video – MPEG- 2


342ISO/IEC 14496-2:2004:  Information technology -- Coding of audio-visual objects -- Part 2: Visual


344ITU-T H.264: Advanced Video Coding, July 2002. (ITU-T H.264/ISO/ IEC FCD 14496-10), MPEG-4


346NTSC/PAL EIA-STD-170-A: Electrical Performance Standards Monochrome Television Studio Facilities


348TIA/EIA-250-C: Electrical Performance for Television Transmission Systems (ANSI/EIA/TIA-250-C-1990) (R2001)


3493.7
Assessment


349ISO/IEC 10918-4 :1999: Information technology -- Digital compression and coding of continuous-tone still images: Registration of JPEG profiles, SPIFF profiles, SPIFF tags, SPIFF color spaces, APPn markers, SPIFF compression types and Registration Authorities (REGAUT), ITU-T T.81, ITU-T Rec. T.84,


351ISO/IEC 15444-1:2004: Information technology -- JPEG 2000 image coding system: Core coding system


353ISO/IEC 15444-2:2004: Information technology -- JPEG 2000 image coding system: Extensions


355ISO/IEC FCD 15444-3: Information technology -- JPEG 2000 image coding system: Motion JPEG 2000


356ISO/IEC 15444-3:2002/Amd 2:2003: Motion JPEG 2000 derived from ISO base media file format


357ISO/IEC 15444-6:2003: Information technology -- JPEG 2000 image coding system -- Part 6: Compound image file format


359ISO/IEC FDIS 15444-9: Information technology -- JPEG 2000 image coding system: Interactivity tools, APIs and protocols


362ANSI/ISO/IEC 9636: Computer Graphics Interfacing (CGI) Techniques for Dialogue with Graphics Devices. [Part 2: Control; Part 3: Output; Part 4: Segments; Part 5: Input and Echoing; Part 6: Raster], 1991, Revised 1997.


364MISP v2.4: Motion Imagery Standards Profile (MISP) (Motion Imagery Standards Profile, Version 2.0, 29 November 2001)


372ISO 19107:2003: Geographic information - Spatial schema


374ISO 19108:2002: Geographic information - Temporal Schema


377ISO 19110: 2005: Geographic information Methodology for feature cataloguing


379ISO 19111:2003: Geographic information - Spatial referencing by coordinates


380ISO 19112:2003: Geographic information - Spatial referencing by geographic identifiers


381ISO 19113:2002: Geographic information - Quality principles


383ISO 19114:2003: Geographic information - Quality evaluation procedures


384ISO 19115:2003: Geographic information - Metadata


386ISO 19116:2004: Geographic information - Positioning services


387ISO 19117:2005: Geographic information - Portrayal


388ISO 19118:2005: Geographic information - Encoding


389ISO 19119:2005: Geographic information - Services


390ISO 19120:2001: Geographic information - Functional standards


391ISO 19122:2004: Geographic information / Geomatics -- Qualification and certification of personnel


393ISO 19125-1:2004: Geographic information - Simple feature access -- Part 1: Common architecture


394ISO 19125-2:2004: Geographic information - Simple feature access -- Part 2: SQL option


396ISO 19127:2005: Geographic information - Geodetic codes and parameters


397ISO 19133:2005: Geographic information - Location-based services -- Tracking and navigation


398DGIWG FACC: DGIWG Feature and Attribute Coding Catalogue


400ISO/IEC 15948:2003: Portable Network Graphics (PNG): Functional Specification Final Committee Draft (FCD), 2000.


4023.8
Delay Denial and Response


402ASMT F792-01e2: Standard Practice for Evaluating the Image Performance of Security X-RAY systems.


403ASTM F1468-04 Standard Practice for Evaluation of Metallic Weapons Detectors for Controlled Access Search and Screening


405F1448-93a(1999):  Standard Guide for Selection of Security Technology for Protection Against Counterfeiting, Alteration, Diversion, Duplication, Simulation, and Substitution (CADDSS) of Products or Documents


407F2401-04:  Standard Practice for Security Checkpoint Metal Detector Screening of Persons with Medical Devices


409F2069-00: Standard Practice for Evaluation of Explosives Vapor Detectors


411Joint Architecture for Unmanned Ground Systems. JAUS Reference Architecture RA V3.2 - Parts 1-3


413F883-04: Standard Performance Specification for Padlocks


414UL 1203: Explosion Proof and Dust-Ignition Proof Electrical Equipment


414US DOS SD-STD-02-.01, Revision A: Vehicle Anti-Ram Barriers


4173.9
Power


417IEEE: Electrical Power Standards for Information Technology


420IEC/EN 60529: 1991: Degrees of protection provided by enclosures (IP Code)


423IEEE 802.3af: Power over Ethernet copper network


425NEMA Enclosure Types 1-13:  NEMA Standards Publication 250-2003, “Enclosures for Electrical Equipment (1000 Volts Maximum)


426MIL-STD 810E: Military Standard Environmental Test Methods for Aerospace and Ground Equipment


428UL1449 the Standard for Safety for Transient Voltage Surge Suppressors [covers testing and evaluation of TVSS devices]


430UL 508 Industrial Control Equipment


4323.9.1
Safety and Compliance


432EN 61000: EMC Directive Standards- Harmonized standards for the Implementation of the Council Directive 89/336/EEC (2000/C 359/02): EN 61000-6-2, EN 61000-2-2/3
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EXECUTIVE SUMMARY

The Physical Security Equipment Action Group (PSEAG) is the central manager for Physical Security Equipment (PSE) Research, Development, Test and Evaluation (RDT&E) funding within Department of Defense (DoD).  The Security Equipment Integration Working Group (SEIWG) is a standing subcommittee of the PSEAG. SEIWG membership includes US Air Force (USAF), US Army (USA), US Navy (USN), and the US Marine Corps (USMC). Its mission is to coordinate and influence system architecture, technical design, and systems integration of all PSE to be used within the DoD.  One of the SEIWG initial efforts is to begin the process of developing a joint PSE technical architecture for application to all DoD PSE design and acquisition efforts.  
The Anti-Terrorism/Force Protection (AT/FP) Technical Standards Profile (TV-1) is a listing of standards and protocols currently used by the Services in the development and procurement of physical security systems, equipment and components within their domain and those proposed by the Services for current and use prior to 2007.   The purpose of the development of the TV-1 is to present, through the SEIWG, a truly joint services “Technical View” by collecting and assimilating as much applicable data from the USAF, USA, USN, and USMC.  
This TV-1 Standards Profile contains the following information: name or title of standard, identification number, enactment date, DoD Information Technology Standards Registry (DISR) classification, synopsis of the standard, source and reference documents,  relationships to systems, systems functions, systems data, hardware/software items, and rationale for adoption by SEIWG/PSEAG. 

1 Introduction

1.1 Scope 

The Physical Security Equipment Action Group (PSEAG) is the central manager for Physical Security Equipment (PSE) Research, Development, Test and Evaluation (RDT&E) funding within Department of Defense (DoD).  The Security Equipment Integration Working Group (SEIWG) is a standing subcommittee of the PSEAG. SEIWG membership includes US Air Force (USAF), US Army (USA), US Navy (USN), and US Marine Corps (USMC) as shown in Figure 1.
The SEIWG mission is to coordinate and influence system architecture, technical design, and systems integration of all Physical Security Equipment (PSE) to be used within the DoD. One of the SEIWG initial efforts is to begin the process of developing a joint PSE technical architecture for application to all DoD PSE design and acquisition efforts.   
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Figure 1 Organizational Relationships and Current Tasking
The purpose of the development of the TV-1 is to present, through the SEIWG, a truly joint USAF, USN, USA, and USMC Technical Standards Profile, by collecting and assimilating as much applicable data from the USA, USN, USMC and USAF. 

1.2 DoD Definition of Physical Security Equipment

The key of establishing the scope of this effort is the DoD view of physical security equipment.  The DoD Information Technology Standards Registry (DISR) mandates a set of standards and protocols for all DoD Command, Control, Communications, Computer and Intelligence (C4I) systems.  The USAF, USN, USA, and USMC have instituted major programs to comply with the DISR.  All Services have included Anti-Terrorism/Force Protection (AT/FP) systems and equipment as part of their plans to implement the DISR.   The DoD has defined Physical Secuirty Systems as: 
“Physical Security. That part of security concerned with physical measures designed to safeguard personnel; to prevent or delay unauthorized access to equipment, installations, material and documents; and to safeguard them against espionage, sabotage, damage, and theft.” 

“Physical Security Equipment (PSE). A generic term encompassing any item, device, or system that is used primarily for the protection of Government property, including nuclear, chemical, and other munitions, personnel, installations, and in the safeguarding of national security information and material, including the destruction of such information and material both by routine means and by emergency destruct methods.

Source: DoD Directive Number 3224.3, February 17, 1989

1.3 Purpose

The AT/FP TV-1 is a listing of standards and protocols currently used by the USAF, USN, USA, USMC, security vendors, and program managers in the development and procurement of physical security systems, equipment and components within their domain and those proposed by the Services for current and use prior to 2007.  Also included are descriptions of options and parameters associated with each standard.  This TV-1 is the culmination of joint activities among the Services and Industry to bring forward recommended standards and protocols to the SEIWG for adoption as DoD-wide standards for AT/FP systems and equipment.
1.4 Methodology

The overarching reference models in the Joint Technical Architecture - now called the DISR and the AT/FP Operational Views (OV-1 and OV-2), and systems views (SV-1 and SV-2) dictated the relevant service areas and services that were considered for this TV-1.

To develop a comprehensive TV-1, inputs from various relevant sources were considered.  The sources included the USAF, USN, USA, and USMC’ operational and systems views, the DISR database, USN FORCEnet Architecture and Standards, inputs from current AT/FP contractors, Federal laboratories
, Academia,  .GOV/.MIL and other DoD drivers, and information extracted from the World Wide Web (W3).  References and guidance documents used in generating this TV-1 are listed in Appendix B of this document.  Included in these references are two existing SEIWG standards, SEIWG-005A and SEIWG-012.  

The standards collected were analyzed and evaluated to determine if the standard is current, proposed or emerging, and to identify commonality structure in two domains: between DoD and industry, and among the USAF, USN, USA, and USMC.   The standards considered are subject to the standards selection criteria described in the DISR, i.e.  

· interoperable, 

· mature, 

· implementable, 

· public, 

· consistent with authoritative source, 

· non-proprietary, and 

· network centric.  

Where there are options within the standards, the standard will be tailored for application.  Where there are competing standards, recommendations will be made to SEIWG, and the standard to be used will be resolved via consensus.  Standards considered for inclusion in this TV-1 have been analyzed for potential technical issues such as impact on technical environment, architecture maintainability, compatibility with established migration plans, and consideration of technologically innovative solutions.

Prior to final publicantion, the standards profile will be vetted and approved by the SEIWG members with the assistance of other contractors involved in the project.  

1.4.1 Selection Criteria Used

To be selected, a standard has to : 

1) Be viable relative to industry trends and technology evolutionary directions (not obsolete in a few years) 

2) Provide one or more required components relative to the needs defined in Operational Views (OVs) and Systems Views (SVs). 

3) Be compatible with the overall set of technology being selected (integrates well with other technology standards being selected) 

4) Support the overarching directions of the DoD:  Net-Centric, Service Oriented, Component based, XML compatible, and the GIG. 

5) Not be proprietary

6) Be defined by one or more standards defining organizations (SDO)

7) Be at least equally able to meet the required objectives of the DoD at similar costs relative to the next best technology.

1.5 Categories and Selection Organization
The listed standards are grouped by categories applicable to physical security equipment and systems: 

· common infrastructure

· communications

· command control & display equipment

· access control
· detection sensors

· surveillance devices

· assessment capabilities

· delay/denial/response devices

· power supplies 

Each listed standard includes; the title, version, date of enactment, synopsis of standard, rationale for including standard, relationships between standard and others, DISR classification of equipment to which the standard relates, information regarding an authoritative copy of the standard can be obtained.  Some standards are applicable to more than one category of equipment.  In this case, all the applicable category boxes were checked. 
If a particular emerging standard is not currently listed in the DISR Online database, a proposed classification will be proposed.  This label “proposed by NGMS” indicates this status.

In addition, three general Information technology (IT) categories were listed.  

· IT Security

· Data Format

· General IT Infrastructure

The difference between assessment and surveillance is that assessment involves the act of determining a value or importance.  Assessment involves some type of intelligent determination based upon some criteria.  Surveillance involves the act of gathering data or collecting information (e.g. video surveillance), but no value judgment is placed on the data.  All those standards involving video compression and transmission were categorized as surveillance.  
Also note that all of the listed standards involving safety and environmental compliance were categorized in the power supply section.  

1.6 Relationships Between the Standards Selected

Each selected standard definition in the TV-1 contains a “Relationships” section. This section is used to point out relationships to OV and SV categories and in the text portion to relate groups of standards that should be considered as an integrated whole. For instance, the broad range of XML related standards comprise one such integrated group.  The architect who is about to design and implement a base AT/FP physical security infrastructure based on the technical standards selected in this TV-1 will have to ensure that all the components work with each other. For example XML 1.0 and XML 1.1 are both TV-1 standards, but each is compatible with different subordinate XML standards. Each requires a different version of the XML Schema – both Schema standards (1.0 and 1.1) are defined within the TV-1. 

2 Influences on TV-1 Selections

2.1 System Products Associated with Standards

The architecture products defined in the DoD Architecture Framework that are most directly associated with this TV-1 are SV-1, SV-2, and SV-6.  
· Systems Interface Description (SV-1)
· Systems Communication Description (SV-2)
· Systems Data Exchange Matrix (SV-6)  

These system views are derived from the operational views, OV-1 (High Level Operational Concept Description) and OV-2 (Operational Node Connectivity Description).  The focus of this TV-1 document is technology standards.  The following figure displays the relationships among the Architecture Views.

[image: image2.jpg]15t Order.
Syetem Fanctonity

e 7 5205 .
TSV

System Interface Mapping
and Assessment

2nd Order Analysis:
Connectivity &

Interoperat myl

ov-2

‘Capabifties Evoluion Descripte
Hat

peratonsl Conceat Grsph

SV-ii2  "sV- TVl e
Note: There ae dependencies between the Archiscture e
s et et snows v e Sy
Engineering flow. Many of the products are A’C"“eﬁi‘d"[;eizcz’r’“a"ce

developed concurrenty.

Architectures Provide the Framework for f
FoS/SoS Systems Engineering & Acquisition

| 3rd order Anaiysi
Dynamic Interoperabity





Figure 2: Relationships of the Architecture Views

The standards included in this TV-1 have been evaluated using a series of selection criteria, one of which is defined in the DISR database. Other criteria are defined elsewhere in this document. The main thrust of TV-1 is documenting the standards and protocols for:

1. systems interfaces, which include systems, subsystems, hardware items, or software items; 

2. communications infrastructure that implement the system interfaces; 

3. and system data exchanges, which focus on the specific aspects of the system data flow and system data content.  

2.2 DoD IT Standards Registry (DISR)

The "Joint Technical Architecture” (JTA) has been renamed and is now the "DoD IT Standards Registry" (DISR); see Table 1 Service Areas as Defined by DISA. The DISR table defines a number of categories. The Federal Enterprise Architecture categories have been added. These address the civil (business) needs of DoD architectures rather than providing a focus on Force Protection (FP). The significant overlap that exists between DISR and this TV-1 warrants inclusion of this table as an aid to coordination of common standards.
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1) Access Control
2) Application-Oriented (GPS)
3) Application-specific Data Interchange
4) Architectures and Applications
5) Audio Data Interchange

6) Authentication

7) Backplanes and Busses

8) Bindings/Object Code Linking

9) Biometric Technology Services

10) C4ISR Crypto: Small-scale Special Purpose Devices

11) C4ISR: Payload Platform

12) Calendaring and Scheduling

13) Cryptographic Key Management

14) Database Management System

15) Devices (Smart Cards)

16) Document Interchange

17) Electronic Data Interchange (EDI)

18) Electronic Mail

Reference to table on DoD web page from which this category list was derived.
 https://disronline.disa.mil/DISR/docs/DISR_Baseline_05-10_Summary.xls
19) Engineering Support-Automatic Testing

20) Global Air Traffic Management

21) Graphics Services

22) Information System Security Management

23) Internationalization Services

24) Learning Technologies

25) Mapping (Geospatial)

26) Medical Services

27) Military Messaging

28) Modeling and Simulation

29) Motion Imagery Data Interchange

30) Multimedia Processing

31) Network Technologies

32) Object

33) Operating System Services

34) Optical Digital Technologies

35) Platform Communications Services

36) Product Data Interchange

37) Radio Communications

38) Raster/Image Data Interchange

39) Satellite Communications

40) Secure Operating System

41) Security Protocols

42) Sensor Protocols

43) Still Imagery Data Interchange

44) System Management Services

45) Technical Data Interchange (graphics)

46) Transport-Oriented (quality of service)

47) User (Physical/Cognitive)

48) User Interface Services

49) Video Teleconferencing

50) Web Services

51) WS Aviation: Air Traffic Management

52) WS Aviation: Landing Aids

53) WS: Identification Friend or Foe (IFF)

2.3 Following IT Industry Technical Directions

It is important to implement IT infrastructures in conformance with the industry directions such as the movement to net-centric architectures, XML, IPV6 and other standards that will evolve into a required foundation for effective IT infrastructures.  Certainly the most fundamental and effective standards should be adopted by AT/FP infrastructure development efforts in order to maintain the ability to effectively acquire and use commercial off-the-shelf (COTS) products based on these infrastructure standards.  

2.4 Making the AT/FP IT Infrastructure Standards Based

Part of the rationale for including a standard within the TV-1 may be because it is believed that the standard will become an essential component of a modern net-centric, component based, service oriented IT Infrastructure. As the acceptance of these standard components and protocols become ever more broadly based, COTS products will become more dependent on availability of such system-service infrastructure components.  Maintainers of IT Infrastructures that are outdated or were never based on industry standards may find that the most effective COTS solutions are incompatible with their IT Infrastructure and thus can not be used.

2.5 Standard Naming and References 

Many standards have unique reference and version numbers. In some cases the same exact standard (duplicate specifications word for word) arrived at and specified by a joint engineering team comprised of members of two or more standard defining organizations (SDOs) will have two or more different designations depending on which SDO’s web site the standard is taken from.

“As of January 2005, ISO standards will bear new ICS codes and the ISO Online Catalogue will be structured in accordance with ICS Update No. 6.” [From WSSN web page: http://www.wssn.net/WSSN/RefDocs/refdocs.html ].
Starting in 2005, an International Classification for Standards (ICS) will be used by most major national and international SDOs. See WSSN World Standards Service Network (http://www.wssn.net/WSSN/faqs.html). WSSN is not a new SDO but rather a method of providing the standards consumer with a single point of access to  the world’s standards indexed by an International Classification for Standards (http://www.wssn.net/WSSN/RefDocs/ics2001-en.pdf). See the alphabetical list of categories at the WSSN site (http://www.wssn.net/WSSN/RefDocs/ics01index-en.pdf).  

The individual SDO’s standard designation have been used where available. In some cases only the date that a specification achieved an appropriate status was listed. In many cases the organization that maintains the standard provides a web site that defines their activity related to that standard. In these cases a hyperlink to the appropriate web page is provided. In some cases the most recent version of a standard may not be appropriate. For example the latest version of XML: 1.0 2004 or XML 1.1 2004 may both be used although XML 1.1 is an update of the XML 1.0 version. 

3 Standards

3.1 Common Infrastructure (Information Technology) 

3.1.1 Information Technology Security Standards
	Service Area (AT/FP Category) 
	Service (DISR) 
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Architecture and Applications
	ALFPWPP-LR-V1.0): Application-level Firewall Protection Profile for Basic Robustness Environments

Version 

1.0

Enacted: 

06/22/00
	This Application Level Firewall Protection Profile defines the minimum security requirements for firewalls used by U. S. Government organizations handling unclassified information in a low-risk environment. Firewalls may consist of one or more devices that act as part of an organization’s overall security defense by isolating an organization’s internal network from the Internet or other external networks. The Protection Profile defines the assumptions about the security aspects of the environment in which the firewall will be used, defines the threats that are to be addressed by the firewall, defines implementation-independent security objectives of the firewall and its environment, defines the functional and assurance requirements to meet those objectives, and provides a rationale demonstrating how the requirements meet the security objectives.
Note: Firewalls are necessary for all non-closed systems (intended for external network connections)
	All networking applications.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://niap.nist.gov/cc-scheme/pp/index.html#firewalls
2) http://niap.nist.gov/cc-scheme/pp/PP_ALFWPP-LR_V1.0.html


	Rationale: 

This is a mandated DoD standard for network firewalls for low risk environments. This standard established a minimum required level of firewall security.  


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Architecture and Applications
	ALFWPP-MR_V1.0: Application-Level Firewall for Medium Robustness Environments PP

Version 

1.0

Enacted: 

06/28/00
	This Application Level Firewall Protection Profile defines the minimum security requirements for firewalls used by U. S. Government organizations, specifically the Department of Defense, handling unclassified or sensitive but unclassified information for Mission-Critical Categories in a moderate-risk environment.

Firewalls may consist of one or more devices that act as part of an organization’s overall security defense by isolating an organization’s internal network from the Internet or other external networks. The Protection Profile defines the assumptions about the security aspects of the environment in which the firewall will be used, defines the threats that are to be addressed by the firewall, defines implementation-independent security objectives of the firewall and its environment, defines the functional and assurance requirements to meet those objectives, and provides a rationale demonstrating how the requirements meet the security objectives.
Note: Firewalls are necessary for all non-closed systems (intended for external network connections)
	All networking applications.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://niap.nist.gov/cc-scheme/pp/PP_ALFWPP-MR_V1.0.html


	Rationale: 

This is a mandated DoD standard for network firewalls for medium robustness environments. This standard established a medium required level of firewall security.  

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Web Services

(proposed by NGMS)
	Application Vulnerability Description Language (AVDL) v1.0 [OASIS 200403]

Version 

1.0

Enacted: 

05/01/04
	The Application Vulnerability Description Language (AVDL) is a new security interoperability standard proposed by leading application security vendors as part of the OASIS standards process. The goal of AVDL is to create a uniform way of describing application security vulnerabilities using XML.
	This relates to gateways into the AT/FP LAN using a WEB server.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.avdl.org/
2) http://www.oasis-open.org/specs/index.php#avdlv1.0


	Rationale: 

The AVDL standard has been adopted by many leading security vendors.  Vendors can insure better interoperability by using this consistent definition of application security vulnerabilities

AVDL has been developed to describe web application vulnerabilities. It is not intended to be used to describe other types of vulnerabilities. This includes (but is not limited to) server, operating system, TCP related attacks, or other network layer issues. While vulnerabilities of these types may also fit within the AVDL model, the standard was not specifically developed for these types of vulnerabilities.  

Ensuring that all vulnerabilities for any external available web site are known, tracked and patched is a critical activity. 



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.

	Web Services

Document Interchange
(proposed by NGMS)
	Directory Services Markup Language (DSML) v2.0

Version 

Version V1.0 and V2.0

Enacted: 

V2.0 Enacted April 30, 2002
	This is an XML standard. 

The Directory Services Markup Language V1.0 (DSMLV1.0) provides a means for representing directory structural information as an XML document. 

DSMLV2 provides a method for expressing directory queries and updates (and the results of these operations) as XML documents. DSMLV2 documents are used in a variety of ways. For instance, they can be written to files in order to be consumed and produced by programs, or they can be transported over HTTP to and from a server that interprets and generates them.

Both DSML V1.0 and DSML V2.0 are valid standards. A given implementation may conform to either of the standards or to both of the standards depending on the functions being provided by the implementation. 

DSML is not a replacement for LDAP. The meta data model (vocabulary) for LDAP and DSML are equivalent.
	OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.oasis-open.org/committees/dsml/docs/DSMLv2.doc


	Rationale: 

The primary goal of the AT/FP Infrastructure is protection of US force’s personnel, property and information. A secondary goal is to decrease life-cycle costs and increase mission-related value of the AT/FP Infrastructure through appropriate selection of architecture and supporting technology. The world-wide Information Technology (IT) industry has adopted XML as the method of defining meta-data so that both the data and meta-data may be accessed and used by any authorized software that has been made aware of the appropriate XML Schema. The resulting improvement in the ability to combine and integrate diverse software sub-systems or computer programs into effective, automated complex distributed systems is so extensive that no industry-wide, general alternatives to XML are being considered.   Even so, XML may not apply to all instances of data usage. For example isochronous data flows such as voice and image are dependent on timing considerations that do not fit the XML model. However when a common infrastructure function such as non-LDAP directory access and control is to be added to the AT/FP Infrastructure and an approved XML standard exists then that standard should be used, unless a US DoD or other more specific standard supersedes the Industry XML standard.  A case in point is the Interface Control Document 002 (ICD-002) standard which addresses the same functional area that is addressed by the industry standard Common Alerting Protocol (CAP). Both standards are based on XML. ICD-002 is specific to the US DoD while CAP is general to the industry.  Thus for any AT/FP architectural instance in which directory data is to be access without the use of LDAP such as by a small handheld wireless device then the DSML V2 or more current version should be used. 

Note that these standards do not replace LDAP. If a device does not contain an LDAP client (software client used to access an LDAP service) then DSML V2.0 can be used to access LDAP. The client device may simply be too small to contain an LDAP client. The device may be a Personal Digital Assistant (PDA), a cell phone or a wireless device holding a digital credential such as a smartcard.  An application may be designed with LDAP access as a required function. In this case LDAP access may simply be designed into the application using DSML V2.0. Or perhaps the client-device and the LDAP server are separated by a firewall or other security gateway that does not allow the LDAP protocol to pass through because the LDAP protocol can not be inspected (it is not XML) sufficiently.

In summary LDAP, DSML V1.0, DSML V2.0 should be used as appropriate to each standard. 


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Web Services

(proposed by NGMS)
	DoD Directive 5200:40: DIDTSCAP: DoD Information Technology Security Certification and Accreditation Process (DITSCAP)
Version 

1.0

Enacted: 

12/30/97
	This Instruction defines the activities leading to security C&A.

The activities are grouped together in a logical sequence. This Instruction presents the objectives, activities, and management of the DITSCAP process.
This Instruction: 1. Implements policy, assigns responsibilities and prescribes procedures under DoD Direct 5200.28, March 21, 1988 for Certification and Accreditation (C&A) of information technology (IT), including automated information systems, networks, and sites in the Department of Defense. 2. Creates the DoD IT Security Certification and Accreditation Process (DITSCAP) for security C&A of unclassified and classified IT to implement DoD Directive 5200.28, March 21, 1988; Public Law 100-235, January 8, 1988; Office of Management and Budget Circular No. A-130, February 8, 1996; director of Central Intelligence 1/16, March 14, 1988. 3. Stresses the importance of a life-cycle management approach to the C&A and reaccredidation of DoD IT.
	Applies to remote web services

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.dtic.mil/whs/directives/corres/html/520040.htm


	Rationale: 

This is a DoD directive for Information Technology Security.
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( IT Security
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( General IT Infrastructr.


	
	Extensible Access Control Markup Language (XACML) v1.0 [OASIS 200301]

Version 

1.0

Enacted: 

02/01/03
	XACML is an XML based access control facility that integrates with the digital credentials and authentication rules established by the particular implementation. 

Specification Document: (oasis-xacml-1.0.pdf) 

Policy Schema: (cs-xacml-schema-policy-01.xsd) 

Context Schema: (cs-xacml-schema-context-01.xsd)
	This relates to authentication for access control for both personnel and software agent access.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.oasis-open.org/committees/download.php/2406/oasis-xacml-1.0.pdf
2) http://www.oasis-open.org/committees/download.php/915/cs-xacml-schema-policy-01.xsd
3) http://www.oasis-open.org/committees/download.php/919/cs-xacml-schema-context-01.xsd


	Rationale: 

By using XACML the AT/FP infrastructure is able to use one or more different methods for authentication. Each would be incorporated into XACML but would retain its own rule sets and credentials methodology.
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	Access Control
	FIPS PUB 197: Advanced Encryption Standard (AES)

Version:

1

Enacted: 11/26/2001


	The Advanced Encryption Standard (AES) specifies a FIPS-approved cryptographic algorithm that can be used to protect electronic data.  The AES algorithm is a symmetric block cipher that can encrypt (encipher) and decrypt (decipher) information.  Encryption converts data to an unintelligible form called cipher text; decrypting the cipher-text converts the data back into its original form, called plaintext.  
	The principle use for AES is for data confidentiality.  

The FIPS-approved cryptographic algorithm is used to protect electronic data.  This would apply to the various computer equipment within a base and external to the base.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf
2) http://csrc.nist.gov/publications/fips/
3) http://csrc.nist.gov/CryptoToolkit/aes/
4) http://csrc.nist.gov/publications/fips/fips197/fips197-frn.pdf
5) http://lwn.net/2001/1213/a/fips197aes.php3


	Rationale:   

This is a DoD mandated encryption standard for Access Control.

This standard may be used by Federal departments and agencies when an agency determines that sensitive (unclassified) information (as defined in P. L. 100-235) requires cryptographic protection.

NOTE:  DES and triple DES both consume much more compute power than other stronger encryption standards such as the new AES. DES has a limited key size which is why triple DES is used. But even triple DES’s use of the keys provide only a little more than 150 key digitals of protection. Other encryption standards such as AES have variable key size thus offering selectable levels of security. Triple DES encryption has been used in many legacy security systems.  It should only be used in new designs for interoperability with legacy systems.  Otherwise AES is the required encryption for new designs.
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	Crypto-graphic Key Management
	IETF RFC 2104: HMAC: Keyed-Hashing for Message Authentication, February 1997.

Version 

1.0

Enacted: 

02/01/99


	This document describes HMAC, a mechanism for message authentication using cryptographic hash functions. HMAC can be used with any iterative cryptographic hash function, e.g., MD5, SHA-1, in combination with a secret shared key. The cryptographic strength of HMAC depends on the properties of the underlying hash function.
	Applies to all IP communication traffic. 

Related protocols: ESP, AH, DES, AES, IKE, DOI, HMAC, HMAC-MD5, HMAC, SHA, PKI, IP, IPv6, ICMP

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2104.txt
2) http://www.faqs.org/rfcs/rfc2104.html


	Rationale: 

This is a DoD mandated standard for Cryptographic Key Management.
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	Security Protocol
	IETF RFC 2246: Transport Layer Security (TLS) Protocol Version 1.0, 

Information Security (Computing Environment, Applications, Secure Web Browsing) 

Version 

1.0

Enacted: 

01/01/99
	This document specifies Version 1.0 of the Transport Layer Security (TLS) protocol.  The TLS protocol provides communications privacy over the Internet.  The protocol allows client/server applications to communicate in a way that is designed to prevent eavesdropping, tampering, or message forgery. 

The protocol is composed of two layers: the TLS Record Protocol and the TLS Handshake protocol.  At the lowest level, layered on top of some reliable transport protocol (e.g., TCP) is the TLS Record Protocol which is used to encapsulate various higher level protocols.  One such encapsulated protocol, TLS Handshake protocol, allows the server and client to authenticate each other and to negotiate an encryption algorithm and cryptographic keys before the application protocol transmits or receives its first byte of data.

RFC 2246 is supplemented by RFC3546 (Transport Layer Service (TLS) Extensions).
	Relates to the transport layer of network architectures.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.freesoft.org/CIE/RFC/bynum.cgi?2246
2) http://www.ietf.org/rfc/rfc3546.txt


	Rationale: 

One advantage of TLS is that it is application protocol independent.  Higher level protocols can layer on top of the TLS Protocol transparently.  The TLS standards, however, does not specify how protocols and security operate with TLS; the decisions on how to initiate TLS handshaking and how to interpret the authentication certificates exchanged are left up to the judgment of the designers and implementers of protocols which run on top of TLS.

PRO

RFC 2246 has been adopted by “DISRonline”.  The TLS protocol assures cryptographic security, interoperability, extensibility and relative efficiency.  Cryptographic security establishes secure connection between two parties.  Interoperability allows independent programmers to develop applications utilizing TLS that will then be able to successfully exchange cryptographic parameters without knowledge of one another’s code.  To assure extensibility, TLS provides a framework into which new public key and bulk encryption methods can be incorporated as necessary.  This will prevent the need to create a new protocol (and risking the introduction of possible new weaknesses) and avoid the need to implement an entire new library.  Cryptographic operations tend to be highly CPU intensive, particularly public key operations.  The TLS protocol has incorporated an optional session caching scheme to reduce the number of connections that need to be established from scratch.  Additionally care has been taken to reduce network activity.

CON

TLS is a method of negotiating a secret between two different IP addressed platforms and then using that secret to encrypt packet payloads for transmission. Secret key length is a strong indicator of degree of difficulty in an attacker cracking an encryption. The key length for TLS security is a variable and may be established independently of selecting TLS security (2246+3546). This methodology also uses a 48 bit master key and that length is fixed. More importantly, both RFC 2246 and RFC 3546 have not yet achieved IETF standard status. As of December 6 2004, TLS has not become an official Internet Protocol Standard as published by the RFC.editor.org web site. The authority behind this site is the RFC editor group funded by the Internet Society. The RFC editor has been doing this for 30 years. Until the IETF/RFC-Editor group determines that an RFC specification is a standard, the PSEAG should not adopt the specification as a standard without other compensating endorsement.
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	Crypto-graphic Key Management
	IETF RFC 2401: Interface (Network and Infrastructure: Network Layer)
Version  1.0
Enacted: 

11/01/98


	Internet Security architecture (IPsec) defines the security services at the IP layer by enabling a system to select required security protocols, determine the algorithms(s) to use for the service(s) and put in place any cryptographic keys required to provide the requested services. IPsec can be used to protect one or more “paths” between a pair of hosts, between a pair of security gateways, or between a security gateway and host.

 IETF RFC 24011 specifies the base architecture for IPsec compliant systems.  The goal of the architecture is to provide various security services for traffic at the IP layer, in both the IPv4 and IPv6 environments.  This document describes the goals of such systems, their components, and how they fit together with each other and into the IP environment.  It also describes the security services offered by the IPsec protocols, and how these services can be employed in the IP environment.  This document does not address all aspects of IPsec architecture.  Subsequent documents will address additional architectural details of a more advanced nature, e.g., use of IPsec in NAT environments and more complete support for IP multicast.  The following fundamental components of the IPsec security architecture are discussed in terms of their underlying, required functionality.

a. Security Protocols -- Authentication Header (AH) and Encapsulating Security Payload (ESP)

b. Security Associations -- what they are and how they work, how they are managed, associated processing

c. Key Management -- manual and automatic (The Internet Key Exchange (IKE))

d. Algorithms for authentication and encryption

This document is not an overall Security Architecture for the Internet; it addresses security only at the IP layer, provided through the use of a combination of cryptographic and protocol security mechanisms.

The target audience for this document includes implementers of this IP security technology and others interested in gaining a general background understanding of this system.  In particular, prospective users of this technology (end users or system administrators) are members of the target audience.  A glossary is provided as an appendix to help fill in gaps in background/vocabulary.  This document assumes that the reader is familiar with the Internet Protocol, related networking technology, and general security terms and concepts.
	Applies to all IP communication traffic. 

Related protocols: ESP, AH, DES, AES, IKE, DOI, HMAC, HMAC-MD5, HMAC, SHA, PKI, IP, IPv6, ICMP
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2401.txt
2) http://www.faqs.org/rfcs/rfc2401.html


	Rationale: 

This is a DoD mandated standard for Cryptographic Key Management.

The IPsec standard was part of IPv6 but the need for this standard in IPv4 was so great it was decided to make IPSec apply to both IPv4 and IPv6. It is meant to operate with other standards such as the Internet Key Exchange (IKE). The security of an infrastructure is dependent on the overall suite of security standards.  While this RFC has not moved to IETF standard as of December 6, 2004, it is on the standards track and should be considered for use in AT/FP programs.  Implementation should be subject to common criteria review and testing.

As the migration to IPv6 proceeds, IPSec should be adopted as an AT/FP standard because it is part of the IPv6 standard and is designed as general security architecture for the Internet.
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	Crypto-graphic Key Management.
	IETF RFC 2402: IP Authentication Header, Security (Network and Infrastructure: Network Layer)
Version 

1998

Enacted: 

11/01/98
	IP Authentication Header (AH), a key protocol in the IPsec (Internet Security) architecture, is used to provide connectionless integrity and data origin authentication for IP datagrams (hence forth referred to as “authentication”), and to provide protection against replays.  The latter service is optional.  

AH may be applied alone, in combination with the IP Encapsulating Security Payload (ESP), or in a nested fashion through the use of tunnel mode.
	This should be used wherever IP messages are sent from one IP address to another. It should be the standard method of ensuring that the recipient of a message (IP packet) can depend on the identity of the sender. Note that one or both of sender and recipient may be human of machine. 

When used with IPv6, the Authentication Header normally appears after the IPv6 Hop-by-Hop Header and before the IPv6 Destination Options.  When used with IPv4, the Authentication Header normally follows the main IPv4 header.

Related protocols: IPsec, ESP, DES, AES, IKE, DOI, HMAC, HMAC-MD5, HMAC-SHA, PKI, IP, IPv6, ICMP
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2402.txt
2) http://bgp.potaroo.net/cgi-bin/htmldiff?f1=rfc2402.txt&f2=draft-ietf-ipsec-auth-header-06.txt
3) http://www.javvin.com/protocolAH.html


	Rationale: 

This is a DoD mandated standard for Cryptographic Key Management.

IETF RFC 2402 should be adopted as an AT/FP standard. This RFC defines the standard method for authenticating message traffic on IP. As such it can play a significant roll in communication between on-base devices that must send secure messages to each other. It is not a VPN. The messages are sent in a connectionless manner. However the receiver of the message is able to verify the identity of the sender (source of message).  
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	Crypto-graphic Key Management.
	IETF RFC 2404: The use of HMAC-SHA-1-96 within ESP and AH, Security (Network and Infrastructure: Network Layer): 

Version 

1998

Enacted: 

11/01/98
	This document describes the use of the HMAC algorithm [RFC-2104] in conjunction with the SHA-1 algorithm [FIPS-180-1] as an authentication mechanism within the revised IPSEC Encapsulating Security Payload [ESP] and the revised IPSEC Authentication Header

[AH]. HMAC with SHA-1 provides data origin authentication and integrity protection.

This memo specifies the use of SHA-1 [FIPS-180-1] combined with HMAC [RFC-2104] as a keyed authentication mechanism within the context of the Encapsulating Security Payload and the Authentication Header. The goal of HMAC-SHA-1-96 is to ensure that the packet is authentic and cannot be modified in transit.

HMAC is a secret key authentication algorithm. Data integrity and data origin authentication as provided by HMAC are dependent upon the scope of the distribution of the secret key. If only the source and destination know the HMAC key, this provides both data origin authentication and data integrity for packets sent between the two parties; if the HMAC is correct, this proves that it must have been added by the source.
	This relates to the use of IPSec and Message Authentication headers (ESP and AH), i.e., to all secure use of the Internet Protocol (IP). 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2404.txt


	Rationale: 

This is a DoD mandated standard for Cryptographic Key Management.

IETF RFC 2404 is a recommendation that has stood the test of time.  It has become a common if not best practice. The encryption methods and keys along with the validation testing of containing products are required.

IETF RFC 2404 specifies how to use a message authentication and cryptographic functionality within the payload encapsulation and packet authentication (ESP and AH). HMAC can be used with the suggested Secure Hashing Algorithm 1 (SHA1) or Message Digest 5 (MD5) or other selected cryptographic hash algorithm. When purchasing software from a vendor the method used by that vendor must be reviewed and found to be satisfactory. If the vendor verifies that they are compliant with 2404 that indicates they have followed the guidelines of RFC 2404. Further verification of which algorithms were used within the guidelines of RFC 2404 is required. The overall product should have been verified by an organization such as NIST using the common criteria of other equally rigorous testing methodology.
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	Crypto-graphic Key Management.
	IETF RFC 2406: IP Encapsulating Security Payload (IPsec ESP), Security (Network and Infrastructure: Network Layer) 
Version 

1998
Enacted: 

11/01/98
	ESP is a key protocol in the IPsec (Internet Security) architecture which is designed to provide a mix of security services in IPv4 and IPv6.  The IPsec ESP seeks to provide confidentiality and integrity by encrypting data to be protected and placing the encrypted data in the data portion of the IPsec ESP.  Depending on the user’s security requirements, this mechanism may be used to encrypt either a transport-layer segment (e.g., TCP, UDP, ISMP, IGMP) or an entire IP datagram.  Encapsulating the protected data is necessary to provide confidentiality for the entire original datagram.

RFC 2406 describes the ESP Packet Format, the ESP Processing, Auditing, Conformance Requirements, Security Considerations and Differences from RFC 1827.
	Related protocols: IPsec, AH, DES, IKE, DOI, HMAC, HMAC-MD5, HMAC-SHA, PKI, IP, IPv6, IGMP.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc2406.html
2) http://docs.hp.com/en/J4255-90011/ch04s02.html?btnPrev=%AB%A0prev
3) http://www.networksorcery.com/enp/protocol/esp.htm


	Rationale: 

This is a DoD mandated standard for Cryptographic Key Management.
ESP is used to provide confidentiality, data origin authentication, connectionless integrity, an anti-replay service, and limited traffic flow confidentiality.

This Standard is part of the IETF IPSec suite of related standards and should be used when IP packet level security is required.  
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	Crypto-graphic Key Management.
	IETF RFC 2407: Internet IP Security Domain of Interpretation for ISAKMP, Security (Network and Infrastructure: Network Layer) 
Version 

1998
Enacted: 

11/01/98
	The Internet Security Association and Key Management Protocol (ISAKMP) defines a framework for security association management and cryptographic key establishment for the Internet.  This framework consists of defined exchanges, payloads, and processing guidelines that occur within a given Domain of Interpretation (DOI).  This document defines the Internet IP Security DOI (IPSEC DOI), which instantiates ISAKMP for use with IP when IP uses ISAKMP to negotiate security associations.

Within ISAKMP, a Domain of Interpretation is used to group related protocols using ISAKMP to negotiate security associations.  Security protocols sharing a DOI choose security protocol and cryptographic transforms from a common namespace and share key exchange protocol identifiers.  They also share a common interpretation of DOI-specific payload data content, including the Security Association and Identification payloads.

Overall, ISAKMP places the following requirements on a DOI definition:

- define the naming scheme for DOI-specific protocol identifiers

- define the interpretation for the Situation field

- define the set of applicable security policies

- define the syntax for DOI-specific SA Attributes (Phase II)

- define the syntax for DOI-specific payload contents

- define additional Key Exchange types, if needed

- define additional Notification Message types, if needed

The remainder of this document details the instantiation of these requirements for using the IP Security (IPSEC) protocols to provide authentication, integrity, and/or confidentiality for IP packets sent between cooperating host systems and/or firewalls.
	All cryptographic security – Network and file encryption.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2407.txt


	Rationale: 

This is a DoD mandated standard for Cryptographic Key Management.
This Standard is used with another recommended information security standard, IETF RFC 2408 (ISAKMP) These are standard Internet security components and should be used for Internet security.
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	Crypto-graphic Key Management.
	IETF RFC 2408: Internet Security Association and Key Management Protocol (ISAKMP), Security (Network and Infrastructure: Network Layer) 
Version 

1998
Enacted: 

11/01/98
	ISAKMP is an Internet IPsec protocol to negotiate, establish, modify, and delete security associations, and to exchange key generation and authentication data, independent of the details of any specific key generation technique, key establishment protocol, encryption algorithm, or authentication mechanism. 

ISAKMP supports negotiation of security associations for protocols at all TCP/IP layers. By centralizing management of security associations, ISAKMP reduces duplicated functionality within each protocol. ISAKMP can also reduce connection setup time, by negotiating a whole stack of services at once. Strong authentication is required on ISAKMP exchanges, and a digital signature algorithm based on asymmetric cryptography is used within ISAKMP's authentication component. 

The Internet Security Association and Key Management Protocol (ISAKMP)  provides a framework for Internet key management and provides the specific protocol support for negotiation of security attributes. Alone, it does not establish session keys. However it can be used with various session key establishment protocols, such as Oakley, to provide a complete solution to Internet key management. The ISAKMP specification also is available in postscript

The Oakley protocol uses a hybrid Diffie-Hellman technique to establish session keys on Internet hosts and routers. Oakley provides the important security property of Perfect Forward Secrecy (PFS) and is based on cryptographic techniques that have survived substantial public scrutiny. Oakley can be used by itself, if no attribute negotiation is needed, or Oakley can be used in conjunction with ISAKMP. When ISAKMP is used with Oakley, key escrow is not feasible.
	The ISAKMP framework is broadly used and is endorsed by IETF. It is a foundation component of the IP standard security technology as defined through IETF. The addition of OAKLEY is by CISCO and is also broadly used and well accepted. Nether of these dictate the key type or size. The triple Data Encryption Standard (DES) is well respected and has been around for a number of years. It uses three DES keys. Key 1 is first used to encrypt the target block of data to be encrypted. Then key 2 is used to decrypt the results of key1’s encryption and finally key 3 is used to encrypt the results of key2’s decryption. The result is then transmitted and the recipient decrypts in a reverse manner.  This provides encryption of about the strength of a 150 bit key. FIPS, IETF and ANSI all endorse TripleDES as an encryption standards. The Advanced Encryption Standard should be used if possible. It is the new NIST sanctioned encryption standard.

Related protocols: IP, IPv6, ICMP
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.networksorcery.com/enp/protocol/isakmp.htm
2) http://www.sandelman.ca/SSW/freeswan/fsumltesting/node10.html
3) http://citeseer.ist.psu.edu/maughan97internet.html
4) http://www.hostgold.com.br/hospedagem-sites/o_que_e/Internet+Security+Association+and+Key+Management+Protocol
5) http://xml.resource.org/public/rfc/html/rfc2408.html


	Rationale: 

This is a DoD mandated standard for Cryptographic Key Management.
ISAKMP is an IETF standard for key management. Its purpose is to negotiate and establish a security relationship between sender and receiver of Internet packets.  

This Standard is broadly used and has been around for many years. It does not specify the encryption key algorithm that must be used but rather how to use whatever algorithm is deem appropriate. This Standard should be part of AT/FP suite of security standards.
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	Crypto-graphic Key Management.
	IETF RFC 2409: Internet Key Exchange (IKE) Protocol

Version 

1998

Enacted: 

11/01/98
	Internet Key Exchange (IKE) Protocol, a key protocol in the IPsec architecture, is a hybrid protocol using part of Oakley and part of SKEME in conjunction with ISAKMP to obtain authentication keying material for use with ISAKMP, and for other security associations such as AH and ESP for IPsecDOI.

ISAKMP provides a framework for authentication and key exchange but does not define them.  ISAKMP is designed to be key exchange independent and supports many different key exchanges.  IKE is one of a series of key exchanges, called “modes”.

IKE messages are a combination of ISAKMP header and SKEME and Oakley fields.  The specific message format depends on the message phases and modes.  
	This relates to all IP security. 

Related Protocols: IPsec, ESP, AH, DES, AES, DOI, HMAC, HMAC-MD5, HMAC-SHA, PKI, IP, IPv6, ICMP

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc2409.html
2) http://www.ietf.org/internet-drafts/draft-ietf-ipsec-ikev2-17.txt
3) http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/secur_c/scprt4/scike.htm
4) http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/120newft/120limit/120xe/120xe4/modconf.htm
5) http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci884946,00.html


	Rationale: 

This is a DoD mandated standard for Cryptographic Key Management.
The IKE modes must be implemented whenever the IPsec DOI (IETF RFC 2407) is implemented.

ISAKMP/OAKLEY and ISAKMP/IKE are both well tested and accepted standards. Both should be components of the acceptable IP key exchange standards for AT/FP.
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	Transport-Oriented (quality of service)
	IETF RFC 3175: Aggregation of RSVP for IPv4 and IPv6 Reservations, September 2001
Version 

1
Enacted: 

09/01/01
	This document describes the use of a single RSVP (Resource ReSerVation Protocol) reservation to aggregate other RSVP reservations across a transit routing region, in a manner conceptually similar to the use of Virtual Paths in an ATM (Asynchronous Transfer Mode) network.  It proposes a way to dynamically create the aggregate reservation, classify the traffic for which the aggregate reservation applies, determine how much bandwidth is needed to achieve the requirement, and recover the bandwidth when the sub-reservations are no longer required.  It also contains recommendations concerning algorithms and policies for predictive reservations
	Relates to IP-based services to enable end-to-end QoS for IPv4 and IPv6. 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc3175.txt


	Rationale: 

This is a DoD mandated standard for Transport-Oriented (quality of service).
Used to provide services over the LAN/WAN beyond the current best-effort IP-based service to enable end-to-end QoS for IPv4 and IPv6.
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	Network Technologies

System Management Services


	IETF Standard 62/IETF RFC 3416: Version 2 of the Protocol Operations for the Simple Network Management Protocol (SNMP), December 2002

Version 

2
Enacted: 

12/01/02
	RFC 3416 defines version 2 of the protocol operations for the Simple Network Management Protocol (SNMP).  It defines the syntax and elements of procedure for sending, receiving, and processing SNMP PDUs.  

SNMP entities supporting command generator or notification receiver applications (traditionally called "managers") communicate with SNMP    entities supporting command responder or notification originator applications (traditionally called "agents").  The purpose of this protocol is the transport of management information and operations.
	RFC 3416 obsoletes RFC 1905.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc3416.html


	Rationale: 

This is a DoD mandated standard for Network Technologies System Management Services.
Since it was developed in 1988, the Simple Network Management Protocol has become the de facto standard for internetwork management. Because it is a simple solution, requiring little code to implement, vendors can easily build SNMP agents to their products. SNMP is extensible, allowing vendors to easily add network management functions to their existing products.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assssmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Security Protocols

(NGMS proposed)
	ISO 17799:2005: Information technology - Security techniques - Code of practice for information security management
Version: 

1.0

Enacted: 
06/10/05
	This is an existing ISO standard that establishes a foundation for security practices and establishes a framework within which hardware or software products can be evaluated regarding their appropriateness relative to security. ISO/IEC 17799:2005 establishes guidelines and general principles for initiating, implementing, maintaining, and improving information security management in an organization. The objectives outlined provide general guidance on the commonly accepted goals of information security management. ISO/IEC 17799:2005 contains best practices of control objectives and controls in the following areas of information security management:

security policy

organization of information security

asset management

human resources security

physical and environmental security

communications and operations management

access control

information systems acquisition development and maintenance

information security incident management

business continuity management

compliance
	Relates to security practices at the base.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso17799software.com/presentation/
2) http://www.iso.org/iso/en/prods-services/popstds/informationsecurity.html
3) http://www.iso-17799.com/
4) http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=39612&ICS1=35&ICS2=40&ICS3

	Rationale:   ISO/IEC 17799:2005 is intended as a common basis and practical guideline for developing organizational security standards and effective security management practices, and to help build confidence in inter-organizational activities.

Therefore systems acquired for Force Protection should be compatible with the practices outlined in ISO 17799.
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	ITU-T Rec. X.509:2000: ISO/IEC 9594-8:2001, Information Technology: ITU-T Recommendation X.509, Open Systems Interconnection – The Directory: Public Key and Attribute Certificate Frameworks 

Version 4.0

Technical cor.1 (10/01); Technical cor.2 (04/02); Corrigendum 3 (04/04)
Enacted: 03/01/02 


	X.509 Open Systems Interconnection- The Directory: Public Key and Attribute Certificate Frameworks:

In cryptography, X.509 is an ITU-T standard for public key infrastructure (PKI). X.509 specifies, amongst other things, standard formats for public key certificates and a certification path validation algorithm.

X.509 is a widely used standard for defining digital certificates.  A public-key certificate is a digitally signed statement from one entity, saying that the public key (and some other information) of another entity has some specific value. 

Public key cryptography requires access to users' public keys. In a large-scale networked environment it is impossible to guarantee that prior relationships between communicating entities have been established or that a trusted repository exists with all used public keys. Certificates were invented as a solution to this public key distribution problem. Now a Certification Authority (CA) can act as a Trusted Third Party. 

There are many public Certification Authorities, such as VeriSign, Thawte, Entrust, and so on. You can also run your own Certification Authority using products such as the Netscape/Microsoft Certificate Servers or the Entrust CA product for your organization.
	The DoD BMO Standards Working Group recommends use of X.509 certificates as a means of protecting the integrity of biometric data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) Department of Defense, Biometrics, www.biometrics.dod.mil
2) Department of Defense Biometric Standards Development Recommended Approach, J.D. Woodward, 10 September 2004

3) http://www.itu.int/ITU-T/asn1/database/itu-t/x/x509/1997/
4) http://java.sun.com/j2se/1.4.2/docs/guide/security/cert3.html
5) http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0.pdf
6) http://en.wikipedia.org/wiki/X.509
7) http://www.itu.int/rec/recommendation.asp?type=folders&lang=e&parent=T-REC-X.509
8) “X.509 Policy Certificate Policy for the United States Department of Defense”, 11 December 2003, prepared by DoD PKI Program Management Office and approved by ASD (NII).

	Rationale: 

DISR has mandated the use of Defense Message System secure messaging and for PKI certificates.  X.509 is a standard for digital certificates that the DoD has mandated.  
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	Operating System Services
	Linux 2.0: Linux Standard Base Specification 2.0, Free Standards Group, 30 August 2004.

Version 

2.0
Enacted: 

08/30/04
	The Linux Standard Base (LSB) defines a system interface for compiled applications and a minimal environment for support of installation scripts. Its purpose is to enable a uniform industry standard environment for high-volume applications conforming to the LSB. These specifications are composed of two basic parts: A common specification ("LSB-generic") describing those parts of the interface that remain constant across all implementations of the LSB, and an architecture-specific specification ("LSB-arch") describing the parts of the interface that vary by processor architecture. Together, the LSB-generic and the architecture-specific supplement for a single hardware architecture provide a complete interface specification for compiled application programs on systems that share a common hardware architecture. The LSB-generic document shall be used in conjunction with an architecture-specific supplement. Whenever a section of the LSB-generic specification shall be supplemented by architecture-specific information, the LSB-generic document includes a reference to the architecture supplement. Architecture supplements may also contain additional information that is not referenced in the LSB-generic document. The LSB contains both a set of Application Program Interfaces (APIs) and Application Binary Interfaces (ABIs). APIs may appear in the source code of portable applications, while the compiled binary of that application may use the larger set of ABIs. A conforming implementation shall provide all of the ABIs listed here. The compilation system may replace (e.g. by macro definition) certain APIs with calls to one or more of the underlying binary interfaces, and may insert calls to binary interfaces as needed. The LSB is primarily a binary interface definition. Not all of the source level APIs available to applications may be contained in this specification.
	The Linux Operating System As such it relates to most of the areas of computing within any AT/FP architecture.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.linuxbase.org/


	Rationale: 

This is a mandated DoD standard for Operating System Services.  Various variants of the Linux kernel are in wide use for network devices, video surveillance systems, access control systems, and other physical security equipment.
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	None
	NFPA 1600 Standard for Disaster/Emergency Management and Business Continuity Programs 2004
Version 

2004
Enacted: 

01/01/04
	The National Fire Protection Association Emergency Management and Business Continuity (NFPA) 1600 standard defines standards for preparing and recovering from disasters. It is endorsed by the 9/11 Commission Report, DHS/FEMA, NEMA, IAEM and ANSI.


	This relates to threats both natural and terrorists, to the AT/FP infrastructure.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) NFPA Specification: http://www.nfpa.org/PDF/nfpa1600.pdf?src=nfpa
2) www.nfpa.org


	Rationale: 

NFPA 1600 applies to risk analysis, preparing for, mitigation of and management of disasters to an organizations ability to continue its operation.  The nominal scope is a business’s IT infrastructure. However the AT/FP Information Technology Infrastructure (ITI) uses much of the same technology and must be operational all the time. So this standard for evaluating risk, preparing to rapidly recover from disasters and mitigating the effect of disasters is appropriate.
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	OASIS Standard 200401:  SOAP Message Security 1.0 (WS-Security 2004)

Version 

1.0

Enacted: 

03/01/05
	Web Services-Security describes enhancements to SOAP messaging to provide quality of protection through message integrity, message confidentiality, and single message authentication.  These mechanisms can be used to accommodate a wide variety of security models and encryption technologies. 

WS-Security also provides a general-purpose mechanism for associating security tokens with messages.  No specific type of security token is required by WS-Security.  It is designed to be extensible (e.g. support multiple security token formats).  For example, a client might provide proof of identity and proof that they have a particular business certification.

Additionally, WS-Security describes how to encode binary security tokens.  Specifically, the specification describes how to encode X.509 certificates and Kerberos tickets as well as how to include opaque encrypted keys.  It also includes extensibility mechanisms that can be used to further describe the characteristics of the credentials that are included with a message.

The standard consist of multiple documents and specifications: 

- Web Services Security: SOAP Message Security 1.0 (WS-Security 2004) 

- Web Services Security Username Token Profile 1.0 

- Web Services Security X.509 Certificate Token Profile 


	This relates to security throughout the AT/FP local area network (LAN)

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.oasis-open.org/specs/index.php#wssv1.0
2) http://schemas.xmlsoap.org/specs/ws-security/ws-security.htm


	Rationale: 

This set of standards provides for authentication management. A number of other XML based security related standards are contained within this TV-1. By using these standards as the base for security the AT/FP infrastructure is best assured of interoperability between the many OASIS XML security standards.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Architecture and Applications
	PP_FWPP-MR_V1.0: U.S. Government Firewall Protection Profile for Medium Robustness Environments
Version 

1.0
Enacted: 

10/23/03
	A firewall is a system or combination of systems that enforces a boundary between two or more networks. The purpose of a firewall is to protect internal information systems from external attacks. Firewalls address the requirement for authorized LAN users and administrators, as well as individual workstations or personal computer users, to safely access and are accessed by trusted external network connections.

The U.S. Government Firewall Protection Profile for Medium Robustness Environments specifies the minimum-security requirements for network boundary devices that provide controlled connectivity between two or more network environments (hereafter referred to as the Target of Evaluation (TOE)) used by the Department of Defense (DoD) in Medium Robustness Environments. The TOE may be a dedicated device such as a firewall, or an enhancement to some other network device such as a router. The target robustness level of "medium" is specified in the Guidance and Policy for the Department of Defense Global Information Grid Information Assurance (GIG) and is further discussed in Section 3.0 of this PP. The TOE supports user identification and authentication (I&A) where "user" is defined to be a human user acting in a role (i.e., Security Administrator, Cryptographic Administrator, and Audit Administrator) or an authorized IT entity. The TOE provides the capability to pass and block information flows based on a set of rules defined by the Security Administrator. Additionally, the TOE enforces security policies which restrict host-to-host connections to common Internet services such as: Telnet, File Transfer Protocol (FTP), Hypertext Transfer Protocol (HTTP), and Simple Mail Transfer Protocol (SMTP). The TOE supports encryption for remote administration, remote users and authorized IT entities (e.g., certificate server, NTP server), and generates audit data of security relevant events. The assurance requirements were originally based upon Evaluated Assurance Level (EAL) 4. In order to gain the necessary level of assurance for medium robustness environments explicit requirements have been created for some families in the ADV class both to remove ambiguity in the existing ADV requirements as well as to provide greater assurance than that associated with EAL4. 

This US Government Firewall Protection Profile for Medium Robustness Environments, ver. 1.0, was validated on October 28, 2003 which supersedes the US Government Traffic-Filter Firewall Protection Profile for Medium Robustness Environments (TFFWPP-MR_V1.0). This PP remains effective for products seeking conformance to it until April 30, 2005. 

Note: Firewalls are necessary for all non-closed systems (intended for external network connections)
	All networking applications.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://niap.nist.gov/cc-scheme/pp/index.html#firewalls
2) http://niap.nist.gov/cc-scheme/pp/PP_TFFWPP-LR_V1.1.html
3) http://niap.nist.gov/cc-scheme/pp/PP_VID1016.html


	Rationale: 

This is a mandated DoD standard for network firewalls for low risk environments. This standard established a minimum required level of firewall security.  
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	Architecture and Applications
	TFFWPP-LR_V1.1: Traffic Filter Firewall PP for Low Risk Environments PP
Version 

1.1
Enacted: 

04/01/99
	This traffic-filter firewall Protection Profile defines the minimum security requirements for firewalls used by U.S Government organizations handling unclassified information in a low-risk environment. Firewalls may consist of one or more devices that act as part of an organization’s overall security defense by isolating an organization’s internal network from the Internet or other external networks. Firewalls pass and block information flows based on a set of screening rules defined by an authorized administrator. This Protection Profile applies to firewalls that are capable of screening network traffic at the network and transport protocol levels, authenticating the authorized administrator for actions at the firewall, and auditing security-relevant events that occur.
Note: Firewalls are necessary for all non-closed systems (intended for external network connections)
	All networking applications.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://niap.nist.gov/cc-scheme/pp/PP_TFFWPP-LR_V1.1.html


	Rationale: 

This is a mandated DoD standard for network firewalls for low risk environments. This standard established a minimum required level of firewall security.  
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	Web Services
	SAML V2.0: Oasis Security Assertion Markup Language

Version 

2.0

Enacted: 

01/15/05
	The Security Assertion Markup Language (SAML) is "an XML-based framework for exchanging security information. This security information is expressed in the form of assertions about subjects, where a subject is an entity (either human or computer) that has an identity in some security domain.

The SAML standard enables two disjoint security infrastructures to mutually authenticate, exchange information and negotiate a secure relationship without the extensive analyst and programmer time and effort to do these things manually.  

Oasis: Organization for the Advancement of Structured Information Standards
	SAML should be the common method of handling security assertions across all platforms of the AT/FP infrastructure.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=security#samlv20
2) http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=security
3) http://xml.coverpages.org/saml.html


	Rationale: 

This is a mandated DoD standard for Web Services.

Due to the combined advances in computing power and network bandwidth (in both cases more power at less cost) more information is being sent to more recipients by ever more senders. The exponential growth in the capacity of electronic communication has already resulted in unmanageable information technology infrastructures. The SAML standard and hundreds of additional IT standards, particularly those based on XML are designed to make IT infrastructures manageable by automating much of the time consuming manual activities required to implement, manage, operate and use a modern IT infrastructure.  It is important to implement IT infrastructures in conformance with the industry directions such as the movement to XML, IPV6 and other standards that will evolve into a required foundation for effective IT infrastructures.  Certainly the most fundamental and effective standards should be adopted by AT/FP infrastructure development efforts. SAML is such a core standard and should be adopted by all AT/FP infrastructures.
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	Network Technologies

(proposed by NGMS)
	U. S. Government Virtual Private Network (VPN) Boundary Gateway Protection Profile (PP) for Medium Robustness Environments
Version 

0.9
Enacted: 

09/01/04
	The US Government Virtual Private Network (VPN) Boundary Gateway Protection Profile (PP) for Medium Robustness Environments was generated under the Enclave Boundary Security Technologies and Solutions (EBST&S) Support Program, sponsored by the National Security Agency (NSA). This PP is intended to be used as follows:

• For product vendors and security product evaluators, this PP defines the requirements that must be addressed by specific products as documented in vendor Security Targets (STs).

• For system integrators, this PP is useful in identifying areas that need to be addressed to provide secure system solutions. By matching the PP with available STs, security gaps may be identified and products or procedures may be configured to bridge these gaps.
This PP specifies the minimum-security requirements for VPN devices (hereafter referred to as the Target of Evaluation (TOE)) used by the Department of Defense (DoD) in Medium Robustness Environments. The target robustness level of "medium" is specified in the Guidance and Policy for the Department of Defense Global Information Grid Information Assurance (GIG). 
	Relates to Virtual Private Network security standards like IETF RFC 2917.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://niap.nist.gov/pp/draft_pps/pp_draft_vpn_mr_v0.9.pdf#search='VPN%20Protection%20Profile'


	Rationale: 

This is a mandated DoD standard for network technologies.
This standard is essential for external newtork security.  A VPN provides the ability to use a public network, such as the Internet, as if it were a secure, private network. A VPN is created through the use of devices that can establish secure communication channels over a common, untrusted (or less trusted) communications infrastructure, protecting data in-transit between two communicating entities.
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	Network Technologies


	IETF RFC 2917: Core MPLS IP VPN Architecture September 2000

Version 

1.0
Enacted: 

09/01/00
	 This standard presents an approach for building core Virtual Private Network (VPN) services in a service provider's MPLS backbone.  This approach uses Multiprotocol Label Switching (MPLS) running in the backbone to provide premium services in addition to best effort services. The central vision is for the service provider to provide a virtual router service to their customers. The keystones of this architecture are ease of configuration, user security, network security, dynamic neighbor discovery, scaling and the use of existing routing protocols as they exist today without any modifications.

	Relates to Virtual Private Network security standards. 
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2917.txt


	Rationale: 

This standard is essential for external newtork security.  A VPN provides the ability to use a public network, such as the Internet, as if it were a secure, private network. A VPN is created through the use of devices that can establish secure communication channels over a common, untrusted (or less trusted) communications infrastructure, protecting data in-transit between two communicating entities.
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	Transport-Oriented


	IETF RFC 3031: MPLS Architecture January 2001
Version 

1.0
Enacted: 

01/01/2001
	This standard specifies the architecture for Multiprotocol Label Switching (MPLS)


	Relates to Network services standards. 
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc3031.txt


	Rationale: 

This is an emerging DoD standard for Transport-Oriented Services.
This standard is used to provide services over the LAN/WAN beyond the current best-effot IP-based service to enable end-to-end QoS for IPv4 and IPv6.
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	User Interface Services

Operating System Services
	Win32 APIs as specified in the Microsoft Platform SDK
Version 
3790.1830
Enacted: 

05/02/05
	Windows API is a set of application programming interfaces available in Microsoft Windows operating system’s software development kits (SDK) that provide documentation and tools to enable developers to create software using the Windows API and associated Windows technologies.

Win32 is the 32-bit API for modern versions of Microsoft Windows. The API consists of C functions implemented in dynamically linked libraries (DLLs), mainly in core DLLs: kernel32.dll, user32.dll and gdi32.dll. 

Win64 is the 64-bit extension of Win32.  

The next version, WinFX API, relates to the 2007/8 version of Microsoft Windows and thus is out of scope for this Technical View.
	The Win32 API is related to any Microsoft Windows server or personal computer. As such it relates to most of the areas of computing within any AT/FP architecture.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) Microsoft does not publish a single guide for all Win32 APIs. The entire Win32 API consists of about 70,000 different Application Programming Interfaces (APIs). These are generally available for download as a Software Development Kit (SDK) from a Microsoft site relating to the specific application or function for that API.  

http://www.microsoft.com/downloads/details.aspx?FamilyId=A55B6B43-E24F-4EA3-A93E-40C0EC4F68E5&displaylang=en
2) Dan Appleman’s Visual Basic Programmer’s Guide to the Win32 API by Dan Appleman 

3) Win32 API Programming with Visual Basic by Steven Roman 

4) Visual Basic 6 Win32 API Tutorial by Jason Bock 

5) Subclassing & Hooking with Visual Basic by Stephen Teilhet 

6) Advanced Visual Basic 6 : Power Techniques for Everyday Programs (The DevelopMentor Series) by Matthew J. Curland 

7) COM+ Programming With Visual Basic by Jose Mojica

	Rationale: 

This is a mandated DoD standard for User Interface Services and Operating System Services.

The Win32 API can be used in many different ways. The Microsoft Foundation Class Library (MFC) encapsulates, or “wraps” much (but not all) of the Win32 API. The Active Template Library (ATL) wraps Win32 and C run-time library APIs. Specific SDKs containing components of Win32 for a specific purpose can be downloaded without charge from Microsoft web sites. Although Microsoft’s implementation of the Windows API is copyrighted, it is generally accepted that other vendors can emulate Windows by providing an identical API, without breaching copyright. All of this makes Win32 an appropriate ingredient in quality Windows platform software.

The Win32 or Win64 API should be used for software being created for a Microsoft Windows platform. 

It is appropriate to consider for any large scale development program likely to result in Windows software delivery during or after 2008 that the WinFX API (2007-8) will contain about 8000 defined interfaces while the existing Win32 contains over 70,000 defined interfaces. This massive reduction is due to a significant redesign of the Windows operating system. By considering this in the design of Win32/64 based applications today taking advantage of the features of Windows 2007/8 later will be facilitated.


3.1.2 Data Format Standards
	Service Area (AT/FP Category)
	Service (DISR)
	Standard
	Synopsis
	Relationship and OV-2 Reference
	

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Web Services
(proposed by NGMS)
	ASN.1 2002: Abstract Syntax Notation 1
Version: 

2002
Enacted: 

01/01/02
	SN.1 is a formal notation used for describing data transmitted by telecommunications protocols, regardless of language implementation and physical representation of these data, whatever the application, whether complex or very simple

Though initially used for describing email messages within the Open Systems Interconnection environment, ASN.1 has since then been adopted by a wide range of other applications, as in network management, secure email, mobile (cellular) telephony, air traffic control, and voice and video over the Internet.
	This standard relates to all data flow across the AT/FP base network.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://asn1.elibel.tm.fr/xml/
2) http://asn1.elibel.tm.fr/en/index.htm
3) http://www.itu.int/publications/bookshop/


	Rationale: 

The standardized XML Encoding Rules (XER) allow ASN.1 specifications (modules) to be used as ASN.1 schemas against which XML documents can be validated. As a result, the ASN.1 language now competes with other XML schema languages, but it has some additional benefits over them.

Protocols specified in ASN.1 can take advantage of the compact standardized ASN.1 encodings (such as the Packed Encoding Rules) to exchange messages over bandwidth-constrained links, but the same abstract data can be encoded in XML with no effort and sent to an XML-enabled browser for display (possibly using style sheets).

BER or PER-generated messages described by ASN.1 are a small fraction of the size of XML messages. This enables content-rich Web pages, video and other data-intensive messages to travel where it might not otherwise be able to go, namely, the narrow confines of wireless broadband.

The XML value notation is also the base for a new set of encoding rules for ASN.1, the "XML Encoding Rules" (XER), published as a new standard (ITU-T Rec. X.693 | ISO/IEC 8825-4). Except for a few minor differences (such as the addition of a prolog), the XML produced by the XML Encoding Rules is the same as the XML value notation. Both a canonical (called CXER and used, e.g., for digital signatures) and a non-canonical variant of the XML Encoding Rules have been defined.

To vary the XML encoding produced by default by a Basic-XER tool, XER encoding instructions can be added to the ASN.1 modules in two forms: either as prefix notation in front of types (in the same way as BER encoding instructions are added as tags in front of types) or as an encoding control section at the end of the ASN.1 module. The encoding is then called EXTENDED-XER or E-XER. Because ASN.1 and XML are cooperating standards and augment each other it is highly recommended that ASN 1 be used within AT/FP base Infrastructures.
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	Platform Communications Services

Network Technologies

Electronic Mail

 (Geospatial)
	DMS: Defense Messaging System, v 3.0
Version: 

3.0

Enacted: 

07/01/02
	The Defense Message System (DMS) is the designated messaging system created by the Defense Information Systems Agency (DISA) for the Department of Defense (DoD) and supporting agencies. It is a flexible, commercial-off-the-shelf (COTS) based application providing multimedia messaging and directory services using the underlying Defense Information Infrastructure (DII) network and security services. DMS is installed and operational worldwide.

DMS provides message service to all DoD users (to include deployed tactical users), and interfaces to other U.S. government agencies, allied forces and Defense contractors. DMS provides two grades of enabled service: high and medium. High grade service provides organizational messaging/record traffic and replaces incompatible, unsecured email systems. Medium grade service, a protected messaging capability for individuals, leverages the installed base of COTS email products that are administered as standard network applications across DoD. The National Gateway System, consisting of centers at Fort Detrick, Md., and the Pentagon Telecommunications System Center, provides DoD with a continuing capability to satisfy legacy messaging requirements, allied and tactical interoperability and emergency action message (EAM) dissemination.
	Applies to military multimedia messaging systems
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.disa.mil/main/prodsol/dms.html


	Rationale: 

The Defense Message System (DMS) Program was established by the Under Secretary of Defense (Acquisition) to facilitate and coordinate development of an integrated common-user message system. The program's primary goal is to provide a message system that satisfied writer-to-reader requirements while reducing cost and staffing levels. Its secondary goal is to improve functionality, security, survivability, and availability.
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	Mapping (Geospatial)
	FIPS Pub 10-4:2002

Countries, Dependencies, Areas of Special Sovereignty, and Their Principal Administrative Divisions, April 1995 as modified by Change Notice 1, 1 Dec 1998; Change Notice 2, 1 Mar 1999; Change Notice 3, 1 May 1999; Change Notice 4, 25 Feb 2000; Change Notice 5, 10 Aug 2000; Change Notice 6, 28 Jan 2001; and Change Notice 7, 10 Jan 2002.

Version: 

1.0

Enacted: 

01/01/02
	This Standard provides a list of the basic geopolitical entities in the world, together with the principal divisions that comprise each entity. Each basic geopolitical entity that was listed in FIPS PUB 10-3, Countries, Dependencies, and Areas of Special Sovereignty, as updated, is included; it is represented by the same two-character alphabetic, country code. Each principal administrative division is identified by a four-character code consisting of the two-character country code followed by a two-character administrative division code. This Standard supersedes FIPS 10-3 in its entirety.
	Applies to geospatial data interchange.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://earth-info.nga.mil/gns/html/fips10-4.html


	Rationale: 

This is a DoD mandated standard for Mapping (Geospatial) applications.

This data element and representation standard is made available for the interchange of information among Federal departments and independent agencies.  It is intended for use in activities associated with the mission of the Department of State and national defense programs.  It may also be used for Federal interchanges of information  with the non-Federal sector including industry, state, local, and other Governments, and the public at large
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	Architectures and Applications
	IEC 61131-3: Programmable controllers - Part 3: Programming languages

Version: 

2.0
Enacted: 

01/21/2003
	This standard defines, as a minimum set, the basic programming elements, syntactic and semantic rules for the most commonly used programming languages, including graphical languages of Ladder Diagram and Functional Block Diagram, and Textual languages of Instruction List and structured Text; as well as major fields of application, applicable tests and means by which manufacturers may expand or adapt those basic sets to their own programmable controller implementations
	This is related to all PLCs and PLC languages.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.plcopen.org/
2) http://www.oacg.co.uk/plcopen.pdf

	Rationale: 

This standard is the only global standard for industrial control programming.  The standard includes the definition of the Sequential Function Chart (SFC) language, used to structure the internal organization of a program, and four inter-operable programming languages: Instruction List (IL), Ladder Diagram (LD), Function Block Diagram (FBD) and Structured Text (ST).
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	Mapping (Geospatial)
	ISO 6709:1983: Standard representation of latitude, longitude and altitude for geographic point locations

Version: 

1.0

Enacted: 

05/22/2003
	This standard describes a variable-length format for the representation of latitude, longitude and altitude for use in data interchange. Allows the use of normal sexagesimal notations involving degrees, minutes and seconds as well as various combinations of sexagesimal and decimal notations. Uses numeric characters 0 to 9, graphic characters plus (+), minus (-), full stop (.) and comma (,).
	Applies to geospatial data interchange.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=13152&scopelist=ALL


	Rationale: 

This data element and representation standard is made available for the interchange of information among Federal departments and independent agencies.  It is intended for use in activities associated with the mission of the Department of State and national defense programs.  It may also be used for Federal interchanges of information  with the non-Federal sector including industry, state, local, and other Governments, and the public at large
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	Mapping (Geospatial)
	ISO 6709:1983: Standard representation of latitude, longitude and altitude for geographic point locations

Version: 

1.0

Enacted: 

05/22/2003
	This standard describes a variable-length format for the representation of latitude, longitude and altitude for use in data interchange. Allows the use of normal sexagesimal notations involving degrees, minutes and seconds as well as various combinations of sexagesimal and decimal notations. Uses numeric characters 0 to 9, graphic characters plus (+), minus (-), full stop (.) and comma (,).
	Applies to geospatial data interchange.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	2. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=13152&scopelist=ALL


	Rationale: 

This data element and representation standard is made available for the interchange of information among Federal departments and independent agencies.  It is intended for use in activities associated with the mission of the Department of State and national defense programs.  It may also be used for Federal interchanges of information  with the non-Federal sector including industry, state, local, and other Governments, and the public at large
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	Network Technologies
	IEEE 1588: Standard for a Precision Clock Synchronization Protocol for Networked Measurement and Control Systems

Version: 

1.0

Enacted: 

09/12/02
	 The IEEE 1588 Standard for a Precision Clock Synchronization Protocol for Networked Measurement and Control Systems is a viable foundation for standardizing the way modular machinery connects.

This is an IP standard protocol for ensuring that network time is the same across the base’s Local Area Network.
	All networked devices.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://ieee1588.nist.gov/


	Rationale: 

In the future the basic time signal and synchronization standard may come from the GIG.  This standard is likely to be IEEE 1588. The Internet already uses a government provided basis time signal. NIST supports the use of IEEE 1588. Synchronized time across the base’s various computing, sensing and actuating devices is required for coordinated integration and automatic cooperation. 
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	Modeling and Simulation
	ISO/IEC 11179 -1 Metadata Registries (MDR)

Basic Attributes of Data Elements, Part 3 (Draft), 19 October 2001

Version:

1.0

Enacted: 

09/15/04
	The ISO/IEC 11179 suite of standards (part 1 through part 6) is supportive of the industry wide move to XML – particularly ebXML. The ISO 11179 standard (all six parts) defines standards for dealing with metadata within a complex information technology infrastructure (ITI). ISO-11179 is not a standard for a database or access method such as MS Active Directory or the Light Directory Access Protocol (LDAP). It is higher level than these and is compatible with LDAP. 

ISO 11179 does not specify meta names or content but is rather a model for designing and managing meta data. 

The domain of ISO 11179 is the methodology and science of creating and managing a hierarchy of object names so that later naming problems, compatibility problems or other information technology infrastructure (ITI) problems are avoided. 

This is a foundation standard in that other aspects of ITI such as XML and automation are partially dependent on ISO 11179.


	ISO/IEC 11179 is a foundation for XML, distributed applications, publish/subscribe and other aspects of the force protection ITI that make use of meta data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)


	1) http://metadata-standards.org/
2) ISO 704:2000, Terminology work — Principles and methods

3) ISO 1087-1:2000, Terminology work — Vocabulary — Part 1: Theory and application

4) ISO/IEC 11179 (all parts), Information technology — Metadata registries (MDR)

	Rationale:  

The ISO/IEC 11179 standard helps to ensures that an ITI using XML, publish/subscribe and other automation/integration approaches will not develop to a state where automation and integration are negatively impacted by metadata conflicts.
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	Still Imagery Data Interchange
	ISO/IEC 8632-1: 1999(E)- Metafile for Storage and Transfer of Picture Description, Part I: Functional Description, Data (Still Imagery Data Interchange)

Version: 

1999

Enacted: 

01/01/99
	This is a graphics data interchange standard which defines a neutral computer interpretable representation of 2D graphical (pictorial) information in a manner that is independent from any particular application or system. The purpose of the standard is to facilitate the storage and retrieval of graphical information between applications, software systems, and/or devices.  A Computer Graphics Metafile (CGM) can contain: vector graphics, raster graphics, and text. The CGM standard defines 3 upward compatible versions. Version 1 provides a basic drawing and picture interchange capability.  The Version 1 metafile definition includes about 90 elements.  The most significant new capability of Version 2, is the graphical segment. A segment is a group of primitives that is saved once and named, and then may be used repeatedly in the metafile. Version 3 metafiles represent a major increase in graphical expressive power. Version 3 metafiles contain about 40 new elements above the Version 2 capabilities. Version 3 metafile functionality includes: the capability to represent compressed tiled images, define external symbol libraries, and greater control of drawing aspects for graphics arts, presentation graphics, and electronic publishing.  Version 4 adds support for application structures.


	This will be used largely in IBDC2 where information will be exchanged between external DoD systems

The relationships among FIPS PUB 128-2, MIL-STD 2301A and ISO/IEC 8632-1, 8632-3, 8632-4 are as follows.

FIPS PUB 128-2 (CGM) defines CGM as a graphics software standard.  

OV-2 Relationship:

(External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://isotc.iso.ch/livelink/livelink/fetch/2000/2489/Ittf_Home/PubliclyAvailableStandards.htm
2) Information Technology- Computer Graphics- Metafile for the Storage and Transfer of Picture Description Information, Part 1: Functional Specification, Reference Number ISO/IEC 8632-1: 1999 (E), Second Edition



	Rationale: 

This is a DoD standard for Technical Data Interchange (graphics).
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	Technical Data Interchange (graphics)
	ISO/IEC 8632-3:1999: Computer Graphics - Metafile for the storage and transmission of picture description information - Part 3: Binary encoding, as profiled by MIL-STD-2301A, Computer Graphics Metafile (CGM) Implementation Standard for National Imagery Transmission Format Standard, 5 June 1998 with Notice 1, 1 March 2001.

Version: 

1999

Enacted: 

12/15/99
	The Binary Encoding of the Computer Graphics Metafile (CGM) provides a representation of the Metafile syntax that can be optimized for speed of generation and interpretation, while still providing a standard means of interchange among computer systems. The encoding uses binary data formats that are much more similar to the data representations used within computer systems than the data formats of the other encodings.  Some of the data formats may exactly match those of some computer systems. In such cases processing is reduced very much relative to the other standardized encodings.  On most computer systems processing requirements for the Binary Encoding will be substantially lower than another encoding. In cases where a computer system
s architecture does not match the standard formats used in the Binary Encoding, and where absolute minimization of processing requirements is critical, and where interchange among dissimilar systems does not matter, it may be more appropriate to use a private encoding, conforming to the rules specified in clause 7 of ISO/IEC 8632-1.
	This will be used largely in IBDC2 where information will be exchanged between external DoD systems.  It may also be used in surveillance and assessment area.

Relationship to ANSI/IEEE 754-1986; representation of character data follows ISO/IEC 646 and ISO 2022.   

OV-2 Relationship:

(External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://isotc.iso.ch/livelink/livelink/fetch/2000/2489/Ittf_Home/PubliclyAvailableStandards.htm
2) Information Technology- Computer Graphics- Metafile for the Storage and Transfer of Picture Description Information, Part 3: Binary Encoding, Reference Number ISO/IEC 8632-3: 1999 (E), Second Edition



	Rationale: 

This is a DoD standard for Technical Data Interchange (graphics).

Supports ISO/IEC 8632 Part 1 standard.  Promotes CPU efficiency and information density.  Required in detection and CCDE capabilities area.
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	Technical Data Interchange (graphics)
	ISO/IEC 8632-4:1999: Computer Graphics - Metafile for the storage and transmission of picture description information - Part 4: Clear text encoding, as profiled by MIL-STD-2301A, Computer Graphics Metafile (CGM) Implementation Standard for National Imagery Transmission Format Standard, 5 June 1998 with Notice 1, 1 March 2001.

Version: 

E 

Enacted: 

12/01/99
	This part of ISO/IEC 8632 specifies a clear text encoding of the Computer Graphics Metafile. For each of the elements specified in ISO/IEC 8632-1, a clear text encoding is specified. Allowed abbreviations are specified. The overall format of the metafile and the means by which comments may be interspersed in the metafile is specified.  This encoding of the CGM allows metafiles to be created and maintained in a form which is simple to type, easy to edit and convenient to read.  It allows a metafile to be edited with any standard text editor, using the internal character code of the host computer system.
	This will be used largely in IBDC2 where information will be exchanged between external DoD systems.  It may also be used in surveillance and assessment area.  

OV-2 Relationship:

(External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://isotc.iso.ch/livelink/livelink/fetch/2000/2489/Ittf_Home/PubliclyAvailableStandards.htm
2) Information Technology - Computer Graphics- Metafile for the Storage and Transfer of Picture Description Information, Part 4: Clear Text  Encoding , Reference Number ISO/IEC 8632-4: 1999(E), Second Edition



	Rationale: 

This is a DoD standard for Technical Data Interchange (graphics).

Supports ISO/IEC 8632 Part 1 standard.  Required in detection and CCDE capabilities area.
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	Video Tele-conferencing
	ITU-T G.711: ITU-T G.711
Version: 

various
Enacted: 

11/01/88 - 02/01/00
	ITU-T G.711 is a standard to represent 8 bit compressed pulse code modulation (PCM) samples for signals of voice frequencies, sampled at the rate of 8000samples/second.

This recommendation provides the rules for encoding of voice-frequency signals to and from 64 kbit/s PCM. It covers both "A-law" and "u-law" encoding.
	PCM is common compressed speech frame stream interface to support systems with multiple speech coders (i.e., other audio coders/decoders or codecs such as G.729, G.728, G.726 et al).  Since it is a generic format, it can be read by most audio applications-similar to the way a plain text file can be read by any word-processing program.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)


	1) http://en.wikipedia.org/wiki/G.711
2) http://www.itu.int/rec/recommendation.asp?type=items&lang=E&parent=T-REC-G.711-198811-I
3) http://webopedia.com/TERM/P/PCM.html
4) Bill Wagener, “Pulse Code Modulation techniques: With Applications in Communications and Data recording (Electrical Engineering)”.

5) Davis Morris, “Pulse Code Formats for Fibre Data Communication: Basic principles and Applications (Optical Engineering S.)”.



	Rationale: 

G.711 codec is widespread in systems of traditional telephony with channel commutation.
Wide audio capability seems apparent in the SV-4 Systems Functional Description, e.g. BDOC or IBDC2 to Law Enforcement Desk (IBDC2/CCDE); BDOC to SRC and CCDEs in the field.

PCM is already being employed by security systems vendors.  NiceVisionPRO with a system being deployed at Andrews AFB for IBDSS for assessment is using PCM and adaptive PCM in its advanced video and audio recording and synchronization capability for industrial-grade content analytics. The system has digital audio monitoring and playback over IP. It claims to empower security personnel to actively detect and act upon security infractions while providing event-driven access for review and investigation.
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	Web Services
	Java Platform, Enterprise Edition 5 (Java EE 5) Specification

Version: 

2.6
Enacted: 

06/20/05
	The Java 2 Platform, Enterprise Edition (J2EE) defines the standard for developing multitier enterprise applications. The J2EE platform simplifies enterprise applications by basing them on standardized, modular components, by providing a complete set of services to those components, and by handling many details of application behavior automatically, without complex programming.

The J2EE platform takes advantage of many features of the Java 2 Platform, Standard Edition (J2SE), such as "Write Once, Run Anywhere" portability, JDBC API for database access, CORBA technology for interaction with existing enterprise resources, and a security model that protects data even in internet applications. Building on this base, the Java 2 Platform, Enterprise Edition adds full support for Enterprise JavaBeans components, Java Servlets API, JavaServer Pages and XML technology. The J2EE standard includes complete specifications and compliance tests to ensure portability of applications across the wide range of existing enterprise systems capable of supporting the J2EE platform. In addition, the J2EE specification now ensures Web services interoperability through support for the WS-I Basic Profile. 
	OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://jcp.org/aboutJava/communityprocess/pr/jsr244/index.html


	Rationale: 

The Java programming language is commonly used in many network applications on the base.  Java programs provide interoperability among network applications.  Most of these applications are portable and scaleable.

As a single standard that can sit on top of a wide range of existing enterprise systems -- database management systems, transaction monitors, naming and directory services, and more -- the J2EE platform reduces the barriers inherent between current enterprise systems.
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	Mapping (Geospatial)

(proposed by NGMS)
	MIL-PRF-89020B: Performance Specification, Digital Terrain Elevation Data (DTED) 

Version: 

B

Enacted: 

05/23/00
	DTED is a digital terrain elevation database.  The horizontal data element shall be referenced from WGS 84, vertical data element shall be referenced from Mean Sea Level (MSL) as determined by the Earth Gravitational Model (EGM).  This specification defines the requirements within National Imagery and Mapping Agency’s (NIMA) Digital terrain elevation data base which supports various weapon and training systems.  This edition includes the Shuttle Radar Topography Mission (SRTM) DTED Level 1 and Level 2 requirements.  The three classes of DTED are known as DTED Level 0, DTED level1, and DTED Level 2.

The specification defines the requirements for First Article inspection, data, security, product description, physical characteristics of CD-ROM and magnetic tape, NIMA gateway, DTED file descriptions on CD-ROM or from the Gateway.
	DTED provides surface characteristics such as water-flattened water bodies, double-line drains; land- shorelines and coastlines, and islands; below mean sea level.   This is useful for airborne surveillance/ assessment, e.g., UAVs, large armed forces bases with highly variable topography, protecting convoys, and IBDC2.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) MIL-PRF-89020B, Performance Specification, Digital Terrain Elevation Data (DTED), National Geospatial-Intelligence Agency (NGA), 23 May 2000. http://www.nima.mil/ast/fm/acq/89020B.pdf#search='MILPRF89020B'

2) http://srtm.usgs.gov/data/SRTM_NIMA_USGS_MOU_Final_28Aug03.pdf#search='MILPRF89020B'



	Rationale: 

The purpose of this specification is to assure uniformity of treatment among all mapping and charting elements engaged in coordinated production and maintenance program for this product.  Required for any application using terrain elevation maps.
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	Still Imagery Data Interchange
	MIL-STD-188-199(1): Vector Quantization Decompression for the National Imagery Transmission Format Standard, 27 June 1994 with Notice 1, 27 June 1996.

Version: 

1994

Enacted: 

06/27/94
	This standard establishes the requirements to be met by NITFS compliant systems when image data are decompressed using the VQ compression algorithm. This allows NITFS-compliant systems to accept and decompress data that are compressed using a VQ compression scheme. This standard describes the VQ compression in the general requirements section, but does not fully describe the steps for compression. The steps involved in decompressing images compressed with VQ are fully described by this standard. This standard provides technical detail of the NITFS VQ decompression algorithm, designated by the code C4 or M4 in the image compression field of the image subheader in a NITF file. This standard is applicable to the IC and the DoD. It is mandatory for all Secondary Imagery Dissemination Systems (SIDS) in accordance with the memorandum by the Assistant Secretary of Defense for Command, Control, Communications, and Intelligence ASD(C3I) Subject: National Imagery Transmission Format Standard (NITFS), 12 August 1991. This directive shall be implemented in accordance with the MIL-STD-2500, JIEO Circular 9008 and MIL-HDBK-1300. New digital imagery equipment and systems, those undergoing major modification, or those capable of rehabilitation shall conform to this standard.
	This will be used largely in CCDE where information will be exchanged between external DoD systems.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://164.214.2.51/ntb/baseline/docs/188_199
2) Department of Defense Interface Standard Vector Quantization Decompression for the National Imagery Transmission Format Standard, MIL-STD-188-199, 27 June 1994

3) Department of Defense Interface Standard Vector Quantization Decompression for the National Imagery Transmission Format Standard, MIL-STD-188-199, Notice 1, 27 June 1996



	Rationale: 

This is mandated DoD Standard for Still Imagery Data Interchange.

“Mandatory for all Secondary Imagery Dissemination Systems in accordance with the memorandum by the Assistant Secretary of Defense for Command, Control, Communications, and Intelligence ASD (C3I) Subject: National Imagery Transmission Format Standard (NITFS), 12 August 1991.  This standard shall be implemented in accordance with the JIEO Circular 9008 and the MIL-HDBK-1300.  New equipment and systems, those undergoing major modification, or those capable of rehabilitation shall conform to this standard. “
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	Mapping (Geospatial)
	MIL-STD-2411(2): Raster Product Format, 6 October 1994; with Notice of Change, Notice 1, 17 January 1995, and Notice of Change, Notice 2, 16 August 2001.

Version: 

2.0

Enacted: 

10/06/94
	The Raster Product Format (RPF) is a standard data structure for geospatial databases composed of rectangular arrays of pixel values (e.g. in digitized maps or images) in compressed or uncompressed form. RPF is intended to enable application software to use the data in RPF format on computer-readable interchange media directly without further manipulations or transformation. Each product category that represents a single instantiation of RPF, or a family of instantiations of RPF, shall be described in a separate product specification that makes appropriate reference to this RPF standard and its companion standard, MIL-STD-2411-1, which defines registered data values to be used with RPF files.
	The following specifications, standards, and handbooks form a part of this document to the extent specified herein.

Department of Defense: MIL-HDBK-850 -DoD Glossary of Mapping, Charting and Geodesy (MC&G) Terms

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) Military Standard Raster Product Format, MIL-STD-2411, 6 October 1994

2) http://earth-info.nga.mil/publications/specs/printed/2411/2411CN2.pdf#search='MILSTD2411(2)'

3) http://earth-info.nga.mil/publications/specs/printed/rpf/rpf.html
4) Military Standard Raster Product Format, MIL-STD-2411, Notice 1, 17 January 1995

5) Military Standard Raster Product Format, MIL-STD-2411, Notice 2, 16 August 2001



	Rationale: 

This is a DoD mandated standard for Geospatial mapping applications.

Standard assures data interface between Armed Services Force Protection Command & Control and external DoD systems.
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	Still Imagery Data Interchange
	MIL-STD-2500B(2): National Imagery Transmission Format (Version 2.1) for the National Imagery Transmission Format Standard, 22 August 1997 with Notice 1, 2 October 1998, and Notice 2, 1 March 2001.
Version: 

2.1
Enacted: 

10/01/98
	This standard describes the NITFS file format, called the National Imagery Transmission Format (NITF). The document establishes NITF requirements, provides a detailed description of the NITF file structure, and specifies the valid data content and format for the fields defined within a NITF file. The appendix addresses NITF implementation issues.

	This will be used largely in IBDC2 where information will be exchanged between external DoD systems.  It may also be used in surveillance and assessment areas.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ismc.nima.mil/ntb/baseline/docs/2500b/
2) http://www.ismc.nima.mil/ntb/baseline/docs/2500c/


	Rationale: 

This is a DoD mandated Standard.
The still imagery standard provides technical specifications and implementation requirements that United States Imagery and Geospatial Information System (USIGS) systems must support when implementing NITFS CEs.  Generally, it applies to DoD, IC and NATO implementers who need to electronically exchange imagery support data
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	Web Services
	Namespaces in XML 1.0

Version: 

1.0

Enacted: 

02/0404
	XML namespaces provide a simple method for qualifying element and attribute names used

in Extensible Markup Language documents by associating them with namespaces identified by IRI (International Resource Identifiers) references.

An XML namespace is a collection of names, identified by a URI reference [RFC 2396], which are used in XML documents as element types and attribute names.  XML namespaces differ from the “namespaces” conventionally used in computing disciplines in that the XML version has internal structure and is not, mathematically speaking, a set.

The meta data within an AT/FP infrastructure will likely be expressed in three different models: as 1)XML within the SEIWG defined AT/FP set of NAMESPACES and associated XML SCHEMAS, 2) as TOPICS within a DDS defined Publish-Subscribe Domain and 3) as category level metadata entries within the DoD’s Metadata registry
	XML namespace applies to the overall AT/FP local area network (LAN) and all distributed systems using XML to manage and control interactions between platforms.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.w3.org/TR/REC-xml-names


	Rationale: 

XML Names Spaces is a DoD Mandated Standard.

XML namespaces provide a simple method for qualifying element and attribute names used in XML documents by associated them with namespaces identified by URI references.  
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	Web Services
	Namespaces in XML 1.1

Version: 

1.1

Enacted: 

02/0404
	Namespace in XML 1.1 to be used with XML 1.1. 

Extensible Markup Language (XML) applications has been envisioned to include those where a single XML document may contain elements and attributes (referred to as “markup vocabulary”) that are defined for and used by multiple software modules.  One motivation for this is modularity; if such a markup vocabulary exists which is well-understood and for which there is useful software available, it is better to re-use this markup rather than re-invent it.


	XML namespace applies to the overall AT/FP local area network (LAN) and all distributed systems using XML to manage and control interactions between platforms.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.w3.org/TR/REC-xml-names


	Rationale: 

The shift to XML that the information technology industry is currently going through is pervasive. The information technology market, both public and private, has recognized the extensive benefits of automation through distributed computing systems. These benefits include information sharing for rapid coordination of actions as well as operational, maintenance, and development costs associated with information technology systems. 

XML is rapidly becoming the preferred method used by product manufacturers when developing distributed systems or components that target distributed systems. 

The computing and networking power that is being brought to the market place because of advancing in computing and networking enable the cost effective implementation of systems that move more data, faster, to more place. Because of this information systems are expanding at a rate that will require a prohibitive number of personnel be dedicated to developing, maintaining and operating these ever more complex systems. Clearly a method of making such systems simpler and easier to develop, maintain and operate was required. XML is the industry’s answer to this dilemma. 

XML namespaces provide a simple method for qualifying element and attribute names used in XML documents by associated them with namespaces identified by URI references.  
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	Still Imagery Data Interchange
	NITF Extensions 2.1: The Compendium of Controlled Extensions (CE) for the National Imagery Transmission Format (NITF), Version 2.1, 16 November 2000.

Version: 

2.1

Enacted: 

11/16/00
	This Controlled Extension (CE) compendium provides the approved CE specifications to be used with the National Imagery Transmission Format (NITF) versions 2.0 (NITF2.0) or 2.1 (NITF2.1). This compendium is an unclassified companion to STDI-0002, National Support Data Extensions (SDE) (Version 1.3) for the National Imagery Transmission Format Standard (NITFS). The documents do not overlap or conflict. SDE implementation requirements are defined in N0105-98, NITFS Standards Compliance and Interoperability Test and Evaluation Program Plan.

  This compendium is an unclassified companion to STDI-0001, National Support Data Extensions (SDE) (Version 3.1) for the National Imagery Transmission Format Standards (NITFS).  The documents do not overlap or conflict.  SDE implementation requirements are defined in N00105-98, NITFS Standards Compliance and Interoperability Test and Evaluation program Plan, 25 August 1998.

The Controlled Extensions are: Support Data Extension (SDE), ICHIPB SDE. Profile for Imagery Access Image Support Extensions, Commercial SDE, Airborne SDE, IOMAPA Tagged Record Extension, Profile for Imagery Archives Extensions (PIAE), BCKGDA Controlled Extension, NBLOCA Tagged Record Extension, OFFSET Tagged Record Extension, Ruler Extension, HISTOA Extension, CMETAA Support Data Extension.
	This will be used largely in IBDC2 where information will be exchanged between external DoD systems.  It may also be used in surveillance and assessment areas.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://164.214.2.51/ntb/baseline/docs/stdi0002
2) http://164.214.2.51/ntb/baseline/docs/stdi0002/BNDSBV8a.pdf


	Rationale: 

This is a DoD mandated Standard.

The Controlled Extension (CE) Compendium provides technical specifications and implementation requirements that United States Imagery and Geospatial Information System (USIGS) systems must support when implementing NITFS CEs.  Generally, it applies to DoD, IC and NATO implementers who need to electronically exchange imagery support data
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	Mapping (Geospatial)
	MIL-STD-2401: DoD World Geodetic System 84 (WGS84), 11 January 1994.
Version: 

WGS84
Enacted: 

01/11/94
	DoD's standard global reference system developed by the DMA.  WGS-84 is employed by the NAVSTAR Global Positioning System (GPS) and modern weapons and systems.  Latitude and longitude data shall use WGS-84.   This standard specifies the requirements for use of World Geodetic System 1984 (WGS 84), the defining and derived parameters for WGS 84, and methods for transforming between WGS 84 and other geodetic systems. This standard applies to all DoD systems and products which require use of a World Geodetic System. A world geodetic system is a consistent global coordinate system which allows an unambiguous representation of positional information. Navigation solutions from the NAVSTAR Global Positioning System (GPS) and the Navy Navigation Satellite System (NNSS) are referred to this system. A WGS 84 ellipsoid provides a reference surface upon which coordinates are calculated and is particularly applicable to inertial systems. A WGS 84 Earth Gravitational Model (EGM) provides necessary force models for accurate global operation of strategic weapons, navigation, and satellite systems. Many MC and G products produced by other agencies and governments (and DMA products not yet placed on WGS 84) are not referred to the WGS 84. Parameters to transform these products to WGS 84 are part of this standard.

	A world geodetic system is a consistent global coordinate system which allows an unambiguous representation of positional information, e.g., Navigation solutions from the NAVSTAR Global Positioning System (GPS) and the Navy Navigation Satellite System (NNSS).
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://earth-info.nga.mil/publications/specs/printed/WGS84/wgs84.html


	Rationale: 

This is a DoD mandated standard for Mapping (Geospatial) applications.

Military standard applicable for accurate global operation of strategic weapons, navigation and satellite systems.  

For Force protection it may be applicable to assessment /surveillance specifically UAVs, any GPS related products, and non stationary assets e.g. Navy fleet or Army troop movements.
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	Mapping (Geospatial)
	MIL-STD-2407(1): Interface Standard for Vector Product Format (VPF), 28 June 1996, with Notice of Change, Notice 1, 26 October 1999.
Version: 

1.0
Enacted: 

10/01/99
	The vector product format (VPF) is a standard format, structure, and organization for large geographic databases that are based on a georelational data model and are intended for direct use. VPF is designed to be compatible with a wide variety of applications and products. VPF allows application software to read data directly from computer-readable media without prior conversion to an intermediate form. VPF uses tables and indexes that permit direct access by spatial location and thematic content and is designed to be used with any digital geographic data in vector format that can be represented using nodes, edges, and faces. VPF defines the format of data objects, and the georelational data model provides a data organization within which software can manipulate the VPF data objects.
	The following specifications, standards, and handbooks form a part of this document to the extent specified herein.

Department of Defense: MIL-HDBK-850 -DoD Glossary of Mapping, Charting and Geodesy (MC&G) Terms
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://ioc.unesco.org/oceanteacher/Resourcekit/M3/Formats/Integrated/VPF/vpf_main.doc
2) Department  of Defense Interface Standards for Vector Product Format, MIL-STD-2407, 28 June 1996

3) Department  of Defense Interface Standards for Vector Product Format, MIL-STD-2407 Notice 1, 26 October 1999

	Rationale: 

DoD standard in preparing and accessing digital geographic data required or specified to be in vector product format.
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	Military Messaging
	MIL-STD-6040:2005 Baseline: United States Message Text Format (USMTF), 31 March 2005

Version: 

1.0

Enacted: 

03/31/02
	Describes the concept and objectives of a methodology for developing message standards as well as representing those message standards in XML. Identifies the USMTF Program management structure and participant responsibilities. Provides guidance in preparing reporting instructions using the Joint Staff mandated standard. Provides definitions for USMTF terminology. Contains catalogs of message standards and associated C4I data elements. Describes the links between the USMTF Program and similar efforts within allied nations and warfighting publications and agreements. The standard establishes the formats, contents, XML specification and representation as well as procedures for the U.S. Message Text Formatting Program. The USMTF Program, as set forth in MIL-STD-6040, establishes the standards and prescribes the rules and conventions governing message text formats. These rules and conventions apply to all formatted messages falling under the purview of the USMTF Message Text Formatting program. Data elements described within the governing MTFs establish standards for all joint reporting systems.

USMTF messages are jointly agreed, fixed-format, character oriented messages that are human-readable, machine processable and web enabled (XML-MTF) for implementation in a net-centric environment.  USMTFs are the mandatory standard for record messages when communicating with the Joint Staff, Combatant Commands, and Service Components. This Character-Based Formatted standard for USMTF messages is mandated. NOTE: Per service agreement, USMTF User Formats are reissued as a new release on or about 31 March each year for operational use. On the same date, the approved subsequent year's release is provided to developers for system updates within one calendar year.
	Ensures interoperability among NATO and other U.S. and allied C2 Information Exchange Systems
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) https://disain.disa.mil/usmtf/std_6040.html
2) http://www.forscom.army.mil/interop/jmts_usmtf.htm


	Rationale: 

This is a mandated DoD standard for military messaging applications.

The USMTF Program, as set forth in MIL-STD-6040, establishes the standards and prescribes the rules and conventions governing message text formats. These rules and conventions apply to all formatted messages falling under the purview of the USMTF Message Text Formatting program. Data elements described within the governing MTFs establish standards for all joint reporting systems. 

Mandated for environments in which formatted text messages are exchanged
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	Network Technologies
	MIL-STD-188-220C: Interoperability Standard for Digital Message Transfer Device (DMTD) Subsystems, 22 May 2002.

Version: 

C
Enacted: 

05/22/02
	This document promulgates the minimum essential technical parameters in the form of mandatory system standards and optional design objectives for interoperability and compatibility among DMTDs, and between DMTDs and applicable C4I systems. These Technical parameters are based on the data communications protocol standards specified herein to ensure interoperability.
	Ensures interoperability among Information Exchange Systems

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://cnrwg.disa.mil/docs/220b.pdf#search='milstd%20188220'


	Rationale: 

This is a mandated DoD standard for Network Technologies.  Mil-STD-188-220 is the mandated standard for combat net radios.
This data network standard will ensure interoperability among Command and Control systems.
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	Application-specific Data Interchange
	OMG ptc/03-07-07: Data Distribution Service for Real-Time Systems Specification, Version 1.0, July 2003

Version: 

1.0

Enacted: 

07/01/03
	The OMG Data Distribution Service (DDS) for Real-Time Systems is a mandated specification for publish-subscribe data-distribution. It unifies several existing implementations, providing a common API and format definitions for the QoS settings used to configure the service. This specification is complimentary to the CORBA specification. Note that not all DDS services are required to be implemented.

As stated in the DDS specification, the Data-Centric Publish-Subscribe (DCPS) portion is required, whereas the use of the Data Local Reconstruction Layer (DLRL) is optional and is not mandated. 
The DDS specification defines three layers 1) Data Local Reconstruction Layer (DLRL) which is simply the mapping between the particular application’s view of data-objects and the DDS view of the Data Centric Publish-Subscibe (DCPS) layer. The third layer is called the “Future DDS Protocol” and must be designed and implemented for each use of DDS in creating a PUB/SUB facility. It is this third layer that interfaces to the IP network. The DDS specification contains an example of providing this network protocol with CORBA. The DDS is a specification of an agent (both client and server). OMG is currently working on a specification for this third layer due out mid 2006. Note that DDS is highly related to DoD’s meta data registry and to the AT/FP aggregate set of names spaces for all Schemas.  
	Ensures interoperability among Information Exchange Systems

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.usipv6.com/6sense/2004/sep/sep03.htm
2) http://www.omg.org/docs/ptc/03-05-20.pdf#search='Data%20Distribution%20Service%20for%20RealTime%20Systems'



	Rationale: 

This is a mandated DoD standard for Network Technologies.

This standard is designed to provide a common application-level interface that clearly defines the data-distribution service.  The publish-subscribe communications model is already popular for data distribution in real-time applications. There are some commercial and many in-house implementations in use today. However, to-date, there have been no general-purpose data-distribution standards.
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	Oasis Web Services for Remote Portlets (WSRP)

Version: 

1.0

Enacted: 

08/01/03
	 The Web Services for Remote Portlets specification defines a web service interface for

accessing and interacting with interactive presentation-oriented web services. It has been produced through the joint efforts of the Web Services for Interactive Applications (WSIA) and Web Services for Remote Portals (WSRP) OASIS Technical Committees. It is based on the

requirements gathered by both committees and on the concrete proposals to both committees.

Scenarios that motivate WSRP/WSIA functionality include:

- Portal servers providing portlets as presentation-oriented web services that can be used by aggregation engines.

- Portal servers consuming presentation-oriented web services provided by portal or nonportal

content providers and integrating them into a portal framework.
	Applies to remote web services

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.oasis-open.org/committees/download.php/3343/oasis-200304-wsrp-specification-1.0.pdf
2) http://www.oasis-open.org/specs/index.php#wsrpv1.0


	Rationale: 

The WSRP standard has been adopted by many leading security vendors.  Vendors can insure better interoperability by using this consistent definition of remote web services.
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	UBL 1.0:  Universal Business Language (UBL)

Version: 

1.0

Enacted: 

11/08/04
	 UBL, the Universal Business Language, is the product of an international effort to define a royalty-free library of standard electronic XML business documents such as purchase orders and invoices. Developed in an open and accountable OASIS Technical Committee with participation from a variety of industry data standards organizations, UBL is designed to plug directly into existing business, legal, auditing, and records management practices, eliminating the re-keying of data in existing fax- and paper-based supply chains and providing an entry point into electronic commerce for small and medium-sized businesses.
	Important relationships between this standard and other standards or issues within the overall potential architecture for an AT/FP architecture.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://docs.oasis-open.org/ubl/cd-UBL-1.0/
2) http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=UBL


	Rationale: 

The U.S. Department of the Navy has mandated XML naming and design rules based on the work of the OASIS UBL Technical Committee. Liaison in this effort was provided by Michael Grimley, member of the DON XML Working Group and the UBL TC, assisted by Mark Crawford of LMI Government Consulting.

Representing the work of dozens of leading XML schema experts, the UBL Naming and Design Rules were ratified as an OASIS Standard in January 2005 and are expected to be widely adopted by other XML schema initiatives. In addition to the Department of the Navy, the UBL NDRs are already serving as the basis for design rules issued by the Chemical Industry Data Exchange association (CIDX) and UN/CEFACT, the UN body responsible for electronic trade facilitation.
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	SOAP 1.1: Simple Object Access  Protocol (SOAP) 1.1, W3C Note, 8 May 2000

Version: 

1.1

Enacted: 

05/01/00
	 SOAP is a lightweight XML protocol used for exchanging information in a decentralized, distributed environment.  It provides a simple method of enveloping and transferring an XML document using HTTP transfer protocol, and addressing the recipient using Uniform Resource Identifiers (URI).
	This relates to WEB based XML messages that require secure delivery

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wsrm
2) http://docs.oasis-open.org/wsrm/2004/06/WS-Reliability-CD1.086.pdf


	Rationale: 

This is a mandated DoD standard for Document Interchange.

XML messages that must be delivered once and only once are a requirement of an AT/FP LAN. This standard address this need and should be used for AT/FP XML messaging.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

(  Data Format

( General IT Infrastructr.


	Web Services
	WSDL 1.1: Web Services Description Language

Version: 

2.0

Enacted: 

03/01/01
	Web Services Description Language defines the XML grammar needed for network services for distributed systems and provides the methods for automating the details involved in applications communication.

Web Services Description Language defines the XML grammar needed for network services for distributed systems and provides the methods for automating the details involved in applications communication.
	Relates to the use of XML to automate a publish and subscribe capability.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.w3.org/TR/wsdl


	Rationale: 

This is a mandated DoD Standard

This is one method of documenting the web services that are made available by an Information Technology Infrastructure (ITI).
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	Web Services
	XML Extensible Markup Language  1.0

Version: 

3.0

Enacted: 

02/04/04
	The Extensible Markup Language (XML) is a subset of Standard Generalized Markup Language (SGML). Its goal is to enable generic SGML to be served, received, and processed on the Web in the way that is now possible with HyperText Markup Language (HTML). XML has been designed for ease of implementation and for interoperability with both SGML and HTML.

XL is the industry and government adopted method of combining meta-data and data so that communication streams of data are self defining. That is, if both side of the communication use a common XML vocabulary within similarly XML schemas then the communication will be understood without prior common programming on both sides of the communication.

XML should be understood to be a broad suite of related standards. These standard are maintained by the W3C organizations    
	Relates to all transmissions between platforms.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.w3.org/TR/2004/REC-xml-20040204/


	Rationale: 

XML has been adopted by the industry and both Federal and State government. It is the IT standard method of defining data that is moving between systems. No viable competing standards exist.  XML address cost issues as well as distributed computing automation issues. Both are important issues for force protection. The applicability of XML to distributed computing is so broad that in some areas it is very mature while in other areas of applicability it is still evolving. XML is so broadly adopted that vendors offering competing technology are rapidly loosing market share. It is the industry standard of choice. 
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	Web Services
	XML Extensible Markup Language 1.1

Version: 

1.1
Enacted: 

02/04/04
	XML 1.1 updates XML so that it no longer depends on the specific Unicode version. It also adds checking of normalization, and follows the Unicode line ending rules more closely. 

XML is the industry and government adopted method of combining meta-data and data so that communication streams of data are self defining. That is, if both side of the communication use a common XML vocabulary within similarly XML schemas then the communication will be understood without prior common programming on both sides of the communication.

XML should be understood to be a broad suite of related standards. These standard are maintained by the W3C organizations    
	Relates to all transmissions between platforms.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.w3.org/TR/2004/REC-xml11-20040204/


	Rationale: 

XML has been adopted by the industry and both Federal and State government. It is the IT standard method of defining data that is moving between systems. No viable competing standards exist.  XML address cost issues as well as distributed computing automation issues. Both are important issues for force protection. The applicability of XML to distributed computing is so broad that in some areas it is very mature while in other areas of applicability it is still evolving. XML is so broadly adopted that vendors offering competing technology are rapidly loosing market share. It is the industry standard of choice. 

W3C defines two current versions. Both XML 1.1 and a Third Edition version 1.0 [see 5.1.2.7   Interface (Document Interchange): Extensible Markup Language (XML)] are listed as current by W3C. Both these version were released on February 4, 2004 by the same W3C team. They are mutually compatible. Adoption of XML 1.1 should be based on need for the additional features found in XML 1.1 otherwise XML 1.0 Third Edition is recommended.
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	Electronic Data Interchange (EDI)
	XML Schema Part 1: Structures Second Edition

Version: 

2.0

Enacted: 

10/28/04
	XML Schema: Structures specifies the XML Schema definition language, which offers facilities for describing the structure and constraining the contents of XML 1.0 documents, including those which exploit the XML Namespace facility. The schema language, which is itself represented in XML 1.0 and uses namespaces, substantially reconstructs and considerably extends the capabilities found in XML 1.0 document type definitions (DTDs). This specification depends on XML Schema Part 2: Datatypes.

The XML Schema: Structures is a formal construct defining the vocabularies and rules comprising a class of XML documents. 

The purpose of an XML Schema: Structures is to define and describe a class of XML documents by using schema components to constrain and document the meaning, usage and relationships of their constituent parts: datatypes, elements and their content and attributes and their values. Schemas may also provide for the specification of additional document information, such as normalization and defaulting of attribute and element values. Schemas have facilities for self-documentation. Thus, XML Schema: Structures can be used to define, describe and catalogue XML vocabularies for classes of XML documents. 

This specification (standard) sets out the structural part (XML Schema: Structures) of the XML Schema definition language.


	Applies to all XML Schema usage.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.w3.org/TR/2004/REC-xmlschema-1-20041028/


	Rationale: 

DoD Mandated Standard

Part of XML. Required for use of XML.
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	Electronic Data Interchange (EDI)
	XML Schema Part 2: Datatypes

Version: 

2.0

Enacted: 

10/28/04
	XML Schema: Datatypes is part 2 of the Specification of the XML Schema language.  IT defines facilities for defining datatypes to be used in XML schema as well as other XML specifications.  The datatype language, which is itself represented in XML 1.0, provides a superset of the capabilities found in XML 1.0 document type definition (DTDs) for specifying datatypes on elements and attributes.  It is the intention of this specification that it be usable outside of the context of XML Schemas for a wide range of other XML-related activities such as [XSL] and [RDF Schema]. 

This specification fulfills requirements which state that XML Schema Language must: (1) provide for primitive data typing including byte, date, integer, sequence, SQL and Java primitive datatypes, etc.; (2) define a type system that is adequate for import/export from database systems (e.g., relational, object, OLAP); (3) distinguish requirements relating to lexical data representation vs. those governing an underlying information set; (4) allow creation of user-defined datatypes, such as datatypes that are derived from existing datatypes and which may constrain certain of its properties (e.g., range, precision, length, format).
	Applies to all uses of XML schemas.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.w3.org/TR/xmlschema-2/


	Rationale: 

DoD Mandated Standard

Required by XML Schema Language. 



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Web Services


	XSLT 1.0: XSL Transformations: Version 1.0:  W3C Recommendations, 16 November 1999.

Version: 

1.0
Enacted: 

11/16/99
	This specification defines the syntax and semantics of XSLT, which is a language for transforming XML documents into other XML documents. XSLT is designed for use as part of XSL, which is a stylesheet language for XML. 
	Applies to all uses of XML schemas.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.w3.org/TR/xslt20/


	Rationale: 

DoD Mandated Standard
XML has been adopted by the industry and both Federal and State government. It is the IT standard method of defining data that is moving between systems. No viable competing standards exist.

Required by XML Schema Language. 
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	Document Exchange
	XHTML 1.0:2002: Extensible HyperText Markup Language, Second Edition, A Reformulation of HTML 4 in XML 1.0, W3C Recommendation, 26 January 2000, revised 1 August 2002.

Version

1.0

Enacted:

08/01/02
	This specification defines XHTML 1.0, a reformulation of HTML 4.0 as an XML 1.0 application, and three DTDs corresponding to the ones defined by HTML 4.0. The semantics of the elements and their attributes are defined in the W3C Recommendation for HTML 4.0. These semantics provide the foundation for future extensibility of XHTML. Compatibility with existing HTML user agents is possible by following a small set of guidelines
	All web page servers. 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.w3.org/TR/xhtml1/
2) http://en.wikipedia.org/wiki/XHTML
3) http://www.w3schools.com/xhtml/


	Rationale: 

This is a mandated DoD standard for Document Interchange.

XHTML is the common programming format used for communication for the World Wide Web (WWW).



	


3.2 Communication

	Service Area (AT/FP Category)
	Service (DISR)
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources
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	Document Exchange
	HTML 4.01: HTML 4.01 Specification, W3C Recommendation, revised, 24 Dec 1999

Version

4.10

Enacted:

12/24/99
	This specification defines the HyperText Markup Language (HTML), the publishing language of the World Wide Web. This specification defines HTML 4.01, which is a subversion of HTML 4. In addition to the text, multimedia, and hyperlink features of the previous versions of HTML (HTML 3.2 [HTML32] and HTML 2.0 [RFC1866]), HTML 4 supports more multimedia options, scripting languages, style sheets, better printing facilities, and documents that are more accessible to users with disabilities. HTML 4 also takes great strides towards the internationalization of documents, with the goal of making the Web truly World Wide.

HTML gives authors the means to:

Publish online documents with headings, text, tables, lists, photos, etc. 

Retrieve online information via hypertext links, at the click of a button. 

Design forms for conducting transactions with remote services, for use in searching for information, making reservations, ordering products, etc. 

Include spread-sheets, video clips, sound clips, and other applications directly in their documents.
	All web page servers. 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.w3.org/TR/REC-html40/
2) http://www.w3.org/MarkUp/
3) http://diides.ncr.disa.mil/xmlreg
4) http://xml.gov/


	Rationale: 

This is a mandated DoD standard for Document Interchange.

HTML is the common programming format used for communication for the World Wide Web (WWW).

The World Wide Web (Web) is a network of information resources. The Web relies on three mechanisms to make these resources readily available to the widest possible audience:

A uniform naming scheme for locating resources on the Web (e.g., URIs). 

Protocols, for access to named resources over the Web (e.g., HTTP). 

Hypertext, for easy navigation among resources (e.g., HTML). 

The ties between the three mechanisms are apparent throughout this specification.

The ties between the three mechanisms are apparent throughout this specification.

While HTML 4.01 is being used a migration plan to XHTML1.01 and XHTML 2.0 should be developed.  This should be done in conjunction with the DoD XML registration office. Key organizations are: 

Defense Information Systems Agency

DII-COE Configuration and Control Board (CRCB)

Defense Information Infrastructure Common Operating Environment

If this technology is selected for use, it should be compatible with the overall direction decided on for DoD. The direction is toward XHTML 1.1 with eventual migration to XHTML 2.0. Using HTML 4.01 for web pages that are to be used prior to becoming ready for XHTML 1.1 or 2.0 makes sense if  other factors preclude moving to XHTML in a timely fashion. XHTML is already in broad use and is compatible with current browsers, so this transition from HTML 4.01 to XHTML should proceed.
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	Network Technologies


	IEEE 802.11:2003: Local and metropolitan area networks - Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications. (ISO/IEC) (IEEE Std 802.11 - 2003 Edition).
Version: 

11

Enacted: 

01/11/04
	IEEE 802.11 or Wi-Fi denotes a set of Wireless LAN standards developed by working group 11 of the IEEE LAN/MAN Standards Committee (IEEE 802). The term is also used to refer to the original 802.11, which is now sometimes called "802.11legacy."

The 802.11 family currently includes six over-the-air modulation techniques that all use the same protocol, the most popular (and prolific) techniques are those defined by the a, b, and g amendments to the original standard; security was originally included, and was later enhanced via the 802.11i amendment. 802.11b was the first widely accepted wireless networking standard, followed by 802.11a and 802.11g.
	Applies to wireless network connections.

Other 802.11 standards in the family (c–f, h–j, n) are service enhancement and extensions, or corrections to previous specifications.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator
( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) IEEE 802.11 Handbook: A Designer’s Companion, Second Edition

http://shop.ieee.org/ieeestore/product.aspx?product_no=SP1136&site=sahome
2) http://grouper.ieee.org/groups/802/11/


	Rationale: 

The IEEE 802.11 is a DoD mandated standard for Network Technologies.

The 802.11 family of standards provide a common set of operational rules for airwave interoperability of wireless Local Area Network (LAN) products from different vendors. This standard defines the media access control (MAC) and physical (PHY) layers for a LAN with wireless connectivity. It addresses local area networking where the connected devices communicate over the air to other devices that are within close proximity to each other. The 1999 edition of the 802.11 standard defined the physical layer (PHY) and the medium access control layer (MAC) for WLANs. It defined PHYs for 1 and 2 Mb/s data rates in the unlicensed 2.4-GHz radio frequency (RF) band and in the infrared (IR). It was extended twice in 1999 by 802.11a, which defined the PHY for the 5-GHz band at 6 to 54 Mb/s, and 802.11b, which defined the PHY for the 2.4-GHz band at 5.5 and 11 Mb/s. The standard was reaffirmed in 2003 by the IEEE.  The 2003 version includes 802.11, 802.11a, 802.11b, and 802.11d which extends the regulatory domain beyond the U.S., Europe, and Japan.
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	Network Technologies
	IEEE Std. 802.3-2002): Telecommunications and information exchange between systems--Local and metropolitan area networks--Specific requirements--Part 3: Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access Method and Physical Layer Specifications 

Version: 

2002

Enacted: 

03/02/02
	IEEE 802.3-2002 (also referenced as ISO/IEC 8802-3:2000) is a comprehensive standard for Local Area Networks employing CSMA/CD as the access method. This standard provides the necessary specification and related parameter values for 10 Mbps baseband implementations.

While no specific LAN technology is mandated, the following is required for interoperability in a joint environment. This requires provision for a LAN interconnection. Ethernet, the implementation of Carrier Sense Multiple Access with Collision Detection (CSMA/CD), is the most common LAN

technology in use with TCP/IP. The hosts use a CSMA/CD scheme to control access to the transmission medium. An extension to Ethernet, Fast Ethernet provides interoperable service at both 10 Mbps and 100 Mbps. Higher-speed interconnections are provided by 100BASE-TX (two pairs of Category 5 unshielded twisted pair, with 100BASE-TX Auto-Negotiation features employed to permit interoperation with 10BASE-T).

This standard is mandated as the minimum set for operation in a Joint Task Force for platforms physically connected to a Joint Task Force LAN.

Gigabit Ethernet extends the speed of the Ethernet specification to 1 Gbps. Gigabit Ethernet is used for campus networks and building backbones.

While no specific LAN/CAN technology is mandated, when using Gigabit Ethernet (1000 Mbps service) over fibre or Category 5 (CAT5) copper cabling, this physical layer and framing standard is mandated.

Listing of the  802.3 (Ethernet) versions:
802.3a 
1985: 10BASE2 10 Mbit/s over thin Coax (thinnet or cheapernet)

802.3b 1985: 10BROAD36

802.3c 1985 : 10 Mbit/s repeater specs

802.3d 1987 : FOIRL (Fibre-Optic Inter-Repeater Link)

802.3e 1987: 1BASE5 or StarLAN

802.3i 1990: 10BASE-T 10 Mbit/s over twisted pair

802.3j 1993: 10BASE-F 10 Mbit/s over Fibre-Optic

802.3u 1995: 100BASE-TX, 100BASE-T4, 100BASE-FX Fast Ethernet at 100 Mbit/s (w/Auto-Negotiation)

802.3x 1997: Full Duplex and flow control

802.3y 1998: 100BASE-T2 100 Mbit/s over low quality twisted pair

802.3z 
1998: 1000BASE-X Gbit/s Ethernet over Fibre-Optic at 1 Gbit/s
	This standard is applicable to all force protection equipment that supports local and metropolitan area networks.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://standards.ieee.org/getieee802/download/802.3-2002.pdf
2) http://standards.ieee.org/getieee802/802.3.html
3) http://en.wikipedia.org/wiki/IEEE_802.3


	Rationale: 

DISR Online Mandated standard for Network Technologies 
Note: Almost all Ethernet implementations today are switched Ethernet which does not use CSMA/CD. Many legacy LANS are likely still using CSMA/CD but interfacing to them through a router of switch poses no special network protocol problem.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Network Technologies
	IEEE Std. 802.3ae-2002): Local and Metropolitan Area Networks - Specific Requirements, Part 3: Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access Method and Physical Layer Specifications, Amendment - Media Access Control (MAC) Parameters, Physical Layers, and Management Parameters for 10 Gbps Operation
Version: 

2002
Enacted: 

03/02/02
	This is a comprehensive International Standard for Local and Metropolitan Area Networks (LANs and MANs), employing CSMA/CD as the shared media access method and the IEEE 802.3 (Ethernet) protocol and frame format for data communication. This International Standard is intended to encompass several media types and techniques for a variety of signal rates.


	This standard is applicable to all force protection equipment that supports local and metropolitan area networks.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://standards.ieee.org/getieee802/download/802.3-2002.pdf
2) http://en.wikipedia.org/wiki/IEEE_802.3


	Rationale: 

The IEEE 802.3 is a DoD mandated standard for Network Technologies.
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	Network Technologies

(proposed by NGMS)
	IEEE Std. 802.3ah:2004
Amendment to IEEE Std 802.3-2002 as amended by IEEE Stds 802.3ae-2002, 802.3af 2002, 802.3aj-2003, and 802.3ak-2004) IEEE Standard for Information technology--Telecommunications and information exchange between systems--Local and metropolitan area networks--Specific requirements--Part 3: Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access Method and Physical Layer Specifications Amendment: Media Access Control Parameters, Physical Layers, and Management Parameters for Subscriber Access Networks
Version: 

2004
Enacted: 

09/07/04
	The IEEE 802.3ah standard specifies interface types for Ethernet over fibre optic and copper media along with OAM mechanisms for managing Ethernet subscriber networks. 

The IEEE 802.3ah Ethernet in the First Mile (EFM) standard significantly expands the range and reach of Ethernet transport for use in the Metro and Access networks. This new standard gives service providers a variety of flexible and cost-effective solutions for delivering broadband Ethernet services in Access and Metro networks. Service providers can now focus on providing critical services to their market without worrying about interoperability conflicts.

The document includes support of three subscriber access network topologies and physical layers: point to point copper over the existing copper plant at speeds of at least 10 Mbps up to at least 750 m; point to point optical fibre over a single fibre at a speed of 1000 Mbps up to at least 10 km; and point to multipoint fibre at a speed of 1000 Mbps up to at least 10 km.
	Applies to metro network connections
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	3) http://standards.ieee.org/getieee802/download/802.3ah-2004.pdf
4) http://en.wikipedia.org/wiki/IEEE_802.3


	Rationale: 

The IEEE 802.3 is a DoD mandated standard for Network Technologies.

This standard is used to develop interoperable Ethernet broadband access equipment from multiple vendors, and will enable the deployment of Ethernet broadband services in public subscriber networks.
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	Network Technologies

(proposed by NGMS)
	IEEE Std. 802.3ak:2004

Version: 

2004

Enacted: 

09/07/04
	An IEEE standard for 10 Gigabit Ethernet over copper wire. Designed for short distances between switches in a datacenter, it uses twin axial cables. 

An Ethernet technology that transmits at 10 Gbps. Abbreviated 10 GbE and introduced in 2002, it enables the familiar Ethernet technology to be used in LAN, MAN, WAN and storage network architectures. The CSMA/CD method for gaining access to the physical medium is not employed and only full-duplex operation is supported. A "WAN interface sublayer" (WIS) makes 10 GbE compatible with the SONET transport at 10 Gbps (OC-192).

The 10GBASE-LX4 version (see below) carries four wavelengths of light on one pair of fibres. In 2004, 10 Gigabit Ethernet over Copper was introduced. Using four twin axial cables, the copper version was designed for short distances between switches and storage devices in the datacenter. See Ethernet
	Important relationships between this standard and other standards or issues within the overall potential architecture for an AT/FP architecture.

Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://standards.ieee.org/getieee802/download/802.3ak-2004.pdf
2) http://en.wikipedia.org/wiki/IEEE_802.3
3) http://www.ieee802.org/3/ak/


	Rationale: 

The IEEE 802.3 is a DoD mandated standard for Network Technologies.

This is a standard for using 10Gigiabit Ethernet for short distances that require high bandwidth. It is the most appropriate standard for such requirements because it is the industry standard, and is cost effective for such application.
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	Network Technologies

(proposed by NGMS)
	IEEE 802.1X: IEEE Standard for Local and metropolitan area networks - Port-Based Network Access Control

Version: 

2004

Enacted: 

12/13/04
	An IEEE standard for network access control. Used predominantly in Wi-Fi wireless networks, 802.1X keeps the network port disconnected until authentication is completed. Depending on the results, the port is either made available to the user, or the user is denied access to the network.

The scope of this standard is the use of the physical access characteristics of IEEE 802 LANs in order to provide a means of authenticating and authorizing devices attached to a LAN port. 

Port-based network access control makes use of the physical access characteristics of IEEE 802® Local Area Networks (LAN) infrastructures in order to provide a means of authenticating and authorizing devices attached to a LAN port that has point-to-point connection characteristics, and of preventing access to that port in cases in which the authentication and authorization process fails.


	Relates to all wireless access points. 

Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://standards.ieee.org/getieee802/portfolio.html
2) http://www.ieee802.org/1/pages/802.1X-rev.html
3) http://www.ieee802.org/1/pages/802.1x.html


	Rationale: 

The standard provides common interoperable solutions using standards based authentication and authorization infrastructures already supporting schemes such as dial up access. Revision is needed in order to deal with editorial and technical corrections, and also to reflect changes necessary in the light of deployment in 802.11-based infrastructures.

When wireless links are used it is critical that the port stay closed until the attempting access agent has been fully authenticated. This standard does that. Not all wireless access works this way. That is the port is opened so that the attempting accessor may provide authentication. However some attempting accessors have used this pre-authentication access to break into wireless access points. This standard holds the port closed until validated authentication has taken place. This standard should be part of any wireless access facility.
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	Network Technologies 

(proposed by NGMS)
	IEEE 802.3x: Flow control full-duplex and half-duplex

Version: 

1998

Enacted: 

01/01/98
	Standard for flow control and congestion management in Ethernet networks.  
	Important relationships between this standard and other standards or issues within the overall potential architecture for an AT/FP architecture.

Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://ieeexplore.ieee.org/xpl/standardstoc.jsp?isnumber=30224&isYear=1997
2) http://grouper.ieee.org/groups/802/QOSFC/presentations/Nov1998/Extensons_802_3x_Flow_Control.pdf


	Rationale: 

This is the standard way of dealing with flow control on certain types of Ethernet networks. When such networks – standard Ethernet – are part of an AT/FP network on a base then this standard should be used.  More advanced networks such as IP over Ethernet over single mode fibre in a fully switched network would use other standards for flow control. The whole area of congestion management and flow control is being re-engineered as the underlying protocols change. Thus one would not use 802.3x for an all optical switched network layered on SONET or DWDM.  
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	Transport-Oriented (quality of service)
	IEEE 802.1p: LAN Layer 2 Qos/Cos Protocol for Traffic Prioritization. Sep 21,1995

Version: 

1.0

Enacted: 

09/21/95
	IEEE 802.1P specification enables Layer 2 switches to prioritize traffic and perform dynamic multicast filtering. The prioritization specification works at the media access control (MAC) framing layer: (OSI model layer 2). The 802.1P standard also offers provisions to filter multicast traffic to ensure it does not proliferate over layer 2-switched network
	Part of Common Object Request Broker

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ieee802.org/1/pages/802.1D.html
2) http://standards.ieee.org/getieee802/


	Rationale: 

This is a mandated DoD standard for Transport-Oriented (quality of service).

Where Ethernet is used on an AT/FP LAN the QoS standards 802.1p enable control over quality (bandwidth) to be managed.  QoS is a critical component of networking so using this standard is required in order to achieve best results at least costs.
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	Backplanes and Busses

(proposed by NGMS)


	IEEE Std 1379-2000: IEEE Recommended Practice for Data Communications Between Remote Terminal Units and Intelligent Electronic Devices in a Substation –Description, SCADA (Supervisory Control and Data Acquisition)

Version: 

1.0

Enacted: 

01/02/01
	A uniform set of guidelines for communications and interoperations of remote terminal units (RTUs) and intelligent electronic devices (IEDs) in an electric utility substation is provided. A mechanism for adding data elements and message structures to this recommended practice is described. 

The SCADA standard is described in this IEEE document.  SCADA is an acronym for Supervisory Control and Data Acquisition. SCADA systems are used to monitor and control a plant or equipment in industries such as telecommunications, water and waste control, energy, oil and gas refining and transportation. These systems encompass the transfer of data between a SCADA central host computer and a number of Remote Terminal Units (RTUs) and/or Programmable Logic Controllers (PLCs), and the central host and the operator terminals. 

SCADA systems are designed to integrate the monitoring of various system operations into a central data display and processing center so that operators can monitor and evaluate the system in real time. This can enhance the detection of atypical or abnormal conditions, which can serve as indicators of potential threats. SCADA systems can also be programmed to automatically respond to changes in system parameters, either by performing automated actions (such as by adding chlorine to a drinking water system in response to low residual chlorine levels), or by sounding an alarm, which can alert operators and allow them to respond manually.

Many SCADA systems are monitored using the infrastructure of the corporate Local Area

Network (LAN)/Wide Area Network (WAN). Wireless technologies are now being widely deployed for purposes of monitoring.
	Relates to serial line industrial control protocol and communications

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ncs.gov/library/tech_bulletins/2004/tib_04-1.pdf#search='SCADA%20Supervisory%20Control%20and%20Data%20Acquisition%20security'

2) http://standards.ieee.org/reading/ieee/std_public/description/subst/1379-2000_desc.html
3) http://en.wikipedia.org/wiki/SCADA
4) http://grouper.ieee.org/groups/sub/wgc3/c37sections/drafts/IEEE C37.1 draft1 rev1.2a.doc
5) http://www.absoluteastronomy.com/encyclopedia/s/sc/scada4.htm

	Rationale: 

SCADA systems are now being used for the controls of ancillary systems such as cooling, ventilation, power distribution, etc. in Force protection systems.
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	Network Technologies
	IETF STD 5: Internet Protocol, September 1981. With RFC's 791/950/919/922/792/1112.

Enacted: 09/01/81
	The standards for Internet sub-protocols are not optional. If an AT/FP network will use IPv4 or IPv6 then the following standards are the primary protocols and standards to be used. Not all standards will be used some will not apply. Not all network standards are set by the IETF and some IETF recommendation that should be followed are not standards and so are not in the following list. Other potential standards are on track to get on this list but have not yet reach a sufficiently broad consensus to be approved as a standard.

Refer to Table below for the summary and references to the sub-standards.

All the above are approved IETF standards and when an AT/FP network is to deal with the issues addressed by the standard then that standard is an appropriate design component to be considered by the designer. In any network design there are many different ways to solve most problems. The designer of the network may want to resolve a given issue some other way than simply adopting one of the above standards. The point of the list is that the above are valid IETF standards suitable for use in an AT/FP IP network.
	Any IP network.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) Internet Protocol (IP), IETF Standard 5, IETF RFCs

2) 791: http://www.ietf.org/rfc/rfc791.txt?number=791
3) 792: http://www.ietf.org/rfc/rfc792.txt?number=792
4) 950: http://www.ietf.org/rfc/rfc950.txt?number=950
5) 919: http://www.ietf.org/rfc/rfc919.txt?number=919
6) 922: http://www.ietf.org/rfc/rfc922.txt?number=922
7) 1112: http://www.ietf.org/rfc/rfc1112.txt?number=1112



Table for IETF STD 5 Synopsis:
	< Standards Ordered by IETF STD 5 STD > 

	Mnemonic
	Title
	RFC#
	STD#

	-------- 
	Internet Official Protocol Standards 
	RFC 3700
	1* 

	-------- 
	Requirements for Internet Hosts - Communication Layers 
	RFC 1122
	3 

	-------- 
	Requirements for Internet Hosts - Application and Support 
	RFC 1123
	3 

	IP 
	Internet Protocol 
	RFC 791
	5 

	ICMP 
	Internet Control Message Protocol 
	RFC 792
	5 

	--------- 
	Broadcasting Internet Datagrams 
	RFC 919
	5 

	--------- 
	Broadcasting Internet datagrams in the presence of subnets 
	RFC 922
	5 

	-------- 
	Internet Standard Subnetting Procedure 
	RFC 950
	5 

	IGMP 
	Host extensions for IP multicasting 
	RFC 1112
	5 

	UDP 
	User Datagram Protocol 
	RFC 768
	6 

	TCP 
	Transmission Control Protocol 
	RFC 793
	7 

	TELNET 
	Telnet Protocol Specification 
	RFC 854
	8 

	TELNET 
	Telnet Option Specifications 
	RFC 855
	8 

	FTP 
	File Transfer Protocol 
	RFC 959
	9 

	SMTP 
	Simple Mail Transfer Protocol 
	RFC 821
	10 

	SMTP-SIZE 
	SMTP Service Extension for Message Size Declaration 
	RFC 1870
	10 

	MAIL 
	Standard for the format of ARPA Internet text messages 
	RFC 822
	11 

	--------
	[Reserved for Network Time Protocol (NTP). See RFC 1305.] 
	RFC  1305
	12

	DOMAIN 
	Domain names - concepts and facilities 
	RFC 1034
	13 

	DOMAIN 
	Domain names - implementation and specification 
	RFC 1035
	13 

	SMI 
	Structure and identification of management information for TCP/IP-based internets 
	RFC 1155
	16 

	Concise-MI 
	Concise MIB definitions 
	RFC 1212
	16 

	MIB-II 
	Management Information Base for Network Management of TCP/IP-based internets:MIB-II 
	RFC 1213
	17 

	--------
	[Was Exterior Gateway Protocol (RFC 904). Now Historic.] 
	 
	18

	NETBIOS 
	Protocol standard for a NetBIOS service on a TCP/UDP transport: Concepts and methods 
	RFC 1001
	19 

	NETBIOS 
	Protocol standard for a NetBIOS service on a TCP/UDP transport: Detailed specifications 
	RFC 1002
	19 

	ECHO 
	Echo Protocol 
	RFC 862
	20 

	DISCARD 
	Discard Protocol 
	RFC 863
	21 

	CHARGEN 
	Character Generator Protocol 
	RFC 864
	22 

	QUOTE 
	Quote of the Day Protocol 
	RFC 865
	23 

	USERS 
	Active users 
	RFC 866
	24 

	DAYTIME 
	Daytime Protocol 
	RFC 867
	25 

	TIME 
	Time Protocol 
	RFC 868
	26 

	TOPT-BIN 
	Telnet Binary Transmission 
	RFC 856
	27 

	TOPT-ECHO 
	Telnet Echo Option 
	RFC 857
	28 

	TOPT-SUPP 
	Telnet Suppress Go Ahead Option 
	RFC 858
	29 

	TOPT-STAT 
	Telnet Status Option 
	RFC 859
	30 

	TOPT-TIM 
	Telnet Timing Mark Option 
	RFC 860
	31 

	TOPT-EXTOP 
	Telnet Extended Options: List Option 
	RFC 861
	32 

	TFTP 
	The TFTP Protocol (Revision 2) 
	RFC 1350
	33 

	--------
	[Was Routing Information Protocol (RIP). Replaced by STD 56.] 
	 
	34

	TP-TCP 
	ISO transport services on top of the TCP: Version 3 
	RFC 1006
	35 

	IP-FDDI 
	Transmission of IP and ARP over FDDI Networks 
	RFC 1390
	36 

	ARP 
	Ethernet Address Resolution Protocol: Or converting network protocol addresses to 48.bit Ethernet address for transmission on Ethernet hardware 
	RFC 826
	37 

	RARP 
	Reverse Address Resolution Protocol 
	RFC 903
	38 

	IP-ARPA
	[Was BBN Report 1822 (IMP/Host Interface). Now Historic.] 
	 
	39

	IP-WB 
	Host Access Protocol specification 
	RFC 907
	40 

	IP-E 
	Standard for the transmission of IP datagrams over Ethernet networks 
	RFC 894
	41 

	IP-EE 
	Standard for the transmission of IP datagrams over experimental Ethernet networks 
	RFC 895
	42 

	IP-IEEE 
	Standard for the transmission of IP datagrams over IEEE 802 networks 
	RFC 1042
	43 

	IP-DC 
	DCN local-network protocols 
	RFC 891
	44 

	IP-HC 
	Internet Protocol on Network System’s HYPERchannel: Protocol specification 
	RFC 1044
	45 

	IP-ARC 
	Transmitting IP traffic over ARCNET networks 
	RFC 1201
	46 

	IP-SLIP 
	Nonstandard for transmission of IP datagrams over serial lines: SLIP 
	RFC 1055
	47 

	IP-NETBIOS 
	Standard for the transmission of IP datagrams over NetBIOS networks 
	RFC 1088
	48 

	IP-IPX 
	Standard for the transmission of 802.2 packets over IPX networks 
	RFC 1132
	49 

	PPP 
	The Point-to-Point Protocol (PPP) 
	RFC 1661
	51 

	PPP-HDLC 
	PPP in HDLC-like Framing 
	RFC 1662
	51 

	IP-SMDS 
	Transmission of IP datagrams over the SMDS Service 
	RFC 1209
	52 

	POP3 
	Post Office Protocol - Version 3 
	RFC 1939
	53 

	OSPF2 
	OSPF Version 2 
	RFC 2328
	54 

	IP-FR 
	Multiprotocol Interconnect over Frame Relay 
	RFC 2427
	55 

	RIP2 
	RIP Version 2 
	RFC 2453
	56 

	RIP2-APP 
	RIP Version 2 Protocol Applicability Statement 
	RFC 1722
	57 

	SMIv2 
	Structure of Management Information Version 2 (SMIv2) 
	RFC 2578
	58 

	CONV-MIB 
	Textual Conventions for SMIv2 
	RFC 2579
	58 

	CONF-MIB 
	Conformance Statements for SMIv2 
	RFC 2580
	58 

	RMON-MIB 
	Remote Network Monitoring Management Information Base 
	RFC 2819
	59 

	SMTP-Pipe 
	SMTP Service Extension for Command Pipelining 
	RFC 2920
	60 

	ONE-PASS 
	A One-Time Password System 
	RFC 2289
	61 

	ARCH-SNMP 
	An Architecture for Describing Simple Network Management Protocol (SNMP) Management Frameworks 
	RFC 3411
	62 

	MPD-SNMP 
	Message Processing and Dispatching for the Simple Network Management Protocol (SNMP) 
	RFC 3412
	62 

	SNMP-APP 
	Simple Network Management Protocol (SNMP) Applications 
	RFC 3413
	62 

	USM-SNMPV3 
	User-based Security Model (USM) for version 3 of the Simple Network Management Protocol (SNMPv3) 
	RFC 3414
	62 

	VACM-SNMP 
	View-based Access Control Model (VACM) for the Simple Network Management Protocol (SNMP) 
	RFC 3415
	62 

	OPS-MIB 
	Version 2 of the Protocol Operations for the Simple Network Management Protocol (SNMP) 
	RFC 3416
	62 

	TRANS-MIB 
	Transport Mappings for the Simple Network Management Protocol (SNMP) 
	RFC 3417
	62 

	SNMPv2-MIB 
	Management Information Base (MIB) for the Simple Network Management Protocol (SNMP) 
	RFC 3418
	62 

	UTF-8 
	UTF-8, a transformation format of ISO 10646 
	RFC 3629
	63* 

	RTP 
	RTP: A Transport Protocol for Real-Time Applications 
	RFC 3550
	64* 

	RTP-AV 
	RTP Profile for Audio and Video Conferences with Minimal Control 
	RFC 3551
	65* 


	Service Area (AT/FP Category) 
	Service (DISR) 
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources

	Rationale: 

Internet Protocol (IP), IETF Standard 5, IETF RFCs 791, 792, 950, 919, 922, 1112.  This is a mandated standard identified in paragraph 3.4.1.11 – as of Volume I of the JTA.

These standards should be used for any AT/FP IP network.
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	Web Services
	IETF RFC 1738: Uniform Resource Locators (URL), 20 December 1994.

Version: 

1.0

Enacted: 

12/01/94
	This document specifies a Uniform Resource Locator (URL), the syntax and semantics of formalized information for location and access of resources via the Internet.

A Uniform Resource Locator, URL or Web address, is a standardized address name layout for resources (such as documents or images) on the Internet or World Wide Web (WWW).

The syntax is designed to be generic, extensible, and able to express addresses in any character set using a limited subset of ASCII characters (for instance, a whitespace is never used in a URL). URLs are classified by the "scheme" which typically identifies the network protocol used to retrieve the resource over a computer network.

This is a standard component of the Internet based world Wide Web (WWW) and as such is not an option when dealing with networks outside the base. It is not a required concept for internal addresses within an enterprise network such as the base or the Global Information Grid (GIG).
	When accessing platforms or other IP addressable units based on a domain name via a Domain Name Server (DNS).

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc1738.html
2) http://ietfreport.isoc.org/idref/rfc1738/


	Rationale: 

This is a mandated DoD standard for web services.

An accepted industry standard for use within the World Wide Web.
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	Web Services
	IETF RFC 1771: A Border Gateway Protocol 4 (BGP-4), 21 March 1995.

Version: 

1.0

Enacted: 

03/21/95
	The primary function of a BGP speaking system is to exchange network reachability information with other BGP systems. This network reachability information includes information on the list of Autonomous Systems that reachability information traverses. This information is sufficient to construct a graph of AS connectivity from which routing loops may be pruned and some policy decision at the AS level may be enforced.
	Applies to routing over IPV4 networks.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) A Border Gateway Protocol 4 (BGP-4) http://www.ietf.org/rfc/rfc1771.txt 

2) Application of the Border Gateway protocol in the Internet 

http://www.javvin.com/protocol/rfc1772.pdf
3) BGP-4 Protocol Analysis http://www.javvin.com/protocol/rfc1774.pdf 



	Rationale: 

This is a mandated DoD standard for web services.

Network layer protocol used to exchange network reachability information with other BGP systems.  Cisco has over 70 percent of the market for routing including software and routing protocols. The Border Gateway Protocol and Enhanced Boarder Gateway Protocol are not optional in that they dominate this area of technology. 
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	Network Technologies  


	IETF RFC 1812: Requirements for IP Version 4 Routers, 22 June 1995.

Version: 

4.0

Enacted: 

06/22/95
	This standard defines and discusses requirements for devices that perform the network layer forwarding function of the Internet protocol suite. [STANDARDS-TRACK]  This document specifies an Internet standards track protocol for the Internet community, and requests discussion and suggestions for improvements.  Please refer to the current edition of the "Internet Official Protocol Standards" (STD 1) for the standardization state and status of this protocol.

RFC-1812 enumerates standards protocols that a router connected to the internet must use, and it incorporates by reference the RFCs and documents describing the current specifications for these protocols. It corrects errors in these referenced documents and adds additional discussion and guidance for an implementer.  For each protocol, explicit set of requirements, recommendations, and options are given.  
	This applies to all TCP/IP networks.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc1812..txt


	Rationale: 

This is a mandated DoD standard for network technologies.

Mandated for IPv4 environments and undergoes very significant changes for IPv6.
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	System Management. Services
	IETF RFC 1850: Open Shortest Path First (OSPF) Version 2 Management Information Base, November 1995.

Version: 

2.0

Enacted: 

12/01/95
	This standard defines a portion of the Management Information Base (MIB) for use with network management protocols in TCP/IP-based internets. In particular, it defines objects for managing the Open Shortest Path First Routing Protocol.

The OSPF is a (link state) routing protocol used by the Internet community.  It is classified as an Interior Gateway Protocol (IGP), i.e., it distributes routing information between routers belonging to a single Autonomous System.  OSPF is used over IP.  That means that an OSPF packet is transmitted with an IP data packet header.  The PROTOCOL field in the IP header is set to 89 for OSPF

OSPF is designated to be run internal to a single Autonomous System.  Each OSPF router maintains an identical database describing the Autonomous System’s topology.  From this database, a routing table is calculated by constructing a shortest path tree.  OSPF recalculates routes quickly in the face of topological changes, using a minimum of routing protocol traffic.  Separate routes can be calculated for each IP type of service.

IETF RFC 1850 defines a portion of the Management Information Base (MIB) for use with network management protocols in TCP/IP-based internets.  Specifically, it defines objects for managing the OSPF.
	Applies to all TCP/IP networks.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc1850.html
2) http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/ospf.htm
3) http://www2.rad.com/networks/1995/ospf/ospf.htm
4) http://www.ietf.org/html.charters/ospf-charter.html


	Rationale: 

This is a mandated DoD standard for System Management Services.

Choosing routing protocols to use is subject to the following considerations: the vendor providing the routers and switches, the design of the network, the bandwidth and number of IP-platforms. OSPF is a standards routing protocol for IPv4 and should be used when the network design, number of IP address, volatility of addresses and other factors warrant its use.

Should be considered a valid potential component of IPV4 network design.
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	Network Technologies  

(proposed by NGMS)
	IETF RFC 1886: DNS Extensions to Support IPv6

Version: 

1.0

Enacted: 

12/01/95
	This document defines the changes that need to be made to the Domain Name System to support hosts running IP version 6 (IPv6).  The changes include a new resource record type to store an IPv6 address, a new domain to support lookups based on an IPv6 address, and updated definitions of existing query types that return Internet addresses as part of additional section processing.  The extensions are designed to be compatible with existing applications and, in particular, DNS implementations themselves.
	The industry will specify how DNS works. All vendors will have to comply or the Internet will simply stop working. More important for base protection is how the standard DNS is used on base to ensure security.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc1886.txt


	Rationale: 

Mandated for IPv6 environments.
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	Web Services
	IETF RFC 2396: Uniform Resource Identifiers (URI), Generic Syntax, August 1998.

Version: 

1.0

Enacted: 

08/01/98
	A Uniform Resource Identifier (URI) is a compact string of characters for identifying an abstract or physical resource.  This document defines the generic syntax of URI, including both absolute and relative forms, and guidelines for their use; it revises and replaces the generic definitions in RFC 1738 and RFC 1808. This document defines a grammar that is a superset of all valid URI, such that an implementation can parse the common components of a URI reference without knowing the scheme-specific requirements of every possible identifier type.  This document does not define a generative grammar for URI; that task will be performed by the individual specifications of each URI scheme.
	Relates to web publishing

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2396.txt


	Rationale: 

This is a mandated DoD standard for web services.

The purpose of RFC 2396 is customizing web page content for the needs of the accessor. The ability to customize format of web published data for the particular user is much better handled by XML cascading style sheets.  This is an experimental RFC that is quite old and has not made any progress in many years toward becoming a standard. For that reason it should not be adopted now as an AT/FP standard.  Detailed investigation is required prior to adoption as a standard.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Web Services

	IETF RFC 2616: Hypertext Transfer Protocol - HTTP 1.1, June 1999.
Version: 

1.1
Enacted: 

06/01/99
	The Hypertext Transfer Protocol (HTTP) is an application-level protocol for distributed, collaborative, hypermedia information systems. It is a generic, stateless, protocol which can be used for many tasks beyond its use for hypertext, such as name servers and distributed object management systems, through extension of its request methods, error codes and headers [47]. A feature of HTTP is the typing and negotiation of data representation, allowing systems to be built independently of the data being transferred.
	This generally relates to the force protection network as HTTP is broadly used within these networks. 
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) Tim Berners-Lee 1992 internet draft http://www.w3.org/Protocols/HTTP/HTTP2.html
2) HTTP1.1 RFC 2616 (HTTP 1.1) http://www.w3.org/Protocols/rfc2616/rfc2616.html


	Rationale: 

This is a mandated DoD standard for web services.

To use the Internet one must used HTTP. There exist a large number of technical document relating to HTTP. The current version is HTTP 1.1 The policy should be to allow new versions to settle in as defined by W3C and the IETF. Then as soon as the new version has been well tested through actual use a migration plan should be executed.  

In order to take advantage of the latest XML features, use the latest HTTPS (secure sockets).
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	Network Technologies  


	IETF RFC 2131: Dynamic Host Configuration Protocol, March 1997.
Version: 

1.0
Enacted: 

03/01/97
	The Dynamic Host Configuration Protocol (DHCP) provides a framework for passing configuration information to hosts on a TCPIP network. DHCP is based on the Bootstrap Protocol (BOOTP) , adding the capability of automatic allocation of reusable network addresses and additional configuration options.  DHCP captures the behavior of BOOTP relay agents, and DHCP participants can interoperate with BOOTP participants.
DHCP is a communications protocol enabling network administrators to manage centrally and to automate the assignment of IP addresses in a network.  In an IP network, each device connecting to the internet needs a unique IP address.  DHCP lets a network administrator supervise and distribute IP addresses from a central point and automatically sends a new IP address when a computer is plugged into a different place in the network.

DHCP uses the concept of “lease” or amount of time that a given IP address will be valid for a computer.  It supports static addresses for computers containing Web servers that need a permanent IP address.

DHCP is based on the Bootstrap Protocol (BOOTP), adding the capability of automatic allocation of reusable network addresses and additional configuration options.  DHCP captures the behavior of BOOTP relay agents and DHCP participants can interoperate with BOOTP participants.  
	Relates to the local area IP network.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org
(RFC 2131 and RFC 3396)

2) http://www.javin.com/protocol/rfc2131.pdf
(Dynamic Host Configuration Protocol)
3) http://www.javin.com/protocol/rfc3396.pdf
Encoding Long Options in the (DHCPv4)

	Rationale: 

This is a mandated DoD standard for Network Technologies.

Mandated for IPv4 environments. DHCP was a response to shortages of addresses and so will likely change significantly or disappear altogether for an IPV6 network.
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	Network Technologies  


	IETF RFC 2132: DHCP Options and BOOTP Vendor Extensions, March 1997.

Version: 

1.0

Enacted: 

03/01/97
	The Dynamic Host Configuration Protocol (DHCP)[1] provides a framework for passing configuration information to hosts on a TCP/IP network. Configuration parameters and other control information are carried in tagged data items that are stored in the 'options' field of the DHCP message. The data items themselves are also called 'options.' This document specifies the current set of DHCP options. Future options will be specified in separate RFCs. The current list of valid options is also available in ftp://ftp.isi.edu/in-notes/iana/assignments. All of the vendor information extensions defined in RFC 1497 may be used as DHCP options. The definitions given in RFC 1497 are included in this document, which supersedes RFC 1497. All of the DHCP options defined in this document, except for those specific to DHCP as defined in section 9, may be used as BOOTP vendor information extensions.

DHCP provides a framework for passing configuration to hosts on a TCP/IP network.  Configuration parameters and other control information are carried in tagged data items that are stored in the ‘options’ field of the DHCP message.  The data items themselves are also called “options”.  

RFC 2132 defines the format of information in the last field of DHCP packets (“options’) and of BOOTP packets (‘vend’ or vendor extensions).

 
	Applies to local area IP networks.  BOOTP being a useful capability irrespective of IP address issues it is not going to be dropped from the IPv6 suite of protocols. 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2132.txt


	Rationale: 

This is a mandated DoD standard for Network Technologies.

RFC 2132 is an optional component for all IPv4 networks. BOOTP is a method for booting a platform (loading the software to run) from a network location instead of the platform’s own hard disk. The decision to use this is a design question of some importance as it has security implications. If network level loading of initial software on a platform is to be used, then BOOTP should be implemented.
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	Platform Comms. Services

Network Tech.
	IETF Standard 13/RFC 1034/RFC 1035: Domain Name System, November 1987

Version: 

1.0

Enacted: 

11/01/97
	This RFC introduces domain style names, their use for Internet mail and host address support, and the protocols and servers used to implement domain name facilities. The primary goal is a consistent name space which will be used for referring to resources.  RFC 1035 describes the details of the domain system and protocol, and assumes that the reader is familiar with the concepts discussed in a companion RFC, "Domain Names-Concepts and Facilities" (RFC-1034). The goal of domain names is to provide a mechanism for naming resources in such a way that the names are usable in different hosts, networks, protocol families, internets and administrative organizations.  This standard is an introduction to the Domain Name System (DNS), and, Implementation and Specification. A subset of DNS functions and data types constitute an official protocol.  The official protocol includes standard queries and their responses and most of the Internet class data formats (e.g., host addresses). The domain system is a mixture of functions and data types which are an official protocol and functions and data types which are still experimental.  Since the domain system is intentionally extensible, new data types and experimental behavior should always be expected in parts of the system beyond the official protocol.  The official protocol parts include standard queries, responses and the Internet class RR data formats (e.g., host addresses).  Since the previous RFC set, several definitions have changed, so some previous definitions are obsolete.
	All use of URLs and access of the Internet. 

Related protocols are IP, TCP, IGMP, ICMP, SNMP, TFTP, NFS

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc1034.html



	Rationale: 

This is a mandated DoD standard for Platform Communications Services Network Technologies.

The Domain Name System (DNS) is a fundamental component of the Internet and as such only one standard is allowed and must be adhered to by all networks having a connection with the external Internet.
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	Platform Comms. Services

Network Tech.
	IETF RFC 2136: Dynamic Updates in the Domain Name System, April 1997.
Version: 

1.0

Enacted: 

04/01/97
	The Domain Name System was originally designed to support queries of a statically configured database.  While the data was expected to change, the frequency of those changes was expected to be fairly low, and all updates were made as external edits to a zone's Master File. 
 The Domain Name System (DNS) is a TCP/IP protocol in the Application Layer. This distributed internet directory service is used mostly to translate between domain names and IP addresses and to control internet email delivery.  Most internet services rely on DNS to work, and if DNS fails, websites cannot be located and email delivery stalls.

The domain name standard in DNS protocol specifies an abstract hierarchical namespace with arbitrary values for labels.  Any group can build an instance of the domain system to choose labels for all parts of its hierarchy.  However most users of the DNS protocols follow the hierarchical labels used by the official Internet domain system.  Some of the top level domains are: COM, EDU, GOV, NET, ORG, BIZ…plus may country codes.

IETF RFC 2136 specifies the UPDATE opcode which allows adding or deleting Resource Records (RRs) or RRsets from a specified zone.
	All use of URLs and access of the Internet. 

Related protocols are IP, TCP, IGMP, ICMP, SNMP, TFTP, NFS

IETF Standard 13/RFC 1034/RFC 1035, Domain Name System, November 1987 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc2136.html
2) http://www.dns.net/dnsrd/rfc/
3) http://www.iana.org/assignmenets/dns-parameters
4) http://www.networksorcery.com/enp/protocol/dns.htm#Glossary


	Rationale: 

This is a mandated DoD standard for Platform Communications Services Network Technologies.

The Domain Name System (DNS) is a fundamental component of the Internet and as such only one standard is allowed and must be adhered to by all networks having a connection with the external Internet.
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	Network Technologies  


	IETF RFC 2236: Internet Group Management Protocol, Version 2 (IGMPv2), November 1997.

Version: 

2.0

Enacted: 

11/01/97
	This document describes IGMPv2, used by IP hosts to report their multicast group memberships to routers.  It updates STD 5, RFC 1112. GMPv2 allows group membership termination to be quickly reported to the routing protocol, which is important for high-bandwidth multicast groups and/or subnets with highly volatile group membership.

IGMP is used by IP hosts to report their multicast group memberships to any immediately neighboring multicast routers. This RFC describes only the use of IGMP between hosts and routers to determine group membership.  Routers that are members of multicast groups are expected to behave as hosts as well as routers, and may even respond to their own queries.  IGMP may also be used between routers, but such use is not specified in the RFC.
	 All local area networks based on IP that are using multicast.  The Internet Group Management Protocol (IGMP) is a component of any multicast arrangement designed in support of Publish-Subscribe as defined in DDS.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2236.txt


	Rationale: 

This is a mandated DoD standard for Network Technologies.

IGMPv2 allows group membership termination to be quickly reported to the routing protocol, which is important for high bandwidth multicast groups and/or subnets with highly volatile group membership.  IGMP is an integral part of IP.  It is required to be implemented by all hosts wishing to receive IP multicasts. 

Within the likely network design for on-base IP based networks a publish subscribe or broker method of ensuring that events and flows of date are quickly moved with bandwidth allocation appropriate to their priority, will engage in some form of multicast. Sensor data that should be sent to two or more annunciators would be duplicated by a multicast server not sent twice by the sensor. This is required because the sensor does not know how many annunciators have subscribed to that particular flow of events and sensor data.

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Network Technologies  


	IETF Standard 41/RFC 894: Transmission of IP Datagrams Over Ethernet Networks, April 1984.

Version: 

1.0

Enacted: 

04/01/84
	This RFC specifies a standard method of encapsulating Internet Protocol (IP) datagrams on an Ethernet. This RFC specifies a standard protocol for the ARPA-Internet community.  This memo applies to the Ethernet (10-megabit/second, 48-bit addresses). The procedure for transmission of IP datagrams on the Experimental Ethernet (3-megabit/second, 8-bit addresses) is described in RFC-895, "A Standard for the Transmission of IP Datagrams over Experimental Ethernet Networks".

This RFC specifies a standard method of encapsulating Internet Protocol (IP) datagrams on an Ethernet (10-megabit/second, 48-bit addresses).  This RFC specifies a standard protocol for the ARPA-Internet community.
	Applies to ten mbit Ethernet networks over which datagrams are sent.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc0894.txt


	Rationale: 

This is a mandated DoD standard for Network Technologies.

Should be considered part of the allowable standards for an AT/FP network.  However, it is unlikely that such a legacy network will be used for a base defense network.
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	Network Technologies 


	IETF RFC 2581: TCP Congested Control April 1999 

Version: 

1.0

Enacted: 

04/01/99
	This document defines TCP's four intertwined congestion control algorithms: slow start, congestion avoidance, fast retransmit, and fast recovery.  In addition, the document specifies how TCP should begin transmission after a relatively long idle period, as well as discussing various acknowledgment generation methods.


	Any IP networks

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2581.txt


	Rationale: 

This is a mandated DoD standard for Network Technologies.

This is standard IETF congestion control and should be an AT/FP standard. 

This is a standard part of the IP suite of standards. It addresses congestion control. Congestion is a unique situation for each network unless of course the two networks have exactly the same number and type of device sending and receiving exactly the same type of data in the same quantity. The point is that determining the method of addressing congestion prior to understanding the design of the network is not going to produce the desired results. This standard is the correct one to use for situation it was designed to address. However a switched, 10Gigabit Ethernet network using MPLS to assign priorities and perhaps using WDM links and wireless high priority links is going to present quite a different congestion picture than envisioned by the designers of RFC 2581.
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	System Management Services
	IETF RFC 2790: Host Resources MIB, March 2000.

Version: 

1.0

Enacted: 

03/01/00
	This document defines a portion of the Management Information Base (MIB) for use with network management protocols in the Internet community. This memo obsoletes RFC 1514, the "Host Resources MIB". This memo extends that specification by clarifying changes based on  implementation and deployment experience and documenting the Host Resources MIB in SMIv2 format while remaining semantically identical to the existing SMIv1-based MIB. This memo defines a MIB for use with managing host systems.  The term "host" is construed to mean any computer that communicates with other similar computers attached to the internet and that is directly used by one or more human beings. Although this MIB does not necessarily apply to devices whose primary function is communications services (e.g., terminal servers, routers, bridges, monitoring equipment), such relevance is not explicitly precluded.  This MIB instruments attributes common to all internet hosts including, for example, both personal computers and systems that run variants of Unix. 

IETF RFC 2790 defines a portion of the Management Information Base (MIB) for use with network management protocols in the Internet community. It defines a MIB for use with managing host systems.  The term "host" is any computer that communicates with other similar computers attached to the internet and that is directly used by one or more persons. 

Although this MIB does not necessarily apply to devices whose primary function is communications services (e.g., terminal servers, routers, bridges, monitoring equipment), such relevance is not explicitly precluded.  

The Management Information Base (MIB) contains persistent information of IP devices that play a role in network management.
	This applies to all network management and network device management for IP networks.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc2790.html
2) http://www.cisco.com/univercd/cc/td/doc/product/access/sc/rel9/mgc_mib/mib_ch4.htm


	Rationale: 

This is a mandated DoD standard for System Management Services.

This is an Internet standard and should be part of the AT/FP suite of acceptable standards. Note that MIBs are always changing. PSEAG may find it beneficial to design particular fields of the MIB FOR its own customized use. The MIB contains an enterprise (AT/FP can be considered an enterprise) section that can be assigned particular data fields that are used for AT/FP purposes.
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	System Management Services
	IETF Standard 15/RFC 1157: Simple Network Management Protocol (SNMP), May 1990.

Version: 

1.0

Enacted: 

05/01/90
	This document defines a simple protocol by which management information for a network element may be inspected or altered by logically remote users. In particular, together with its companion memos which describe the structure of management information along with the management information base, these documents provide a simple, workable architecture and system for managing TCP/IP-based internets and in particular the Internet.

SNMP, an application layer protocol, is the standard protocol developed to manage nodes (servers, workstations, routers, switches and hubs, etc.) on an IP network.  SNMP enables network administrators to manage network performance, find and solve network problems, and plan for network growth.  Network management systems learn of problems by receiving traps or change notices from network devices implementing SNMP.

An SNMP managed network consists of three key components: managed devices, agents, and network-management systems (NMSs).  A managed device is a network node that contains an SNMP agent and resides on a managed network.  An agent is a network management software module that resides in a managed device.  An NMS executes applications that monitor and control managed devices.

There are three versions of SNMP: SNMPv1, SNMPv2, and SNMPv3.  Versions 1 and 2 have a number of features in common, but v2 offers enhancements such as additional protocol operations.  Version 3 adds security and remote configuration capabilities to Versions 1 and 2.  Incompatibility issues among the versions are addressed by RFC 3584, which defines coexistence strategies.
	IP network management

Related protocols: SNMPv1, SNMPv2, SNMPv3, UDP, RMON, SMI, OIDs

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc1157.txt
2) http://www.faqs.org/rfcs/rfc3412.html
3) http://www.postel.org/pipermail/rfc-dist/2002-December/000153.html


	Rationale: 

This is a mandated DoD standard for System Management Services.

The Simple Network Management Protocol is a base standard for management of IP networks. It should be in the suite of standards for AT/FP.   

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Platform Communications Services

 
	IETF RFC 3377: Lightweight Directory Access Protocol (v3): Technical Specification; September 2002

Version: 

3.0

Enacted: 

09/01/02
	This document specifies the set of RFCs comprising the Lightweight Directory Access Protocol Version 3 (LDAPv3), and addresses the "IESG Note" attached to RFCs 2251 through 2256. LDAPv3 is designed to provide access to directories supporting the X.500 models, while not incurring the resource requirements of the X.500 Directory Access Protocol (DAP). In LDAP versions 1 and 2, no provision was made for protocol servers returning referrals to clients.  However, for improved performance and distribution this version of the protocol permits servers to return to clients referrals to other servers.

LDAPv3 is specifically targeted at management applications and browser applications that provide read/write interactive access to directories.
	This applies to the TCP/IP network in its entirety.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc1777.txt
2) http://www.kingsmountain.com/directory/doc/ldap/ldap.html


	Rationale: 

This is a mandated DoD standard for Platform Communications Services.

For directory access this is the industry accepted standard to use. The latest version should be used.
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	Video Teleconferencing
(proposed by NGMS
	ITU-T G.7xx: Audio (Voice) Compression Protocols (CODEC) (G.711, G.721, G.722, G.726, G.727, G.728, G.729)
Version: 

Enacted: 


	G.7xx, including G.711, G.721, G.722, G.726, G.727, G.728, G.729, is a suite of ITU Telecommunication Standardization Sector (ITU-T) standards for audio compression and de-compression. It is primarily used in telephony. In telephony, there are 2 main algorithms defined in the standard, mu-law algorithm (used in America) and a-law algorithm (used in Europe and the rest of the world). Both are logarithmic, but the later a-law was specifically designed to be simpler for a computer to process. The G.7xx protocol suite compose the following protocols:

G.711 - Pulse code modulation (PCM) of voice frequencies on an 64 kbps channel.

G.721 - 32 kbit/s adaptive differential pulse code modulation (ADPCM)

G.722 - 7 kHz audio-coding within 64 kbit/s

G.722.1 - Coding at 24 and 32 kbit/s for hands-free operation in systems with low frame loss

G.722.2 - Wideband coding of speech at around 16 kbit/s using adaptive multi-rate wideband (AMR-WB)

G.726 - 40, 32, 24, 16 kbit/s adaptive differential pulse code modulation (ADPCM)

G.727 - 5-, 4-, 3- and 2-bit/sample embedded adaptive differential pulse code modulation (ADPCM)

G.728 - Coding of speech at 16 kbit/s using low-delay code excited linear prediction

G.729 - Coding of speech at 8 kbit/s using conjugate-structure algebraic-code-excited linear-prediction (CS-ACELP)
	The G.xx is a ITU-T suite of audio CODECS
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.itu.int/ITU-T/
2) http://www.javvin.com/protocolG7xx.html


	Rationale: 

ITU-T G.722  is a DoD mandated standard

ADPCM is used as standard audio format
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	Network Technologies  


	IETF Standard 9/RFC 959: File Transfer Protocol, October 1985, with the following FTP commands mandated for reception: Store unique (STOU), Abort (ABOR), and Passive (PASV).
Version: 

10.0
Enacted: 

10/01/85
	FTP is a part of the internet protocol suite that is able to transfer computer files between machines with widely different operating systems.  It is an 8-bit client server protocol, capable of handling any type of file without further processing such as MIME or UUEncode.  However, FTP has extremely high latency; that is, the time between beginning the request and starting to receive the required data can be quite long, and a sometimes-lengthy login procedure is required.  FTP, though usable directly by a user at a terminal, is designed mainly for use by FTP client programs.  Web browsers can manage the FT protocol.
The objectives of FTP are 1) to promote sharing of files (computer programs and/or data), 2) to encourage indirect or implicit (via programs) use of remote computers, 3) to shield a user from variations in file storage systems among hosts, and 4) to transfer data reliably and efficiently. FTP, though usable directly by a user at a terminal, is designed mainly for use by programs. The attempt in this specification is to satisfy the diverse needs of users of maxi-hosts, mini-hosts, personal workstations, and TACs, with a simple, and easily implemented protocol design. 
	Relates to a client computer accessing an FTP server and accessing files.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www/tombraider4u.com/ftptutorial.shtml
FTP Tutorial Basic Commands

2) http://www.ietf.org/rfc/rfc959.txt RFC 0959
File Transfer Protocol (FTP). J. Postel, J. Reynolds. Oct-1985.

	Rationale: 

This is a mandated DoD standard for Network technologies.
FTP is a powerful tool that should be restricted. Only servers that are available for FTP access should contain the software. FTP software should be removed from all other computers. The FTP servers should be located on their own sub-network. The sub-networks that are available to external networks should be separate from other base network segments by an appropriate gateway (firewall).  FTP servers containing sensitive information for authorized access only should consist only of products that have met criteria defined in DoD directive NSTISSP #11. They should meet Evaluation Assurance Level  three (EAL 3).
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	Network Technologies  


	IETF RFC 2228: File Transfer Protocol, October 1997

Version: 

1.0
Enacted: 

10/07/97
	This document defines extensions to the FTP specification STD 9, RFC959, "FILE TRANSFER PROTOCOL (FTP)" (October 1985).  These extensions provide strong authentication, integrity, and confidentiality on both the control and data channels with the introduction of new optional commands, replies, and file transfer encodings.

The following new optional commands are introduced in this  specification:

 AUTH (Authentication/Security Mechanism),

 ADAT (Authentication/Security Data),

 PROT (Data Channel Protection Level),

 PBSZ (Protection Buffer Size),

CCC (Clear Command Channel),

MIC (Integrity Protected Command),

CONF (Confidentiality Protected Command), and

ENC (Privacy Protected Command).
	IETF RFC 2228, File Transfer Protocol, October 1997, defines extensions to the File Transfer Protocol (FTP) standard (STD9/RFC 959)..

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc2228.html


	Rationale: 

This is a mandated DoD standard for Network technologies.
These extensions provide strong authentication, integrity, and confidentiality on both the control and data channels. IETF RFC 2228 also introduces new optional commands, replies, and file transfer encodings.

FTP is a powerful tool that should be restricted. Only servers that are available for FTP access should contain the software. FTP software should be removed from all other computers. The FTP servers should be located on their own sub-network. The sub-networks that are available to external networks should be separate from other base network segments by an appropriate gateway (firewall).  FTP servers containing sensitive information for authorized access only should consist only of products that have met criteria defined in DoD directive NSTISSP #11. They should meet Evaluation Assurance Level  three (EAL 3).
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	Platform Communications Services

Electronic Mail

Network Technologies


	IETF RFC 1870: Simple Mail Transfer Protocol Services Extension for Message Size Declaration, November 1995

Version: 

1.0

Enacted: 

11/01/95
	This document defines an extension to the SMTP service whereby an SMTP client and server may interact to give the server an opportunity to decline to accept a message (perhaps temporarily) based on the client's estimate of the message size.

IETF RFC 1870 defines an extension to the SMTP service whereby an SMTP client and server may interact to give the server an opportunity to decline to accept a message (perhaps temporarily) based on the client's estimate of the message size.   It uses the mechanism defined in STD 11 RFC 1869 (“SMTP Service Extensions”) to define extensions to the SMTP service whereby a client ("sender-SMTP") may declare the size of a particular message to a server ("receiver-SMTP"), after which the server may indicate to the client that it is or is not willing to accept the message based on the declared message size and whereby a server ("receiver-SMTP") may declare the maximum message size it is willing to accept to a client ("sender-SMTP").
	Relates to electronic mail transfers over the network
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc1870.txt
2) http://www.imc.org/rfcs.html


	Rationale: 

This is a mandated DoD standard Platform Communications Services Electronic Mail Network Technologies.

Email is widely used and supported. The leading vendors of email systems adhere to SMTP standards. In order for email system to interoperate with each other they all must use the IETF standards. AT/FP email should be based on IETF standards including this one. 

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Platform Communications Services

Electronic Mail

Network Technologies


	IETF RFC 2821: Simple Mail transfer Protocol, April 2001.

Version: 

1.0

Enacted: 

04/01/01
	This document is a self-contained specification of the basic protocol for the Internet electronic mail transport. It consolidates, updates and clarifies, but doesn't add new or change existing functionality of the following: 
-  the original SMTP (Simple Mail Transfer Protocol) specification of RFC 821 [30]

-  domain name system requirements and implications for mail transport from RFC 1035 [22] and RFC 974 [27]

-  the clarifications and applicability statements in RFC 1123 [2]

-  material drawn from the SMTP Extension mechanisms.

It obsoletes RFC 821, RFC 974, and updates RFC 1123 (replaces the mail transport materials of RFC 1123). However, RFC 821 specifies some features that were not in significant use in the Internet by the mid-1990s and (in appendices) some additional transport models. Those sections are omitted here in the interest of clarity and brevity; readers needing them should refer to RFC 821.
	This relates to all exchanges of email messages across the AT/FP IP network.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2821.txt


	Rationale: 

This is a mandated DoD standard Platform Communications Services Electronic Mail Network Technologies.

This is the standard method of handling email on the Internet. It is not optional as long as exchanging email with persons outside the base who have only the Internet in common with the base personnel. This is the standard method and should be part of the AT/FP suite of standards.
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	Platform Communications Services

Electronic Mail

Network Technologies


	IETF RFC 2822: Internet Message Format, April 2001.

Version: 

1.0

Enacted: 

04/01/01
	This standard specifies a syntax for text messages that are sent between computer users, within the framework of "electronic mail" messages.  This standard supersedes the one specified in Request For Comments (RFC) 822, "Standard for the Format of ARPA Internet Text Messages", updating it to reflect current practice and incorporating incremental changes that were specified in other RFCs.
	Relates to all email systems over IP that are required to communicate with external personnel over the Internet.  

Note: This standard is not intended to dictate the internal formats used by sites, the specific message system features that they are expected to support, or any of the characteristics of user interface programs that create or read messages.  In addition, this standard does not specify an encoding of the characters for either transport or storage; that is, it does not specify the number of bits used or how those bits are specifically transferred over the wire or stored

on disk.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2822.txt


	Rationale: 

This is a mandated DoD standard Platform Communications Services Electronic Mail Network Technologies.

This is part of the Simple Mail Transport Protocol (SMTP) and is the common method of moving email around on the Internet. Irrespective of the vendor providing the email agent used on base, if messages are to be sent across the Internet then this standard is mandatory. Even for email systems constrained to on base personnel, this is the best case standard.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Platform Communications Services

Electronic Mail

Network Technologies


	IETF RFCs 2045-2049: Multipurpose Internet Mail Extensions (MIME) Parts 1-5, November 1996.
Version: 

1.0

Enacted: 

12/01/96
	This is a set of E-mail protocol extensions for the Internet.  MIME is an extension of the original Internet e-mail protocol, SMTP, which was designed to support ASCII data. RFC 2045 specifies the various headers used to describe the structure of MIME messages. RFC 2046 defines the general structure of MIME media typing system and an initial set of media types. RFC 2047 describes extensions to RFC 822 to allow non-U.S.-ASCII text data in Internet mail header fields. RFC 2048 specifies various Internet assigned numbers authority registration procedures for MIME-related facilities. RFC 2049 describes MIME conformance criteria and provides illustrative examples of MIME message formats, acknowledgements, and the bibliography.
	Internet email usage
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc2045.html
2) http://cio.doe.gov/ITReform/ArchitectureStandards/standards/stdsdesc.cfm?Id=68
3) http://www.ietf.org


	Rationale: 

This is a mandated DoD standard Platform Communications Services Electronic Mail Network Technologies.

MIME is a proven standard with many implementations. This protocol supports the exchange of various kinds of data files (e.g., audio, video, and images) on the Internet. It is supported by almost any supplier of communications products. This is a mandatory email standard for any network email traffic sent across the Internet.
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	Network Technologies  


	IETF RFC 2461: Neighbor Discovery for IP Version 6, (IPv6), December 1998.
Version: 

1.0
Enacted: 

12/01/98
	This document specifies the Neighbor Discovery protocol for IP Version 6.  IPv6 nodes on the same link use Neighbor Discovery to discover each other’s presence, to determine each other’s link-layer addresses, to find routers and to maintain reachability information about the paths to active neighbors.
	Relates to overall network.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2461.txt


	Rationale: 

This is a mandated DoD standard for Network technologies.

This is part of IPv6 and would be part of an overall migration plan. It is a standard component of IPV6 but is not universally applicable to all segments or designs for an IPv6 network. It would be used or not used within a particular IPv6 network design based on the rest of the design.  
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	Network Technologies  


	IETF RFC 2462: IPv6 Stateless Address Autoconfiguration, December 1998.

Version: 

1.0

Enacted: 

12/01/98
	This document specifies the steps a host takes in deciding how to autoconfigure its interfaces in IP version 6. The autoconfiguration process includes creating a link-local address and verifying its uniqueness on a link, determining what information should be autoconfigured (addresses, other information, or both), and in the case of addresses, whether they should be obtained through the stateless mechanism, the stateful mechanism, or both.  This document defines the process for generating a link-local address, the process for generating site-local and global addresses via stateless address autoconfiguration, and the Duplicate Address Detection procedure. The details of autoconfiguration using the stateful protocol are specified elsewhere.
	Relates to overall network.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2462.txt


	Rationale: 

This is a mandated DoD standard for Network technologies.

Mandated for IPv6 environment. A given base network using 10Gigiabit Ethernet over fibre,  SONET or in the future perhaps over a form of WDM using MPLS to create a method of “routing” flows and events may or may not use all “mandated methods” of managing or using IPv6. All standard components of IPv6 would be considered in designing a base network migration plan to IPv6.
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	Network Technologies  


	IETF RFC 2428: FTP Extensions for IPv6 and Network Address Translators (NATs), September 1998.
Version: 

1.0

Enacted: 

09/01/98
	The specification for the File Transfer Protocol assumes that the underlying network protocol uses a 32-bit network address (specifically IP version 4).  With the deployment of version 6 of the Internet Protocol, network addresses will no longer be 32-bits.  This paper specifies extensions to FTP that will allow the protocol to   work over IPv4 and IPv6.  In addition, the framework defined can support additional network protocols in the future.
	Relates to a client computer accessing an FTP server and accessing files. OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2428.txt


	Rationale: 

This is a mandated DoD standard for Network technologies.

Migration to IPV6 will require that any FTP activity use this standard.
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	Network Technologies  


	IETF RFC 2460: Internet Protocol, Version 6 (IPv6) Specification, December 1998.
Version: 

1.0

Enacted: 

12/01/98
	IP version 6 (IPv6) is a new version of the Internet protocol, designed as the successor to IP version 4 (IPv4) [RFC-791].  The changes from IPv4 to IPv6 fall primarily into five categories, namely, Expanded Addressing Capabilities, Header Format Specification, Improved Support for Extensions and options, Flow Labeling capability, and Authentication and Privacy Capabilities.  

RFC 2460 specifies the basic IPv6 header and the initially defined IPv6 extension headers and options.  It also discusses packet size issues, the semantics of flow labels and traffic classes, and the effects of IPv6 on upper-layer protocols.    The format and semantics of IPv6 addresses are specified separately in [ADDRARCH].  The IPv6 version of ICMP , which all IPv6 implementations are required to include, is specified in [ICMPv6]
	This is part of the DoD mandated migration to IPv6.  The industry standard IPv6 will eventually be the only method of moving packets of data over the Internet. It relates to all Internet usage after the migration to IPv6.  OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2460.txt


	Rationale: 

This is a mandated DoD standard for Network technologies.

Mandated for IPv6 environments
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	Network Technologies  


	IETF RFC 2463: Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6 (IPv6) Specification, December 1998.
Version: 

1.0

Enacted: 

12/01/98
	This document specifies a set of Internet Control Message Protocol (ICMP) messages for use with version 6 of the Internet Protocol (IPv6).
IPv6 uses the Internet Control Message Protocol (ICMP) as defined for IPv4 [RFC-792], with a number of changes.  The resulting protocol is called ICMPv6, and has an IPv6 Next Header value of 58. 

RFC-2463 describes the ICMPv6 message Format, Source Address Determination, Checksum Calculation, and Processing Rules.  Also discussed are the ICMPv6 Error Messages, (e.g., Destination Unreachable, Packet Too Big, Time exceeded, Parameter problem) and Informational Messages (e.g., Echo Request and Echo Reply), and security considerations.
	IPv6 Migration Planning. 

Related Protocols: IP, TCP, IGMP, SNMP, DNS, TFTP, NFS
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2463.txt


	Rationale: 

This is a mandated DoD standard for Network technologies.

ICMP is an integrated part of the IP suite. ICMPv6 is used by IPv6 nodes to report errors encounters in processing packets, and to perform other internet-layer functions, such as diagnostics (ICMPv6 “ping”).  ICMPv6 is an integral part of IPv6 and MUST be fully implemented by every IPv6 node.
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	Network Technologies  


	IETF RFC 2545: Use of BGP-4 Multiprotocol Extensions for IPv6 Inter-Domain Routing, March 1999.
Version: 

1.0

Enacted: 

03/01/99
	BGP-4 Multiprotocol Extensions [BGP-MP] defines the format of two BGP attributes (MP_REACH_NLRI and MP_UNREACH_NLRI) that can be used to announce and withdraw the announcement of reachability information. This document defines how compliant systems should make use of those attributes for the purpose of conveying IPv6 routing information.
	Use for any IPv6 links that loss packets have long delays 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2545.txt


	Rationale: 

This is a mandated DoD standard for Network technologies.

This is an IETF standard for dealing with transport links that are slow and lose packets. Such links should not be used for AT/FP. Especially with the advent of high performance fibre based networking. If such links are used, then this is the standard method of dealing with those “bad” links.
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	Network Technologies  


	IETF RFC 2740: OSPF for IPv6, December 1999.
Version: 

1.0

Enacted: 

12/01/99
	This document describes the modifications to OSPF to support version 6 of the Internet Protocol (IPv6).  The fundamental mechanisms of OSPF (flooding, DR election, area support, SPF calculations, etc.) remain unchanged. However, some changes have been necessary, either due to changes in protocol semantics between IPv4 and IPv6, or simply to handle the increased address size of IPv6.

Changes between OSPF for IPv4 and this document include the following. Addressing semantics have been removed from OSPF packets and the basic LSAs. New LSAs have been created to carry IPv6 addresses and prefixes. OSPF now runs on a per-link basis, instead of on a per-IP-subnet basis. Flooding scope for LSAs has been generalized. Authentication has been removed from the OSPF protocol itself, instead relying on IPv6's Authentication Header and Encapsulating Security Payload.

Most packets in OSPF for IPv6 are almost as compact as those in OSPF for IPv4, even with the larger IPv6 addresses. Most field-Xs and packet-size limitations present in OSPF for IPv4 have been relaxed. In addition, option handling has been made more flexible.
	 Applies to all routed networks and switched networks that must interface to routed networks. Not that switches still do routing but have a different set of issues than do routers dealing with the public Internet or large routed networks.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2740.txt


	Rationale: 

This is a mandated DoD standard for Network technologies.

Some AT/FP networks will be switched, use MPLS and may use one or more of the standard routing and routing information protocols and services. For routing situations best met with OSPF then this is the standard to use.
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	Network Technologies  


	IETF RFC 2858: Multiprotocol Extensions for BGP-4, June 2000.
Version: 

1.0

Enacted: 

06/01/00
	Currently BGP-4 [BGP-4] is capable of carrying routing information only for IPv4 [IPv4]. This document defines extensions to BGP-4 to  enable it to carry routing information for multiple Network Layer protocols (e.g., IPv6, IPX, etc...). The extensions are backward compatible - a router that supports the extensions can interoperate with a router that doesn't support the extensions. This document obsoletes RFC 2283.
	 All IP routing at the edge of a base IP network.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc2545.html
2) http://www.spirentcom.com/downloads/1020.pdf
3) http://us.anritsu.com/downloads/files/MD1230A-18.19leaflet_EI1300.pdf
4) http://advanced.comms.agilent.com/n2x/docs/whitepapers/pdfs/5988-5540EN.pdf
5) http://www.ipv6-es.com/02/docs/enrique_labarta.pdf


	Rationale: 

This is a mandated DoD standard for Network technologies.

Mandated for IPv6 environment.
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	Video Teleconferencing

Network Technologies
	IETF RFC 3261: Session Initiation Protocol, June 2002.

Version: 

1.0

Enacted: 

06/01/02
	This document describes Session Initiation Protocol (SIP), an application-layer control (signaling) protocol for creating, modifying, and terminating sessions with one or more participants. These sessions include Internet telephone calls, multimedia distribution, and multimedia conferences. SIP invitations used to create sessions carry session descriptions that allow participants to agree on a set of  compatible media types. SIP makes use of elements called proxy servers to help route requests to the user's current location, authenticate and authorize users for services, implement provider call-routing policies, and provide features to users.  SIP also provides a registration function that allows users to upload their current locations for use by proxy servers.  SIP runs on top of several different transport protocols.

Voice over IP (VoIP) refers to a set of standards/technologies that unite the telephony and data worlds by allowing voice traffic to be transmitted over IP-based networks. Two different approaches have been taken to bring voice to IP-based networks. On the one hand, the International Telecommunication Union (ITU) has created H.323, a relatively complete and mature set of standards that encapsulate Integrated Services Digital Network (ISDN) call signaling over an IP-based network. On the other hand, the IETF has created a set of standards that perform similar functions, under the names Session Initiation Protocol (SIP) and Media Gateway Control (Megaco). The SIP standard concerns simple call placement, but is designed so that its scope is easily expandable. Megaco separates the functions required for interoperability with circuit-based networks. The two different approaches both use an IETF standard, RTP (Real-time Transport Protocol), for their voice channels.
	Relates to VoIP protocols standards

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc3261.html


	Rationale: 

This is a mandated DoD standard for Video Teleconferencing

Network Technologies.

Voice over IP (VoIP) is an emerging technology which will provide additional communication abilities to military installations.  By using an IP connection instead of the traditional approach, network operators can further utilize existing traditional transmission infrastructures to provide a full, flexible, and cost effective digital communication solutions.

DoD systems should be moving in the direction of full convergence of traffic (voice, video, data) on a single IP internetwork as well as seamless integration of multimedia information across fixed and mobile networks.
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	Architectures and Applications
	IETF RFC 2315: Public Key Cryptography Standard (PKCS) #7, Cryptographic Message Syntax, Version 1.5, March 1998.

Version: 

1.5
Enacted: 

11/01/93
	This standard describes a general syntax for data that may have cryptography applied to it, such as digital signatures and digital envelopes. The syntax admits recursion, so that, for example, one envelope can be nested inside another, or one party can sign some previously enveloped digital data.

It also allows arbitrary attributes, such as signing time, to be authenticated along with the content of a message, and provides for other attributes such as countersignatures to be associated with a signature. A degenerate case of the syntax provides a means for disseminating certificates and certificate-revocation lists.
	Relates to RSA Labs PKCS cryptography standards #1-11, 15.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.rsasecurity.com/rsalabs/node.asp?id=2129
2) ftp://ftp.rsasecurity.com/pub/pkcs/ascii/pkcs-7.asc


	Rationale: 

This is a mandated DoD standard for Architectures and Applications
A public-key infrastructure (PKI) is a full system for creating and managing public keys used for encrypting data and exchanging those keys among users. A PKI may be installed on an enterprise network, or it may be available in the public environment. A PKI is a complete system for managing keys that includes policies and working procedures.  The PKCS #7 is the cryptographic message standard used for many years in PKI applications.
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	Network Technologies

(proposed by NGMS)


	ISO/IEC 11801:2002: Information technology -- Generic cabling for customer premises

Version: 

Enacted: 

10/23/02
	ISO/IEC 11801 specifies generic cabling for use within premises, which may comprise single or multiple buildings on a campus. It covers balanced cabling and optical fibre cabling.

ISO/IEC 11801 is optimized for premises in which the maximum distance over which telecommunications services can be distributed is 2 000 m. The principles of this International Standard may be applied to larger installations.

Cabling defined by this standard supports a wide range of services, including voice, data, text, image and video.

This International Standard specifies directly or via reference the:

a) structure and minimum configuration for generic cabling,

b) interfaces at the telecommunications outlet (TO),

c) performance requirements for individual cabling links and channels,

d) implementation requirements and options,

e) performance requirements for cabling components required for the maximum distances specified in this standard,

f) conformance requirements and verification procedures.

Safety (electrical safety and protection, fire, etc.) and Electromagnetic Compatibility (EMC) requirements are outside the scope of this International Standard, and are covered by other standards and by regulations. However, information given by this standard may be of assistance.

ISO/IEC 11801 has taken into account requirements specified in application standards listed in Annex F. It refers to available International Standards for components and test methods where appropriate.
	Relates to single-mode fibre optic cable specifications

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.standards.com.au/catalogue/script/Details.asp?docn=ISO08902585692
2) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=36491&ICS1=35&ICS2=200&ICS3=



	Rationale: 

With demand increasing for bandwidth on data networks and LANs, fibre optic communication is becoming steadily more popular in new applications. Many installations include multimode fibre for current systems and single-mode fibre in the event of future expansion — sometimes in the same cable. In these cases, the multimode fibres are terminated for immediate use, and the single-mode fibres are coiled, taped, and left for future use.
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	Network Technologies

(proposed by NGMS)


	ITU-T G.652: Characteristics of a single-mode optical fibre and cable

Version: 

1

Enacted: 

11/11/03
	A global standard for a new optical fibre that will make it easier for network operators to deploy bandwidth to maximize technology in core networks. The development of standards in this area is important if network operators are to reduce costs and provide more innovative services to customers. 

G.656 is another significant step in the evolution of optical networks, because it allows a more economical deployment of optical transport networks. G.656 allows operators using CWDM to deploy systems without the need to compensate for chromatic dispersion, a phenomenon that at low levels counteracts distortion, but at high-levels can make a signal unusable.
	Relates to single-mode fibre optic cable specifications

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.itu.int/ITU-T/news/g656v4.html


	Rationale: 

With demand increasing for bandwidth on data networks and LANs, fibre optic communication is becoming steadily more popular in new applications. Many installations include multimode fibre for current systems and single-mode fibre in the event of future expansion — sometimes in the same cable. In these cases, the multimode fibres are terminated for immediate use, and the single-mode fibres are coiled, taped, and left for future use.
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	Network Technologies

(proposed by NGMS)


	ITU-T Recommendation G.656: Characteristics of a fibre and cable with Non-Zero Dispersion for Wideband Optical Transport

Version: 

1.0
Enacted: 

06/01/04
	This standard – ITU-T Recommendation G.656 – allows the easier deployment of CWDM in metropolitan areas, and increase the capacity of fibre in Dense Wave Division Multiplexing (DWDM) systems. WDM itself increases the data carrying capacity of an optical fibre by allowing simultaneous operation at more than one wavelength. The development of standards in this area is important if network operators are to reduce costs and provide next generation services to customers.
G.656 allows operators using CWDM to deploy systems without the need to compensate for chromatic dispersion, a phenomenon which at low levels counteracts distortion, but at high-levels can make a signal unusable. It’s a complicated area, but the management of chromatic dispersion is crucial as the number of wavelengths used in WDM systems increases.
	Relates to fibre optic cable transmission specifications

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.convergedigest.com/DWDM/DWDMarticle.asp?ID=11117
2) http://www.itu.int/ITU-T/news/g656v4.html
3) http://www.itu.int/rec/recommendation.asp?type=items&lang=E&parent=T-REC-G.656-200406-I


	Rationale: 

With demand increasing for bandwidth on data networks and LANs, fibre optic communication is becoming steadily more popular in new applications. Many installations include multimode fibre for current systems and single-mode fibre in the event of future expansion — sometimes in the same cable. In these cases, the multimode fibres are terminated for immediate use, and the single-mode fibres are coiled, taped, and left for future use.
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	Network Technologies

(proposed by NGMS)


	ITU-T Recommendation G.692:  Optical interfaces for multichannel systems with optical amplifiers
Version: 

1.0
Enacted: 

10/01/98
	The ITU has set a global standard for Metro ‘Optical Fibre’ Networks that will expand the use of Coarse Wavelength Division Multiplexing (CWDM) in metropolitan networks. This standard is necessary to meet the increasing demand of voice, data and multimedia services for low-cost short-haul optical transport solutions, and it is expected to produce savings for telecommunications operators, which it is hoped will be passed on to consumers.
Dense WDM optical systems, which carry a large number of densely packed wavelengths, require a thermoelectric cooler to stabilize the wavelength emission and absorb the power dissipated by the laser. This consumes power while adding cost. However, for short transmission distances a ‘coarse’ wavelength grid can reduce terminal costs by eliminating the temperature control and allowing the emitted wavelengths to drift with ambient temperature changes.
	Relates to fibre optic cable transmission specifications

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.itu.int/rec/recommendation.asp?type=items&lang=E&parent=T-REC-G.692-199810-I


	Rationale: 

With demand increasing for bandwidth on data networks and LANs, fibre optic communication is becoming steadily more popular in new applications. Many installations include multimode fibre for current systems and single-mode fibre in the event of future expansion — sometimes in the same cable. In these cases, the multimode fibres are terminated for immediate use, and the single-mode fibres are coiled, taped, and left for future use.
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	Network Technologies

(proposed by NGMS)


	ITU-T Recommendation H.320:  Narrow-band visual telephone systems and terminal equipment
Version: 

1.0
Enacted: 

03/01/04
	This Recommendation specifies technical requirements for narrow-band visual telephone systems and terminal equipment, typically for videoconferencing and videophone services. It describes a generic system configuration consisting of a number of elements which are specified by respective ITU-T Recommendations, definition of communication modes and terminal types, call control arrangements, terminal aspects and interworking requirements.

H.320 covers audio/video telephony on switched digital circuits. The most common such services are known as switched-56 (which has many brand names according to the different telephone companies), and ISDN, which is most often used in its basic rate version (BRI) and which most people think of as a 128 kbps connection.

This revised version of H.320 introduces a number of enhancements and clarifications to the previous version, primarily the description on the usage of ITU-T Recs G.722.1, H.239, H.241, H.264, and ISO/IEC 14496-3 in H.320 systems.
	Relates to telephone transmission standards. H.320 consisted of H.261 for video, G.711 for audio
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.itu.int/rec/recommendation.asp?type=items&lang=E&parent=T-REC-H.320-200403-I
2) http://developonline.com/community/tech_group/comm/feature_article/20030


	Rationale: 

As videoconferencing moves into the mainstream computer market, the impact of standards and emerging pipelines is creating a situation ripe for explosive growth in both business and consumer use of real-time audio and video communications. Videoconferencing is moving from its status of a vertical niche application to that of a horizontal enabling technology.  H.320 plays a crucial role as the most common communication format of the videoconferencing industry. Today, virtually all group and room videoconferencing systems support H.320.
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	Video Teleconferencing

	ITU-T Recommendation H.323 :2003- Packet-based Multimedia Communications Systems
Version: 
5.0

Enacted: 

01/01/03
	H.323 is the international standard for multimedia communication over packet-switched networks, including LANs, WANs, and the Internet. It was first defined by the ITU in 1996 and has been updated regularly. The most recent version is H.323 version 5 (2003).

H.323 is an "umbrella" specification, which includes the standards H.323, H.225.0, H.245, the H.450-series documents, and the H.460-series. It allows for the use of T.120 for data collaboration and file transfer. When referring to the system and set of documents, people generally refer to "H.323", though not every document is mandatory as part of a standard H.323 system. For example, H.460.2, which describes number portability, is generally not used in enterprise videoconferencing systems.
	Relates to multimedia transmission standards:H.323, H.225, H.235, H.245, Q.931, H.450.1, H.323 
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iec.org/online/tutorials/h323/topic01.html
2) http://www.packetizer.com/voip/h323/standards.html
3) http://www.itu.int/rec/recommendation.asp?type=items&lang=E&parent=T-REC-H.323-200011-S


	Rationale: 

This is a mandated DoD standard for video teleconferencing. 

H.323, an industry-standard protocol suite for converging audio, video, and data communication over packet-switched networks, is widely deployed over both private and public IP networks. It forms the network foundation for most of the world’s VoIP services, and installations are growing.  A recent study by an independent testing company, for example, revealed that of 23 IP PBXs from 16 vendors, 20 supported H.323 for call control, 21 supported the protocol for call signaling, and 15 supported it for delivering features to endpoints. By contrast, the closest competing protocol to H.323 was supported by just one IP PBX for call control and by two products for signaling.
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	Video Teleconferencing


	ITU-T Recommendation  T.120: Transmission Protocols for Multimedia Data, July 1996. 

Version: 

1.0

Enacted: 

07/01/96
	The T.120-Series of Recommendations collectively define a multipoint data communication service for use in multimedia conferencing environments. The purpose of this Recommendation is to provide an introduction and guide to the T.120-Series. This Recommendation defines the T.120 architectural model and shows the interrelationships between the constituent Recommendations. Each Recommendation in the Series is outlined and the requirements for T.120 compliance are specified.
The T.120 standard contains a series of communication and application protocols and services that provide support for real-time, multipoint data communications. These multipoint facilities are important building blocks for a whole new range of collaborative applications, including desktop data conferencing, multi-user applications, and multi-player gaming.

Broad in scope, T.120 is a comprehensive specification that solves several problems that have historically slowed market growth for applications of this nature. Perhaps most importantly, T.120 resolves complex technological issues in a manner that is acceptable to both the computing and telecommunications industries.
	Relates to multimedia transmission standards: T.122, T.123, T.124, and T.125 standards make up the networking level of T.120.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.microsoft.com/windows/NetMeeting/Corp/reskit/Chapter10/
2) http://www.itu.int/rec/recommendation.asp?type=items&lang=E&parent=T-REC-T.120-199607-I


	Rationale: 

This is a mandated DoD standard for video teleconferencing. 

One of the most important features of the T.120 infrastructure is the interoperability of products and services that support the standard. For more information about interoperability.
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	Web Services

(proposed by NGMS) 
	OASIS ebXML Messaging Services Technical Committee: Message Service Specification

Version: 

2.0

Enacted: 

04//01/02
	This is a standard that targets collaboration over the Internet between distinct organizations. The ebXML Messaging Services (ebMS) references additional standards such as Simple Object Access Protocol (SOAP). The ebMS standard operates over HTTP and SMTP but is not restricted to those communication protocols. An AT/FP local area network may use other communication protocols more appropriate to streaming, time critical data.  The ebXML Message Service(ebMS) defines the message enveloping and header document schema used to transfer ebXML and the behavior of software sending and receiving ebXML messages. The ebMS is defined as a set of layered extensions to the base Simple Object Access Protocol [SOAP] and SOAP Messages with Attachments [SOAPAttach] specifications. The ebMS standard provides security and reliability features. These security and reliability features are not provided in the SOAP or SOAP with Attachments specifications. The ebMS is a definition for an ebXML message service handler (MSH). The ebMS provides the message packaging, routing and transport facilities for the ebXML infrastructure. The ebMS is not defined as a physical component, but rather as an abstraction of a process. An implementation of this specification could be delivered as a wholly independent software application or an integrated component of a base’s AT/FP information technology (IT) infrastructure.

The ebXML standard relates to all computing and electronic communication devices.  

• ebXML Message Service Specification[ebMS] 

• ebXML Business Process Specification Schema[ebBPSS] 

• ebXML Core Component Overview[ccOVER] 

• ebXML Registry Services Specification[ebRS] 

• ebXML Technical Architecture Specification [ebTA] – defines the overall technical architecture for ebXML

• ebXML Technical Architecture Risk Assessment Technical Report [secRISK] – defines the security mechanisms necessary to negate anticipated, selected threats 

• ebXML Collaboration Protocol Profile and Agreement Specification [ebCPP] – defines how one party can discover and/or agree upon the information the party needs to know about another party prior to sending them a message that complies with this specification 

• ebXML Registry/Repository Services Specification [ebRS] – defines a registry service for the ebXML environment

•  ebXML Registry Information Model
	The ebXML standard relates to all computing and electronic communication devices.  

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) ebXML Collaboration-Protocol Profile and Agreement Specification 2.0

2) http://www.oasis-open.org/specs/index.php
3) http://www.ebxml.org/
4) http://www.oasis-open.org/committees/ebxml-msg/documents/ebMS_v2_0.pdf


	Rationale: 
While ebXML and related standards such as ebMS were designed to support business interactions between distinct commercial organization, the ebXML infrastructure can be used to facilitate a publish/subscribe protocol within an anti-terrorist/ force protection (AT/FP) information technology infrastructure (ITI). By using such common off off-the-shelf (COTS) infrastructure components, the AT/FP infrastructure will be compatible with, and therefore able to utilize and benefit from, future ITI related products.
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	Object
	OMG document formal/99-10-07:2004: Common Object Request Broker: Architecture and Specification, Version 3.0, 3 March 2004

Version: 

3.0

Enacted: 

03/01/04
	CORBA is the acronym for Common Object Request Broker Architecture, OMG's open, vendor-independent architecture and infrastructure that computer applications use to work together over networks. Using the standard protocol IIOP, a CORBA-based program from any vendor, on almost any computer, operating system, programming language, and network, can interoperate with a CORBA-based program from the same or another vendor, on almost any other computer, operating system, programming language, and network.

Currently there is a number of competing middleware technologies which enable distributed objects to interoperate. In recognizing that each of these distributed-object computing technologies has strengths that differentiate it from the others, the JTA does not mandate the use of any single one. However, in order to ensure interoperability among application objects in heterogeneous distributed environments or different object models, the JTA mandates a requirement for interworking with the Object Management Group (OMG) Object Management Architecture (OMA). The OMA is composed of the Common Object Request Broker Architecture (CORBA), CORBA services, and CORBA facilities. For COM, application-level interworking results in COM clients interacting with non-COM servers and non-COM clients interacting with COM servers.

Interworking with this specification is mandated.


	CORBA is related to messages that must be delivered once and only once. The base XML standard does not address this requirement. However standards that are layered on XML do address that requirement and these are the recommended standards providing they are available within the TV-1 time frame.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.osacbm.org/standards.html
2) http://www.osacbm.org/Documents/ConfPapers/MFPT2002_CORBA_FinalPaper.pdf
3) http://www.osacbm.org/Documents/ConfPapers/IEEE2003_OSACBM_Final_Paper.pdf
4) http://www.omg.org/docs/formal/99-10-07.pdf
5) “Practical Considerations in Making CORBA Services Fault-Tolerant”, P. Narasimhan, Proceedings of the Fifth IEE International Symposium on Object-oriented Real-Time Distributed Computing(ISORC’02)

6) http://www.dacs.dtic.mil/techs/cots/COBRAresources.shtml


	Rationale: 

This is a mandated DoD standard for objects.

At this writing 2004/05 CORBA and XML standards are in some degree of conflict.. XML based interactions between two different computing devices resolves a long list of issues. CORBA also address a list of issues and some of these two lists overlap. The DoD directives relating to XML define a strategic direction toward a comprehensive use of XML for DoD related systems. The capabilities of CORBA such as guaranteed single delivery of transactions and performance issues are not incompatible with XML usage. 
The use of DDS within AT/FP infrastructures addresses many requirements. Within the DDS specification an example of one way of implementing DDS makes use of CORBA. However the concept of a broker or server managing the relationships between publishers and subscribers as would be the case with a standard implementation of CORBA both delays alarm messages and adds a single point of failure. OMG recognizing this has already started a project to create a DDS protocol other than CORBA.

Since it is a DoD mandated standard, the CORBA standard has been listed but it is recommend that XML be used for base secure messaging standards.  



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Object
	OMG document formal/00-06-15: Event Service Specification, Version 1.0, June 2000.

Version: 

1.0

Enacted: 

06/01/00
	The Event Service decouples the communication between objects.  It defines two roles for objects: the supplier role and the consumer role.  Suppliers produce event data and consumers process event data.  Event data are communicated between suppliers and consumers by issuing standard CORBA requests.  The two approaches to initiating event communication are called the push model and the pull model.  The push model allows a supplier of events to initiate the transfer of the event data to consumers.  The pull model allows a consumer of events to request the event data from a supplier.  The communication itself can be either generic or typed.  In the generic case, all communication is by means of generic push or pull operations that take a single parameter that packages all the event data.  In the typed case, communication is via operations defined in OMG IDL.  Event data is passed by means of the parameters which can be defined in any manner desired.

The Specification addresses the issues identified for event Services in the OMG Object Services Architecture, namely, Distributed Environment, Event Generation, Events involving multiple objects, Scoping, grouping and filtering events, Registration and generation of events, event parameters, Forgery and secure events, Performance, Formalized event information, Confirmation of reception.

A standard CORBA request results in the synchronous execution of an operation by an object. If the operation defines parameters or return values, data is communicated between the client and the server. A request is directed to a particular object. For the request to be successful, both the client and the server must be available. If a request fails because the server is unavailable, the client receives an exception and must take some appropriate action.


	Part of Common Object Request Broker

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.omg.org/docs/formal/00-06-15.pdf
2) “Practical Considerations in Making CORBA Services Fault-Tolerant”, P. Narasimhan, Proceedings of the Fifth IEE International Symposium on Object-oriented Real-Time Distributed Computing (ISORC’02)

	Rationale: 

This is a mandated DoD standard for objects.

Event Service is required in the communication between objects. However XML standards may overtake the OMG standard and as a component of the overall XML suite of middleware would be the preferable standard. 
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	Object
	OMG document formal/00-06-19 : Naming Service Specification, Version 1.0, June 2000.

Version: 

1.0

Enacted: 

06/01/00
	The Naming Service provides the ability to bind a name to an object relative to a naming context. A naming context is an object that contains a set of name bindings in which each name is unique. To resolve a name is to determine the object associated with the name in a given context. Through the use of a very general model and dealing with names in their structural form, naming service implementations can be application specific or be based on a variety of naming systems currently available on system platforms.  Graphs of naming contexts can be supported in a distributed, federated fashion. The scalable design allows the distributed, heterogeneous implementation and administration of names and name contexts. Because name component attribute values are not assigned or interpreted by the naming service, higher levels of software are not constrained in terms of policies about the use and management of attribute values.  Through the use of a names library, name manipulation is simplified and names can be made representation-independent thus allowing their representation to evolve without requiring client changes.  Application localization is facilitated by name syntax-independence and the provision of a name kind attribute.


	Part of Common Object Request Broker

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.omg.org/docs/formal/00-06-19.pdf
2) “Practical Considerations in Making CORBA Services Fault-Tolerant”, P. Narasimhan, Proceedings of the Fifth IEE International Symposium on Object-oriented Real-Time Distributed Computing(ISORC’02)

	Rationale: 

This is a mandated DoD standard for objects.

Naming Service, one of CORBA’s suite of services, provides a basic building block on which higher level services impose the conventions and semantics which determine how frameworks of application and facilities objects locate other objects.. 
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	Object
	OMG document formal/00-06-20 : Notification Service Specification, Version 1.0, June 2000.

Version: 

1.0

Enacted: 

06/01/00
	This specification describes a CORBA-based Notification Service, a service which extends the existing OMG Event Service, adding to it the following new capabilities: 
 The ability to transmit events in the form of a well-defined data structure, in addition to Anys and Typed-events as supported by the existing Event Service. 
 The ability for clients to specify exactly which events they are interested in receiving, by attaching filters to each proxy in a channel. 
 The ability for the event types required by all consumers of a channel to be discovered by suppliers of that channel, so that suppliers can produce events on demand, or avoids transmitting events in which no consumers have interest. 
 The ability for the event types offered by suppliers to an event channel to be discovered by consumers of that channel so that consumers may subscribe to new event types as they become available. 
 The ability to configure various quality of service properties on a per-channel, per-proxy, or per-event basis. 
 An optional event type repository which, if present, facilitates the formation of filter constraints by end-users, by making information about the structure of events which will flow through the channel readily available.


	Part of Common Object Request Broker

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.omg.org/docs/formal/00-06-20.pdf
2) “Practical Considerations in Making CORBA Services Fault-Tolerant”, P. Narasimhan, Proceedings of the Fifth IEE International Symposium on Object-oriented Real-Time Distributed Computing(ISORC’02)

	Rationale: 

This is a mandated DoD standard for objects.
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	Object
	OMG document formal/00-06-26: Time Service Specification, Version 1.0, May 2000.  

Version: 

1.0

Enacted: 

05/01/00
	The Time Service enables a user to obtain current time, together with an error estimate associated with it.  Keywords include event, time, Time Interval Object, timer, TIO, UTC, Universal Time Object, UTO.  Related industry standard is X/Open CAE Specification C310.

The requirements explicitly stated in the RFP ask for a service that enables the user to obtain current time together with an error estimate associated with it. Additionally, the RFP suggests that the service also provide the following facilities:  Ascertain the order in which events occurred.  Generate time-based events based on timers and alarms. Compute the interval between two events.
	Part of Common Object Request Broker

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.omg.org/technology/documents/corbaservices_spec_catalog.htm
2) “Practical Considerations in Making CORBA Services Fault-Tolerant”, P. Narasimhan, Proceedings of the Fifth IEE International Symposium on Object-oriented Real-Time Distributed Computing(ISORC’02)

	Rationale: 

This is a mandated DoD standard for objects.

CORBA service. The IEEE 1588 network time standard recently created is the preferred method of establishing a “network standard time”. This will be of particular importance for the real-time sensor network. However if CORBA is required and the CORBA based product is not compatible with IEEE 1588 then the CORBA time standard should be used.
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	Object
	OMG document formal/00-06-27 : Trading Object Service Specification, Version 1.0, May 2000.

Version: 

1.0

Enacted: 

06/01/00
	The OMG Trading Object Service facilitates the offering and the discovery of instances of services of particular types.  Keywords include export, import, lookup, policy, property, query, and trader.

A trader is an object that supports the trading object service in a distributed environment. It can be viewed as an object through which other objects can advertise their capabilities and match their needs against advertised capabilities. Advertising a capability or offering a service is called export. Matching against needs or discovering services is called import. Export and import facilitate dynamic discovery of, and late binding to, services. To export, an object gives the trader a description of a service and the location of an interface where that service is available. To import, an object asks the trader for a service having certain characteristics.
	Part of Common Object Request Broker

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.omg.org/technology/documents/corbaservices_spec_catalog.htm
2) “Practical Considerations in Making CORBA Services Fault-Tolerant”, P. Narasimhan, Proceedings of the Fifth IEE International Symposium on Object-oriented Real-Time Distributed Computing(ISORC’02)

	Rationale: 

This is a mandated DoD standard for objects.
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	Object
	OMG document formal/00-06-28 : Transaction Service Specification, Version 1.1, May 2000.

Version: 

1.1

Enacted: 

06/01/00
	The concept of transactions is an important programming paradigm for simplifying the construction of reliable and available applications, especially those that require concurrent access to shared data.  

The Transaction Service described in this specification brings the transaction paradigm, essential to developing reliable distributed applications, and the object paradigm, key to productivity and quality in application development, together to address the problems of transaction processing.  The Transaction Service defines interfaces that allow multiple, distributed objects to cooperate to provide atomicity (i.e., if interrupted by failure, all effects are rolled back).  These interfaces enable the objects to either commit all changes together or to rollback all changes together, even in the presence of (non-catastrophic) failure.   No requirements are placed on the objects other than those defined by the Transaction Service interfaces.
	Part of Common Object Request Broker

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.omg.org/docs/formal/00-06-28.pdf


	Rationale: 

This is a mandated DoD standard for objects.
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	Network Technologies  

(proposed by NGMS)
	RFC 3152 - Delegation of IP6.ARPA

Version: 

Enacted: 


	This document specifies an Internet Best Current Practices for the Internet Community, and requests discussion and suggestions for improvements.  Distribution of this memo is unlimited.

This document discusses the need for delegation of the IP6.ARPA DNS zone, and specifies a plan for the technical operation thereof.

In the IPv6 address space, there is a need for 'reverse mapping' of addresses to DNS names analogous to that provided by the IN ADDR.ARPA zone for IPv4.
	Relates to IP4 and IP6 address spaces

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc3152.html


	Rationale: 

Required for interoperability for addressing networks in IPv4 to IPv6 environments.
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	Web Services
	UDDI 3.0.2: OASIS Universal Description, Discovery, and Integration Version 3.0.2 UDDI Spec, Dated 2004-Oct-19

Version: 

3.0.2

Enacted: 

10/19/04
	Universal Description, Discovery and Integration: An industry initiative for a universal business registry (catalog) of Web services turned. Originally developed by Ariba, IBM, Microsoft and others, UDDI is designed to enable software to automatically discover and integrate with services on the Web. Using a UDDI browser, humans can also review the information contained in the registry, which is a network of servers on the Internet similar to the Domain Name System (DNS).

UDDI contains white pages (addresses and contacts), yellow pages (industry classification) and green pages (description of services). The green pages include the XML version, type of encryption and a Document Type Definition (DTD) of the standard. UDDI messages ride on top of the SOAP protocol, which invokes services on the Web.

UDDI 3.0.2 is used for publishing and discovery of Web services. UDDI is Web services registry, a "meta service" for locating web services by enabling robust queries against rich metadata.

The UDDI standard relates to all network based services and facilities.   

• ebXML Message Service Specification[ebMS] 

• ebXML Business Process Specification Schema[ebBPSS] 

• ebXML Core Component Overview[ccOVER] 

• ebXML Registry Services Specification[ebRS]
	This suite of standards relates to sharing information across the IP network.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.oasis-open.org/committees/download.php/9860/UDDI%20Executive%20White%20Paper%20%28Final%29.pdf
2) http://www.oasis-open.org/committees/uddi-spec/doc/tcspecs.htm#uddiv3
3) http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=uddi-spec
4) ebXML Collaboration-Protocol Profile and Agreement Specification 2.0

5) http://www.oasis-open.org/specs/index.php
6) http://www.ebxml.org


	Rationale: 

This is a mandated DoD standard for Web Services.

This is a required standard in order to comply with DoD initiatives and directives to move toward a network centric, highly integrated, XML based information technology infrastructure.  
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	Architectures and Applications
	RSA Labs PKCS #11: Cryptographic Token Interface Standard, Version 2.10, December 1999.

Version: 

2.10

Enacted: 

12/10/99
	This standard specifies an API, called Cryptoki, to devices which hold cryptographic information and perform cryptographic functions. Cryptoki, pronounced crypto-key and short for cryptographic token interface, follows a simple object-based approach, addressing the goals of technology independence (any kind of device) and resource sharing (multiple applications accessing multiple devices), presenting to applications a common, logical view of the device called a cryptographic token.
	Relates to RSA Labs PKCS cryptography standards #1-11, 15.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.rsasecurity.com/rsalabs/node.asp?id=2133


	Rationale: 

This is a mandated DoD standard for Architectures and Applications
As public-key cryptography begins to see wide application and acceptance, there must be interoperable standards.  Certificates, private keys, and other personal data must be protected when they are moved between computers or removable media, such as smart cards or floppy disks.

A public-key infrastructure (PKI) is a full system for creating and managing public keys used for encrypting data and exchanging those keys among users. A PKI may be installed on an enterprise network, or it may be available in the public environment. A PKI is a complete system for managing keys that includes policies and working procedures.  The PKCS references define the cryptographic message standard used for many years in PKI applications.
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	Architectures and Applications
	RSA Labs PKCS #12:1999: Personal Information Exchange Syntax Standard, Version 1.0, RSA, 24 June 1999.

Version: 

1.0
Enacted: 

06/24/99
	This standard specifies a portable format for storing or transporting a user's private keys, certificates, and miscellaneous secrets.
	Relates to RSA Labs PKCS cryptography standards #1-11, 15.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.rsasecurity.com/rsalabs/node.asp?id=2138


	Rationale: 

This is a mandated DoD standard for Architectures and Applications
A public-key infrastructure (PKI) is a full system for creating and managing public keys used for encrypting data and exchanging those keys among users. A PKI may be installed on an enterprise network, or it may be available in the public environment. A PKI is a complete system for managing keys that includes policies and working procedures.  The PKCS references define the cryptographic message standard used for many years in PKI applications.
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	Architectures and Applications
	RSA Labs PKCS #15:2000: Cryptographic Token Information Format Standard, Version 1.1, RSA, 6 June 2000.

Version: 

1.1
Enacted: 

06/02/00
	PKCS #15 establishes a standard that enables users in to use cryptographic tokens to identify themselves to multiple, standards-aware applications, regardless of the application's crypto (or other token interface) provider.

Interoperability requires strict adherence to an agreed-upon standard format for transferred data. Towards that goal, RSA Laboratories has developed, in cooperation with representatives of industry, academia and government, a family of standards called Public-Key Cryptography Standards, or PKCS for short. PKCS is offered by RSA Laboratories to developers of computer systems employing public-key technology.
	Relates to RSA Labs PKCS cryptography standards #1-11, 15.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.rsasecurity.com/rsalabs/node.asp?id=2141


	Rationale: 

This is a mandated DoD standard for Architectures and Applications
A public-key infrastructure (PKI) is a full system for creating and managing public keys used for encrypting data and exchanging those keys among users. A PKI may be installed on an enterprise network, or it may be available in the public environment. A PKI is a complete system for managing keys that includes policies and working procedures.  The PKCS references define the cryptographic message standard used for many years in PKI applications.
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	Network Technologies

(proposed by NGMS)
	TIA/EIA/IS-732-408: Cellular Digital Packet Data (CDPD) System Specification

Version: 

1.1
Enacted: 

12/01/97
	CDPD (Cellular Digital Packet Data) is a specification for supporting wireless access to the Internet and other public packet-switched networks. cellular telephone and modem providers that offer CDPD support make it possible for mobile users to get access to the Internet at up to 19.2 Kbps . Because CDPD is an open specification that adheres to the layered structure of the Open Systems Interconnection (OSI) model, it has the ability to be extended in the future. CDPD supports both the Internet's Internet Protocol protocol and the ISO Connectionless Network Protocol (CLNP).

CDPD also supports IP multicast (one-to-many) service. With multicast, a company can periodically broadcast company updates to sales and service people on the road or a news subscription service can transmit its issues as they are published. It will also support the next level of IP, IPv6.

For the mobile user, CDPD's support for packet-switching means that a persistent link isn't needed. The same broadcast channel can be shared among a number of users at the same time. The user's modem recognizes the packets intended for its user. As data such as e-mail arrives, it is forwarded immediately to the user without a circuit connection having to be established. 


	Relates to all wireless access points. 

Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.protocols.com/pbook/cdpd.htm
2) http://www.tiaonline.org/standards/search_results2.cfm?document_no=TIA%2FEIA%2FIS%2D732%2D408


	Rationale: 
The standard provides common interoperable solution for supporting wireless access to the Internet and other public packet-switched networks. Because CDPD is an open specification that adheres to the layered structure of the Open Systems Interconnection (OSI) model, it has the ability to be extended in the future. CDPD supports both the Internet's Internet Protocol protocol and the ISO Connectionless Network Protocol (CLNP).
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	Network Technologies  

(proposed by NGMS)
	TIA-568A/B: Commercial Building Wiring Standard for Networks, Fibre and Cable Standards for Local Area Networks (LANS)

Version: 

B.1

Enacted: 05/01/2001
	EIA/TIA-568A and EIA/TIA-568B are closely related joint Electronic Industries Alliance (EIA), Telecommunications Industry Association (TIA), and International Telecommunications Union (ITU) standards for twisted pair wiring. They define the pinout, or order of connections, for wires in RJ-45 8-pin modular connector plugs and jacks used with Category 3, Category 5 and Category 6 4-pair cables.

Both TIA-568A and TIA-568B are used by many modern computer LAN media on twisted pair cable, such as Ethernet 10BASE-T, 100BASE-TX and 1000BASE-T. They are also used by many digital telephone PBX systems.

The reason there are two conflicting standards is that the EIA/TIA produced TIA-568A long after AT&T developed its own, different convention known as 258A. By the time TIA-568A was published, AT&T 258A had become so widespread that it could not easily be discarded. So the EIA/TIA blessed the AT&T 258A convention as TIA-568B.

Some advocate that TIA-568A be preferred to TIA-568B in new installations because the mapping of pair numbers to telephone line numbers is more consistent with TIA-568A. (See Backwards Compatibility, below.) However, the TIA-568B (AT&T 258A) convention is solidly entrenched and seems to show no signs of going away.
	The selection of fibre and cable media impact all the connected devices and bandwidth planning.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://en.wikipedia.org/wiki/TIA-568A
2) http://www.tiaonline.org/standards/search.cfm?keyword=568


	Rationale: 

Category 5 should not be used for new cable installation. If already installed then it can readily be incorporated into a revised and extended LAN. Use Category 6 for new cable installation instead of Category 5.  Category 7 is not a simple progression from Category 6. It requires equipment that is more expensive and it is shielded not unshielded twisted-pair.  It is a standard but is not supported by TIA/EIA at this time.(December 2004). Fibre to the desktop is becoming less expensive and is now a competitor with category 6/7 wire. Multimode fibre standards have been extended for Wave Division Multiplexing. Both single and multi mode fibre come in a large number of different standard configurations.  For longer runs [risers (between floors) and inter-building] single-mode should be used. For short runs from the closet to the desktop on a given floor of one building using a multimode fibre that supports 10Giigabit Ethernet would also work. 

The rationale for the above is that all the above are widely used standards that support standard protocols and are likely to be supported with new equipment models for many years.  By putting media in place that could support 10Gigiabit to the desktop, even if that is not now required, a later installation of CCDE that requires that bandwidth would not be impacted by media that could not handle the higher bandwidth.
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	Network Technologies
(proposed by NGMS)


	TIA/EIA-492AAAC: Detail Specification for 850-nm Laser-Optimized, 50-um Core Diameter/125-um Cladding Diameter Class Ia Graded-Index Multimode Optical Fibres (superseded by TIA-492AAAC-A)
Version: 

AAAC
Enacted: 

03/01/02
	This specification enables end users and manufacturers of fibre-optic cable to specify a high bandwidth optical fibre optimized for enhanced performance at 850 nm. This specification, in conjunction with Generic Specification TIA/EAI-4920000-B and Sectional Specification TIA/EIA-492A000-A, follow the specification structure of the national electronic components quality assessment system (NECQ).

The detail specification applies to class la, graded-index, 50/125 um multimode optical fibre used as a component in the manufacture of fibre-optic cable.

Two popular sizes of multimode fibre exist today for use in commercial applications: 50 micron and 62.5 micron. Each has a common cladding diameter (125 microns), but different core diameters (50 microns and 62.5 microns).
	Relates to single-mode fibre optic cable specifications
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.tiaonline.org/standards/search.cfm?keyword=TIA%2FEIA-492AAAC


	Rationale: 

With demand increasing for bandwidth on data networks and LANs, fibre optic communications is becoming steadily more popular in base security applications. 



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr..


	Network Technologies

(proposed by NGMS)


	TIA/EIA-440-B: Fibre Optic Terminology
Version: 

B
Enacted: 

04/13/04
	This standard defines commonly used terms, symbols and abbreviations for fibre optic applications.  The meaning of some terms differs in the context in which they are used, thus requiring more than one definition.  A definition appears with a preferred term.  Variations are included in the alphabetical list with cross-reference to the preferred term.
	Relates to fibre optic cable specifications and interconnections
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ccasa.org.za/Newstia.htm
2) http://www.tiaonline.org/standards/newdocs3.cfm?dhtml=off


	Rationale: 

With demand increasing for bandwidth on data networks and LANs, fibre optic communication is becoming steadily more popular in new applications. Many installations include multimode fibre for current systems and single-mode fibre in the event of future expansion — sometimes in the same cable. In these cases, the multimode fibres are terminated for immediate use, and the single-mode fibres are coiled, taped, and left for future use.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr..


	Network Technologies

(proposed by NGMS)


	TIA/EIA-4750000-C (1996): Generic Specifications for Fibre Optic Connectors (ANSI)
Version: 

C
Enacted: 

01/01/96
	This standard describes the connections for fibre optics cables and interconnects
	Relates to single-mode fibre optic cable specifications

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.tiaonline.org/standards/search_results2.cfm?document_no=TIA%2FEIA%2D4750000%2DC


	Rationale: 

With demand increasing for bandwidth on data networks and LANs fibre optic communication is becoming steadily more popular in new applications. Many installations include multimode fibre for current systems and single-mode fibre in the event of future expansion — sometimes in the same cable. In these cases, the multimode fibres are terminated for immediate use, and the single-mode fibres are coiled, taped, and left for future use.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr..


	Network Technologies

(proposed by NGMS)


	TIA/EIA-604-3-A: FOCIS 3 Fibre Optic Connector Intermateability Standard, Type SC (ANSI/TIA/EIA-604-3-A-2000)

Version: 

A

Enacted: 

08/01/97
	This document is part of the series of test standards included within TIA/EIA-604, "Fibre Optic Connector Intermateability Standards (FOCIS)." FOCIS 3 presents the intermateability standard for connectors with the commercial designation SC.
	Relates to single-mode fibre optic cable specifications and TIA 604-x specifications
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.tiaonline.org/standards/search_results2.cfm?document_no=TIA%2FEIA%2D604%2D3%2DA


	Rationale: 

With demand increasing for bandwidth on data networks and LANs fibre optic communication is becoming steadily more popular in new applications. Many installations include multimode fibre for current systems and single-mode fibre in the event of future expansion — sometimes in the same cable. In these cases, the multimode fibres are terminated for immediate use, and the single-mode fibres are coiled, taped, and left for future use.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr..


	Network Technologies

(proposed by NGMS)


	TIA/EIA-455-187: FOTP-187 - Engagement and Separation Force Measurement of Fibre Optic Connector Sets (2004)
Version: 

1
Enacted: 

07/01/97
	The intent of this test procedure is to measure the forces or torques that are required to fully couple or uncouple a connector set. The connector set components are held in a fixture so that a controlled coupling force or torque can be applied. The force or torque is measured during the entire coupling and/or uncoupling cycle. The procedure is applicable to either twist type or push-pull type coupling mechanisms.
	Relates to single-mode fibre optic cable specifications

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.tiaonline.org/standards/search_results2.cfm?document_no=TIA%2FEIA%2D455%2D187


	Rationale: 

With demand increasing for bandwidth on data networks and LANs fibre optic communication is becoming steadily more popular in new applications. Many installations include multimode fibre for current systems and single-mode fibre in the event of future expansion — sometimes in the same cable. In these cases, the multimode fibres are terminated for immediate use, and the single-mode fibres are coiled, taped, and left for future use.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr..


	Network Technologies

(proposed by NGMS)


	TIA-455-26-A: FOTP-26 - Crush Resistance of Fibre Optic Interconnecting Devices (R91) (R96) (R2002)
Version: 

1
Enacted: 

09/01/91
	The intent of this test procedure is o determine the ability of a fibre optic interconnecting device to withstand a load that might be encountered when a wheeled vehicle is driven over the device.
	Relates to single-mode fibre optic cable specifications

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.tiaonline.org/standards/search_results2.cfm?document_no=TIA%2D455%2D26%2DA


	Rationale: 

With demand increasing for bandwidth on data networks and LANs fibre optic communication is becoming steadily more popular in new applications. Many installations include multimode fibre for current systems and single-mode fibre in the event of future expansion — sometimes in the same cable. In these cases, the multimode fibres are terminated for immediate use, and the single-mode fibres are coiled, taped, and left for future use.




3.3 Command & Control and Display Equipment (CCDE)

	Service Area (AT/FP Category) 
	Service (DISR) 
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Database Management System  


	ANSI X3.135.10: Database languages -SQL - Part 10: Object Language Bindings (SQL/OLB), 1998

Version: 

1.0

Enacted: 

01/01/98
	The SQL-J capabilities allow Java methods to be used directly in SQL queries and statements. It allows developers to leverage SQL and JAVA to deliver greater functionality. Defines extensions of Database language SQL to support embedding of SQL statements into programs written in the JavaTM language, commonly known as "SQL-J". It specifies the syntax and semantics of that embedding, as well as mechanisms to ensure binary portability of resulting SQL-J applications. In addition, it specifies a number of Java packages and their contained classes (including methods). Java methods can be written to access parts of stored XML documents using a Java XML parser and DOM API.
	Applies to FP equipment which will use SQL and JAVA code in the software applications.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://cio.doe.gov/ITReform/ArchitectureStandards/standards/stdsdesc.cfm?Id=5
2) http://manuals.sybase.com/onlinebooks/group-as/asg1250e/jcs_kona/@Generic__BookTextView/577
3) http://web.ansi.org/default.asp
4) http://www.dod.mil/comptroller/bmmp/products/architecture/BEA_3_31_05/iwp/definitionsii_standard_215899.htm


	Rationale: 

This is a DoD mandated standard for Database Management Systems.

Allows developers to leverage SQL and JAVA to deliver greater functionality.  Required in databases which will be used in Force Protection capability areas.

This standard is essential for providing interoperability and net-centric services across the Department of Defense enterprise. This standard is mandated in the Department of Defense Information Technology Standards Registry for the management development and acquisition of new and improved systems throughout the Department of Defense.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Application-specific Data Interchange

(proposed by NGMS)
	ANSI/INCITS 303-1998 (R 2003): Fibre Channel Physical and Signaling Interface - 3 (FC-PH-3)

Version: 

3.0

Enacted: 

11/26/2003
	This standard provides the Physical and Signaling specification for the FC-PH-3 Interface.
	Useful in data storage for all Force Protection capabilities area

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://webstore.ansi.org/ansidocstore/product.asp?sku=ANSI+INCITS+303%2D1998+%28R2003%29
2) http://www.techstreet.com/cgi-bin/detail?product_id=56278


	Rationale: 

Required in most of the capabilities area where data storage and retrieval are done.  Currently, Fibre Channel is the principal technology used to implement Storage Area Network (SAN).  A SAN is a self-contained, network-based storage technology consisting entirely of servers and storage devices.  The devices in the SAN are connected by a high-speed, high-capacity, Fibre Channel network.  



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Application-specific Data Interchange

(proposed by NGMS)
	ANSI/INCITS 355-2001: Information Technology - Fibre Channel Switch Fabric - 2 (FC-SW-2)

Version: 

2001
Enacted: 

12/12/02
	This standard provides the specification for the FC-SW-2 Fibre Channel Switch Fabric.
	Useful in data storage for all Force Protection capabilities area

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.techstreet.com/cgi-bin/detail?product_id=922536
2) http://webstore.ansi.org/ansidocstore/product.asp?sku=ANSI+INCITS+355-2001


	Rationale: 

Required in most of the capabilities area where data storage and retrieval are done.  Currently, Fibre Channel is the most popular technology for Storage Area Network (SAN) implementations.  A SAN is a self-contained, network-based storage technology consisting entirely of servers and storage devices.  The devices in the SAN are connected by a high-speed, high-capacity, Fibre Channel network.  



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Application-specific Data Interchange

(proposed by NGMS)
	ISO 9660: Volume and File Structure of CD-ROM for Information Interchange

Version: 

1988

Enacted: 

01/01/88
	Specifies the volume and file structure of compact read-only optical disks (CD-ROM) for the information interchange between information processing systems. Defines: the attributes of the volume and the descriptors recorded on it; the relationship among volumes of a volume set; the placement of files; the attributes of the files; recorded structures intended for input or output data streams of an application program when required to be organized as sets of records; three nested levels of medium interchange; two nested levels of implementation; requirements for the processes provided within information processing systems.

	Useful in data storage for all Force Protection capabilities area

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=17505&scopelist=

2) http://searchsmb.techtarget.com/sDefinition/0,290660,sid44_gci212402,00.html
3) http://en.wikipedia.org/wiki/ISO_9660


	Rationale: 

Required in most of the capabilities area where data storage and retrieval are done.  Describes CD-ROM file system that allows one to read the same CD-ROM on a PC, Mac, or other major computer platform.  Almost all computers with CD-ROMs can read files from ISO 9660 file system.

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Database Management System  


	ISO/IEC 9075-1: Database languages - SQL - Part 1: Framework (SQL/Framework), 1999.

Version: 

1.0

Enacted: 

01/01/99
	Original 1996 version: ISO/IEC 9075: Database Languages - SQL, with amendment 1, 1996, as modified by FIPS PUB 127-2:1993, Database Language for Relational DBMSs. (Entry Level SQL) - was superseded by current 1999 version.

ISO/IEC 9075 defines the SQL language. The scope of the SQL language is the definition of data structure and the operations on data stored in that structure. Parts 1, 2 and 11 encompass the minimum requirements of the language. Others parts define extensions.

Defines the data structure and basic operations on SQL-data. It provides functional capabilities for creating, accessing, maintaining, controlling, and protecting SQL-data. Specifies the syntax and semantics of a database language: Provides a vehicle for portability of data definitions and compilation units between SQL-implementations. Provides a vehicle for interconnection of SQL-implementations. 
	This topic relates to almost any area as databases are part of many different software systems.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.techstreet.com/features/ISO_IEC_9075.html
2) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=34132&ICS1=35&ICS2=60&ICS3=

	Rationale: 

The standard is listed in the current DISR listing as an emerging standard for database management technologies 

(Required in capability areas requiring databases.)

Because databases do not directly interface with each other, they are not compelled to be as rigorous as they are in data communication. Major vendor organizations such as Oracle publish detailed lists of how they comply with standards. By using only database software that significantly adheres to ISO/IEC 9075, FIPS 127-2, and ANSI X3.135 the force protection IT teams constrains the costs associated with using dissimilar systems. 



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Database Management System  


	ISO/IEC 9075-3: Database Languages - SQL - Part 3: Call-Level Interface (SQL/CLI), 1995.

Version: 

1.0

Enacted: 


	Defines the structures and procedures that may be used to execute statements of the database language SQL from within an application written in a standard programming language in such a way that procedures used are independent of the SQL statements to be executed
	There are a line of standards and products designed to standardize access to SQL databases using a Call Level Interface.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.techstreet.com/features/ISO_IEC_9075.html
2) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=34134&ICS1=35&ICS2=60&ICS3=

	Rationale: 

The standard is listed in the current DISR listing as a mandated standard for database management technologies.  

Standardizes access to SQL databases



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Database Management System  


	ISO/IEC 9075-5: Database languages - SQL - Part 5: Host Language Bindings (SQL/Bindings)

Version: 

1.0

Enacted: 

01/01/03
	This part of ISO/IEC 9075 specifies: Syntax for embedding SQL-statements in a compilation unit that otherwise conforms to the standard for a particular programming language (host language). How an equivalent compilation unit may be derived that conforms tot he particular programming language standard. In that equivalent compilation unit, each embedded SQL-statement has been replaced by one or more statements in the host language, some of which invoke an SQL externally-invoked procedure that, when executed, has an effect equivalent to executing the SQL-statement. Syntax for direct invocation of SQL-statements. SQL language to support dynamic preparation and execution of SQL-statements.
	Relates to SQL database applications

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.techstreet.com/features/ISO_IEC_9075.html
2) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=37834&ICS1=35&ICS2=60&ICS3=

	Rationale: 

The standard is listed in the current DISR listing as a mandated standard for database management technologies.  

Standardizes access to SQL databases.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Authentication


	IETF RFC 2138: Remote Authentication Dial in User Service (RADIUS), April 1997

Version: 

1.0

Enacted: 

04/01/97
	This document describes a protocol for carrying authentication, authorization, and configuration information between a Network Access Server which desires to authenticate its links and a shared Authentication Server.
 
	Relates to authentication systems like IETF RFC 2289.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2138.txt


	Rationale: 

RADIUS defines a popular standard used for maintaining and managing remote user authentication and validation.  The new Routing and Remote Access Service (RRAS) can operate as a RADIUS client. This allows RAS clients and dial-up routers to be authenticated against a RADIUS server.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Application-specific Data Interchange


	STANAG 4575 : NATO Advanced Data Storage Interface (NADSI), Edition 1, 8 March 2005. 

Version: 

Enacted: 


	The STANAG defines an interface for advanced digital storage systems, such as solid state memories or disk arrays with the aim of providing cross servicing capabilities for NATO nations' reconnaissance assets as well as the exploitation of the imagery data in any reconnaissance ground station. The interface will be a high data rate port to allow direct download of the imagery data either at the aircraft or at the ground station once the memory has been transferred to a reconnaissance exploitation ground station
	Useful in data storage for all Force Protection capabilities area

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.nato.int/structur/AC/224/ag4/4575/4575.htm


	Rationale: 

The standard is listed in the current DISR listing as a mandated standard for digital data storage systems.  

Required in most of the capabilities area where data storage and retrieval are done. 



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	User (Physical/Cognitive)

(proposed by NGMS) 


	Video Electronics Standards Association (VESA) Display Standards

Version: 

various

Enacted: 

various
	Hardware standards for display devices are:

1) Active-matrix (thin film transistor) liquid crystal displays.

2) light-emitting diode

3) gas-plasma technologies

Cathode-Ray-Tubes (CRTs) are also a viable hardware standard but for many reasons flat-panels are preferable.  

These standards define the manner of rendering the display image.  The interface standard is the focus of this entry in the TV-1. 

The interface standard is the Digital Video Interface (DVI) which uses the Transition Minimized Differential Signaling (TMDS). The organization maintaining this standard set is the Digital Display Working Group (DDWG).


	All display devices. CCDE

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.vesa.org/Standards/summaries.htm


Synopsis for Display Standards (continued):

Display standards by the Video Electronics Standards Association (VESA) may be used when for some reason the primary standards are not appropriate or when the VESA standard is not in conflict with the DVI standard. 

	VESA-2004-10
	Display Data Channel Command Interface (DDC/CI) Standard- Version 1.1

	VESA-2004-10
	Industry Standards and Guidelines for Computer Display Monitor Timing (DMT) Standard- Version 1 Revision 10

	VESA-2004-7
	New Analog Video Interface (NAVI) Standard- Version 1

	VESA-2004-7
	Mobile Display Digital Interface Standard (MDDI)- Version 1

	VESA-2004-6
	12.1-inch Notebook Standard Panel-Version 1

	VESA-2004-6
	12.1-inch Wide Notebook Standard Panel-Version 1

	VESA-2004-6
	15.4-inch Wide Notebook Standard Panel-Version 1

	VESA-2004-6
	17.0-inch Wide Notebook Standard Panel-Version 1

	VESA-2004-6
	Plug & Play (PnP) Standard for the Display/Graphics Subsystem- Release A (PnP)

	VESA-2004-4
	Digital Packet Video Link (DPVL) Standard - Version 1

	VESA-2004-3
	Enhanced Display Data Channel (E-DDC) Standard - Version 1.1

	VESA-2003-11
	Video Timing Block Extension Data (VTB-EXT) Standard

	VESA-2003-10
	Monitor Control Command Set (MCCS) Standard - Version 2

	VESA-2003-9
	Coordinated Video Timings (CVT) Standard - Version 1.1

	VESA-2003-7
	Enhanced EDID Localized String Extension (LS-EXT) Standard - Release A

	VESA-2003-3
	Display Power Management (DPM) Standard - Release A

	VESA-2003-3
	Multi-Display Interface Standard - Version 1

	VESA-2003-1
	Display Color Management (DCM) Standard - Version 1

	VESA-2002-12
	Video Signal Standard (VSIS) - Version 1, Rev. 2

	VESA-2002-12
	Test Procedure - Evaluation of Analog Display Graphics Subsystems - Version 1 Rev.2

	VESA-2002-10
	E-EDID EEPROM - Ver. 1

	VESA-2002-10
	Flat Display Mounting Interface Standard (FDMI) - Ver. 1:

	VESA-2001-8
	M1 Display Interface System - Version 1

	VESA-2001-8
	Display Information Extension Block (DI-EXT)

	VESA-2001-6
	Flat Panel Display Measurements (FPDM2) - Version 2

	VESA-2001-6
	Enhanced Extended Display Identification Data - Implementation Guide - Version 1

	VESA-2001-4
	Test Procedure - Evaluation of Analog Display Graphics Subsystems - Version 1

	VESA-2000-6
	Safe Mode Timing, 640 & 720 Text Modes (SMT) - Version 1

	VESA-2000-2
	Enhanced Extended Display Identification Data Standard (E-EDID) - Rel. A, 1.0

	VESA-1999-11
	BIOS Extensions/Display Data Channel Standard (VBE/DDC) - Version 1.1

	VESA-1999-9
	Generalized Timing Formula (GTF) - Version 1.1

	VESA-1999-2
	Digital Flat Panel (DFP) - Version 1

	VESA-1998-10
	Video Interface Port (VIP) - Version 2

	VESA-1998-9
	Bios Extension (VBE) Core Functions - Version 3

	VESA-1998-9
	PC Theatre Interconnectivity Standard - Version 1

	VESA-1998-2
	Flat Panel Display Interface Standard (FPDI-2)

	VESA-1997-11
	Connector and Signal Standards for Stereoscopic Display Hardware Version 1

	VESA-1997-7
	BIOS Extension/Serial Control Interface Standard (VBE/SCI) - Version 1.0, Revision 2

	VESA-1996-8
	VBE/AF Standard 1.0

	VESA-1996-8
	FPDI-1B Rev 2.0

	VESA-1994-10
	Display Specifications and Test Procedures Standard 1.0

	VESA-1994-2
	Audio Interface (VBE-AI) Standard 


	Service Area (AT/FP Category) 
	Service (DISR) 
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources

	Rationale: 

Active Matrix, thin-film liquid Crystal Displays using the Digital Video Interface (DVI) are the preferred standard for displays. The industry has already adopted this standard. The DVI standard is open intellectual property (OPEN IP) meaning no vendor owns the rights. It is suitable for computer displays and digital video. And is being used for CRTs, Active-matrix (thin film transistor) liquid crystal displays, light-emitting diode and gas-plasma technologies. Passive Matrix should not be used as it is not as capable of precise details and timing as the active matrix.  This suite of standards provides for robust, high quality, industry standard display of all forms of visual signals.
Other related standards such as the hardening of the display may also be required. These are: 

MIL-STD-167

MIL-STD-461

MIL-STD-810E

MIL-STD-901D


3.3.1 CCDE Ergonomics and Human Engineering

	Service Area (AT/FP Category) 
	Service (DISR) 
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	User (Physical/Cognitive)

(proposed by NGMS)
	MIL-STD-14727F (superseding MIL-STD-147E, 31 March 1998): Design Criteria Standard- Human Engineering

Version

Enacted:


	This standard sets the human engineering design criteria, principles and practices in the design and development of military systems, equipment, and facility.  The goals aimed at are as follows:

(1)
Achieve required performance by operator, control and maintenance personnel  

(2)
Minimize skill and personnel requirements and training time

(3)
Achieve required reliability of personnel and equipment 

(4)
Encourage design standardization within and among systems.

MIL-HDBK-759 is intended to serve as a companion document to this standard.  It contains data, preferred practices, design guidelines for basic hardware configurations and variations thereof.
	This standard covers components of systems where human interaction is involved.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) Department of Defense Design Criteria Standard, Human engineering, MIL-STD-14727F, 23 August 1999.

2) http://hfetag.dtic.mil/docs-hfs/mil-std-1472f.pdf


	Rationale: 

This is the most appropriate standard to adhere to for this topic. Human engineering is a critical factor for AT/FP systems. 

“This standard presents human engineering design criteria, principles, and practices to achieve mission success through integration of the human into the system, subsystem, equipment, and facility, and achieve effectiveness, simplicity, efficiency, reliability, and safety of system operation, training, and maintenance. “

MIL STD 1472F
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	User (Physical/Cognitive)
	MIL STD 2525B: Common Warfighting Symbology, 30 January 1999.

Version

B

Enacted:

01/30/99
	This standard provides common warfighting symbology along with details on its display and plotting to ensure the compatibility, and to the greatest extent possible, the interoperability of DoD C4I systems, development, operations and training. The standard addresses the efficient transmission of symbology information within the infosphere through the use of a standard methodology for symbol hierarchy, information taxonomy, and symbol identifiers. The standard applies to both automated and hand-drawn graphic displays. These symbols are designed to enhance DoD's joint warfighting interoperability by providing a standard set of common C4I symbols. It is important to remember that the graphics of this document are not all inclusive, and other standards may apply. Additional symbol sets will be provided when this document is updated.
	This standard facilitates interoperability in all levels for systems components within Force Protection and for any external C4I system communicating with Force Protection systems

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://symbology.disa.mil/symbol/mil-std.html


	Rationale: 

This is a mandated DoD standard for User (Physical/Cognitive) systems.

The requirement to standardize C4I warfighting symbology in order to provide a family of symbology standards in support of the C4I for the Warrior (C4IFTW) concept was recognized at the 30 August 1993 meeting of the Military Communications Electronics Board (MCEB).  MIL-STD-2525B is mandated for DoD components directly or indirectly involved in C4I operations, systems operations, system development and training within the context of warfighting operations.
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	Graphical Services
	Open GL: A Specification (Version 1.2.1), 1 April 1999.

Version

1.2.1

Enacted:

04/01/99
	OpenGL (Open Graphics Library) is a software interface to graphics hardware.  The interface consists of a set of several hundred procedures and functions that allow a programmer to specify the objects and operations involved in producing high quality graphical images, specifically color images of three-dimensional objects.

Most of OpenGL requires that the graphics hardware contain a framebuffer.  Many OpenGL calls pertain to drawing objects such as points, lines, polygons, and bitmaps, but the way that some of this drawing occurs (such as when anti-aliasing or texturing is enabled) relies on the existence of a framebuffer.  Further, some of OpenGL is specifically concerned with framebuffer manipulation.
	This software interface standard will allow interoperability among graphics hardware.  However, non-COTS graphics development for Force Protection is not expected at this time.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.opengl.org/documentation/specs/version1.2/opengl1.2.1.pdf

2) 
http://www.opengl.org/
3) http://www.opengl.org/documentation/spec.html


	Rationale: 

This is a mandated DoD standard for Graphic Services.

OpenGL controls a set of specific drawing operations that satisfy both programmers and implementers.  Ensures interoperability.




3.4 Access Control
3.4.1 Access Control: Authentication

	Service Area (AT/FP Category) 
	Service (DISR) 
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services 


	ANSI INCITS 358-2002: BioAPI Specification, Version 1.1, 13 February 2002

Version:

1.1

Enacted: 

02/13/02
	This specification defines the Application Programming Interface and Service Provider Interface for a standard biometric technology interface. It is beyond the scope of this specification to define security requirements for biometric applications and service providers, although some related information is included by way of explanation of how the API is intended to support good security practices.

The BioAPI Specification is a standard for a general application programming interface (API) that can work with any type of biometric technology.  BioAPI is currently under development as a two-part international standard: 

a. ISO/IEC 19784-1 (Information-Technology- BioAPI Biometric Application Programming Interface: Part 1: BioAPI Specification

b. ISO/IEC 19784-2 (Information Technology- BioAPI Biometric Application Programming Interface: Part 2: Biometric Archive Module Interface)

	Relates to biometric  data exchange for verification and identification

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.incits.org
2) http://webstore.ansi.org/ansidocstore/product.asp?sku=ANSI+INCITS+358-2002
3) Conference Proceedings, U.S.  Government Workshop, Biometric Standards in Support of the Global War on Terrorism, 25 May 2004

4) Department of Defense, Biometrics, www.biometrics.dod.mil

5) Department of Defense Biometric Standards Development Recommended Approach, J.D. Woodward, 10 September 2004



	Rationale:  

Currently mandated in DoD Information Technology Standards Registry (DISR).

Failure to use the BioAPI in DoD deployments of biometric products virtually guarantees a lack of interoperability between the biometric products used by DoD- selected vendors and competing biometric products sold by other vendors.

Standard adopted by U.S. Department of Homeland Security on 10/28/2004 as technical criteria upon which to design equipment such as cameras and software for facial recognition.  The standards supports visual human facial comparison and computer automated comparisons for watch list checks and for computer identification and verification.  It also facilitates the interchange of photographs across systems and will assist in the future development of interoperable biometric applications.

The DoD BMO Standards Working Group strongly recommends that Bio-API compliant products be used throughout DoD wherever biometric products and solutions are deployed.  DoD Biometric Solution Area of Applicability: collection, storage, and use.
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	Biometric Technology Services

(proposed by NGMS)
	ANSI/INCITS 383-2004:  Biometric Profile - Interoperability and Data Interchange - Biometrics Based Verification and Identification of Transportation Workers –Amendment 1

Version:

1.0

Enacted:

08/03/04
	This standard specifies a biometric profile for transportation workers. It defines a set of base standards and criteria for applying those standards in applications where tokens are used for access control and identification of employees. This standard is intended for use in the transportation industry and other industries where identification and verification of employees is necessary to ensure safety and integrity within the work environment.

ANSI/INCITS 383-2004 is currently being used in Federal procurements related to the identification of Transportation Workers for Access Control. This amendment will extend the possibilities of adding new technology for use in this application and correct any technical errors discovered during the publication cycle or during its implementation as a procurement tool.
	Relates to biometric  data exchange for verification and identification

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) Department of Defense, Biometrics, www.biometrics.dod.mil
2) Department of Defense Biometric Standards Development Recommended Approach, J.D. Woodward, 10 September 2004

3) http://www.ncits.org/tc_home/m1htm/docs/m1040586.pdf#search='ansi%20incits%20383'

4) http://www.techstreet.com/cgi-bin/detail?product_id=1173825


	Rationale: 

ANSI/INCITS 383-2004 is currently being used in Federal procurements related to the identification of Transportation Workers for Access Control. Although Primarily used in the port security and transportation field (TSA), this standard should be considered for verification of authorized personnel on the military base. Adherence to this standard will ensure interoperability.
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	Biometric Technology Services

(proposed by NGMS)
	ANSI X9.84-2003: Biometric Information Management and Security for the Financial Services Industry

Version: 2003

Enacted: 01/01/03


	ANSI X9.84-2003 provides biometric management and security requirements for the following areas:  

(1) Security of collection, distribution, and processing of biometric data

(2) Management of biometric data across its life cycle (consisting of enrollment, transmission and storage, verification, and termination processes)

(3) Application of biometric technology for logical and physical access

(4) Encapsulation of biometric data

(5) Techniques for secure transmission and storage of biometric data

(6) Techniques for integrity and privacy protection of biometric data

The X9.84 standard is very thorough and well designed, and leverages well-established Information Technology (IT) security standards, such as the ANSI X9.73-2002 Cryptographic Message Syntax (CMS) standard.  X9.84 also applies the best practices in existing security standards to biometric implementations.  The standard has excellent informative appendices describing the security controls that should be present in any IT system that processes sensitive information. 

Two significant issues with this Standard are:

(1) Technical incompatibility with the CBEFF standard with respect to header encryption in X9.84-2003.  This issue is currently under analysis.

(2) Marketplace disadvantages of X9.84 technology.  Only two small companies offer X9.84 software development tools and neither sell complete COTS X9.84 applications that can operate an AFIS.

IF DoD mandated use of X9.84, an integrator needs to develop GOTS software to meet this standard’s requirements.


	X9.84-2003 contains the technical content of XCBF.  

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) Department of Defense, Biometrics, www.biometrics.dod.mil
2) Department of Defense Biometric Standards Development Recommended Approach, J.D. Woodward, 10 September 2004

3) http://webstore.ansi.org/ansidocstore/dept.asp?dept_id=80


	Rationale: 

The DoD Biometrics Management Office (BMO) Standards Working Group recommendation on the adoption of X.984 is awaiting resolution of compatibility issues.  The M1 standards body is looking into minor incompatibilities between X.984 data formats that use encryption and the CBEFF standard.  (M1 is the principal U.S. standards body for biometrics.)

The appendices are potentially of great interest to DoD because they may address security requirements of DoD IT systems.  DoD is mandating use of appendices in X9,84-2003 that do not conflict with the CBEFF standard through the DoD Application profile standard.
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	Biometric Technology Services 

(proposed by NGMS)
	ANSI INCITS 381-2004: Information Technology – Finger Image-Based Data Interchange Format

Version:

1.0

Enacted: 

05/01/04
	This standard specifies an interchange format for the exchange of image-based fingerprint and palm print recognition data.  It defines the content, format, and units of measurement for such information.  This standard is intended for those identification and verification applications that require the use of raw or processed image data containing detailed pixel information.  

This standard specifies use of full images of fingerprint biometric data, as opposed to the template approaches of the finger pattern and finger minutiae data interchange formats.  The use of full images of finger data supports capabilities such as latent fingerprinting analysis, and the availability of full images allows fingerprint data to be converted to multiple-based representations in an automated manner.

Since this standard is new, just like the finger pattern and finger minutiae data interchange formats, it may not be supported in commercial biometric products until 2005 or 2006.  Also, the use of full images imposes larger storage capacity requirements than do template-based biometric systems.
	The Finger Image-Based Interchange format cites WSQ, EFTS, ANSI/NIST_ITL 1-2000, JPEG, JPEG 2000, API, and CBEFF standards as prerequisite references.  WSQ (Wavelet Scalar Quantization), EFTS (Electronic Fingerprint Transmission Specification), API (Applied Programming Interface), CBEFF (Common Biometric Exchange Formats Framework).

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://webstore.ansi.org/ansidocstore/product.asp?sku=ANSI+INCITS+381%2D2004
2) Conference Proceedings, U.S.  Government Workshop, Biometric Standards in Support of the Global War on Terrorism, 25 May 2004

3) Department of Defense, Biometrics, www.biometrics.dod.mil

4) Department of Defense Biometric Standards Development Recommended Approach, J.D. Woodward, 10 September 2004 



	Rationale:  

This standard is recommended by the Biometrics Management Office (BMO) Standards Working Group as suitable for use in biometric applications where data storage or transmission capacity is limited.  DoD Biometric Solution Area of Capability: collection,  storage, access/retrieval
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	Biometric Technology Services 

(proposed by NGMS)
	ANSI INCITS 377-2004: Information Technology – Finger Pattern based Interchange Format

Version:

Enacted: 


	This Standard specifies the interchange format for the exchange of ridge pattern-based fingerprint recognition data.   It is based on the concept of dividing a fingerprint image into a grid of “sample cells,’ which are then analyzed to determine the angular differences between the ridges within each cell.  The format specification describes a number of parameters used to generate data records, such as size of finger pattern in the X and Y directions, resolution of the pattern in the X and Y directions, number of cells in each direction, and so on.

Commercial products which follow this new standard will be available in the 2005-2006 time frames.
	Whereas ANSI/INCITS 378-2004 stores minutiae points from a fingerprint, this Standard stores angular orientation information about the ridges in the fingerprint.

Finger Pattern based Interchange Format cites the BioAPI standard, the CBEEF standard, and the ANSI/NIST-ITL 1-2000 standard as prerequisite references.

Complements other biometric standards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) Department of Defense, Biometrics, www.biometrics.dod.mil
2) Department of Defense Biometric Standards Development Recommended Approach, J.D. Woodward, 10 September 2004

3) http://webstore.ansi.org/ansidocstore/product.asp?sku=ANSI+INCITS+377%2D2004
4) Conference Proceedings, U.S.  Government Workshop, Biometric Standards in Support of the Global War on Terrorism, 25 May 2004



	Rationale:  

This standard is recommended by the Biometrics Management Office (BMO) Standards Working Group as suitable for use in Blue Force biometric applications where data storage or transmission capacity is limited.  DoD Biometric Solution Area of Capability: collection, storage, access/retrieval.
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	Biometric Technology Services 

(proposed by NGMS)
	ANSI INCITS 378-2004: Finger Minutiae Format for Data Interchange

Version:

1

Enacted: 

02/01/04
	This Standard specifies a concept and data format for representation using the fundamental notion of minutiae, such as ridge endings and bifurcations. It provides values for finger position codes, finger impression-type codes (plain up/down or rolled), ridge counts, “core” (approximate center of a fingerprint image area) and “delta” (point of divergence of a ridge) values, etc.

The data format is generic, in that it may be applied and used in a wide range of application areas where automated fingerprint recognition is involved.  No application-specific requirements or features are addressed in this standard.  The standard contains definitions of relevant terms, a description of where minutiae shall be defined, a data format for containing the data, and conformance information.

This Standard is useful in cases where a relatively small sized template of fingerprint data is desired for storage efficiency reasons.  It is not appropriate for use where a full fingerprint image is necessary, such as Red Force biometric applications where support for forensic capabilities is required.
	Complements other biometric data interchange format standards.   

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://webstore.ansi.org/ansidocstore/product.asp?sku=ANSI+INCITS+378%2D2004
2) Conference Proceedings, U.S.  Government Workshop, Biometric Standards in Support of the Global War on Terrorism, 25 May 2004

3) Department of Defense, Biometrics, www.biometrics.dod.mil
4) Department of Defense Biometric Standards Development Recommended Approach, J.D. Woodward, 10 September 2004 



	Rationale:  

This standard is recommended by the Biometrics Management Office (BMO) Standards Working Group as suitable for use in Blue Force biometric applications where data storage or transmission capacity is limited.  DoD Biometric Solution Area of Capability: collection, storage, access/retrieval.
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	Biometric Technology Services 

(proposed by NGMS)
	ANSI INCITS 379-2004: Iris Image Interchange Format

Version:

1.0

Enacted: 

05/01/04
	This Standard specifies two alternative image interchange formats for biometric authentication systems that utilize iris recognition.  The first is based on a rectilinear image storage format that may be a raw, uncompressed array of intensity values or a compressed format such as that specified by the JPEG standard.  Images may be monochrome or color with 256 or more intensity levels (grey or per-color), and vary in size depending on field of view and compression.  Typical size is 25-30 Kbytes for JPEG format.

Iris recognition technology, when appropriately implemented is reputed to have excellent performance characteristics, i.e., extremely low false acceptance rates and low false rejection rates.
	Complements other biometric data interchange format standards.   

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://webstore.ansi.org/ansidocstore/product.asp?sku=ANSI+INCITS+379%2D2004
2) Conference Proceedings, U.S.  Government Workshop, Biometric Standards in Support of the Global War on Terrorism, 25 May 2004

3) Department of Defense, Biometrics, www.biometrics.dod.mil

4) Department of Defense Biometric Standards Development Recommended Approach, J.D. Woodward, 10 September 2004 



	Rationale:  

This standard is recommended by the Biometrics Management Office (BMO) Standards Working Group as suitable for use in biometric applications where use of iris recognition biometric technology is preferred.  DoD Biometric Solution Area of Capability: collection, storage, access/retrieval.
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	Biometric Technology Services 

(proposed by NGMS)
	ANSI INCITS 385-2004: Face Recognition Format for Data Interchange

Version:

1.0

Enacted: 

05/01/04
	This standard specifies a method for creating biometric images of facial characteristics. The specification includes image dimensions, lighting use din the image capture process, image resolution and focus, image colors, and the digital image attributes (e.g., pixels, gray scales, byte order, data structures, etc.).  The two types of image outputs are: (1) a “full” color image suitable for both human examination and computer face recognition, and (2) a “canonical” image that minimizes storage requirements for computer face recognition tasks.

Since this standard is relatively new, it is not currently supported by commercial products.  Use of this standard will become more important over a two to three year time frame.

Face recognition biometric technology is less established than fingerprint-based biometric technologies. This standard requires several user behavioral actions at biometric enrollment (e.g., frontal pose, neutral facial expression, centering of head in the image area, etc.) that may limit the operational effectiveness of the biometric applications that use this standard.  When the enrollment assumptions are not met, the operational effectiveness of the technology is likely to be degraded.
	Complements other biometric data interchange format standards.   

This Standard requires JPEG 2000 to compress images produced.   

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1.  www.incits.org
2. www.webstore.ansi.org
3. Conference Proceedings, U.S.  Government Workshop, Biometric Standards in Support of the Global War on Terrorism, 25 May 2004

4. Department of Defense, Biometrics, www.biometrics.dod.mil
5. Department of Defense Biometric Standards Development Recommended Approach, J.D. Woodward, 10 September 2004



	Rationale:  

This standard is recommended by the Biometrics Management Office (BMO) Standards Working Group as suitable for use in biometric applications where use of face recognition biometric technology is preferred.  DoD Biometric Solution Area of Capability: collection, storage, access/retrieval.
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	Architectures and Applications

Access Control
	Federal Information Processing Standards 140-2 (FIPS-140-2)

Version 2.0

Enacted: 

07/17/95
	Federal Information Processing Standard 140-2 (FIPS 140-2) is a standard that describes US Federal government requirements that IT products should meet for Sensitive, but Unclassified (SBU) use. The standard was published by the National Institute of Standards and Technology (NIST), and is likely to be adopted by the financial community through the American National Standards Institute (ANSI).

The standard defines the security requirements that must be satisfied by a cryptographic module used in a security system protecting unclassified information within IT systems. There are four levels of security: from Level 1 (lowest) to Level 4 (highest). These levels are intended to cover the wide range of potential applications and environments in which cryptographic modules may be deployed. The security requirements cover areas related to the secure design and implementation of a cryptographic module. These areas include basic design and documentation, module interfaces, authorized roles and services, physical security, software security, operating system security, key management, cryptographic algorithms, electromagnetic interference/electromagnetic compatibility (EMI/EMC), and self-testing.

This standard specifies the physical security requirements (tamper resistance) of cryptographic models that are generally used to hold sensitive information regarding security keys including biometric patterns and identities.
	This is related to all physical and logical access control by persons and equipment.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://csrc.nist.gov/cryptval/140-2.htm
2) http://www.pcguardiantechnologies.com/Encryption_Plus_Hard_Disk/What_Is_FIPS_140-2.html
3) http://cio.doe.gov/ITReform/ArchitectureStandards/standards/stdsdesc.cfm?Id=24
4) http://www.tricare.osd.mil/ts02/C1ADB.pdf
5) http://www.rycombe.com/links.htm


	Rationale: 

This standard is mandated for program-security profile requires Cryptographic Modules level of protection and emerging for PKI Class 3 implementations

Assuring the privacy, availability and integrity of security keys and the relationships between two of more keys is basic to providing secure access control.  As the industry and DoD move to biometric identity authentication a complex chain of relationships must be protected.

Federal agencies, industry, and the public now rely on cryptography to protect information and communications used in critical infrastructures, electronic commerce, and other application areas. Cryptographic modules are implemented in these products and systems to provide cryptographic services such as confidentiality, integrity, non-repudiation and identification and authentication. Adequate testing and validation of the cryptographic module against established standards is essential for security assurance. Both Federal agencies and the public benefit from the use of tested and validated products. Without adequate testing, weaknesses such as poor design, weak algorithms, or incorrect implementation of the cryptographic module, can result in insecure products.

The National Institute of Standards and Technology (NIST) established the Cryptographic Module Validation Program (CMVP) that validates cryptographic modules to Federal Information Processing Standard (FIPS).  The CMVP offers a documented methodology for conformance testing through a defined set of security requirements in FIPS 140-1&2 and other cryptographic standards. NIST developed the standard and an associated metric (the Derived Test Requirements for FIPS 140-1) to ensure repeatability of tests and equivalency in results across the testing laboratories.
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	Application-specific Data Interchange


	FBI EFTS and ANSI/NIST-ITL 1-2000: Electronic Fingerprint Transmission Specification

Version:

7.0

Enacted: 

01/01/99
	This standard defines the content, format, and units of measurement for the exchange of fingerprint, palmprint, facial/mugshot, and scar, mark, and tattoo (SMT) image information that may be used in the identification process of a subject. The information consists of a variety of mandatory and optional items, including scanning parameters, related descriptive and record data, digitized fingerprint information, and compressed or uncompressed images. This information is intended for interchange among criminal justice administrations or organizations that rely on automated fingerprint and palmprint identification systems or use facial/mugshot or SMT data for identification purposes. This standard does not define the characteristics of the software that shall be required to format the textual information or to compress and assemble the associated digital fingerprint image information. Typical applications for this software might include, but are not limited to, computer systems associated with a live-scan fingerprinting system, a workstation that is connected to or is part of an Automated Fingerprint Identification System (AFIS), or an Image Storage and Retrieval system containing fingerprints, facial/mugshot, or SMT images.
NIST has published the document as NIST Special Publication SP 500-245.
	EFTS is cited with ANSI/NIST-ITL 1-2000 Standard.

Since EFTS was created prior to the development of the Common Biometric exchange Formats Framework (CBEFF), EFTS does not support it. The other image quality standards are found in the EFTS's Appendix F, the IAFIS Image Quality Specification (IQS). converters.
Electronic Biometric Transmission Specification Version 1.1 describes the transactional functionality required to interface with DoD’s Automated Biometric Identification System (ABIS)
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1)  Department of Defense, Biometrics, www.biometrics.dod.mil
2) Department of Defense Biometric Standards Development Recommended Approach, J.D. Woodward, 10 September 2004

3) http://www.fbi.gov/hq/cjisd/iafis/efts70/cover.htm
4) http://it.ojp.gov/jsr/common/viewDetail.jsp?sub_id=132&view=yes&heading=6
5) http://www.biometrics.org/REPORTS/FBIfp.html
6) ftp://sequoyah.nist.gov/pub/nist_internal_reports/sp500-245-a16.pdf
7) http://www.biometrics.dod.mil/documents/DoD_ABIS_EBTS.pdf


	Rationale:  

Currently mandated in DoD Information Technology Standards Registry (DISR).

FBI EFTS and ANSI/NIST-ITL 1-2000 are mandated for all DoD organizations that collect Red Force fingerprint data per ASD (NII) Memorandum on “DoD Compliance with the Internationally Accepted Standard for Electronic Transmission and Storage of Fingerprint Data from ‘Red Force’ Personnel”, 2 February 2004.
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	Access Control


	FIPS Pub 186-2: Digital Signature Standard (DSS) Digital Signature Algorithm (DSA), 27 January 2000

Version:

1

Enacted: 

01/27/00
	This standard specifies algorithms appropriate for applications requiring a digital, rather than written, signature. A digital signature is represented in a computer as a string of binary digits. A digital signature is computed using a set of rules and a set of parameters such that the identity of the signatory and integrity of the data can be verified. An algorithm provides the capability to generate and verify signatures. Signature generation makes use of a private key to generate a digital signature. Signature verification makes use of a public key which corresponds to, but is not the same as, the private key. Each user possesses a private and public key pair. Private keys are kept secret; public keys may be shared. Anyone can verify the signature of a user by employing that user's public key. Signature generation can be performed only by the possessor of the user's private key. 
	This revision supersedes FIPS 186-1 in its entirety.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://csrc.nist.gov/publications/fips/fips186-2/fips186-2-change1.pdf#search='FIPS%20Pub%201862'

2) http://csrc.nist.gov/cryptval/dss.htm


	Rationale:  

This is a mandated DoD standard for Access Control systems.
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	Access Control

(proposed by NGMS)
	FIPS PUB 201: Personal Identity Verification (PIV) of Federal Employees and Contractors

Version:

Enacted: 

02/25/05
	This standard specifies the architecture and technical requirements for a common identification standard for Federal employees and contractors. The overall goal is to achieve appropriate security assurance for multiple applications by efficiently verifying the claimed identity of individuals seeking physical access to Federally controlled government facilities and electronic access to government information systems. The standard contains two major sections. Part one describes the minimum requirements for a Federal personal identity verification system that meets the control and security objectives of Homeland Security Presidential Directive 12, including personal identity proofing, registration, and issuance. Part two provides detailed specifications that will support technical interoperability among PIV systems of Federal departments and agencies. It describes the card elements, system interfaces, and security controls required to securely store, process, and retrieve identity credentials from the card. The physical card characteristics, storage media, and data elements that make up identity credentials are specified in this standard. The interfaces and card architecture for storing and retrieving identity credentials from a smart card are specified in Special Publication 800-73, Interfaces for Personal Identity Verification. Similarly, the interfaces and data formats of biometric information are specified in Special Publication 800-76, Biometric Data Specification for Personal Identity Verification. This standard does not specify access control policies or requirements for Federal departments and agencies.

The PIV standard consists of two parts—PIV-I and PIV-II. PIV-I satisfies the control objectives and meets the security requirements of HSPD 12, while PIV-II meets the technical interoperability requirements of HSPD 12. PIV-II specifies implementation and use of identity credentials on integrated circuit cards for use in a Federal personal identity verification system.
	The interfaces and card architecture for storing and retrieving identity credentials from a smart card are specified in Special Publication 800-73, Interfaces for Personal Identity Verification. Similarly, the interfaces and data formats of biometric information are specified in Special Publication 800-76, Biometric Data Specification for Personal Identity Verification.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://csrc.nist.gov/publications/fips/fips201/FIPS-201-022505.pdf
2) http://csrc.nist.gov/publications/fips/index.html


	Rationale:  

Homeland Security Presidential Directive 12 (HSPD 12), dated August 27, 2004, entitled “Policy for a Common Identification Standard for Federal Employees and Contractors,” directed the promulgation of a Federal standard for secure and reliable forms of identification for Federal employees and contractors. It further specified secure and reliable identification that 
· Is issued based on sound criteria for verifying an individual employee’s identity + Is strongly resistant to identity fraud, tampering, counterfeiting, and terrorist exploitation 
· Can be rapidly authenticated electronically 
· Is issued only by providers whose reliability has been established by an official accreditation process. 
The directive stipulated that the standard include graduated criteria, from least secure to most secure, to ensure flexibility in selecting the appropriate level of security for each application. As promptly as possible, but in no case later than eight months after the date of promulgation, executive departments and agencies are required to implement the standard for identification issued to Federal employees and contractors in gaining physical access to controlled facilities and logical access to controlled information systems.
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	Access Control


	FIPS Pub 180-2: Secure Hash Algorithm-1, August 2002

Version 

1

Enacted: 

08/01/02
	This standard specifies a Secure Hash Algorithm (SHA-1) which can be used to generate a condensed representation of a message called a message digest. The SHA-1 is required for use with the Digital Signature Algorithm (DSA) as specified in the Digital Signature Standard (DSS) and whenever a secure hash algorithm is required for Federal applications. The SHA-1 is used by both the transmitter and intended receiver of a message in computing and verifying a digital signature.
	Relates to access control of digital data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://csrc.nist.gov/publications/fips/fips180-2/fips180-2.pdf#search='FIPS%20Pub%201802'



	Rationale: 

This is a mandated DoD standard for 

Encryption algorithms are a set of Key-Hashing for Message Authentication (HMAC) is a mechanism for message authentication using cryptographic hash functions, and can be used with any iterative hash function in combination with a shared-secret key. The cryptographic strength of HMAC depends on the properties of the underlying hash function. Note that HMAC prevents ?extension? attacks that iterative hash functions do not prevent. This standard is mandated when the security policy or program-security profile requires this level of protection and emerging for PKI Class 3 implementations.
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	Devices (Smart Cards)  

(proposed by NGMS)


	ISO 7811: Identification Cards

Version:

3.0

Enacted: 

10/10/02
	This set of standards:

ISO/IEC 7811-1:2002 (Part 1) Embossing

ISO/IEC 7811-2:2001 (Part 2) Magnetic Stripe Low coercivity

ISO/IEC 7811-6:2001 (Part 6) Magnetic Stripe High coercivity

ISO/IEC 7811-7:2004 (Part 7) Magnetic Stripe High coercivity, high density

Defines the magnetic stripe component of an identification card.
	Physical and logical access control.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. ISO-7811 Standards

http://www.iso.ch/iso/en/StandardsQueryFormHandler.StandardsQueryFormHandler?scope=CATALOGUE&keyword=7811&isoNumber=&sortOrder=ISO&title=true&search_type=TEXT&search_term=7811&languageCode=en


	Rationale:  

Smart Cards (see ISO 7816) may also be stripe cards or both types of cards may be used for different purposes. Proximity cards (smart cards that do not require contact) are the preferred technology providing that their interactions with readers are secure. However the stripe functionality for cards with or without an embedded chip (smartcards) may still be appropriate for in-building (interior) doors or other access during the next three to five years of transition to more effective biometric enabled, proximity chip (smart) cards or token devices.
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	Devices (Smart Cards)  

(proposed by NGMS)


	ISO 7810E: Identification Cards – Physical Characteristics

Version:

3

Enacted: 

10/31/03
	There are various types of identification cards for the numerous application areas.  The different type cards are: magnetic stripe, integrated circuit with contacts, integrated circuit without contacts, and optical memory. The scope of application for an identification card will determine the physical characteristics of the cards.

ISO/IEC 7810:2003 is one of a series of standards describing the characteristics of identification cards for international interchange. This International Standard specifies the physical characteristics of identification cards including card materials, construction, characteristics, and dimensions for four sizes of cards.  In particular, ISO/IEC 7810: 2003 specifies

a. Four different sizes of identification cards with nominal thickness 0f 0.76 mm and dimensions of ID-000 (25 mm x 15mm), ID-1 (85, 60 mm x 53, 98 mm), ID-2 (105 mm x 74 mm), ID-3 (125 mm x 88 mm)

b. Conditions for conformance

c. Dimensions and tolerances of the identification cards

d. Construction and materials of the identification cards

e. Physical characteristics of the cards such as bending stiffness, flammability, toxicity, resistance to chemicals, dimensional stability, adhesion or blocking, warpage, resistance to heat, surface distortions, and contamination 

It takes into consideration both human and machine aspects and states minimum requirements.

It is the purpose of this series of standards to provide criteria to which cards shall perform. No consideration is given within these standards to the amount of use, if any, experienced by the card prior to test. Failure to conform to specified criteria should be negotiated between the involved parties.
	The Specification for embossed characters is given within ISO/IEC 7811-1:2002 Identification cards - Recording Technique - Part 1: Embossing

ISO/IEC 10373-1 specifies the test procedures used to check cards against the parameters specified in this International Standard.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=31432&ICS1=35&ICS2=240&ICS3=15
2) http://www.iso.org/iso/en/prods-services/popstds/identificationcards.html


	Rationale:  

ISO/IEC 7810:2003, together with a standard for test methods, provides for interchange between various types of identification card processing devices and systems.

Smartcards with multiple chips, for processing biometrics and handling other authentication details are on the market and some of them should be considered for proximity and wireless use.  These standards should be used for AT/FP.
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	Devices (Smart Cards)  


	ISO 7816: Smart Cards meeting the ISO suite of standards, Integrated Circuit(s) cards with contacts

Version:

1.0

Enacted: 

10/01/98
	This area of technology is evolving rapidly. The suite of standards here listed will continue to expand or may be replaced by combination of wireless (proximity cards), form factor change (card vs. token) function change (card operating system: MULTOS, JAVA) and application (embedded function on the card or token). 

ISO/IEC 7816-1   IC Contact 

ISO/IEC 7816-2   IC Contacts C4 and C8  

ISO/IEC 7816-3   IC Contact Electrical characteristics 

ISO/IEC 7816-4   Organization, security and commands

ISO/IEC 7816-5   Registration of application providers

ISO/IEC 7816-6   Data Element definitions

ISO/IEC 7816-7  Inter-Industry commands for Structured Card Query Language (SCQL)

ISO/IEC 7816-8   Commands for security operations

ISO/IEC 7816-9   Commands for card management 

ISO/IEC 7816-10  Electronic signals and answer to reset synchronous

                                    cards 

ISO/IEC 7816-11   Personal identification through biometric methods 

ISO/IEC 7816-15   Cryptographic information application
	Devices adhering to these standards could be use for logical as well as physical entry control.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.org/iso/en/StandardsQueryFormHandler.StandardsQueryFormHandler?scope=CATALOGUE&sortOrder=ISO&committee=ALL&isoDocType=ALL&title=true&keyword=7816


	Rationale:  

This is a mandated DoD standard for Devices (Smart Cards).

This suite of ISO/IEC standards is tracking technology development. That is the standards are evolving right along with the technology. By staying with an accepted ISO/IEC standard for the cards many accessory devices readers of various types etc. are available in a competitive marketplace.
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	Devices (Smart Cards)  


	ISO/IEC 14443-1: Identification Cards-  Contactless Integrated Circuit(s) Cards – Proximity Cards - Part 1: Physical Characteristics

Version:

1.0

Enacted: 

10/13/00
	ISO/IEC 14443-1 specifies the physical characteristics of proximity cards (PICC). It applies to identification cards of ID-1 type (as specified in ISO/IEC 7810) into which integrated circuit(s) have been placed and in which communication to such integrated circuit(s) is done in a contactless manner.

This Standard states that the PICC shall have physical characteristics and nominal dimensions as specified by ISO/IEC 7810.  It also describes requirements for PICC under the following environments: ultra-violet light, X-rays, dynamic bending stress, dynamic torsional stress, alternating magnetic fields, alternating electric field, static electricity, static magnetic field, and operating temperature.

The other parts of ISO/IEC 14443 are:

- Part 2 Radio frequency power and signal interface

- Part 3 Initialization and anti-collision

- Part 4 Transmission protocols
NOTE: The ISO/IEC 15693 standard would only be used for RFID applications not for ID card applications.  The 1443-x standards should be used for ID Card applications
	Authentication for both physical access and logical access. 

This standard does not preclude the addition of other existing standards on the PICC.  Restrictions may apply to embossing of the PICC.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.jayacard.org/14443/ISO14443-1.doc
2) http://www.jayacard.org/14443/


	Rationale:  

This standard is fine if the device feature set meets the requirements. Contactless cards are one of the standard choices available for physical access control.  

Wireless technology is undergoing significant change. The desire to be able to authenticate driver and passengers at a rate of six vehicles per minute through a base gateway is not going to be done with any currently available proximity cards. However, the basic technology exists to make this a reality. The questions are costs and form factor. 

The potential exists that a combination of other standards might be employed to meet the needs in a better or more complete manner.  If proximity cards are to be used then these are the standards that apply.
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	Devices (Smart Cards)  

(proposed by NGMS)


	ISO/IEC 21481:2005, NFCIP-2: Near Field Communication Interface and Protocol -2 (also called ECMA 352)

Version:

1.0

Enacted: 

01/10/05
	ISO/IEC 21481:2005 specifies the communication mode selection mechanism, designed not to disturb any ongoing communication at 13,56 MHz, for devices implementing ISO/IEC 18092 and the reader functionality for integrated circuit cards compliant with ISO/IEC 14443 or ISO/IEC 15693. ISO/IEC 21481:2005 requires implementations to enter the selected communication mode as specified in the respective International Standard. The communication mode specifications, however, are outside the scope of this NFCIP-2 International Standard.

ECMA-340, ISO/IEC 14443 and ISO/IEC 15693 standards specify the RF signal interface, initialization, anti-collision and protocols for wireless interconnection of closely coupled devices and access to contactless integrated circuit cards operating at 13,56 MHz. This Standard specifies the communication mode selection mechanism, designed to not disturb any ongoing communication at 13,56 MHz, for devices implementing ECMA-340 and the reader functionality for integrated circuit cards compliant to ISO/IEC 14443 or ISO/IEC 15693. 

Normative References: ECMA-340, ISO/IEC 14443: 2001, ISO/IEC 15693: 2001
	This suite of standards relates to physical and logical access control, including access of CCDE and other secured facilities.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://justit.gigaro.net/Ecma-352.pdf#search='NFCIP2'

2) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=40261&scopelist=



	Rationale:  

These are currently available standards for contact less smartcards/tokens. They are broadly adopted throughout the US, EU and Asia. Other wireless standards apply to longer distances.
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	Devices (Smart Cards)  

(proposed by NGMS)


	NISTIR 6887-2003: Government Smart Card Interoperability Specification (GSC-IS)

Version:

2.1

Enacted: 

04/16/03
	GSC-IS defines an Application Program Interface (API) for performing card functions such as accessing an external source for authentication, reading card data and performing encryption and decryption of card data. 

The GSC Data Model (in Appendix C of the specification) is of interest specifically to the DoD Common Access Card (CAC) program.  It includes a data field in which a 512 byte biometric template can be stored.  

Although use of biometrics is optional in the current GSC-IS, the DoD BMO and Access Card office (ACO)  will address this issue jointly through coordination with appropriate DoD CAC stakeholders.  A modular biometric extension to GSC-IS v2.1 has been proposed as INCITS MI/03-0398 “Smart Card Interoperability Report”.  This has been submitted by the M1 committee to the INCITS B10 committee for incorporation into an ANSI standard.  This specification builds on other standards (listed below) to provide a modular extension for store on card and match on card multiple biometrics on the CAC.
	GSC-IS V 2.1 Appendix A lists mandatory prerequisite references such as ISO/IEC 7816-3, 7816-4, 7816-5 and 7816-8.  These standards deal with physical and internal command syntax of smart cards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) Department of Defense, Biometrics, www.biometrics.dod.mil
2) Department of Defense Biometric Standards Development Recommended Approach, J.D. Woodward, 10 September 2004

3) http://smartcard.nist.gov/gscis.html
4) http://smartcard.nist.gov/overview.html
5) http://www.amagaccess.com/About_Node_View.asp?id=131
6) http://www.estrategy.gov/smartgov/information/DraySCPMG%20_12Jul01/
7) http://www.estrategy.gov/smartgov/information/DraySCPMG%20_12Jul01/sld002.htm


	Rationale:  

The DoD BMO Standards Working Group recommends use of this standard for future generations of the DoD CAC.  DoD Biometric Solution Area Applicability: storage
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	Security Protocols

(proposed by NGMS)


	NIST Special Publication 800-63, Version 1.0.1, Electronic Authentication Guideline
Version

1.01
Enacted: 

09/01/04
	Electronic authentication (E-authentication) is the process of establishing confidence in user identities electronically presented to an information system. E-authentication presents a technical challenge when this process involves the remote authentication of individual people over a network, for the purpose of electronic government and commerce. This recommendation provides technical guidance to agencies to allow an individual person to remotely authenticate his/her identity to a Federal IT system. This guidance addresses only traditional, widely implemented methods for remote authentication based on secrets. With these methods, the individual to be authenticated proves that he or she knows or possesses some secret information. NIST expects to explore other means of remote authentication (for example using biometrics, or by extensive knowledge of private, but not truly secret, personal information) and may develop additional guidance on the use of these methods for remote authentication.
	This is related to all password oriented systems for remote authentication

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.csrc.nist.gov/publications/nistpubs/800-63/SP800-63v6_3_3.pdf


	Rationale: 

Passwords are still the prevalent mechanism for authenticating the identity of users. The most current guidance for password mechanisms may be found in SP 800-63: Electronic Authentication Guideline: Recommendations of the National Institute of Standards and Technology (June 2004). This guidance is oriented to remote authentication; more general guidance is planned to replace the recently withdrawn FIPS 112: Password Usage (May 1985).
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	Biometric Technology Services 


	NISTIR 6529: Common Biometric Exchange File Format (CBEFF), 3 January 2001

Version:

1.0
Enacted: 

01/03/01


	The Common Biometric Exchange File Format (CBEFF) describes a set of data elements necessary to support biometric technologies in a common way. These data can be placed in a single file used to exchange biometric information between different system components or between systems. The result promotes interoperability of biometric-based application programs and systems developed by different vendors by allowing biometric data interchange. CBEFF's initial conceptual definition was achieved through a series of three Workshops co-sponsored by the National Institute of Standards and Technology and the Biometric Consortium. A Technical Development Team, formed as a result of these Workshops, developed CBEFF, as described in this publication, in coordination with industrial organizations (i.e., the BioAPI Consortium, the X9.F4 Working Group, the International Biometric Industry Association, and the Interfaces Group of TeleTrusT) and end users. CBEFF provides forward compatibility accommodating for technology improvements and allows for new formats to be created. CBEFF implementations simplify integration of software and hardware provided by different vendors. Further development (e.g., a CBEFF smart card format) is proposed under the umbrella of the recently formed Biometrics Interoperability, Performance, and Assurance Working Group co-sponsored by NIST and the Biometric Consortium.
	Different biometric technology or different data instantiations in a single technology can leverage the CBEFF nested structure to exchange biometric data.

CBEFF data structures “wrap” or enclose biometric data in a consistent manner, providing a higher degree of interoperability than the interchange format standards provide alone.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.itl.nist.gov/div895/isis/bc/bcwg/CBEFF010301.PDF#search='NISTIR%206529A'

2) http://www.itl.nist.gov/div893/biometrics/documents/NISTIR-6529-A.pdf#search='NISTIR%206529A'

3) Conference Proceedings, U.S.  Government Workshop, Biometric Standards in Support of the Global War on Terrorism, 25 May 2004

4) Department of Defense, Biometrics, www.biometrics.dod.mil

5) Department of Defense Biometric Standards Development Recommended Approach, J.D. Woodward, 10 September 2004 



	Rationale:  
This standard is recommended by the Biometrics Management Office (BMO) Standards Working Group to be used in all DoD implementations of biometric technology.  DoD Biometric Solution Area of Capability: collection and storage.  The standard is listed in the current DISR listing as a mandated standard for Biometric technologies
CBEFF is listed in the Defense Information Technology Standards Registry (DISR), successor to the JTA.  It is currently under development as an international standard within ISO/IEC JTC 1 SC 37.
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	Access Control

(proposed by NGMS)
	NIST Special Publication 800-73: Interfaces for Personal Identity Verification

Version:

1.0

Enacted: 

04/01/05
	This document specifies the PIV data model, Application Programming Interface (API), and card interface requirements necessary to comply with the mandated use cases, as defined in Section 6 of FIPS 201 and further elaborated in Section 1.7 below, for interoperability across deployments or agencies. Interoperability is defined as the use of PIV identity credentials such that client-application programs, compliant card applications and compliant integrated circuit cards (ICC) can be used interchangeably by all information processing systems across Federal agencies. The specification defines PIV data element identifiers, structure, and format. This specification also describes the client-application programming interface and the card command interface for use of the PIV Card. This document does not address the back-end processes that must be performed to attain full identity assertion.
	Federal Information Processing Standard 201 (FIPS 201), Personal Identity Verification (PIV) of Federal Employees and Contractors, was developed to establish standards for identity credentials [FIPS201].

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://csrc.nist.gov/publications/nistpubs/800-73/SP800-73-Final.pdf
2) http://csrc.nist.gov/publications/nistpubs/index.html


	Rationale:  

The Homeland Security Presidential Directive HSPD-12 called for a common identification standard to be adopted governing the interoperable use of identity credentials to allow physical and logical access to Federal government locations and systems. The Personal Identity Verification (PIV) of Federal Employees and Contractors, Federal Information Processing Standard 201 (FIPS 201) [4] was developed to establish standards for identity credentials. This document, Special Publication 800-73 (SP 800-73), specifies interface requirements for retrieving and using the identity credentials from the PIV Card1 and is a companion document to FIPS 201.
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	Access Control

(proposed by NGMS)
	NIST Special Publication 800-78: Cryptographic Algorithms and Key Sizes for Personal Identity Verification

Version:

1.0

Enacted: 

04/01/05
	The scope of this recommendation encompasses the PIV Card, infrastructure components that support issuance and management of the PIV Card, and applications that rely on the credentials supported by the PIV Card to provide security services. The recommendation identifies acceptable symmetric and asymmetric encryption algorithms, digital signature algorithms, and message digest algorithms, and specifies mechanisms to identify the algorithms associated with PIV keys or digital signatures. Algorithms and key sizes have been selected for consistency with applicable Federal standards and to ensure adequate cryptographic strength for PIV applications. All cryptographic algorithms employed in this specification provide at least 80 bits of security strength. For detailed guidance on the strength of cryptographic algorithms, see the forthcoming [SP800-57], Recommendation on Key Management.

FIPS 201 defines requirements for the PIV lifecycle activities including identity proofing, registration, PIV Card issuance, and PIV Card usage. FIPS 201 also defines the structure of an identity credential that includes cryptographic keys. This document contains the technical specifications needed for the mandatory and optional cryptographic keys specified in FIPS 201 as well as the supporting infrastructure specified in FIPS 201 and the related Special Publications 800-73 (SP 800-73), Interfaces for Personal Identity Verification, and the forthcoming SP 800-76, Biometric Data Specification for Personal Identity Verification, [SP800-76] that rely on cryptographic functions.
	Federal Information Processing Standard 201 (FIPS 201), Personal Identity Verification (PIV) of Federal Employees and Contractors, was developed to establish standards for identity credentials [FIPS201].

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://csrc.nist.gov/publications/nistpubs/800-78/sp800-78-final.pdf
2) http://csrc.nist.gov/publications/nistpubs/index.html


	Rationale:  

The Homeland Security Presidential Directive (HSPD) 12 mandated the creation of new standards for interoperable identity credentials for physical and logical access to Federal government locations and systems. Federal Information Processing Standard 201 (FIPS 201), Personal Identity Verification (PIV) of Federal Employees and Contractors, was developed to establish standards for identity credentials [FIPS201]. This document, Special Publication 800-78 (SP 800-78), specifies the cryptographic algorithms and key sizes for PIV systems and is a companion document to FIPS 201.
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	Access Control

(proposed by NGMS)
	SIA AC-01-1996.10: Access Control Standard Protocol for the 26-bit Wiegand TM Reader Interface

Version:

10

Enacted: 

1996
	The specifications in this standard define a commonly used interface between card readers and control panels used in the Access Control, Security, Time and Attendance, and other related industries. The standardization of the interface makes the design of readers and control panels uniform for manufacturers and makes system design and integration systematic for architects, designers, specifiers and users.
	Relates to card reader and access control interface devices. 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://webstore.ansi.org/ansidocstore/product.asp?sku=SIA+AC%2D01%2D1996%2E10
2) http://www.tsa.gov/interweb/assetlibrary/PrototypeContactlessReaderSpecification.pdf#search='SIA%20AC01'



	Rationale:  

This standard is in wide use by access control card reader vendors. Also, the US Transportation Security Administration (TSA) has adopted this as a standard for card readers.
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	Application-specific Data Interchange

(proposed by NGMS)
	Wavelet Scalar Quantization (WSQ)

Version:

1.0

Enacted: 

April 03, 1994
	WSQ is an image compression algorithm designed specifically for fingerprint images and its use is required in both ANSI/NIST-ITL 1-2000 and the FBI Electronic Fingerprint Transmission Specification (EFTS).

The WSQ algorithm is the FBI specified standard used for compressing fingerprint contour maps significantly. This compression algorithm uses the Discrete Wavelet transform (DWT), scalar truncation and Huffman encoding.  After performing the DWT, the coefficients are truncated as scalar quantities, and then the coefficients are stored using Huffman encoding to compress them.  These steps produce a compression ratio of more than an order of magnitude ranging from 15:1 to 20:1.    While WSQ is a lossy compression method, it preserves important details without the artifacts present in a highly compressed JPEG image.

There are commercially available software for WSQ compression and decompression and for building and parsing EFTS transaction on virtually any platform.
	WSQ is referenced in the ANSI/NIST ITL 1-2000 standard and the Electronic Fingerprint Transmission Specification (EFTS).

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.osti.gov/energycitations/servlets/purl/10139336-8hq9ur/native/10139336.pdf
2) http://www.c3.lanl.gov/~brislawn/FBI/FBI.html
3) http://www.antheustechnology.com/Agora/agora_wsq_sdk.htm
4) Department of Defense, Biometrics, www.biometrics.dod.mil

5) Department of Defense Biometric Standards Development Recommended Approach, J.D. Woodward, 10 September 2004

6) http://www.osti.gov/energycitations/servlets/purl/10139336-8hq9ur/native/


	Rationale:  

The DoD BMO Standards Working Group recommends use of this standard as the preferred method for compressing fingerprint image data. 

WSQ is a proven, reliable method of compressing fingerprint images used in the FBI IAFIS, the world’s largest operational biometric system.  DoD biometric systems which need to exchange data with FBI IAFIS must use WSQ for fingerprint image compression to assure data interoperability.  WSQ appears to have much broader applicability to DoD biometric systems that collect and store fingerprint image data.
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	Web Services


	XCBF v1.1: XML Common Biometric Format XCBF

Version:

1.1

Enacted: 

01/01/03
	XCBF defines standardized means of biometric information exchange, allowing a practical Web-based usage of biometrics.

XML Common Biometric Format (XCBF) is a common set of secure XML encodings defined by the XCBF Technical Committee of OASIS for the data formats specified in the X9.84 standard

Providing a standard way to describe information that verifies identity based on human characteristics such as DNA, fingerprints, iris scans, and hand geometry

Biometrics are automated methods of recognizing a person based on physiological or behavioral characteristics. They are used to recognize the identity of an individual, or to verify a claimed identity. This specification defines a common set of secure XML encodings for the patron formats specified in CBEFF, the Common Biometric Exchange File Format (NISTIR 6529). These XML encodings are based on the ASN.1 schema defined in ANSI X9.84 Biometric Information Management and Security. For security purposes, they make use of the Canonical XML Encoding Rules (CXER) for ASN.1 defined in ITU-T Rec. X.693, and rely on the security and processing requirements specified in the X9.96 XML Cryptographic Message Syntax (XCMS) and X9.73 Cryptographic Message Syntax (CMS) standards.
	These standards relate to biometric enrollment and authentication for physical and logical access control. 

XCBF technical content is currently included in X9.84-2003.  As of 09/2004, the DoD Biometrics Management Office (BMO) recommendation on the adoption of X9.84 is on hold as incompatibility issues between this standard and CBEFF are being resolved.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1)  http://www.oasis-open.org/specs/index.php#xcbfv1.1
2) http://www.oasis-open.org/committees/download.php/3353/oasis-200305-xcbf-specification-1.1.doc
3) Department of Defense, Biometrics, www.biometrics.dod.mil
4) Department of Defense Biometric Standards Development Recommended Approach, J.D. Woodward, 10 September 2004

5) http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=xcbf
6) http://xml.coverpages.org/xcbf.html
7) http://xml.coverpages.org/WSS-XCBF-20021125.pdf


	Rationale:  

This is a DoD mandated standard for Web Services.

Reconciliation between standard biometric patterns adopted by the DoD and XML standards for transporting and using those patterns may be required. Nonetheless adoption of the standard XML method of handling biometric patterns is best for AT/FP infrastructure design because the AT/FP infrastructure is then standards based and many security related COTS products that are being developed to use these XML standards become candidates for use within the AT/FP infrastructures to be designed and implemented.

 XCBF Version 1.1 was originally recommended for use in the initial (2003) version of the “DoD Biometrics Standards Development Recommended Approach” document.  Caveat: The technical content of the XCBF specification is included in the X9.84-2003 standard and it is being reviewed and modified as it moves through the ISO standardization process as ISO/TC68 project 19092.  XCBF specification has ceased development.  As the ISO standardization proceeds with making modifications and accepted by M1 standards body, the content of XCBF Version 1.1 will become un-maintained and obsolete.  (M1 is the principal U.S. standards body for biometrics).



	


3.5 Detection

3.5.1 Perimeter Detection

	Service Area (AT/FP Category) 
	Service (DISR) 
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources
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	Network Technologies
(proposed by NGMS)
	EIA-422: Serial Standard for low baud rate instrument connection.   Short range serial instrument connection to PC
Version:

10
Enacted: 

01/01/94
	EIA-422 (formerly RS-422) is a serial data communication protocol which specifies 4-wire, full-duplex, differential line, multi-drop communications.  It provides for balanced data transmission with unidirectional/non-reversible, terminated or non-terminated transmission lines.
	Any node that contains platforms (computers) that have connected to them an instrument or other device may potentially be connected via the serial port of the computer. This is not data communication it is peripherals connection.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) TIA/EIA-422-B, Electrical Characteristics of Balanced Digital Interface Circuits, Electronic Industries Association Engineering Department. Washington D.C. 1994.

2) http://www.interfacebus.com/Design_Connector_RS422.html


	Rationale:  

Using the normal RS-422/423 port of a PC an instrument or device can be connected to and controlled by a personal computer or server. This is not networking in that the instrument is usually within a few feet of the computer. The RS-232 or 422/423 has been in use for a long time and many instrument manufactures use this technique to connect to a PC. It is the low cost solution. 

FireWire is a fast peripheral-connection standard, which makes it great for use with multimedia peripherals such as digital video cameras and other high-speed devices such as the latest hard disk drives and printers.

Today, a new USB standard, USB 2.0 or Hi-Speed USB, provides up to 40 times faster than USB 1.0, with a design data rate of 480 megabits per second (Mbps). The specification for USB 2.0 was approved in April 2000.  Intel is behind USB and has made USB the standard for peripheral connection.
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	Network Technologies


	EIA STD-232E: Interface between Data Terminal Equipment and Data Communication Equipment Employing Serial Binary Interchange
Version:

E
Enacted: 

01/01/91
	The standard defines electrical, mechanical, and functional characteristics. The electrical characteristics include parameters such as voltage levels and cable impedance. The mechanical section describes the pin number assignments and plug. The connector itself, however, is not specified. The functional description defines the functions of the different electrical signals to be used. 

An RS-232 interface uses a serial format. It can be used for asynchronous and synchronous serial transfers. It can be used with mainframes, minicomputers, and microcomputers for communication with external equipments, particularly with microcomputer systems. RS-232 channels/ports are capable  of  transmitting  from 50 to 19,200 baud of 7- or 8-bit asynchronous characters and 7- or 8-bit synchronous characters to 9600 baud. RS-232 limits cable transfers to 50 feet with a maximum transmission speed of 20,000 bits per second.  In microcomputers and their external equipments, the configuration of the channel/port is normally hardware controlled through the use of DIP switches. The number of bits per character (7 or 8), baud rate (110, 300, 600, 1200, 4800, 9600, or 19200), parity setting (odd, even, or no parity), and protocol selection (ready/busy   or   X-ON/X-OFF) are examples of controlled configuration parameters.

Changing to a new standard, though, is a costly and long process. The RS-232-C is so widely available that it is certain to stay with us for some time to come. 

EIA’s Recommended Standard RS-232 was revised in 1992 and renamed EIA-232-E.
	This standard applies to general interconnection between electronic devices. 

Since the standard only supported transfer rates up to 20 kbps (Kilobits per second), and distances of up to around 16 meters, new standards were adopted by EIA. The RS449 (mechanical) and RS 422/RS423 (electrical) is upward-compatible with RS-232 and can operate at data rates up to 10Mbps and distances of up to 1200 meters.

Other serial interfaces similar to RS-232:

• RS-422 (a high-speed system similar to RS-232 but with differential signaling)

• RS-423 (a high-speed system similar to RS-422 but with unbalanced signaling)

• RS-449 (a proposed successor of RS-232 that used RS-422 and RS423 signals)

• RS-485 (a descendant of RS-422 that can be used as a bus in multidrop configurations)

MIL-STD-188 (a system like RS-232 but with better impedance and rise time control)
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http:///www.camiresearch.com/Data_Com_Basics/RS232_standard.html
2) http://www.interfacebus.com/Interface_Bus_Comparison_Table.html
3) Electronics Industries Association, "EIA Standard RS-232-C Interface Between Data Terminal Equipment and Data Communication Equipment Employing Serial Data Interchange", August 1969, reprinted in Telebyte Technology "Data Communication Library" Greenlawn NY, 1985, no ISBN

4) http://www.tiaonline.org/standards/search_results2.cfm?document_no=EIA/TIA-232-E


	Rationale:  

This is a mandated DoD standard for network technologies.

Since it inception in 1970, the  RS-232 standard quickly became a standard for connecting microcomputers to printers, plotters, backup tape devices, terminals, programmed equipment and other microcomputers.

The rapidly growing microcomputer industry found the RS-232 standard inexpensive (when compared to parallel connections) and suitable for connecting peripheral equipment to microcomputers
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	Network Technologies

(proposed by NGMS)
	EIA-STD-485: Standard Electrical Characteristics for Generators and Receivers for Balanced Digital Multi-point Systems
Version:

A
Enacted: 

04/01/83
	The Electronic Industries Association (EIA) Technical Recommendation Committee, TR30, made RS-485 a standard in 1983. The Telecommunications Industry Association (TIA) is now responsible for revisions. RS-485 was revised in 1998.  It is now –“Electrical Characteristics of Generators and Receivers for Use in Balanced Digital Multipoint Systems (ANSI/TIA/EIA-485-A-98) (R2003)”

The RS-485 specification meets the requirements for a truly multi-point communications network, and the standard specifies up to 32 drivers and 32 receivers on a single (2-wire) bus.

When communicating at high data rates or over long distances differential data transmission offers superior performance in most applications. Differential signals can help nullify the effects of ground shifts and induced noise signals that can appear as common mode voltages on a network. Some RS-485 Transceivers modify the input impedance to allow up to 8-times more nodes to be connected to the same bus. The most common RS-485 application is inter-programmable logic controller communication in industrial environments. Other common uses are point of sale terminals in stores and remote meters.
	Other serial interfaces similar to RS-485:

• RS-232 (bi-directional point to point link) 485 is a single channel bus. Electrically, each 232 signal uses a single wire with symmetric voltages about a common ground wire. 485 uses two wires to carry the single signal differentially.

RS-423 (a high-speed system similar to RS-485 but with unbalanced interface)

• RS-442 similar to 485 but can not support multipoint circuits.

• MIL-STD-188 (a system like RS-232 but with better impedance and rise time control)
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.tiaonline.org/standards/search.cfm?keyword=TIA/EIA-485-A
2) http://www.interfacebus.com/Interface_Bus_Comparison_Table.html


	Rationale:  

RS-485 is unique in allowing multiple nodes to communicate bi-directionally (HALF-DUPLEX – but with two pair can be full-duplex) over a single twisted pair. No other serial-line standard combines this capability with equivalent noise rejection, data rate, cable length, and general robustness. For these reasons, a variety of applications use RS-485 for data transmission. The list includes automotive radios, hard-disk drives, LANs, cellular base stations, industrial programmable logic controllers (PLCs), and even slot machines. The standard’s widespread acceptance also results from its generic approach, which deals only with the interface’s electrical parameters. RS-485 does not specify a connector, cable, or protocol. Higher level standards, such as the ANSI’s SCSI standards and the Society of Automotive Engineers’ (SAE’s) J1708 automotive-communication standard, govern these parameters and reference RS-485 for the electrical specifications
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	Network Technologies

(proposed by NGMS)
	5.4.1.1  
 IEEE 802.15.1: Bluetooth Interface
Version:

1.1
Enacted: 

06/14/02
	The Standards Board of the Institute of Electrical and Electronics Engineers Standards Association (IEEE-SA) has approved the IEEE Standard 802.15.1 ("Wireless MAC and PHY Specifications for Wireless Personal Area Networks (WPANs™)", which is adapted from portions of the Bluetooth™ wireless specification.

IEEE licensed wireless technology from the Bluetooth SIG, Inc., to adapt and copy a portion of the Bluetooth specification as base material for IEEE Standard 802.15.1-2002. The approved IEEE 802.15.1 standard is fully compatible with the Bluetooth v1.1 specification. Bluetooth technology defines specifications for small-form-factor, low-cost wireless radio communications among notebook computers, personal digital assistants, cellular phones and other portable, handheld devices, and connectivity to the Internet.

IEEE 802.15.1 defines the standard for wireless ad hoc connections of infotainment products (such as mobile phones, cameras, headsets) over distances of up to 100 m in the 2.4 GHz band. Version 2.0 EDR (enhanced data rate) of the standard, which was adopted at the end of 2004, implements data rates of up to 2.178 Mbit/s.  The wireless protocol standard is primarily used for:

- Headset connectivity

- Synchronization between computers and computer peripherals

- Cellular devices
	Relates to wireless communication devices and peripherals used in computer and networked systems on the base.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ieee802.org/15/pub/TG1.html
2) http://standards.ieee.org/announcements/802151app.html


	Rationale:  

Bluetooth is widely used in personal communication devices and portable handheld devices like Personal Data Assistants (PDAs) that are common in Physical Security Systems.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	C4ISR: Payload Platform
	IEEE 1394: High Performance Serial Bus, December 1995.
Version:

1.1
Enacted: 

06/14/02
	A high-speed serial bus that is intended to provide a low-cost interconnect between cards on the same backplane, cards on other backplanes, and external peripherals. This standard follows the IEEE Std 1212-1991 Command and Status Register (CSR) architecture. Keywords: backplane, bus, computers, high-speed serial bus, interconnect, parallel buses.

Also, know as Firewire, IEEE1394 is a very efficient and fast method to transfer digital video data. It utilizes a single cable between devices to handle audio, video, and commands for two way communication between devices. It eliminates many individual long runs of cable from a central device to peripherals by permitting many devices to be connected in local clusters, and using a single cable to connect to other local clusters.  Audio and video are passed from source to destination through this chain of devices at extremely high speeds, with a minimum speed of 100 Megabits per second, and current implementations at 800 Megabits per second.

A single 1394 port can be used to connect up 63 external devices. In addition to its high speed, 1394 also supports isochronous data -- delivering data at a guaranteed rate. This makes it ideal for devices that need to transfer high levels of data in real-time, such as video devices.
	Relates to video and serial communication protocols used in computer and networked systems on the base.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.1394ta.org/
2) http://standards.ieee.org/announcements/802151app.html


	Rationale:  

This is a mandated DoD standard for C4ISR: Payload Platform systems.
IEEE 1394 is considered one of the best and most reliable technologies for guaranteeing two-way real-time delivery of video and audio signals to networked consumer electronics systems. 1394 can deliver compressed HD video across a network at up to 100 meters between devices with no risk of interruption or distortion.  Other technologies such as Ethernet are not designed with this level of Quality of Service. 

It is widely utilized in Physical Security video and surveillance systems.
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	Network Technologies

(proposed by NGMS)
	USB 2.0: Universal Serial Bus
Version:

2.0
Enacted: 

04/27/00
	USB provides two-way communication between the PC and peripheral devices, making it ideal for many I/O applications. Multiple devices can connect to a system using a series of USB hubs and repeaters. A single USB interface is attached to the motherboard. A Root Hub with up to seven additional ports can be integrated into the main interface, or it can be externally connected with a cable. Each of the seven hubs on the Root Hub can in turn be connected to seven hubs, etc. to a maximum of seven tiers and 127 ports. A unique feature of USB is that a peripheral device can have a hub built into it. These types of peripheral, called “compound devices,” are comprised of a function device and one or more hubs. For example, a USB keyboard can contain an additional USB port for a USB mouse.

USB is generally described as having a tiered star topology, however each device communicates with the host as if it had its own connection. This means that communication from the host centers around a set of hubs/devices, each of which in-turn serves as the center for another set of hubs/devices, etc. However, the hubs are transparent to the software and the devices are addressed individually. Cables are used to create point-to-point connections between devices and USB ports, or to connect one USB hub to another. The maximum cable length is five meters long. However, a repeater hub may be used to extend the distance between the peripheral and the host. There are also special USB repeaters that can be used to extend the connection even further.

USB Specification 1.1 was designed for low to medium speed applications running at less then 12 Mbits/sec. As such it is not suited for high-end data transfer such as high-speed back-ups to hard disks or CDs, high resolution color printing and interactive gaming. The recently released USB Specification 2.0 aims to upgrade the bus for high performance applications. The main difference between Specification 1.1 and 2.0 is that the latter provides for data transfer rates up to 480 Mbits/sec.

USB 2.0 is fully backward compatible with all older USB devices. It merely adds another device class--"high speed device." The USB host controller determines the type of devices attached to it, and then treats them accordingly. In fact, a high-speed USB hub can be used for both high, full (12Mbps), and low (1.5Mbps) speed devices at the same time.
	Relates to serial communication used in computer and networked systems on the base.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.usb.org/home/
2) http://www.usb.org/developers/docs/


	Rationale:  

For low to medium speed data communication applications USB Specification 2.0 provides a clear usability advantage older bus types or serial interfaces. USB peripherals are both Plug and Play and Hot Swappable devices. Further, USB is flexible enough to incorporate up to 127 individual devices into a single system using only one interface.

It is widely utilized in Physical Security computer and peripheral systems.

	


3.5.2 Other Detection Standards
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	Network Technologies

(proposed by NGMS)
	ANSI/ATA 878.1-1999: ARCNET Sensor Networks

Version:

1.0

Enacted: 

01/01/99
	Attached Resource Computer network (ARCNET) is one of the oldest, simplest, and least expensive types of local-area network. ARCnet was introduced by Datapoint Corporation in 1977. It uses a token-ring architecture, supports data rates of 2.5 Mbps, and connects up to 255 computers. A special advantage of ARCnet is that it permits various types of transmission media -- twisted-pair wire, coaxial cable, and fibre optic cable -- to be mixed on the same network.

ARCNET is a simple, predictable, reliable method for sensors and actuators to move small amounts of data very reliable. It is not suitable for high volume data such as image data. ARCNET would never be “selected” by a base AT/FP designer. When used it will simply come with the product being acquired as a built-in component of that product suite. In most cases the sensor or building controls will connect to a small computer (PLC or DCS) which then will connect to the bases IP network and related assessment and CCDE stations.    The preferred method of connecting sensors is via the Foundation Fieldbus but this may not always be available for the desired sensor type.
	This relates to the sensor networks connected to the AT/FP base IP network.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1)  Arcnet Trade Association

http://www.arcnet.com/
2) http://www.webopedia.com/TERM/A/ARCnet.html
3) http://www.comptechdoc.org/independent/networking/guide/netarcnet.html


	Rationale:  

The ARCNET standard is important for AT/FP because many manufacturers of sensors and building controls embed ARCNET in their products. ARCNET is a data-link layer technology with no defined application layer. The sensor or building-controls designer can accurately predict the time it takes for a particular station to gain access to the network and send a message because unlike many more complex protocols ARHNET is deterministic. This is of particular importance for control or robotic applications where timely responses or coordinated actions are needed.
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	None
	ANSI/UL 1610: Standards for Central-Station Burglar-Alarm Units
Version:

1.0
Enacted: 

01/01/86
	The UL 1610 standard cover components of central-station burglar-alarm systems intended and specifically designated for burglary-protection use at mercantile and banking premises, on mercantile safes, and on bank safes and vaults.

The components covered by these requirements are intended for use in a burglar-alarm system in which the operations of electrical protection circuits and devices are transmitted automatically to, recorded in, maintained from, and supervised from a central-station that employs trained operators and alarm investigators who are in attendance at all times.

These requirements serve as the basis of classification of central-station burglar-alarm system transmission methods. The systems may be classified as either standard line security equipment or encrypted line security equipment by virtue of the construction and performance requirements for components of that system. However, requirements covering the complete systems are contained in the Standard for Central-Station Alarm Services, UL 827.
Underwriters Laboratory maintains a Central Station Facility Listing Process used to certify central burglar alarm systems. Standards cover central, local and units linked to a central policy station.
	The UL standards are a large collection of detailed standards covering all aspects of burglar alarms.  UL 1635 for digital alarms covers a number of standard areas.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.fmglobal.com/approvals/resources/approvalstandards/3040.pdf
2) AIR FORCE MANUAL 31-201, VOLUME 3

3) Army field manual: FM 3-19.30 (FM 19-30)

4) USAF Installation Force Protection Guide

5) http://ulstandardsinfonet.ul.com/scopes/1610.html
6) http://www.arcomnet.com/visitor/masterspec/pdfs-mss/13710ev_.pdf


	Rationale:  

No single standards seem to be available that meets the AT/FP requirements. The central Burglar system will have to be integrated with other aspects of the force protection system at a base. For this reason the standards followed should be those published by UL.  Large U. S. suppliers such as Honeywell and GE who have used the UL standards to build a suite of products should be used by an architect designing a force protection system for a base.  The UL standard seems to be the only standard available.  These standards are important for AT/FP because locations within the AT/FP perimeter that house AT/FP communication hubs, equipment, databases, servers or other control equipment should be protected from personnel who are allowed inside the AT/FP perimeter. Such internal sensors (well inside the AT/FP perimeter) for selected sensitive areas would be connected to a “central alarms” location.  This is very similar to a central bugler alarm system except that everything is contained on the base.
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	None
	DARPA Intrusion Detection Systems (Network) 

Version 

2004

Enacted: 

01/01/04
	The science of Intrusion Detection is moving so rapidly that very few standards exist. The Defense Advanced Research Program Agency (DARPA) “Common Intrusion Detection Framework” (CIDF) specifies a set of concepts and guidelines that provide a framework within which Intrusion Detection Systems (IDS) can be understood, compared and designed. An IDS system’s architecture, capabilities and features can be defined in relation to relationships with the DARPA CIDF.  The IETF has formed an Intrusion Detection Working Group (IDWG) that is also providing guidance in regard to IDS standards.  The Gartner Groups “Seven Key Selection Criteria for Network Intrusion Prevention Systems (IPS)” is also a valuable framework for IDS and IPS. The OASIS Security Assertion Markup Language (SAML 2.0) also relates to standard security measures.


	This relates to the overall IT infrastructure security system.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.toplayer.com/pdf/GartnerBrief.pdf
2) http://www.isi.edu/gost/cidf/
3) http://www.isi.edu/gost/cidf/drafts/communication.txt
4) http://www.isi.edu/gost/cidf/drafts/language.txt
5) http://www.isi.edu/gost/cidf/tutorial.html
6) http://www.isi.edu/gost/cidf/drafts/api.txt
7) http://www.ietf.org/internet-drafts/draft-ietf-idwg-requirements-10.txt
8) http://www.ietf.org/internet-drafts/draft-ietf-idwg-idmef-xml-12.txt
9) http://www.ietf.org/internet-drafts/draft-ietf-idwg-beep-idxp-07.txt
10) http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=security


	Rationale: 

With the exception of XML related standards for event format and process as related to IDS, very little in the way of formal standards exist. The DARPA CIDF provides an overview of functionality and operational patterns that define the current state of the art for IDS systems. The DARPA CIDF provides the best formal (defined by a well known, well accepted organization) “standard” for IDS systems.   Other related standards such as the OASIS SAML along with CIDF should be used as criteria for Intrusion prevention or detection systems.
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	Architectures and Applications
(proposed by NGMS)
	IEEE P1451.0: Standard for a Smart Transducer Interface for Sensors and Actuators - Common Functions, Communication Protocols, and Transducer Electronic Data Sheet (TEDS) Formats
Version:

1.0
Enacted: 
03/20/03
	This standard develops a set of common functionality for the family of IEEE P1451 smart transducer interface standards. This functionality is independent of the physical communications media. It includes the basic functions required to control and manage smart transducers, common communications protocols, and media-independent Transducer Electronic Data Sheet (TEDS) formats. It defines a set of implementation-independent application programming interfaces (API). This project does not specify signal conditioning and conversion, physical media, or how the TEDS data are used in applications.
	Relates to smart transducer or smart sensor and actuators (IEEE 1451 family)
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://ieee1451.nist.gov/
2) http://standards.ieee.org


	Rationale:  

Sensor networking has been an important development in Force Protection Systems.  The IEEE 1451 family of standards attempts to improve interoperability among sensors and detection systems.  
The US SensorNet system relies heavily on the 1451 standard.  Oak Ridge National Laboratory (ORNL) developed SensorNet: a comprehensive incident management system for the near-real-time detection, identification, and assessment of chemical, biological, radiological, nuclear, and explosive (CBRNE) threats.

There are several standards in the IEEE P1451 family that all share certain characteristics, but there exists no common set of functions, communications protocols, and TEDS formats that facilitate interoperability among these standards. This standard provides that commonality and simplifies the creation of future standards for different physical layers that are interoperable in the family.
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	Architectures and Applications

(proposed by NGMS)
	IEEE P1451.1-1999: IEEE Standard for a Smart Transducer Interface for Sensors and Actuators - Network Capable Application Processor Information Model

Version:

1.0

Enacted: 

06/26/99
	This standard defines an object model with a network-neutral interface for connecting processors to communication networks, sensors, and actuators. The object model containing blocks, services, and components specifies interactions with sensors and actuators and forms the basis for implementing application code executing in the processor. 

This standard attempts to establish a standard interface for connecting network capable processors to control networks through the development of a common control network information or object model for smart sensors and actuators. The object model includes transducer block, function block, physical block, and network block and their underlying structures. This project will not define individual device algorithms or specifics of what is implemented using the model.
	Relates to smart transducer or smart sensor and actuators (IEEE 1451 family)

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://ieee1451.nist.gov/
2) http://standards.ieee.org


	Rationale:  

Sensor networking has been an important development in Force Protection Systems.  The IEEE 1451 family of standards attempts to improve interoperability among sensors and detection systems.  

Many control network implementations are currently available, each with its own strength and weakness for a specific application class. A common network-independent application model mapping to any sensor/actuator protocol will reduce effort for interfacing smart sensors and actuators to control networks. It will establish interoperability between sensors/actuators and networks, thus enabling plug and play capability. A standard object model will simplify the support of multiple sensor/actuator control network protocols.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Architectures and Applications

(proposed by NGMS)
	IEEE P1451.2-1997: Standard for a Smart Transducer Interface for Sensors and Actuators - Transducer to Microprocessor Communication Protocols and Transducer Electronic Data Sheet (TEDS) Formats  

Version:

1.0

Enacted: 

09/25/98
	This standard defines a digital interface for connecting transducers to microprocessors is defined. A transducer electronic data sheet (TEDS) and its data formats are described. An electrical interface, read and write logic functions to access the TEDS and a wide variety of transducers are defined. This standard does not specify signal conditioning, signal conversion, or how the TEDS data is used in applications.

This document describes a standard digital interface for connecting transducers (defined here as sensors and actuators) to microprocessors. It will define a transducer electronic data sheet (TEDS) and its data formats. It will define an electrical interface, read and write logic functions to access the TEDS and transducers. This interface will be usable by a wide variety of sensors and actuators. This project will not specify signal conditioning, signal conversion, or how the TEDS data are used in application.
	Relates to smart transducer or smart sensor and actuators (IEEE 1451 family)

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://ieee1451.nist.gov/
2) http://standards.ieee.org


	Rationale:  

Sensor networking has been an important development in Force Protection Systems.  The IEEE 1451 family of standards attempts to improve interoperability among sensors and detection systems.  

There is currently no defined independent digital communication interface standard between transducers and microprocessors. Each vendor builds its own interface. Without an independent, openly defined interface, transducer interfacing and integration are time consuming and all vendors' duplicated efforts are economically unproductive. This interface will provide a minimum implementation subset which will allow self-identification and configuration of sensors and actuators and vendor extensibility to provide growth and product differentiation.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Architectures and Applications

(proposed by NGMS)
	IEEE P1451.3-2003: IEEE Standard for a Smart Transducer Interface for Sensors and Actuators - Digital Communication and Transducer Electronic Data Sheet (TEDS) Formats for Distributed Multidrop Systems 

Version:

1.0

Enacted: 

03/31/04
	This standard defines a digital interface for connecting multiple physically separated transducers. It will leverage off the IEEE P1451.1 and IEEE P1451.2 standards. The standard will define the TEDS format, the electrical interface, channel identification protocols, hot swap protocols, time synchronization protocols, and the read and write logic functions used to access the TEDS and transducer data. The standard will not specify signal conditioning, signal conversion, or how an application uses the TEDS data.
	Relates to smart transducer or smart sensor and actuators (IEEE 1451 family)

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://ieee1451.nist.gov/
2) http://standards.ieee.org


	Rationale:  

Sensor networking has been an important development in Force Protection Systems.  The IEEE 1451 family of standards attempts to improve interoperability among sensors and detection systems.  

There is currently no defined independent standard for interfacing multiple physically separated transducers that allows time synchronization of data. Without such a standard, custom transducer interface solutions are required which are time-consuming and costly. The standard will provide a minimum implementation that allows multidrop, hot swapping, self-identification and configuration of transducers that may not be located in the same enclosure, but are confined to a relatively small space.
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	Architectures and Applications

(proposed by NGMS)
	IEEE P1451.4-2004: IEEE Standard for A Smart Transducer Interface for Sensors and Actuators—Mixed-Mode Communication Protocols and Transducer Electronic Data Sheet (TEDS) Formats  

Version:

1.0

Enacted: 

12/06/04
	This standard defines the protocol and interface that allows analog transducers to communicate digital information with an IEEE 1451 object. It also defines the format of the Transducer TEDS. The Transducer TEDS is based on the IEEE 1451.2™ TEDS. The standard does not specify the transducer design, signal conditioning, or the specific use of the TEDS.

 
	Relates to smart transducer or smart sensor and actuators (IEEE 1451 family)

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://ieee1451.nist.gov/
2) http://standards.ieee.org


	Rationale:  

Sensor networking has been an important development in Force Protection Systems.  The IEEE 1451 family of standards attempts to improve interoperability among sensors and detection systems.  

A standard is needed that allows analog transducers to communicate digital information for the purposes of self-identification and configuration. Due to the lack of a standard, some transducer manufacturers have introduced various solutions but have seen limited acceptance. An independent and openly defined standard will reduce risk for potential users, transducer and system manufacturers, and system integrators. This will accelerate the emergence and acceptance of this technology.
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	Application-specific Data Interchange

	Passive RFID Air Interface Class 1: 860MHz -- 930 MHz Class 1 Radio Frequency (RF) Identification Tag Radio Frequency & Logical Communication Interface Specification.
Version:

1.0.1
Enacted: 

11/14/02
	This document specifies the radio frequency communication interface and Reader commanded functionality requirements for an Auto-ID Center Class I radio frequency identification (RFID) Tag operating in the frequency range of 860MHz-930Mhz. A Class I tag is designed to communicate only its unique identifier and other information required to obtain the unique identifier during the communication process.
 
	Relates to the reading, writing, or use of passive RFID tags within the supply chain.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.epcglobalinc.org/standards_technology/specifications.html


	Rationale:  

This is a mandated DoD standard for radio frequency communication interfaces.
This standard is essential for providing interoperability and net-centric services across the Department of Defense enterprise. This standard is mandated in the Department of Defense Information Technology Standards Registry for the management development and acquisition of new and improved systems throughout the Department of Defense.

RFID is used to identify intermodal shipping containers devices (CDD’s).  The primary emphasis is on assuring the physical security of containers.  The security is specifically directed at the opening, closing, or removal of the container doors.  Secondary emphasis is on the detection of the container location, the status of any seals or locks, and the recording of container interactions. 
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	Application-specific Data Interchange


	RF-Tag v2.0: RF-Tag Data Format Specification v2.0

Version:

1.01

Enacted: 

05/10/02
	This document provides a detailed description of the RF-Tag Data Format for the 128K byte SealTag, 128K 410R Tag, and the 412 Tags used in TAV/ITV applications.  This data format is intended to provide a standard means of storing, accessing, and transferring information with RF-Tags.
	Relates to Radio Frequency Identification (RFID) interface standards 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.acq.osd.mil/log/rfid/Policy/RF-Tag%20Data%20Format%20Specification,%20Version%202.0.pdf#search='RFTag%20Data%20Format%20Specification'



	Rationale:  

This is a mandated DoD standard for radio frequency communication interfaces.

This standard is essential for providing interoperability and net-centric services across the Department of Defense enterprise. This standard is mandated in the Department of Defense Information Technology Standards Registry for the management development and acquisition of new and improved systems throughout the Department of Defense.

RFID is used to identify intermodal shipping containers devices (CDD’s).  The primary emphasis is on assuring the physical security of containers.  The security is specifically directed at the opening, closing, or removal of the container doors.  Secondary emphasis is on the detection of the container location, the status of any seals or locks, and the recording of container interactions. 
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	None
	RTCM Paper 136-2001/SC104-STD: RTCM Recommended Standards for Differential GNSS (Global Navigation Satellite Systems) Service, Version 3.0

Version:

3.0

Enacted: 

04/22/04
	This standard is used around the world for differential satellite navigation systems, both maritime and terrestrial.

Global Navigation Satellite Systems (GNSS) provide geographical positioning

information from a constellation of satellites in orbit to receivers at sea, on the ground,

and in the air. The best known of these systems is the U.S. Global Positioning System

(GPS), but the Russian GLONASS system provides a similar service, as will the

European Galileo system. Together they are known as Global Navigation Satellite

Systems, and they can provide position accuracies in the 10 meter to 15 meter range.

Although the satellites have the potential to provide more accurate positions, atmospheric

and other effects degrade the quality of the satellite signals.
	Relates to Global Positioning System (GPS) protocols

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.rtcm.org/overview.php#Standards
2) http://www.rtcm.org/delivery/086-2004-SC104-PR%20-%20DGNSS%20Press%20Release.pdf#search='RTCM%20SC104'



	Rationale:  

This standard allows GPS receivers to listen to Differential Beacon Receivers.

This RTCM SC 104 standard for DGNSS services has proven useful in supporting highly accurate differential and kinematic positioning.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Application-specific Data Interchange


	UHF Passive Tag Air Interface Class 0: 900 MHz Class 0 Radio Frequency (RF) Identification Tag Specification
Version:

1.0
Enacted: 

02/23/03
	This document provides both mandatory and optional specifications for a low cost item identification tag operating in the ultra high frequency band in accordance with accepted and evolving worldwide standards. The tag contains an Electronic Product Code (EPC) used for item identification, a cyclic redundancy check, and a destruct code. The identification of tags is performed using the first two elements, and tag destruction is performed using all three.
 
	Relates to Radio Frequency Identification (RFID) interface standards 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.epcglobalinc.org/standards_technology/Secure/v1.0/UHF-class0.pdf


	Rationale:  

This is a mandated DoD standard for radio frequency communication interfaces.

This standard is essential for providing interoperability and net-centric services across the Department of Defense enterprise. This standard is mandated in the Department of Defense Information Technology Standards Registry for the management development and acquisition of new and improved systems throughout the Department of Defense.

RFID is used to identify intermodal shipping containers devices (CDD’s).  The primary emphasis is on assuring the physical security of containers.  The security is specifically directed at the opening, closing, or removal of the container doors.  Secondary emphasis is on the detection of the container location, the status of any seals or locks, and the recording of container interactions. 




3.6 Surveillance 
	Service Area (AT/FP Category)
	Service (DISR)
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References and Sources
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	Motion Imagery Data Interchange

(Proposed by NGMS)
	EIA-330: Electrical Performance Standards for Closed Circuit Television Camera 525/60 Interlaced 2:1 (ANSI/EIA-330-68)

Version: 

68
Enacted: 

12/01/66
	This Standard consists of Definitions, Standards and Methods of Measurement for those parameters believed to be of importance. They are intended to apply only to locally generated signals.

	Relates to composite video signals, RS-170. 
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.tiaonline.org/standards/search_results2.cfm?document_no=EIA%2D330


	Rationale: 

This standard is recommended by EIA for signals generated by closed-circuit TV cameras scanned at 525/60 and interlaced 2:1. This standard is also used for color television studio electrical signals
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	Motion Imagery Data Interchange

(Proposed by NGMS)
	EIA-343-A: Electrical Performance Standard for High Resolution Monochrome Closed Circuit Television Camera

Version: 

A
Enacted: 

12/01/69
	RS-343 is an EIA (Electronics Industries Association) standard for non-broadcast high resolution monochrome video. RS-343 was introduced later than RS-170 and intended, according to the title, as a signal standard for "high-definition closed-circuit television", which among other things reduced the signal amplitude to 1.00 Vp-p.

This Standard encompasses equipment which operates in the range from 675 to 1023 scanning lines with a field rate of 60 Hz, interlaced 2:1. This Standard consists of (1) Definitions, (2) minimum Standards, and (3) Method of Measurement for those parameters believed to be of importance.
	Relates to composite video signals, RS-170. 
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.tiaonline.org/standards/search_results2.cfm?document_no=EIA%2D343%2DA


	Rationale: 

This standard is recommended by EIA for non-broadcast high resolution monochrome video.
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	Motion Imagery Data Interchange

(Proposed by NGMS)
	ISO/IEC 14496-1:2004: Information technology -- Coding of audio-visual objects -- Part 1: Systems

Version: 

3
Enacted: 

11/23/04
	MPEG-4 is an ISO/IEC standard developed by MPEG (Moving Picture Experts Group)

MPEG-4: ISO/IEC 14496-1:2004 specifies system-level functionalities for the communication of interactive audio-visual scenes. It specifies the following tools:

* a terminal model for time and buffer management;

* a coded representation of metadata for the identification, description and logical dependencies of the elementary streams;

* a coded representation object content information, a descriptive audio-visual content information;

* an interface to intellectual property management and protection systems;

* a coded representation of synchronization information; and

* a multiplexed representation of individual elementary streams in a single stream.


	Relates to MPEG-4 video compression
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=38559&ICS1=35&ICS2=40&ICS3=
2) http://www.chiariglione.org/mpeg/standards/mpeg-4/mpeg-4.htm


	Rationale: 

MPEG-4 enables the production of video content that has far greater reusability, has greater flexibility than is possible today with individual technologies such as digital television, animated graphics, World Wide Web (WWW) pages and their extensions. Also, it is now possible to better manage and protect content owner rights.  For end users, MPEG-4 brings higher levels of interaction with content, within the limits set by the author. 
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	Motion Imagery Data Interchange

(proposed by NGMS)
	ISO/IEC 11172-1:1993: Information technology -- Coding of moving pictures and associated audio for digital storage media at up to about 1,5 Mbit/s -- Part 1: Systems (MPEG-1)

Version:

1.0

Enacted: 

1993
	MPEG-1 Part 1 specifies the system layer of the coding. Was developed principally to support the combination of the video and audio coding methods defined in ISO/IEC 11172-2 and ISO/IEC 11172-3. The system layer supports the following basic functions: the synchronization of multiple compressed streams on playback, the interleaving of multiple compressed streams into a single stream, the initialization of buffering for playback start up, continuous buffer management, and time identification.


	MPEG-1 is an important video codec standard for streaming video.  The others are H.261, H.263, H.264, MJPEG, MPEG2 and, MPEG4.  

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.org/iso/en/prods-services/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=19180&ICS1=35&ICS2=40&ICS3=



	Rationale:  

MPEG-1 is one of the most important video codec standards for streaming video. MPEG-1 is utilized in applications such as video streaming across networks, two-way and multi-way multimedia conferencing, video storage and playback, mobile video communication and messaging, video surveillance, and digital cinema.
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	Motion Imagery Data Interchange
	ISO/IEC 11172-2:1993: Information technology -- Coding of moving pictures and associated audio for digital storage media at up to about 1.5 Mbit/s -- Part 2: Video (MPEG-1)


Version:

Enacted: 


	Specifies the coded representation of video for digital storage media and the decoding process. Is primarily applicable to digital storage media supporting a continuous transfer rate up to about 1.5 Mbit/s, such as compact disc, digital audio tape, and magnetic hard disc, and for non-interlaced video formats having approximately 288 lines of 352 pels and picture rates around 24 Hz to 30 Hz. Nevertheless it can be used more widely than this because of the generic approach taken.
This part of ISO/IEC 11172 was developed in response to the growing need for a common format for representing compressed video on various digital storage media such as CDs, DATs, Winchester disks and optical drives. This part of ISO/IEC 11172 specifies a coded representation that can be used for compressing video sequences to bit rates around 1.5 Mbit/s. The use of this part of ISO/IEC 11172 means that motion video can be manipulated as a form of computer data and can be transmitted and received over existing and future networks.  The coded representation can be used with both 625-line and 525-line television and provides flexibility for use with workstation and personal computer displays.  This part of ISO/IEC 11172 was developed to operate principally from storage media offering a continuous transfer rate of about 1.5 Mbit/s. Nevertheless it can be used more widely than this because the approach taken is generic.
	MPEG-1 is an important video codec standard for streaming video.  The others are H.261, H.263, H.264, MJPEG, MPEG2 and, MPEG4.  

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.org/iso/en/prods-services/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=22411&ICS1=35&ICS2=40&ICS3=


	Rationale:  

The standard is listed in the current DISR listing as a mandated standard for Motion Imagery Data Interchange technologies.

MPEG-1 is one of the most important video codec standards for streaming video. MPEG-1 is utilized in applications such as video streaming across networks, two-way and multi-way multimedia conferencing, video storage and playback, mobile video communication and messaging, video surveillance, and digital cinema.
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	Audio Data Interchange

	ISO/IEC 11172-3:1993: Information technology -- Coding of moving pictures and associated audio for digital storage media at up to about 1,5 Mbit/s -- Part 3: Audio
Version:

1.0
Enacted: 

1993
	This part of ISO/IEC 11172 specifies the encoder which processes the digital audio signal and produces the compressed bitstream, it also describes bitstream decoding and storage.
	MPEG-1 is an important video codec standard for streaming video.  The others are H.261, H.263, H.264, MJPEG, MPEG2 and, MPEG4.  
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.org/iso/en/prods-services/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=22412&ICS1=35&ICS2=40&ICS3=


	Rationale:  

The standard is listed in the current DISR listing as a mandated standard for Audio Data Interchange technologies.
MPEG-1 is one of the most important video codec standards for streaming video. MPEG-1 is utilized in applications such as video streaming across networks, two-way and multi-way multimedia conferencing, video storage and playback, mobile video communication and messaging, video surveillance, and digital cinema.
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	Motion Imagery Data Interchange
	ISO/IEC 13818-1:2000 Generic Coding of Moving Pictures and Associated audio Information-  Part 1: Systems – MPEG- 2

Version: 

2.0

Enacted: 

12/15/2000
	MPEG-2 is an open international standard currently in 9 parts. Part 1 addresses the combining of one or more elementary streams of video and audio as well as other data into single or multiple streams suitable for storage or transmission; each is optimized for a different set of applications. Part 2 builds on the video compression capabilities of the MPEG-1 standard to offer a wide range of coding tools, including pictures with a color resolution of 4:2:2 and a higher bitrate. Part 3 is a backward-compatible multichannel extension of the MPEG-1 Audio standard. Part 4 specifies how tests can be designed to verify whether bitstreams and decoders meet the requirements specified in parts 1, 2, and 3. Part 5, technically not a standard but a technical report, gives a full software implementation of the first three parts of the MPEG-1 standard. Part 6, Digital Storage Media Command and Control (DSM-CC) specifies a set of protocols which provides the control functions and operations specific to managing MPEG-1 and MPEG-2 bitstreams. Part 7 specifies a multichannel audio coding algorithm not constrained to be backward-compatible with MPEG-2 Audio. Part 8 was discontinued for lack of industry interest. Part 9 specifies the real-time interface (RTI) to transport stream decoders which may be used to adapt to all appropriate networks carrying transport streams. And, finally, Part 10 will address the conformance testing of DSM-CC.


	This will be used largely in CCDE where information will be exchanged between external DoD systems.  It may also be used in surveillance and assessment within the Force Protection system of systems.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ncits.org/scopes/1027_1.htm
2) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=31537
3) http://www.iso.ch/iso/en/prods-services/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=31537&ICS1=35&ICS2=40&ICS3=



	Rationale: 

The standard is listed in the current DISR listing as a mandated standard for Motion Imagery technologies.

The MPEG-2 syntax has been found to be efficient for applications such as those at higher bit rates and sample rates (e.g. HDTV). 

It is extensively utilized in the Physical Security areas of detection, surveillance, entry control and communications.
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	Motion Imagery Data Interchange
	ISO/IEC 13818-2:2000:  Generic Coding of Moving Pictures and Associated Audio Information- Part 2: Video – MPEG- 2

Version: 

2000

Enacted: 

01/01/00
	ISO/IEC 13818-2 was jointly developed with the ITU-T where it is known as recommendation H.262.  It describes the syntax (header and bitstream elements) and semantics (algorithms telling what to do with the bits)

Encoding for compressed video and audio data multiplexed with signaling information in a serial bitstream.  The format was initially developed to serve the transmission of compressed television programs via broadcast, cablecast, and satellite, and subsequently adopted for DVD production and for some online delivery systems.  The multiplexed stream may take the form of single-program program streams or to be incorporated with other programs in a multi-program transport stream.


	Standard for digital television, DVD, VoD

This will be used largely in CCDE where information will be exchanged between external DoD systems.  It may also be used in surveillance and assessment within the Force Protection system of systems.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.discover.uottawa.ca/~wenbiao/Research/VideoProcessing/Coding/Standard/MPEG2Video.pdf#search='ISO/IEC%20138181:2000'

2) http://www.ncits.org/scopes/1027_2.htm
3) http://www.iso.ch/iso/en/prods-services/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=31539&ICS1=35&ICS2=40&ICS3=



	Rationale: 

The standard is listed in the current DISR listing as a mandated standard for Motion Imagery technologies.

MPEG-2 is great for high-quality archiving applications and for TV broadcast applications.  In the case of satellite broadcasts, MPEG-2 allows greater than 5 digital channels to be encode using the same bandwidth as used by a single analog channel today, without sacrificing video quality
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	Motion Imagery Data Interchange

(Proposed by NGMS)
	ISO/IEC 14496-2:2004:  Information technology -- Coding of audio-visual objects -- Part 2: Visual

Version: 

3
Enacted: 

05/24/04
	MPEG-4 is an ISO/IEC standard developed by MPEG (Moving Picture Experts Group)

ISO/IEC 14496-2:2004 provides the following elements related to the encoded representation of visual information:

- Specification of video coding tools, object types and profiles, including capability to encode rectangular-based and arbitrary-shaped video objects, capability to define scalable bitstreams and error-resilient encoding tools;

- Specification of coding tools, object types and profiles for mapping of still textures into visual scenes;

- Specification of coding tools, object types and profiles for human face and body animation based on face/body models and additional semantic parameters; and

- Specification of coding tools, object types and profiles for animation of 2D warping grids with uniform and irregular topology.

The Visual specification contains definitions of the bitstream syntax, bitstream semantics and the related decoding process. It does not specify the encoders, which can be optimized in different implementations.
	Relates to MPEG-4 video compression
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=39259&ICS1=35&ICS2=40&ICS3=
2) http://www.chiariglione.org/mpeg/standards/mpeg-4/mpeg-4.htm
3) http://www.m4if.org/mpeg4
4) http://www.wipro.com/insights/mpegv4videodecoder.htm


	Rationale:  

This is a DoD mandated standard for Video Teleconferencing. For video teleconferencing applications and Multipoint Control Units(MCUs), this standard is mandated. For collaboration applications that implement motion video, this standard is mandated.

Video-conferencing and video-telephony have a wide range of applications including desktop and room-based conferencing, video over the Internet and over telephone line, surveillance and monitoring.

In each case, video information (and perhaps audio as well) is transmitted over telecommunication links, including networks, telephone lines, ISDN and radio.  Video has a high “bandwidth” (i.e., many bytes of information per second) and so these applications require video compression or video coding technology to reduce the bandwidth before transmission.
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	Video Teleconferencing
	ITU-T H.264: Advanced Video Coding, July 2002. (ITU-T H.264/ISO/ IEC FCD 14496-10), MPEG-4

Version:

2.0

Enacted: 

07/01/2002
	This International Standard was developed in response to the growing need for higher compression of moving pictures for various applications such as video conferencing, digital storage media, television broadcasting, internet streaming, and communication. It is also designed to enable the use of the coded video representation in a flexible manner for a wide variety of network environments. The use of this Standard allows motion video to be manipulated as a form of computer data and to be stored on various storage media, transmitted and received over existing and future networks and distributed on existing and future broadcasting channels.

The major functionalities that the different parts of the MPEG-4 Standard offer are: Transport, DMIF (Delivery Multimedia Integration Framework), Systems, Audio, and Visual.

The intention of MPEG-4 is to provide compression scheme suitable for video conferencing, i.e., data rates less 64Kbits/s.  MPEG-4 is based on the segmentation of audiovisual scenes into AVOs or “audio/visual objects” which can be multiplexed for transmission over heterogeneous networks.  The MPEG-4 framework focuses on a language called MSDL (MPEG-4 Syntactic Description Language).  MSDL allows applications to construct new codecs by composing more primitive components and providing the ability to dynamically download these components over the Internet. This allows for multiple audio and video codec to be plugged into real-time streaming solutions.

MPEG-4 as an application framework standard, easily incorporates new codec innovations (scalable, flexible codecs) into applications being developed today, without significant rework
	H.264 is an important video codec standard for streaming video.  The others are H.263, H.261, MJPEG, MPEG1 and, MPEG2.  

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.m4if.org/mpeg4
2) http://www.chiariglione.org/mpeg/standards/mpeg-4/mpeg-4.htm
3) http://www.wipro.com/insights/mpegv4videodecoder.htm


	Rationale:  

The standard is listed in the current DISR listing as a mandated standard for Video Teleconferencing technologies
MPEG-4 is one of the most important video codec standards for streaming video, aside from H.262, H.263, MJPEG, MPEG 1, and MPEG 2. MPEG-4 is utilized in applications such as digital television broadcasting, video streaming across networks, two-way and multi-way multimedia conferencing, video storage and playback, mobile video communication and messaging, video surveillance, video-enabled gaming and digital cinema.
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	Motion Imagery Data Interchange

(Proposed by NGMS)
	NTSC/PAL EIA-STD-170-A: Electrical Performance Standards Monochrome Television Studio Facilities
Version: 

A

Enacted: 

11/01/57
	RS-170 is the Video standard for an Unbalanced, 75 ohm (+/- 5%), Point-to-Point, Coax (Cable) interface, at a frequency of 0Hz to 4.5MHz. By definition, the coax cable and BNC connector is Single-Ended. The analog video signal is transmitted at 1v Peak-to-Peak (0.2 to 3 volts Peak-to-Peak). EIA-170 only references a Picture Line Amplifier characteristics and output format, and never mentions a coax cable format. The only inference is a reference to a Single-ended output and a 75 ohm load. 

Color TV (the related NTSC standard called EIA/TIA 170A is used for Color) is called out as using 0.7v [instead of 1v], allowing Black-and-White RS170 to use 0.7 volts as well.

The red, green, blue (RGB) three wire standard related to Composite Video is sometimes called Composite-Video but it contains differences in how it combines color and black and white signals.

The NTSC (National Television Standards Committee) standard for television defines a composite video signal with a refresh rate of 30 frames (interlaced) per second (60 Hz).  Each frame contains 525 lines. 

PAL (Phase Attenuation by Line) is a television signal standard with a refresh rate of 25 frames/ sec (50 Hz).  Each frame contains 625 lines

The North American standard (525-line interlaced raster-scanned video) for the generation, transmission, and reception of television signals.  In the NTSC standard, picture information is transmitted in vestigial-sideband AM and sound information is transmitted in FM. The NTSC works perfectly in a video or closed circuit environment but can exhibit problems of varying hue when used in a broadcast environment. This hue change is caused by shifts in the color sub-carrier phase of the signal.  

PAL is a modified version of NTSC in that the sub-carrier phase was reversed on each second line 

The differences between NTSC and PAL lie in scan rate, color system and transmission frequencies and has impact on the basic operation of equipment conforming to broadcast standard.  Fortunately, video recordings are not affected by the differences, only the TV signal reception equipment.

The bus standards defined above including RS-170 and RS-170A should not be used for between building transmissions. In these cases a network line using encryption and authentication to transmit MPEG over IP is better.
	The NTSC standard is incompatible with most computer video standards, which generally use RGB video signals.  However, special video adapters can be inserted into the computer that converts NTSC signals into computer video signals and vice versa.

NTSC/525 and PAL/625 standards can be converted to each other using commercial Digital Standards Converters.

In addition to North America, the NTSC standard is used in Central America, a number of South American countries, and some Asian countries, including Japan.

PAL is used in the United Kingdom, much of the rest of western Europe, several South American countries, some Middle East and Asian countries, several African countries, Australia, new Zealand, and other Pacific Island countries.  

SECAM (SEquential Couleur Avec Memoire), developed by France is mainly used in France and Russia.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.tiaonline.org/standards/search_results2.cfm?document_no=EIA%2D170
2) http://en.wikipedia.org/wiki/Component_video
3) http://en.wikipedia.org/wiki/NTSC_standard


	Rationale: 

RS-170 deals with the issue of moving video for a distance of a few yards between video related devices. Remote video cameras that can use MPEG standards to compress and IP standards to transmit would not use these bus standards. Devices within a few yards of each other do not use IP or compression since these add cost for function that is not required.  This standard has been around a long time (since 1957) and is not likely to become obsolete for many years.  The RS 170 standard for local video transmission should be used for local connections but longer distances within a base are best treated as network transmissions and should be converted to MPEG over IP.

Analog composite video inputs/outputs are usually NTSC/PAL.  These standards are used in security systems with video component.
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	Motion Imagery Data Interchange

(Proposed by NGMS)
	TIA/EIA-250-C: Electrical Performance for Television Transmission Systems (ANSI/EIA/TIA-250-C-1990) (R2001)
Version: 

C
Enacted: 

02/01/90
	This document specifies the minimal transmission performance characteristics, consistent with good engineering practice, of television transmission of 525-line NTSC color or monochrome video and associated audio signals suitable for television broadcasting or for similar application and digital techniques. These limits are used for the acceptance of new systems or restoration of existing systems after maintenance. It should be noted that transmission systems utilizes analog, digital, or a mixture of analog and digital techniques. Definitions, standards, and methods of measurement are given for both the video and related audio signals being carried from a few hundred feet to thousands of miles, including satellite transmission.
	Relates to NTSC color or monochrome video transmission
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.tiaonline.org/standards/search_results2.cfm?document_no=TIA%2FEIA%2D250%2DC


	Rationale: 

This standard specifies the minimal transmission performance characteristics, consistent with good engineering practice, of television transmission of 525-line NTSC color or monochrome video and associated audio signals suitable for television broadcasting.


	


3.7 Assessment

	Service Area (AT/FP Category)
	Service (DISR)
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources
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	Video Teleconferencing
	ISO/IEC 10918-4 :1999: Information technology -- Digital compression and coding of continuous-tone still images: Registration of JPEG profiles, SPIFF profiles, SPIFF tags, SPIFF color spaces, APPn markers, SPIFF compression types and Registration Authorities (REGAUT), ITU-T T.81, ITU-T Rec. T.84,
Version: 

N
Enacted: 

08/12/99
	CCITT Rec. T.8, ISO/IEC 10918-1, or ITU-T Rec. T.84, ISO/IEC 10918 commonly known as JPEG.   (JPEG File Interchange Format: JFIF, JFI, JPG, JPEG) :
This CCITT Recommendation/International Standard is applicable to continuous-tone  grayscale or color digital still image data. It is applicable to a wide range of applications which require use of compressed images. It is not applicable to bi-level image data.
JPEG itself does not define a common file interchange format to store and transport JPEG data between computer platforms and operating systems.  The JPEG File Interchange Format (JFIF) is a development of C-Cube Microsystems for the purpose of storing JPEG-encoded data.  JFIF is designed to allow file containing JPEG-encoded data streams to be exchanged between otherwise incompatible systems and applications.  A JFIF file is JPEG data stream with few restrictions and an identifying marker.  


	JFIF is the file format used in JPEG applications.  

JPEG is the standard ISO/IEC IS 10918-1/ITU-T Recommendation T.81.  JPEG is considered a proprietary standard.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.w3.org/Graphics/JPEG/jfif.txt
2) Eric Hamilton, JPEG File Interchange Format, Version 1.02, 1 September 1992


	Rationale: 

JPEG images can be created in a range of resolutions by specifying the image quality and provides a compressed image file that may be used in interchange.
Used primarily in graphics and image manipulation programs and largely in IBDC2 where information will be exchanged between external DoD systems.  
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	Still Imagery Data Interchange
	ISO/IEC 15444-1:2004: Information technology -- JPEG 2000 image coding system: Core coding system
Version: 

2
Enacted: 

09/23/04
	This International Standard defines a set of lossless (bit-preserving) and lossy compression methods for coding continuous-tone, bi-level, grey-scale, or color digital still images. This Recommendation/International Standard  

- specifies decoding processes for converting compressed image data to reconstructed image data 

- specifies a codestream syntax containing information for interpreting the compressed image data specifies a file format

- provides guidance on encoding processes for converting source image data to compressed image data

- provides guidance on how to implement these processes in practice.
	JPEG 2000 is referenced in the Face Recognition Interchange Format (ANSI INCITS 385-2004) and the Iris Interchange Format (ANSI INCITS 379-2004)

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=37674&ICS1=35&ICS2=40&ICS3=

2) http://www.jpeg.org/jpeg2000/j2kpart1.html
3) http://webstore.ansi.org/ansidocstore/product.asp?sku=ISO%2FIEC+15444-1%3A2004

	Rationale: 

This is a DoD mandated standard for Still Imagery Data Interchange systems.

The DoD BMO Standards Working Group recommends this Standard as a preferred format for compressing facial image data.  DoD Biometrics Solution Area Applicability: collection and storage
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	Still Imagery Data Interchange
	ISO/IEC 15444-2:2004: Information technology -- JPEG 2000 image coding system: Extensions
Version: 

1
Enacted: 

05/18/04
	ISO/IEC 15444-2:2004 defines a set of lossless (bit-preserving) and lossy compression methods for coding continuous-tone, bi-level, grey-scale, color digital still images, or multi-component images.

ISO/IEC 15444-2:2004:

* specifies extended decoding processes for converting compressed image data to reconstructed image data;

* specifies an extended codestream syntax containing information for interpreting the compressed image data;

* specifies an extended file format;

* specifies a container to store image metadata;

* defines a standard set of image metadata;

* provides guidance on extended encoding processes for converting source image data to compressed image data;

* provides guidance on how to implement these processes in practice.


	Relates to the JPEG 2000 IEC 15444 standards (Parts 1-3)
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=33160&ICS1=35&ICS2=40&ICS3=
2) http://www.jpeg.org/jpeg2000/j2kpart2.html


	Rationale: 

This is a DoD emerging standard for Still Imagery Data Interchange systems.

The JPEG format is widely used in security systems.  Since JPEG provides high compression efficiency, it is a good candidate for wireless multimedia applications. Moreover, due to its high scalability, JPEG enables a wide range of Quality of Service (QoS) strategies for network operators.

The DoD BMO Standards Working Group recommends this Standard as a preferred format for compressing facial image data.  DoD Biometrics Solution Area Applicability: collection and storage
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	Still Imagery Data Interchange

(proposed by NGMS)
	ISO/IEC FCD 15444-3: Information technology -- JPEG 2000 image coding system: Motion JPEG 2000
Version: 

2
Enacted: 

11/04/04
	Part 3 defines a file format called MJ2 (or MJP2) for motion sequences of JPEG 2000 images. Support for associated audio is also included.

MJ2 does not involve inter-frame coding: each frame is coded independently using JPEG 2000. Expected applications include:

* storing video clips taken using digital still cameras

* high-quality frame-based video recording and editing

* digital cinema

* medical and satellite imagery

MJ2, originally defined in ISO/IEC 15444-3:2002 as a standalone document, has now been expressed by ISO/IEC 15444-3:2002/Amd 2:2003 in terms of the ISO Base format, ISO/IEC 15444-12.
	Relates to the JPEG 2000 IEC 15444 standards (Parts 1-3)

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=41570&scopelist=PROGRAMME
2) http://www.jpeg.org/jpeg2000/j2kpart3.html?langsel=en


	Rationale: 

The Motion JPEG format is widely used in video surveillance security systems.   Wireless networks are characterized by the frequent occurrence of transmission errors along with a low bandwidth. Hence, they put strong constraints on the transmission of digital images. Since JPEG2000 provides high compression efficiency, it is a good candidate for wireless multimedia applications. Moreover, due to its high scalability, JPEG2000 enables a wide range of Quality of Service (QoS) strategies for network operators.

The Motion JPEG format is widely used in video surveillance security systems. 
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	Still Imagery Data Interchange

(proposed by NGMS)
	ISO/IEC 15444-3:2002/Amd 2:2003: Motion JPEG 2000 derived from ISO base media file format
Version: 

1
Enacted: 

12/10/03
	Format designed to contain time-based audio-visual information, including video, audio, and other tracks. Bitmapped images (e.g., video frames) are encoded with J2K_C lossless or lossy compression. In contrast to the temporal or inter-frame compression found in formats like MPEG-2, MPEG-4_V, and MPEG-4_AVC, MJP2 frames are represented as separate entities. The ISO_BMFF based file structure is object-oriented and a file can be decomposed into constituent objects very simply, with the structure of the objects inferred directly from their type. Some elements that are part of a content presentation may also be outside the file and incorporated by reference.

The specification permits creators to declare profiles for MJP2 files and specifies the Motion JPEG Simple Profile. 
	Relates to the JPEG 2000 IEC 15444 standards (Parts 1-3)

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=36927&ICS1=35&ICS2=40&ICS3=
2) http://www.digitalpreservation.gov/formats/fdd/fdd000127.shtml


	Rationale: 

The Motion JPEG format is widely used in video surveillance security systems.   Wireless networks are characterized by the frequent occurrence of transmission errors along with a low bandwidth. Hence, they put strong constraints on the transmission of digital images. Since JPEG2000 provides high compression efficiency, it is a good candidate for wireless multimedia applications. Moreover, due to its high scalability, JPEG2000 enables a wide range of Quality of Service (QoS) strategies for network operators.
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	Still Imagery Data Interchange

(proposed by NGMS)
	ISO/IEC 15444-6:2003: Information technology -- JPEG 2000 image coding system -- Part 6: Compound image file format
Version: 

1
Enacted: 

10/21/03
	ISO/IEC 15444-6:2003 defines a normative but optional file format for storing compound images using the JPEG 2000 file format family architecture. A compound image is an image that may contain scanned images, synthetic images or both, and that preferably requires a mix of continuous tone and bi-level compression methods. Besides defining a binary container for a mix of continuous-tone and bi-level images, this format defines a composition model that describes how the multiple images are combined to generate a compound image. This composition model is based on the multi-layer Mixed Raster Content (MRC) imaging model, defined in ITU-T T.44 | ISO/IEC 16485.

The name of the file format defined in this part of ISO/IEC 15444 is JPEG 2000 Multi-layer or JPM. A JPM file uses the file format architecture specified in ITU-T Rec T.800 | ISO/IEC 15444-1. Therefore, a JPM file is a contiguous sequence of boxes. It uses boxes defined for the JP2 file format in ITU-T Rec T.800 | ISO/IEC 15444-1 and the JPX file format defined in ITU-T Rec T.801 | ISO/IEC 15444-2. When stored in traditional computer file systems, files that conform to this International Standard should have the file extension .jpm. On Macintosh file systems, the type code should be 'jpm\040'.

ISO/IEC 15444-6:2003 is useful for applications that store multiple pages, images with mixed content, and/or images that need more structure than provided in JP2000. A JPM file stores a compound image document as a sequence of pages, each of which consists of a sequence of layout objects, each of which in turn consists of an MRC mask-image object pair. A JPM file can support MRC-encoded data, binary-only objects and pages, JPEG 2000-compressed objects and pages, or a mixture of all. Each of these elements (page, layout object, mask/image object) may have a label and associated metadata.
	Relates to the JPEG 2000 IEC 15444 standards (Parts 1-3)

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=35458&ICS1=35&ICS2=40&ICS3=


	Rationale: 

The Motion JPEG format is widely used in video surveillance security systems.   Wireless networks are characterized by the frequent occurrence of transmission errors along with a low bandwidth. Hence, they put strong constraints on the transmission of digital images. Since JPEG2000 provides high compression efficiency, it is a good candidate for wireless multimedia applications. Moreover, due to its high scalability, JPEG2000 enables a wide range of Quality of Service (QoS) strategies for network operators.
ISO/IEC 15444-6:2003 is useful for applications that store multiple pages, images with mixed content, and/or images that need more structure than provided in JP2000.
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	Still Imagery Data Interchange

(proposed by NGMS)
	ISO/IEC FDIS 15444-9: Information technology -- JPEG 2000 image coding system: Interactivity tools, APIs and protocols
Version: 

1
Enacted: 

11/04/04
	ISO/IEC 15444-9:2004 defines, in an extensible manner, syntaxes and methods for the remote interrogation and optional modification of JPEG 2000 codestreams and files in accordance with their definition in the following parts of ISO/IEC 15444:

* ISO/IEC 15444-1:2004 and its definition of a JPEG 2000 codestream and JP2 file format; and

* the JPEG 2000 family of file formats as defined in further parts of ISO/IEC 15444.

In ISO/IEC 15444-9:2004, the defined syntaxes and methods are referred to as the JPEG 2000 Interactive Protocol, "JPIP", and interactive applications using JPIP are referred to as "JPIP systems”.
	Relates to the JPEG 2000 IEC 15444 standards (Parts 1-3)

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=39413&scopelist=PROGRAMME


	Rationale: 

JPIP is a standard for efficient interactive communication of JPEG2000 content, including both meta-data and code-stream elements.   JPIP has been designed to provide efficient data transfer, responsive performance, flexibility and effective random access for JPEG2000 data.  JPIP servers can be developed to efficiently meet the needs of a wide range of applications, from simple image browsing, to sophisticated multi-channel navigation of massive hyperspectral images overlayed with context-dependent meta data.
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	Raster-Image Data Interchange
	GIF v89a: Graphics Interchange Format (GIF)

Version: 

89a

Enacted: 

07/31/90
	GIF is a format for encoding images (e.g., pictures, drawings, etc.) into bits so that a computer can "read" the GIF file and throw the picture up on a computer screen. It is based on a mathematical algorithm called LZW, which is a set of mathematical formulae used to compress images into GIF files.

The Graphics Interchange Format (GIF) is defined in terms of blocks and sub-blocks which contain relevant parameters and data used in the reproduction of a graphic.  AGIF Data Stream is a sequence of protocol blocks and sub-blocks representing a collection of graphics.  In general, the graphics in a Data Stream are assumed to be related to some degree, and to share some control information; it is recommended that encoders attempt to group together related graphics in order to minimize hardware changes during processing and to minimize control information overhead.  


	This will be useful  in IBDC2 capability area where information will be exchanged between external DoD systems.  It may also be used in surveillance and assessment areas.

Refer to the discussion in the Bi-level Image Compression Format for NITFS Relationships section.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.dcs.ed.ac.uk/home/mxr/gfx/2d/GIF89a.txt
2) http://www.danbbs.dk/~dino/whirlgif/gif89.html


	Rationale: 

The standard is listed in the current DISR listing as a mandated standard for Graphics Interchange technologies.

The Graphics Interchange Format (GIF) defines a protocol intended for the on-line transmission and interchange of raster graphic data in a way that is independent of the hardware used in their creation or display.  
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	Graphics Services
	ANSI/ISO/IEC 9636: Computer Graphics Interfacing (CGI) Techniques for Dialogue with Graphics Devices. [Part 2: Control; Part 3: Output; Part 4: Segments; Part 5: Input and Echoing; Part 6: Raster], 1991, Revised 1997.

Version:

X
Enacted: 

12/18/91
	Part 1 of this standard specifies the functions and data exchange requirement of the interface of the device dependent and independent parts of a graphics system. It can be implemented as a software-to-software or software-to-hardware interface. It defines graphic functions, graphic control functions, and the functions that control data representation. It includes a reference model as well as CGI’s relationship to other standards. It does not include protocol definition.

Part 2 of 9636 describes the CGI interface concerned with Virtual Device management, coordinate space control, and error control.  Functionality includes graphic image management and the interrelationship graphic and non-graphic parts of the interface.

Part 3 of 9636 focuses on displaying and generating graphical output.  It includes graphic images and their associated primitives, attributes, and their control of the rendered image.

Part 4 of 9636 deals with the creation, modification and manipulation of segment storage pertaining to Virtual Devices of class OUTPUT and OUTIN.

Part 5 of 9636 describes the Virtual Devices INPUT and OUTIN which provide several methods for obtaining graphical and non-graphical input.

Part 6 of 9636 provides for the creation manipulation and display of raster graphic date stored as pixel data in a device independent manner. It pertains to Virtual Devices of class OUTPUT and OUTIN with display type RASTER."
	This interface standard will allow interoperability among graphics hardware and software.  However, non-COTS graphics development for Force Protection is not expected at this time.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CombinedQueryResult.CombinedQueryResult?queryString=9636


	Rationale:  

This standard is essential for providing interoperability and netcentric services across the DoD enterprise.  The standard is listed in the current DISR listing as a mandated standard for the management development and acquisition of new and improved systems throughout the DoD.
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	Motion Imagery Data Interchange
	MISP v2.4: Motion Imagery Standards Profile (MISP) (Motion Imagery Standards Profile, Version 2.0, 29 November 2001)

Version: 

2.4

Enacted: 

04/08/04
	Motion Imagery Standards Profile (MISP) is a collection of standards and practices on how component systems based on commercial standards can interconnect and provide interoperable service to DoD/IC/NSGI users. For the acquisition of systems that produce, use, or exchange motion imagery information, this standards profile is mandated.

It is the intent of MISP to give users a clear view of the standards they will need to build and operate motion imagery systems.  The MISP includes guidance on uncompressed, compressed, and related imagery sampling structures, motion imagery time standards, motion imagery metadata standards, interconnections, and common language descriptions of motion imagery system parameters.  The technology outlined in the MISP is based on commercially available (or very near term available) systems and components based on defined open standards.

No single commercial motion imagery standard provides all of the guidance necessary to build interoperable systems for use across the diverse missions of DoD/IC/NSGI. MISP embodies a collection of standards and practices on how component systems based on commercial standards can interconnect and provide interoperable service to DoD/IC/NSGI users.  In essence, MISP is a specific technology (motion imagery) domain document that defines concepts necessary for building interoperable, end-to-end motion imagery systems that are based on commercial motion imagery technology.
	Applicable to Detection, Assessment/Surveillance Areas

MISP Version 3.1 supersedes Version 2.4 (8 April 2004), Version 2.0 (28 November 2001) and Version 2.1 (1 March 2001).

It lists ISO/IEC 13818-1 and -2 as standards that MISB has tailored. 

Note that ISO/IEC 13818-1, Part 1 and ISO/IEC 13818-2, Part 2 are treated as separate standards in this TV-1.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://ismc.nga.mil/misb/docs/MISP_31a.doc
2) Motion Imagery Standards Profile, Version 3.1, 9 December 2004, Department of Defense/Intelligence Community/National System for Geospatial Intelligence (DoD/IC/NSGI)



	Rationale: 

The MISP outlines the desired end state of DoD/IC/NSGI motion imagery capabilities.  Not all users will require migration to the highest possible spatial and temporal resolution, but all users should be aware of the target end-objectives. It also provides guidance and direction regarding standardization and interoperability of systems requiring geospatial information or imagery support and those used for the purpose of exploiting and disseminating imagery, imagery intelligence products and geospatial information.

The motion imagery systems referenced in MISP include electro-optical domain (video and television sub domains), infrared, and multispectral/hyperspectral.  Only the first two are currently applicable to Force Protection.  

This Version of the MISP does not contain new standards for infrared systems.
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	Mapping (Geospatial)
	ISO 19101:2002: Geographic information -- Reference model

Version: 

1.0

Enacted: 

07/04/2002
	This International Standard defines the framework for standardization in the field of geographic information and sets forth the basic principles by which this standardization takes place.

This framework identifies the scope of the standardization activity being undertaken and the context in which it takes place. The framework provides the method by which what is to be standardized can be determined and describes how the contents of the standards are related.

Although structured in the context of information technology and information technology standards, this International Standard is independent of any application development method or technology implementation approach.
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data in vector form.  It forms part of an overall conceptual model for geospatial data in vector form that will eventually replace MIL-STF-2407.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator
( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=26002&scopelist=ALL

	Rationale: 

This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data in vector form.
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	Mapping (Geospatial)
	ISO/TS 19103:2005: Geographic information- Conceptual schema language

Version: 

1.0

Enacted: 

07/18/2005
	This International Standard defines the framework for standardization in the field of geographic information and sets forth the basic principles by which this standardization takes place.

This framework identifies the scope of the standardization activity being undertaken and the context in which it takes place. The framework provides the method by which what is to be standardized can be determined and describes how the contents of the standards are related.

Although structured in the context of information technology and information technology standards, this International Standard is independent of any application development method or technology implementation approach.
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data in vector form.  It forms part of an overall conceptual model for geospatial data in vector form that will eventually replace MIL-STF-2407.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator
( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=37800&scopelist=ALL

	Rationale: 

This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data in vector form.
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	Mapping (Geospatial)
	ISO 19106:2004: Geographic information -- Profiles

Version: 

1.0

Enacted: 

06/28/2004
	This standard is intended to define the concept of a profile of the ISO geographic information standards developed by ISO/TC 211 and to provide guidance for the creation of such profiles. Only those components of specifications that meet the definition of a profile contained herein can be established and managed through the mechanisms described in this International Standard. These profiles can be standardized internationally using the ISO standardization process. This document also provides guidance for establishing, managing, and standardizing at the national level (or in some other forum).
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data in vector form.  It forms part of an overall conceptual model for geospatial data in vector form that will eventually replace MIL-STF-2407.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator
( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=26011&scopelist=ALL

	Rationale: 

This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data in vector form.
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	Mapping (Geospatial)
	ISO 19107:2003: Geographic information - Spatial schema
Version: 

1
Enacted: 

05/08/03
	This International Standard (ISO 19107:2003, Geographic information - Spatial schema) specifies conceptual schemas for describing the spatial characteristics of geographic features, and a set of spatial operations consistent with these schemas. It treats vector geometry and topology up to 3 dimensions. It defines standard spatial operations for use in access, query, management, processing, and data exchange of geographic information for spatial (geometric and topological) objects of up to 3 topological dimensions embedded in coordinate spaces of up to 3 axes.

	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data in vector form.  It forms part of an overall conceptual model for geospatial data in vector form that will eventually replace MIL-STF-2407.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator
( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=26012&ICS1=35&ICS2=240&ICS3=70


	Rationale: 

This is a DoD mandated standard for Mapping (Geospatial) systems. 

This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data in vector form.
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	Mapping (Geospatial)
	ISO 19108:2002: Geographic information - Temporal Schema
Version: 

1
Enacted: 

09/12/02
	This International Standard defines the standard concepts needed to describe the temporal characteristics of geographic information as they are abstracted from the real world. Temporal characteristics of geographic information include feature attributes, feature operations, feature associations, and metadata elements that take a value in the temporal domain. The standard also specifies a model for describing the temporal reference systems such as calendars and temporal coordinate systems.  

	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=26013&ICS1=35&ICS2=240&ICS3=70


	Rationale: 

This is a DoD mandated standard for Mapping (Geospatial) systems. 

This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data in vector form.
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	Mapping (Geospatial)
	ISO 19109:2005: Geographic information -- Rules for application schema

Version: 

1

Enacted: 

06/23/2005
	ISO 19109:2005(E) defines rules for creating and documenting application schemas, including principles for the definition of features. Its scope includes the following:

· conceptual modelling of features and their properties from a universe of discourse; 

· definition of application schemas; 

· use of the conceptual schema language for application schemas; 

· transition from the concepts in the conceptual model to the data types in the application schema;
· integration of standardized schemas from other ISO geographic information standards with the application schema.

The following are outside the scope:

· choice of one particular conceptual schema language for application schemas;
· definition of any particular application schema;
· representation of feature types and their properties in a feature catalogue;
· representation of metadata;
· rules for mapping one application schema to another;
· implementation of the application schema in a computer environment;
· computer system and application software design;
· programming.
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator
( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=39891&scopelist=ALL


	Rationale: 

This is a DoD emerging standard for Mapping (Geospatial) systems. 

This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data in vector form.
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	Mapping (Geospatial)
	ISO 19110: 2005: Geographic information Methodology for feature cataloguing
Version: 

1
Enacted: 

02/11/05


	ISO 19110:2005 defines the methodology for cataloguing feature types and specifies how the classification of feature types is organized into a feature catalogue and presented to the users of a set of geographic data. ISO 19110:2005 is applicable to creating catalogues of feature types in previously uncatalogued domains and to revising existing feature catalogues to comply with standard practice. ISO 19110:2005 applies to the cataloguing of feature types that are represented in digital form. Its principles can be extended to the cataloguing of other forms of geographic data.

ISO 19110:2005 is applicable to the definition of geographic features at the type level. ISO 19110:2005 is not applicable to the representation of individual instances of each type and excludes spatial, temporal, and portrayal schemas as specified in ISO 19107, ISO 19108, and the future ISO 19117, respectively. It also excludes collection criteria for feature instances.

ISO 19110:2005 may be used as a basis for defining the universe of discourse being modeled in a particular application, or to standardize general aspects of real world features being modeled in more than one application.
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence. 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=39965&ICS1=35&ICS2=240&ICS3=70


	Rationale: 

This is a DoD mandated standard for Mapping (Geospatial) systems. 

This standard is applicable to creating catalogues of feature types in previously uncatalogued domains and to revising existing feature catalogues to comply with standard practice. While it specifically applies to the cataloguing of feature types that are represented in digital form, its principles can be extended to the cataloguing of other forms of geographic data.
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	Mapping (Geospatial)
	ISO 19111:2003: Geographic information - Spatial referencing by coordinates
Version: 

1

Enacted: 

08/05/2004
	This standard defines the conceptual schema for the description of spatial referencing by coordinates. It describes the minimum data required to define one-, two- and three-dimensional coordinate reference systems. It allows additional descriptive information to be provided. It also describes the information required to change coordinate values from one coordinate reference system to another.

This standard is applicable to producers and users of geographic information. Although it is applicable to digital geographic data, its principles can be extended to many other forms of geographic data such as maps, charts, and text documents.
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=26016&scopelist=ALL


	Rationale: 

This is a DoD mandated standard for Mapping (Geospatial) systems. 

This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data in vector form.
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	Mapping (Geospatial)
	ISO 19112:2003: Geographic information - Spatial referencing by geographic identifiers

Version: 

1

Enacted: 

10/21/2003
	This standard defines the conceptual schema for spatial references based on geographic identifiers. It establishes a general model for spatial referencing using geographic identifiers, defines the components of a spatial reference system and defines the essential components of a gazetteer. Spatial referencing by coordinates is not addressed in this document; however, a mechanism for recording complementary coordinate references is included.

This standard assists users in understanding the spatial references used in datasets. It enables gazetteers to be constructed in a consistent manner and supports the development of other standards in the field of geographic information. It is applicable to digital geographic data, and its principles may be extended to other forms of geographic data such as maps, charts and textual documents.
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=26017&scopelist=ALL

	Rationale: 

This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data in vector form.
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	Mapping (Geospatial)
	ISO 19113:2002: Geographic information - Quality principles

Version: 

1

Enacted: 

11/20/2002
	This standard establishes the principles for describing the quality of geographic data and specifies components for reporting quality information. It also provides an approach to organizing information about data quality.

This standard is applicable to data producers providing quality information to describe and assess how well a dataset meets its mapping of the universe of discourse as specified in the product specification, formal or implied, and to data users attempting to determine whether or not specific geographic data is of sufficient quality for their particular application. This International Standard should be considered by organizations involved in data acquisition and purchase, in such a way that it makes it possible to fulfil the intentions of the product specification. It can additionally be used for defining application schemas and describing quality requirements.

As well as being applicable to digital geographic data, the principles of this standard can be extended to identify, collect and report the quality information for a geographic dataset, its principles can be extended and used to identify, collect and report quality information for a dataset series or smaller groupings of data that are a subset of a dataset.

Although this standard is applicable to digital geographic data, its principles can be extended to many other forms of geographic data such as maps, charts and textual documents.

This standard does not attempt to define a minimum acceptable level of quality for geographic data.
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=26018&scopelist=ALL

	Rationale: 

This is a DoD mandated standard for Mapping (Geospatial) systems. 

This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data in vector form.
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	Mapping (Geospatial)
	ISO 19114:2003: Geographic information - Quality evaluation procedures

Version: 

1

Enacted: 

09/04/2003
	This standard provides a framework of procedures for determining and evaluating quality that is applicable to digital geographic datasets, consistent with the data quality principles defined in ISO 19113. It also establishes a framework for evaluating and reporting data quality results, either as part of data quality metadata only, or also as a quality evaluation report.

This standard is applicable to data producers when providing quality information on how well a dataset conforms to the product specification, and to data users attempting to determine whether or not the dataset contains data of sufficient quality to be fit for use in their particular applications.

Although this standard is applicable to all types of digital geographic data, its principles can be extended to many other forms of geographic data such as maps, charts and textual documents.
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=26019&scopelist=ALL

	Rationale: 

This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data in vector form.
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	Mapping (Geospatial)
	ISO 19115:2003: Geographic information - Metadata
Version: 

1

Enacted: 

05/08/2003
	This standard defines the schema required for describing geographic information and services. It provides information about the identification, the extent, the quality, the spatial and temporal schema, spatial reference, and distribution of digital geographic data.

This standard defines:

· mandatory and conditional metadata sections, metadata entities, and metadata elements;
· the minimum set of metadata required to serve the full range of metadata applications (data discovery, determining data fitness for use, data access, data transfer, and use of digital data);
· optional metadata elements - to allow for a more extensive standard description of geographic data, if required;
· a method for extending metadata to fit specialized needs.

Though this standard is applicable to digital data, its principles can be extended to many other forms of geographic data such as maps, charts, and textual documents as well as non-geographic data.


	This standard is applicable to:

· the cataloguing of datasets, clearinghouse activities, and the full description of datasets;
· geographic datasets, dataset series, and individual geographic features and feature properties.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=26020&scopelist=ALL

	Rationale: 

This is a DoD mandated standard for Mapping (Geospatial) systems. 

This International Standard is applicable to: the cataloguing of datasets, clearinghouse activities, and the full description of datasets; geographic datasets, dataset series, and individual geographic features and feature properties.
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	Mapping (Geospatial)
	ISO 19116:2004: Geographic information - Positioning services
Version: 

1

Enacted: 

06/24/2004
	This standard specifies the data structure and content of an interface that permits communication between position-providing device(s) and position-using device(s) so that the position-using device(s) can obtain and unambiguously interpret position information and determine whether the results meet the requirements of the use. A standardized interface of geographic information with position allows the integration of positional information from a variety of positioning technologies into a variety of geographic information applications, such as surveying, navigation and intelligent transportation systems. 
	This standard will benefit a wide range of applications for which positional information is important.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=37805&scopelist=ALL

	Rationale: 

This International Standard is applicable to: the cataloguing of datasets, clearinghouse activities, and the full description of datasets; geographic datasets, dataset series, and individual geographic features and feature properties.


	( Comms.

( C2 & Display

( Access Cntrl.

(Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)
	ISO 19117:2005: Geographic information - Portrayal
Version: 

1

Enacted: 

06/15/2005
	This standard defines a schema describing the portrayal of geographic information in a form understandable by humans. It includes the methodology for describing symbols and mapping of the schema to an application schema. It does not include standardization of cartographic symbols, and their geometric and functional description.
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=40395&scopelist=ALL

	Rationale: 

This International Standard is applicable to: the cataloguing of datasets, clearinghouse activities, and the full description of datasets; geographic datasets, dataset series, and individual geographic features and feature properties.


	( Comms.

( C2 & Display

( Access Cntrl.

(Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)
	ISO 19118:2005: Geographic information - Encoding
Version: 

1

Enacted: 

08/15/2005
	This International Standard specifies the requirements for defining encoding rules to be used for interchange

of geographic data within the ISO 19100 series of International Standards.

This International Standard specifies:

- requirements for creating encoding rules based on UML schemas,

- requirements for creating encoding services,

- an informative XML based encoding rule for neutral interchange of geographic data.

This International Standard does not specify any digital media, it does not define any transfer services or transfer protocols, nor does it specify how to encode inline large images.
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=37796&scopelist=ALL

	Rationale: 

This International Standard is applicable to: the cataloguing of datasets, clearinghouse activities, and the full description of datasets; geographic datasets, dataset series, and individual geographic features and feature properties.


	( Comms.

( C2 & Display

( Access Cntrl.

(Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)
	ISO 19119:2005: Geographic information - Services
Version: 

1

Enacted: 

02/10/2005
	This standard identifies and defines the architecture patterns for service interfaces used for geographic information, defines its relationship to the Open Systems Environment model, presents a geographic services taxonomy and a list of example geographic services placed in the services taxonomy. It also prescribes how to create a platform-neutral service specification, how to derive conformant platform-specific service specifications, and provides guidelines for the selection and specification of geographic services from both platform-neutral and platform-specific perspectives.
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=39890&scopelist=ALL

	Rationale: 

This is a DoD mandated standard for Mapping (Geospatial) systems. 

This International Standard is applicable to: the cataloguing of datasets, clearinghouse activities, and the full description of datasets; geographic datasets, dataset series, and individual geographic features and feature properties.



	( Comms.

( C2 & Display

( Access Cntrl.

(Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)
	ISO 19120:2001: Geographic information - Functional standards
Version: 

1

Enacted: 

07/12/2001
	This standard identifies and defines the architecture patterns for service interfaces used for geographic information, defines its relationship to the Open Systems Environment model, presents a geographic services taxonomy and a list of example geographic services placed in the services taxonomy. It also prescribes how to create a platform-neutral service specification, how to derive conformant platform-specific service specifications, and provides guidelines for the selection and specification of geographic services from both platform-neutral and platform-specific perspectives.
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=28928&scopelist=ALL

	Rationale: 

This International Standard is applicable to: the cataloguing of datasets, clearinghouse activities, and the full description of datasets; geographic datasets, dataset series, and individual geographic features and feature properties.



	( Comms.

( C2 & Display

( Access Cntrl.

(Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)
	ISO 19122:2004: Geographic information / Geomatics -- Qualification and certification of personnel

Version: 

1

Enacted: 

11/23/2004
	This standard is applicable to the following aspects of the field of Geographic Information/Geomatics:

To develop a Type 3 report, which describes a system for the qualification and certification, by a central independent body, of personnel in the field of Geographic Information/Geomatics.

To define the boundaries between Geographic Information/ Geomatics and other related disciplines and professions.

To specify technologies and tasks pertaining to Geographic Information/Geomatics.

To establish skill sets and competency levels for technologists, professional staff and management in the field.

To research the relationship between this initiative and other similar certification processes performed by existing professional associations.

To develop a plan for the accreditation of candidate institutions and programs, for the certification of individuals in the workforce, and for collaboration with other professional bodies.
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=31088&scopelist=ALL

	Rationale: 

This International Standard is applicable to: the cataloguing of datasets, clearinghouse activities, and the full description of datasets; geographic datasets, dataset series, and individual geographic features and feature properties.



	( Comms.

( C2 & Display

( Access Cntrl.

(Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)
	ISO 19125-1:2004: Geographic information - Simple feature access -- Part 1: Common architecture

Version: 

1

Enacted: 

08/09/2004
	This standard establishes a common architecture for geographic information and defines terms to use within the architecture. It also standardizes names and geometric definitions for Types for Geometry.

This standard does not place any requirements on how to define the Geometry Types in the internal schema nor does it place any requirements on when or how or who defines the Geometry Types. ISO 19125-1:2004 does not attempt to standardize and does not depend upon any part of the mechanism by which Types are added and maintained.

  
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=40114&scopelist=ALL

	Rationale: 

This International Standard is applicable to: the cataloguing of datasets, clearinghouse activities, and the full description of datasets; geographic datasets, dataset series, and individual geographic features and feature properties.



	( Comms.

( C2 & Display

( Access Cntrl.

(Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)
	ISO 19125-2:2004: Geographic information - Simple feature access -- Part 2: SQL option

Version: 

1

Enacted: 

08/09/2004
	This part of ISO 19125:2004 specifies an SQL schema that supports storage, retrieval, query and update of simple geospatial feature collections via the SQL Call Level Interface (SQL/CLI) and establishes an architecture for the implementation of feature tables.

This part of ISO 19125:2004 defines terms to use within the architecture. of geographic information and defines a simple feature profile of ISO 19107. In addition, this part of ISO 19125:2004 describes a set of SQL Geometry Types together with SQL functions on those types. The Geometry Types and Functions described represent a profile of ISO 13249-3.

This part of ISO 19125:2004 standardizes the names and geometric definitions of the SQL Types for Geometry and the names, signatures and geometric definitions of the SQL Functions for Geometry.

This part of ISO 19125:2004 does not attempt to standardize and does not depend upon any part of the mechanism by which Types are added and maintained in the SQL environment, including the following:

· the syntax and functionality provided for defining types;
· the syntax and functionality provided for defining SQL functions;
· the physical storage of type instances in the database;

specific terminology used to refer to User Defined Types, for example, UDT.
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=40115&scopelist=ALL

	Rationale: 

This International Standard is applicable to: the cataloguing of datasets, clearinghouse activities, and the full description of datasets; geographic datasets, dataset series, and individual geographic features and feature properties.



	( Comms.

( C2 & Display

( Access Cntrl.

(Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)
	ISO 19127:2005: Geographic information - Geodetic codes and parameters

Version: 

1

Enacted: 

06/23/2005
	This standard establishes a common architecture for geographic information and defines terms to use within the architecture. It also standardizes names and geometric definitions for Types for Geometry.

This standard does not place any requirements on how to define the Geometry Types in the internal schema nor does it place any requirements on when or how or who defines the Geometry Types. ISO 19125-1:2004 does not attempt to standardize and does not depend upon any part of the mechanism by which Types are added and maintained.

  
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=41784&scopelist=ALL

	Rationale: 

This International Standard is applicable to: the cataloguing of datasets, clearinghouse activities, and the full description of datasets; geographic datasets, dataset series, and individual geographic features and feature properties.



	( Comms.

( C2 & Display

( Access Cntrl.

(Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)
	ISO 19133:2005: Geographic information - Location-based services -- Tracking and navigation

Version: 

1

Enacted: 

10/21/2005
	This standard describes the data types, and operations associated with those types, for the implementation of tracking and navigation services. It is designed to specify web services that can be made available to wireless devices through web-resident proxy applications, but is not restricted to that environment.
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=32551&scopelist=ALL

	Rationale: 

This International Standard is applicable to: the cataloguing of datasets, clearinghouse activities, and the full description of datasets; geographic datasets, dataset series, and individual geographic features and feature properties.



	( Comms.

( C2 & Display

( Access Cntrl.

(Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)
	DGIWG FACC: DGIWG Feature and Attribute Coding Catalogue
Version: 

1.2
Enacted: 

05/01/93
	This NATO Standard (DGIWG Feature and Attribute Coding Catalogue - FACC) specifies geospatial information concepts used by member nations of the multi-national Digital Geographic Information Working Group (DGIWG) community. These concepts characterize aspects of real-world entities (or objects) and related properties, including those that are not necessarily visible or have a tangible physical form (e.g., airspace). The DGIWG FACC is a comprehensive dictionary and coding scheme for feature types, feature attributes (properties or characteristics associated with features), and attribute values (domain of feature attributes).

A standardized dictionary is required to support encoding in order to maximize interoperability and to understand the production, exchange, distribution, and exploitation of digital geographic data. The DGIWG FACC has not been developed to satisfy the requirements of any single application, product, or database. It is intended to be independent from level of resolution (scale), representation, and portrayal. The appropriate selection of DGIWG FACC feature types and feature attributes are intended to be implemented as part of the overall solution for an application, by means of a database (supported by a data schema or model), a product, or dataset (defined according to a format specification and a data model).

The DGIWG FACC allows for individual nations to define ""national"" feature types and feature attributes for cases where such feature types and feature attributes are not readily defined in the normative DGIWG FACC. National extensions are not specified within the normative DGIWG FACC, and may not support interoperability. National extensions may, if proposed and approved, be incorporated into future editions of the normative DGIWG FACC.
	Relates to the Digital Geographic Information Exchange Standard (DIGEST)
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.digest.org/Overview2.htm
2) http://www.digest.org/Site.htm


	Rationale: 

This is a DoD mandated standard for Mapping (Geospatial) systems. 

The standard is considered the authoritative reference for digital geographic data producers. 


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Technical Data Interchange (graphics)

Raster/Image Data Interchange
	ISO/IEC 15948:2003: Portable Network Graphics (PNG): Functional Specification Final Committee Draft (FCD), 2000.

Version: 

2003

Enacted: 

11/10/03
	This Standard describes PNG, an extensible file format for the lossless, portable, well-compressed storage of raster images.  PNG provides a patent-free replacement for GIF (Graphics Interchange Format) and can also replace many common uses of TIFF (Tagged) Image File Format). Key features of PNG are: (1) 100% lossless compression, (2) better compression than GIF/LZW method, (3) true color images up to 48 bits per pixel, (4) gray scale images up to 16 bits per pixel, (5) full Alpha Channel and transparency support, (6) palette-mapped images to 256 colors, (7) streamability and progressive display, and (8) complete hardware and platform independence.

PNG is designed to work well in online viewing applications, such as the World Wide Web, so it is fully streamable with a progressive display option.  PNG is robust, providing both full file integrity checking and simple detection of transmission errors.  PNG can store gamma and chromaticity data for improved color matching on heterogeneous platforms

This specification defines an internet media type image/png

The document ISO/IEC 15948:2003 has the exact identical content as 14 October 2003 W3C Recommendation of the PNG Specification.  The two documents differ in the cover pager and boilerplate differences as appropriate to the two organizations.
	The PNG format was designed to replace the older and simpler GIF and, to some extent, the much more complex TIFF. Consider the two typical major uses of these formats: World Wide Web and image-editing.  

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.w3.org/TR/PNG/
2) http://www.w3.org/Graphics/PNG/
3) http://www.libpng.org/pub/png/pngintro.html
4) http://www.libpng.org/pub/png/
5) http://www.group42.com/png.htm


	Rationale: 

This is a mandated DoD standard for Technical Data Interchange (graphics) Raster/Image Data Interchange systems.

PNG provides a number of improvements over GIF format which is widely used in the Internet.  Foremost of the improvement is the fact that PNG is patent-free and platform independent.  PNG is not intended to replace the JPEG format, which is “lossy” but lets the creator make a trade-off between file size and image quality when the image is compressed.


3.8 Delay Denial and Response 

	Service Area (AT/FP Category) 
	Service (DISR) 
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Access Control

(proposed by NGMS)
	ASMT F792-01e2: Standard Practice for Evaluating the Image Performance of Security X-RAY systems.

Version:

e2

Enacted:

2003
	ASMT F792-01e2 standard practice applies to all X-ray based screening systems, with tunnel apertures up to 1 m wide 1 m high, whether it is a conventional X-ray system or an explosives detection system (EDS) that provides a projection or projection/scatter image for an operator to interpret. This practice applies to X-ray systems used for the screening for prohibited items such as weapons, explosives, and explosive devices in baggage, packages, cargo, or mail.
	This standard relates to base entry points through which containers are moved that are screened by x-ray equipment

OV-2 Relationship:

( External Connection with C2

(C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://webstore.ansi.org/ansidocstore/product.asp?sku=ASTM+F792-01e2


	Rationale: 

This standard establishes quantitative and qualitative methods for evaluating x-ray screen systems. 



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Access Control

(proposed by NGMS)
	ASTM F1468-04 Standard Practice for Evaluation of Metallic Weapons Detectors for Controlled Access Search and Screening

Version:

2004

Enacted:

01/01/04
	This ASTM standard establishes standard methods for the evaluation of walk-through metal weapons detectors and criteria for testing metal detection performance. This practice specifies certain health, safety, and human factors criteria pertaining to the usage of the detection equipment. This practice requires the use of non-standardized (user-supplied) test objects and test equipment. Evaluations made using the procedures outlined in this practice can be used for comparative evaluations only if the tests are made with the same equipment and test objects. This practice is intended for use by manufacturers and evaluators of electromagnetic field devices used for screening persons entering into controlled access areas. It is not intended to set performance nor limit or constrain operating technologies, nor is it a document for use by individual operators or users of such equipment at specific access control points. The values stated in SI units are to be regarded as the standard. Other units given in parentheses are for information only. This standard does not purport to address all of the safety concerns, if any, associated with its use. It is the responsibility of the user of this standard to establish appropriate safety and health practices and determine the applicability of regulatory limitations prior to use.


	This standard relates to base entry points screening persons by metallic weapons detection equipment.

OV-2 Relationship:

( External Connection with C2

(C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://webstore.ansi.org/ansidocstore/product.asp?sku=ASTM+F1468%2D04a
2) http://www.astm.org/cgi-bin/SoftCart.exe/DATABASE.CART/REDLINE_PAGES/F1468.htm?E+mystore


	Rationale: 

When metallic weapons screening equipment is acquired as part of a base hardening project this broadly accepted industry standard facilitates comparative evaluation of the technology being offered by the various responders to an RFP.  The RFP should specify the test objects so that all vendors use equivalent objects thus making their testing results useful for comparisons.  



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Access Control

(proposed by NGMS)
	F1448-93a(1999):  Standard Guide for Selection of Security Technology for Protection Against Counterfeiting, Alteration, Diversion, Duplication, Simulation, and Substitution (CADDSS) of Products or Documents

Version:

93a

Enacted:

01/01/99
	This ASTM standard is intended to assist the user in the selection of anti-counterfeiting technology as follows:

By determining what the user's requirements are as related to product or document by completing the user's specific CADDSS versus parameters matrix, and

By comparing the user's requirements matrix to a security technology feature matrix prepared by a knowledgeable person using the CADDSS versus parameters matrix.

This guide does not address or evaluate specific technologies, but rather provides a path when utilizing the matrix in Table 1 that allows proper evaluation of features of technologies available for use in the application.
	This standard relates to base entry points screening.

OV-2 Relationship:

( External Connection with C2

(C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.astm.org/cgi-bin/SoftCart.exe/DATABASE.CART/REDLINE_PAGES/F1448.htm?L+mystore+jnmm9691+1126587005


	Rationale: 

This standard specifies methods to detect counterfeit security documents.  This is a vital part access screening systems.  These screening systems are used throughout military bases and entry points.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Access Control

(proposed by NGMS)
	F2401-04:  Standard Practice for Security Checkpoint Metal Detector Screening of Persons with Medical Devices

Version:

Enacted:


	The following practice is intended to address the needs and concerns of persons with implanted, active, medical devices or active ambulatory medical devices, as well as passive implanted medical devices, while maintaining the integrity of the security checkpoint.

Active and passive implanted medical devices are being used at an increasing rate as a means to prolong and improve quality of life. Although these medical devices are typically designed to operate in the electromagnetic environment experienced in daily life, there is a potential for the disruption of active medical device function when exposed to certain electromagnetic fields emitted by commonly encountered electrically powered products, including handheld and walk-through metal detectors used in security checkpoint screening. In addition, some active or passive implanted devices may trigger the unintended alarm of the metal detector.
	This standard relates to base entry points screening.

OV-2 Relationship:

( External Connection with C2

(C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.astm.org/cgi-bin/SoftCart.exe/DATABASE.CART/REDLINE_PAGES/F2401.htm?L+mystore+jnmm9691+1126587005


	Rationale: 

This standard establishes quantitative and qualitative methods for evaluating checkpoint metal detection screening systems. 



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Access Control

(proposed by NGMS)
	F2069-00: Standard Practice for Evaluation of Explosives Vapor Detectors

Version:

2000

Enacted:

01/01/00
	This practice is for the laboratory evaluation and selection of explosives vapor detectors.
	This standard relates to base entry points screening.

OV-2 Relationship:

( External Connection with C2

(C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.astm.org/cgi-bin/SoftCart.exe/DATABASE.CART/REDLINE_PAGES/F2069.htm?L+mystore+jnmm9691+1126587005


	Rationale: 

This standard specifies methods to detect explosives.  This is a vital part screening systems.  These screening systems are used throughout military bases and entry points.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Access Control

(proposed by NGMS)
	Joint Architecture for Unmanned Ground Systems. JAUS Reference Architecture RA V3.2 - Parts 1-3
Version:

3.2
Enacted:

08/13/04
	The Joint Architecture for Unmanned Systems (JAUS) is the architecture defined for use in the research, development and acquisition of Unmanned Systems.  The overall scope of JAUS is defined in three separate volumes.  Volume I is the JAUS Domain Model, Volume II is the JAUS Reference Architecture, and Volume III is the JAUS Document Control Plan.  The Reference Architecture Specification is comprised of three parts:  Architecture Framework, Message Definition, and Message Set.
The Reference Architecture (RA) is the technical specification that the Developer shall use to implement JAUS on the Unmanned System.  It is also the document that will be used by the Acquirer to assess technical compliance.  
OSD chartered the JAUS Working Group (WG) in 1998. Since then, the WG has made significant progress in developing the architecture. The WG consists of members from the Government, industry and academia. The JAUS documentation produced to date include the Reference Architecture Specification, the Domain Model, a Document Control Plan, and the JAUS WG Standard Operating Procedures (SOP). A Compliance Plan, Transport Plan and User's Handbook are under development.


	Relates to unmanned robotic control systems.

OV-2 Relationship:

( External Connection with C2

(C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.jauswg.org/baseline/current_baseline.shtml
2) http://www.jauswg.org/index.shtml


	Rationale: 

JAUS is sponsored by the Office of the Under Secretary of Defense (OUSD) for Acquisition, Technology and Logistics.  JAUS is mandated for use by all of the programs in the Joint Robotics Program (JRP). This initiative is to develop an architecture for the Domain of unmanned systems. JAUS is an upper level design for the interfaces within the domain of Unmanned Ground Vehicles.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Access Control

(proposed by NGMS)
	F883-04: Standard Performance Specification for Padlocks

Version:

2004

Enacted:

01/01/04
	This ASTM specification covers environmental, functional, operational, and security requirements for padlocks. Included are function descriptions, cycle tests, operational tests, environmental tests, forcing tests, and surreptitious entry tests. No effort has been made to include criteria for specially made padlocks used by the Department of Defense or others in highly sensitive locations.

This specification describes and grades various levels of performance to provide users of the specification with criteria upon which to select suitable padlocks.
	This standard relates to base entry points screening.

OV-2 Relationship:

( External Connection with C2

(C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	3) http://www.astm.org/cgi-bin/SoftCart.exe/DATABASE.CART/REDLINE_PAGES/F883.htm?L+mystore+jnmm9691+1126598964


	Rationale: 

This standard specifies minimum performance criteria for locking padlocks.  



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	
	UL 1203: Explosion Proof and Dust-Ignition Proof Electrical Equipment
Version:

3
Enacted:

09/07/00
	UL 1203 sets the requirements for explosion-proof and dust-ignition proof electrical equipment for use in hazardous (designated) locations, Class 1, Division 1, groups A, B, C, and D, and Class II, Division 1, Groups E, F, and G, in accordance with the National Electrical code, NFPA 70.  Standard requirements cover equipment for use under the following atmospheric conditions:

(1) Ambient temperature -50 deg C (-58 deg F)

(2) Oxygen concentration < 21% by volume

(3) Barometric pressure of 1 atm.
	Complements other UL and MIL standards relating to safety and robustness of equipment
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://ulstandardsinfonet.ul.com/scopes/1203.html
2) http://ulstandardsinfonet.ul.com/catalog/


	Rationale: 

Standard for integrity of equipment


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	
	US DOS SD-STD-02-.01, Revision A: Vehicle Anti-Ram Barriers  

Version

SD STD 02.01, Rev A

Enacted:

03/01/03
	The Department of State (DOS) has created a standard for anti-ram barriers. Prior to DOS certification, vehicle barriers must be tested by an independent crash test facility to meet DOS standards. The test specifies perpendicular barrier impact by a 15,000 lb (6810kg) vehicle. The standards and requirements that a potential offeror (or its product) must satisfy in order to become qualified are found in the following documents: Department of State (DOS) standard, SD-STD-02.01(latest revision), Specification for Vehicle Crash Test of Perimeter Barriers and Gates and 12 FAH 5, Foreign Affairs Handbook. The specifications for these products are the least restrictive to meet the purposes necessitating the establishment of this qualification requirement. All requests for copies of these specifications and standards must be in writing and submitted to U.S. Department of State, DS/PSP/PSD, Attn: Wayne Ashbery, SA-14, Washington DC 20520-1403, with an information copy attached for A/OPE, Rm. 603, SA-6, Washington, DC 20522-0602.

The testing is highly amenable to extension to higher weights and higher speeds should the Physical Security Equipment Action Group (PSEAG) deem that necessary. 

The AT/FP program should use the existing DOS standard as a base line for vehicle barriers at base entry points. 

Rating determined from perpendicular barrier impact of 15,000lb. (6810kg) vehicle. 

“K” indicates the DOS certified barrier’s maximum vehicle impact speed rating; and 

“L” indicates the test vehicle’s distance of penetration upon impact with barrier. 

K12 = 50 mph (80 kph) 

K8 = 40 mph (65 kph) 

K4 = 30 mph (48 kph) 

L3 = 3 ft. (915 mm) or less 

L2 = 3 ft. to 20 ft. (915 mm to 6.1 m)  L2 was deleted from DOS standard. See Crash Barriers (ASTM)

L1 = 20 ft. to 50 ft. (6.1 m to 15.3 m)  L1 was deleted from the DOS standard See Crash Barriers (ASTM)
	This standard relates to perimeter and barrier protection for defense against vehicle ramming attacks.  

No single standard exists. US Department of State Ratings are referenced as they are appropriate for AT/FP use.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.fas.org/irp/threat/inman/index.html
2) Design Guidelines for Physical Security of Facilities(MIL-HDBK-1013/1A)

http://www.ccb.org/docs/DMMHNAV/1013_1a.pdf
3) Installation Force Protection Guide

http://www.afcee.brooks.af.mil/dc/dcd/arch/force.pdf
4) DOS Certified ANTI-RAM Vehicle Barriers

http://www.statebuy.state.gov/compad/compadcertbarriers.htm
5) Ballistic Standards

http://www.closefocusresearch.com/html/site_map.html

6) Department of State Specifications –anti-ram barriers 

http://www.stonewear.com/psbs/dos_spec.htm


	Rationale: 

US DOS SD-STD-02-.01, Revision A has been used to test and certified many forms of barriers: retractable bollards, sliding gates, hydraulic drop bar, and surface-mounted hydraulic wedge. Both ratings are important: the speed (K) and the penetration (L). This rating system is simple and clear. Adopting the DOS rating for anti-ram barriers provides an appropriate method of determining in an unambiguous manner the expected performance of the barrier.



	


3.9 Power

	Service Area (AT/FP Category) 
	Service (DISR) 
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	None
	IEEE: Electrical Power Standards for Information Technology

Version:

 N/A

Enacted: 

various
	No unified standard for Information Technology Power Management exists. The following table is a list of power related standards. A new standard has recently been approved. This is the IEEE 1621 (December 2004) which defines a standard for the user-interface for power management as related to IT devices. These listed standards relate to ensuring power for critical sites that must not be without power for any period of time. They will not all apply to all situations.
	This relates to the generation of power for all electrical AT/FP equipment.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://standards.ieee.org/catalog/olis/
2) http://eetd.lbl.gov/Controls/publications/pubsindex.html
3) http://www.gruber.com/compfac/sptypes.htm
4) http://www.liebert.com/support/whitepapers/documents/bsc_ups.asp
5) http://www.ewh.ieee.org/soc/pels/AboutPELS/Applications/computers.html



	IEEE Reference code for

Power standard
	Description of IEEE Power Standard

	450-2002
	IEEE Recommended Practice for Maintenance, Testing, and Replacement of Vented Lead-Acid Batteries for Stationary Applications

	484-2002
	IEEE Recommend Practice for Installation Design and Installation of Vented Lead-Acid Batteries for Stationary Applications

	803.1-1992 (R2000) 
	IEEE Recommended Practice for Unique Identification in Power Plants and Related Facilities--Component Function Identifiers

	928-1986 (R1991)
	IEEE Recommended Criteria for Terrestrial Photovoltaic Power Systems

	929-2000
	IEEE Recommended Practice for Utility Interface of Residential and Intermediate Photovoltaic (PV) Systems

	937-2000
	IEEE Recommended Practice for Installation and Maintenance of Lead-Acid Batteries for Photovoltaic (PV) Systems

	946-1992
	IEEE Recommended Practice for the Design of DC Auxiliary Power Systems for Generating Stations

	1013-2000
	IEEE Recommended Practice for Sizing Lead-Acid Batteries for Photovoltaic (PV) Systems

	1020-1988 (R1994)
	IEEE Guide for Control of Small Hydroelectric Power Plants

	1046-1991 (R1996)
	IEEE Application Guide for Distributed Digital Control and Monitoring for Power Plants

	1106-1995
	IEEE Recommended Practice for Maintenance, Testing and Replacement of Nickel-Cadmium Storage Batteries for Generating Stations and Substations 

	1115-2000
	IEEE Recommended Practice for Sizing Nickel-Cadmium Batteries for Stationary Applications

	1145-1999
	IEEE Recommended Practice for Installation and Maintenance of Nickel-Cadmium Batteries for Photovoltaic (PV) Systems

	1184-1994
	IEEE Guide for the Selection and Sizing of Batteries for Uninterruptible Power Systems

	1187-2002
	IEEE Recommended Practice for Installation Design and Installation of Valve-Regulated Lead-Acid Storage Batteries for Stationary Applications

	1188-1996
	IEEE Recommended Practice for Maintenance, Testing and Replacement of Valve Regulated Lead-Acid Batteries (VRLA) for Stationary Applications

	1189-1996
	IEEE Guide for Selection of Valve-Regulated Lead-Acid (VRLA) Batteries for Stationary Applications

	1361-2003
	IEEE Guide for Selection, Charging, Test, and Evaluation of Lead-Acid Batteries Used in Stand-Along Photovoltaic (PV) Systems

	1374-1998
	IEEE Guide for Photovoltaic Power System Safety 

	1375-1998 (R2003) 
	IEEE Guide for the Protection of Stationary Batteries

	1513-2001
	IEEE Recommended Practice for Qualification of Concentrator Photovoltaic (PV) Receiver Sections and Modules

	1526-2003
	IEEE Recommended Practice for Testing the Performance of Stand-Alone Photovoltaic Systems

	1547-2003
	IEEE Standard for Interconnecting Distributed Resources with Electric Power Systems

	1625-2004
	IEEE Standard for Rechargeable Batteries for Portable Computer

	
	


	Service Area (AT/FP Category) 
	Service (DISR) 
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources

	Rationale: 

A body of knowledge (BOK) has developed over the last ten years regarding data center or IT infrastructure power management. Uninterruptible Power Supplies (UPS) based on batteries or flywheels are typical. Security papers have identified the information leakage potential of even the grounding wires used in regard to computing or sensor equipment power lines. Some modern UPS systems have a direct IP interface for management purposes.  




The first digit of the IP code indicates the degree that persons are protected against contact with moving parts (other than smooth rotating shafts, etc.) and the degree that equipment is protected against solid foreign bodies intruding into an enclosure.

	0 : No special protection

1: Protection from a large part of the body such as a hand (but no protection from deliberate access); from solid objects     greater than 50mm in diameter.

2: Protection against fingers or other object not greater than 80mm in length and 12mm in diameter.

3: Protection from entry by tools, wires, etc., with a diameter of thickness greater than 1.0mm.

4: Protection from entry by solid objects with a diameter or thickness greater than 1.0mm

5: Protection from the amount of dust that would interfere with the operation of the equipment.

6: Dust tight.

Degrees of Protection - Second Digit

The second digit indicates the degree of protection of the equipment inside the enclosure against the harmful entry of various forms of moisture (e.g. dripping, spraying, submersion, etc.)

0: No special protection

1: Protection from dripping water.

2: Protection from vertically dripping water.

3: Protection from sprayed water.

4: Protection from splashed water.

5: Protection from water projected from a nozzle

6: Protection against heavy seas, or powerful jets of water.

7: Protection against immersion.

8: Protection against complete, continuous submersion in water.

Submersion depth and time must be specified by the end-user. The requirement must be more onerous than IP67
	Relates to environmental protected enclosures and cases.  NEMA enclosure  environmental  standards are also referenced.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.axis.com/products/cam_housing/ip66.htm
2) http://www.cenelec.org/
3) http://www.protectingpeople.co.uk/fire_tech/ip_explained.htm


	Rationale:  

The IP specification is used to define the type of protection for electronic equipment.  Using a commonly defined standard for environmental protection will improve conformance and interoperability.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Network Technologies
	IEEE 802.3af: Power over Ethernet copper network

Version:

 2000

Enacted: 

01/01/00
	This is a standard for delivering electrical power to devices (sensors) attached to Ethernet. An IEEE standard for powering network devices via Ethernet cable. Also known as "Power-over-Ethernet," it provides 48 volts over 4-wire or 8-wire twisted pair. The 8-wire cable uses one twisted pair for the power, while the 4-wire transmits the power over the same pair as the data, but uses different frequencies. Designed with IP phones and wireless access points in mind, it allows devices such as these to be placed in locations that have no electrical outlets. Only the Ethernet cable needs to be connected to the device.
IEEE 802.3af provides 48 volts DC over two pairs of a four-pair cable at a maximum current of 350 mA for a maximum load power of 16.8 watts. A "phantom" technique is used so that the powered pairs may also carry data. This permits its use not only with 10BASE-T and 100BASE-TX, which use only two of the four pairs in the cable, but also with 1000BASE-T (Gigabit Ethernet), which uses all four pairs for data transmission. 


	Relates to 802.3 power over Ethernet specifications

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc3621.html
2) http://www.ieee802.org/3/af/requirements.pdf


	Rationale:  

The IEEE 802.3 is a DoD mandated standard for Network Technologies.

For sensors attached to an Ethernet based Field bus standard rather than one of the many serial methods of attaching sensors to an IP/ETHERNET network the issue of power needs to be resolved. By attaching sensors via a field bus that is also able to deliver power to the sensor not only is the coaxial cable and the serial status and command cable replaced with one Ethernet connection but the power connection or battery issues is also resolved by the one Ethernet connection to the sensor.



	( Comms.

( C2 & Display

( Access Cntrl.
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( Srvillnce.

( Assesmnt.
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( Power Supplies
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( General IT Infrastructr.


	None
	NEMA Enclosure Types 1-13:  NEMA Standards Publication 250-2003, “Enclosures for Electrical Equipment (1000 Volts Maximum)

Version:

 2003

Enacted: 

01/01/03
	Consolidates the descriptions and applications, features and test criteria, and design tests of all NEMA type enclosures (except for rotary type apparatus) into a single document. Does not cover manufacturing standards for specific products. 

The specific number refers to the ingress resistance to moisture, dust, and water.

This standard covers enclosures for electrical equipment rated not more than 1000 Volts and

intended to be installed and used as follows:

a. Non-hazardous locations

1. Enclosures for indoor locations, Types 1, 2, 5, 12, 12K, and 13; and

2. Enclosures for indoor or outdoor locations, Types 3, 3X, 3R, 3RX, 3S, 3SX, 4, 4X, 6,

and 6P.

b. Hazardous locations

1. Enclosures for indoor locations, Types 7 and 9;

2. Enclosures for indoor or outdoor locations, Type 8; and

3. Enclosures for mining applications, Type 10.
	Relates to environmental protected enclosures and cases.  IP  (Ingress Protection) enclosure  environmental  standards are also referenced.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.nema.org/stds/250.cfm
2) http://www.nema.org/stds/complimentary-docs/upload/250_2003.pdf#search='NEMA%202502003'



	Rationale:  

The NEMA specification is used to define the type of protection for electronic equipment.  Using a commonly defined standard for environmental protection will improve conformance and interoperability.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	None
	MIL-STD 810E: Military Standard Environmental Test Methods for Aerospace and Ground Equipment
Version:

 1.0
Enacted: 

06/14/62
	The MIL-STD-810E governs tests and testing methods for rugged equipment. The specifications contain guidelines on how to tailor environmental tests for all sorts of equipment. It also contains specific test methods for determining the impact of natural and laboratory environmental conditions on equipment used in the military. 

The purpose of MIL-STD-810E is to standardize the design and conduct of such tests and to make sure that testing plans and results are properly documented. As such, it details many complex testing methods and is the basis for safety certification of military equipment.

Rugged computer manufacturers often refer to MIL-STD-810E in their product literature. Keep in mind that MIL-STD-810E is a huge compilation of tests and methods. A reference to the standard only means that a product was tested in accordance with the suggestions and procedures outlined in MIL-STD-810E. A request for proposal may, for example, ask that a system be able to withstand blowing sand of 4,000 feet per minute and 1.8 inches of rain per hour as defined by MIL-STD-810E.

The complexity and number of the tests outlined in the military specifications makes it difficult to use the results for comparison purposes. Interpretation and selection of results differ from manufacturer to manufacturer. 

	Relates to environmental protected enclosures and cases.  
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.dtc.army.mil/pdf/810June1962.pdf


	Rationale:  

The MIL-STD 810E specification is used to define the type of testing required for certain type of ruggedized military equipment.  Depending on the particular base’s requirements, MIL-STD 810E test methods might be applicable to the security equipment.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	None
	UL1449 the Standard for Safety for Transient Voltage Surge Suppressors [covers testing and evaluation of TVSS devices]

Version:

 3

Enacted: 

08/17/98
	UL1449 is the standard that describes the requirements a Transient Voltage Surge Suppressor (TVSS) must meet in order to have the UL mark applied to the product. The standard applies to products connected to

50 or 60 Hz power, not to exceed 600 VAC. These requirements do no cover Secondary Surge Arrestors intended for use on the line side of any main overcurrent protection.

The first edition of UL1449 was released in August of 1986. The primary objective of UL was to determine if a safety risk existed. In the ten years that followed, a number of changes occurred in the implementation of the standard and the understanding behind the testing procedures. It also became apparent that additional safety tests were required as well as the requirement to retest older products that may not have had the most modern tests applied.

The second edition of UL1449 was released in August of 1996 with an effective date of February 16, 1998. This required every surge suppressor manufacturer to submit their products for re-testing. Due to number of manufacturers, products, and limited resources at UL, this date was pushed back to August 17, 1998. Because of this, all units manufactured after August 17, 1998 must pass all test procedures outlined in the second edition of UL1449 to continue to be listed and labeled as

UL1449. 
	Relates to electrical devices on the base the use AC power.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://kempinstruments.com/TD.37H.13.S.E._TN2ndEditionUL.pdf#search='UL1449'

2) http://www.ul.com/


	Rationale:  

To insure the safety and reliability of AC 50 or 60 Hz powered equipment, this specification should be followed.
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	None
	UL 508 Industrial Control Equipment

Version:

 1.0

Enacted 12/02/2003


	UL 508 sets the requirements for industrial control devices, and accessories for starting, stopping, regulating, controlling, or protecting electric motors; industrial control devices or systems, with output motor control functions, that store or process information.  The equipment is for use in ordinary locations in accordance with the National Electrical code, NFPA 70.

The industrial control equipment covered by this standard is intended for use in temperature ranges of 0-40 deg C (32-104 deg F).

Examples of industrial control devices include magnetic/manual/solid-state starters and controllers; thermal/magnetic/solid-state overload relays; pushbutton stations including selector switches and pilot lights; control circuit switches and relays; float/flow/pressure/vacuum-operated switches; resistors and rheostats; proximity switches; time-delay relays and switches; resistors and rheostats intended for industrial heating and lighting, including those for motor generator fields; control devices intended for industrial heating and lighting; solid-state time-delay relays; control devices for industrial heating and lighting; solid-state time-delay relays; programmable controllers; numerical control systems; lighting dimmer systems and controls; Mercury-tube switches; definite purpose controllers; solid-state logic controllers; industrial microprocessor/computer systems; variable voltage autotransformer; motor starting auto transformer.
	Complements other UL and MIL standards relating to safety and robustness of equipment

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) UL 508 Overview:

http://ulstandardsinfonet.ul.com/scopes/0508.html
2) http://www.ul-asia.com/news_nl/2005-Issue13/page2.htm
3) UL Web Site: http://www.ul.com/ul508pag/paglist.htm


	Rationale:  

To insure the safety and reliability of AC 50 or 60 Hz powered equipment, this specification should be followed



	


3.9.1 Safety and Compliance

	Service Area (AT/FP Category) 
	Service (DISR) 
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	
	EN 61000: EMC Directive Standards- Harmonized standards for the Implementation of the Council Directive 89/336/EEC (2000/C 359/02): EN 61000-6-2, EN 61000-2-2/3

Version:

2001

Enacted:

01/01/01
	EN 61000-3-2: Limits- Limits for harmonic current emissions (equipment input current up to and including 16 A per phase)

EN 61000-3-3:  Limits – Limitation of voltage fluctuations and flicker in low-voltage supply systems for equipment with rated current less than or equal to 16 A per phase and not subject to conditional connection; AmendmentA1: 2001 to EN 61000-3-3: 1995

En 61000-6-2: Generic standards – Immunity for industrial environments
	Industry standard for electrical equipment.  It will apply to all applicable AC powered physical security devices can affect electromagnetic compatibility.

OV-2 Relationship:

( External Connection with C2

(C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ce-mag.com/archive/03/ARG/emc_standards.html


	Rationale: 

EMC standards are required for electronic equipment



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	None
	FCC 47 CFR Part15E Class A : Radio Frequency Devices
Version:

Enacted: 


	This FCC rule defines the regulations under which an intentional, unintentional and incidental radiator may be operated without individual license.  It also contains the technical specifications, administrative requirements and other conditions relating to the marketing of Radio Frequency devices.  Twenty nine classes of devices are listed.  Additional provisions for radiated emission limits are also defined.
	Industry standard, no architectural implications

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.wireless.fcc.gov/rules.html


	Rationale:  

Radio frequency devices should abide by FCC rules and regulation as part of tested Electromagnetic Compatibility (EMC) compliance



	( Comms.

( C2 & Display

( Access Cntrl.
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( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies
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( Data Format

( General IT Infrastructr.


	None
	MIL-STD-461E: DoD Interface Standard Requirements for the Control of Electromagnetic Interference Characteristics of Subsystems and Equipment.
Version:

1.0

Enacted: 

08/20/99
	MIL-STD-461E Consolidates MIL-STD 461D and MIL STD 462D into one standard. It establishes interface and associated verification requirements for the control of the electromagnetic interference (emission and susceptibility) characteristics of electronic, electrical, and electromechanical equipment and subsystems designed and procured for use by activities and agencies of DoD.  This standard is used for electronic enclosures that are no larger than an equipment rack, electrical connections that are discrete wiring harnesses between enclosures, and electrical power input derived from prime power sources.  This standard should not be applied to modules located inside electronic enclosures or entire platforms.

When operation and engineering analyses of equipment or subsystems being procured indicate that requirements in this standard are not appropriate for that procurement, the requirements may be tailored to the request-for-proposal, specification, contract, order, etc.

MIL-STD-461D: DoD Interface Standard Requirements for the Control of Electromagnetic Interference Emissions and Susceptibility.  This standard sets the design requirements for the control of the electromagnetic emission susceptibility characteristics of electronic, electrical, and electromechanical equipment and subsystems designed or procured for use by DoD.

MIL-STD-462D: Measurement of Electromagnetic Interference (EMI) Characteristics.  It establishes techniques used for the measurement and determination of EMI emission and susceptibility characteristics for electrical, electronic, and electromechanical equipment, as required by MIL-STD-461D
	Complements other standards related to system safety.  Any use of RF within a Force Protection system or sub-system should have a risk analysis (susceptibility to EMI induced failure) developed. Then a mitigation plan related to the risk and mission criticality should be produced.  

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.jsc.mil/JSCE3/EMCSLSA/STDLIB/DOCS/MILSTD/MIL-STD-461E.PDF
2) http://www.radioing.com/eengineer/mil461d.html
3) http://www.radioing.com/eengineer/mil461de.html
4) http://www.ckc.com/milstd461sem.asp
5) Department of Defense Interface Standard, Requirements for the Control of electromagnetic Interference Emissions and Susceptibility, MIL-STD-461D, 11 January,1993

	Rationale:  

Wireless facilities used within the AT/FP infrastructure should be subjected to risk analysis regarding device related mission failure due to intentional or unintentional interference caused by EMI. Based on device placement, frequency used and mission criticality the priority of the identified risk should be specified and appropriate EMI mitigating measures put in place.  

MIL-STD-461E establishes the design requirements for Electromagnetic compatibility and establishes general techniques for use in the measurement of Electromagnetic Compatibility (EMC) in equipment and subsystems used by DoD agencies.  It has become the EMC standard used by NATO and by defense departments of countries around the globe but may not always be applicable to Force Protection equipment due to equipment placement, frequency-used or mission criticality. 

Although this standard is not in DISRonline it should be followed by contractors providing electronic equipment in support of Force Protection activities when an EMI risk is identified. Note that an EMI risk may exist at frequencies not related to MIL-STD-461E. In such cases other testing methods and risk mediation methods should be used.  Note that 802.11/16 may be subject to denial-of-service (DOS) attacks by persons using COTS consumer products.
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	None
	MIL-STD 810F: Revision F Test Method Standard For Environmental Engineering, supersedes MIL-STD-810E (14 July 1989)
Version:

1.0

Enacted: 

01/01/00
	This test method standard is approved for use by all Departments and Agencies of the Department of Defense (DoD). Although prepared specifically for DoD applications, this standard may be tailored for commercial applications as well. MIL-STD-810F is a significant revision of MIL-STD-810E. Much of the standard is rewritten completely to provide clearer direction. The primary emphases are still the same -- tailoring a material item's environmental design and test limits to the conditions that the specific materiel will experience throughout its service life, and establishing chamber test methods that replicate the effects of environments on materiel rather than imitating the environments themselves. However, the "F" revision has been expanded significantly up front to explain how to implement the environmental tailoring process throughout the materiel acquisition cycle.
	No impact on other standards or architecture of the system.  

Some aspects of the standard will be emphasized more than others, depending on the operating environment and application of the equipment. Also, other additional environmental standards specific to an Armed Service may also be used.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.dtc.army.mil/navigator/
2) http://store.mil-standards.com/index.asp?PageAction=VIEWPROD&ProdID=47


	Rationale:  

Although MIL-STD-810 is not in DISRonline nor specific to Force Protection, it is a standard for any equipment delivered for DoD related activities and should be followed by FP contractors.

This standard is applicable to all the Force Protection areas.  It can be adopted independent of other standards.

Note that all-weather equipment control cabinets are used to house Programmable Logical Controllers (PLCs) and Distributed Control Systems (DCS). These are required because most sensors connect to the base’s LAN through a serial-link and coaxial cable that terminates in the PLC or DCS, which then in turn has a connection to the IP/Ethernet LAN. Due to distance limits for both the coaxial and serial links these all-weather housings are located outside of buildings closer to the actual sensors and must be made environmentally safe. If located in an area in which jet fuel and air mixtures are possible then the housing and contained equipment must be made safe for that environment.  These standards apply to the sensors themselves as well as the PLC/DCS cabinets.

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	None
	MIL-STD-882D (supersedes MIL-STD-882C, 19 January 1993)
Version:

1.0

Enacted: 

01/19/93
	This standard outlines a standard practice for conducting system safety.  It defines system safety practice, and its relationship to DoD Regulation 5000.2-R for acquisition procedures.


	Risks are identified, evaluated, and mitigated to an acceptable level.  Assures minimal risks to system components and thus, the whole system.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.safetycenter.navy.mil/instructions/osh/milstd882d.pdf#search='MILSTD882D'

2) Department of Defense Standard practice for System Safety, MIL-STD-882D, 10 February 2000

	Rationale:  

DoD acquisition requirement.  When requiring MIL STD 882 in a solicitation or contract and no specific paragraphs of this standard are identified, apply only those requirements presented in Section 4.

	


(1) Appendix A List of Architectural Views

	Architecture Products Table

	Extracted from “Generating C4ISR Architecture Products Using Systems Engineering Processes”

	
	
	
	
	

	Applicable Architecture View 
	Product Reference
	Architecture Product
	Mandatory or Supporting Specific Purpose
	General Description

	All Views

(Context) 
	AV-1


	Overview and Summary Information-


	Mandatory
	Scope, purpose, intended users, environment depicted, analytical findings, if applicable.

	All View 

(Terms)
	AV-2
	Integrated Dictionary 
	Mandatory
	Definition of terms used in all products

	All Views 

(Capabilities) 
	AV-3
	Capability Maturity Profile
	Supporting 
	Description of focus areas in terms of incremental capability levels constant with a standard capability maturity scale

	Operational
	OV-1
	High-level operational concept description
	Mandatory
	High-level graphical and textual description of operational concept (high-level organizations, missions, geographic configuration, connectivity, etc.)

	Operational
	OV-2
	Operational Node Connectivity Description
	Mandatory
	Operational nodes, activities performed at each node, connectivities & information flow between nodes

	Operational
	OV-3
	Operational Information Exchange Matrix 
	Mandatory
	Information exchanged between nodes and the relevant attributes of that exchange such as media, quality, quantity, and the level of interoperability required.

	Operational
	OV-4
	Organizational Relationships Chart 
	Supporting
	Command, control, coordination, other relationships among organizations

	Operational
	OV-5
	Activity Model 
	Mandatory
	Activities, relationships among activities, inputs and outputs. In addition overlays can show cost, performing nodes, or other pertinent information.

	Operational
	OV-6a
	Operational Rules Model 
	Supporting
	One of the three products used to describe operational activity sequence and timing that identifies the business rules that constrain the operation

	Operational
	OV-6b
	Operational State Transition Description 
	Supporting
	One of the three products used to describe operational activity sequence and timing that identifies responses of a business process to events

	Operational
	OV-6c
	Operational Event/Trace Description 
	Supporting
	One of the three products used to describe operational activity sequence and timing that traces the actions in a scenario or critical sequence of events

	Operational
	OV-7
	Logical Data Model 
	Supporting
	Documentation of the data requirements and structural business process rules of the Operational View

	Systems
	SV-1
	System Interface Description 


	Mandatory
	Identification of systems and system components and their interfaces, within and between nodes

	Systems
	SV-2
	Systems Communication Description 
	Supporting
	Physical nodes and their related communications laydowns 

	Systems
	SV-3
	System’ Matrix
	Supporting
	Relationships among systems in a given architecture; can be designed to show relationships of interest, e.g., system-type interfaces, planned vs. existing interfaces, etc.

	Systems
	SV-4
	System’s functionality description 
	Supporting
	Functions performed by systems and the information flow among system functions

	Systems
	SV-5
	Operational Activity to System Function Traceability Matrix
	Supporting
	Mapping of system functions back to operational activities 

	Systems
	SV-6
	System Data Exchange Matrix
	Supporting
	Detailing of data exchanges among system elements, applications and H/W allocated to system elements 

	Systems
	SV-7
	System Performance Parameters Matrix 
	Supporting
	Performance characteristics of each system(s) hardware and software elements, for the appropriate timeframe(s)

	Systems
	SV-8
	System Evolution Description 
	Supporting
	Planned incremental steps toward migrating a suite of systems to a more efficient suite, or toward evolving a current system to a future implementation 

	Systems
	SV-9
	System Technology Forecast
	Supporting
	Emerging technologies and software/hardware products that are expected to be available in a given set of timeframes, and that will affect future development of the architecture 

	Systems
	SV-10a
	System Rules Model 
	Supporting
	One of three products used to describe systems activity sequence and timing -- Constraints that are imposed on systems functionality due to some aspect of systems design or implementation 

	Systems
	SV-10b
	System State Transition Description
	Supporting
	One of three products used to describe systems activity sequence and timing -- Responses of a system to events 

	Systems
	SV-10c
	Systems Event/trace Description 
	Supporting
	One of three products used to describe systems activity sequence and timing -- System-specific refinements of critical sequences of events described in the operational view1

	Systems
	SV-11
	Physical Data Model 
	Supporting
	Physical implementation of the information of the Logical Data Model, e.g., message formats, file structures, physical schema 

	Technical 
	TV-1
	Technical Architecture Profile 
	Mandatory
	Extraction of standards that apply to a given architecture

	Technical 
	TV-2
	Standards Technology Forecast
	Supporting
	Description of emerging standards that are expected to apply to the given architecture, within an appropriate set of timeframes. 
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28. “Performance Specification Item Specification for the Wide Area Surveillance Thermal Imager – Uncooled With Integrated Bore-sighted CCTV (Un-Bundled System), “ ESC/FDT, PRF BISS_IMG-27654, CAGE CODE 50464, 22 March 2004.

29. “Performance Specification Segment Specification for the Alarm Monitor Set, AN/USQ-139 (Tactical Automated Security System),” PRF BISS SEG-27000B, CODE IDENT 50464, 22 March 2004.

30. Technical Manual for the Alarm Monitor Set AN/USQ-139, ESC/FDL, T.O. 31S9-4-99-1, Change 3, 15 April 2004.

31. “Tactical Automated Security System Software Requirements Specification For the Desktop/Laptop Annunciator,” prepared by Northrop Grumman SMS, Inc., for the  Electronics Systems Center (ESC/FD), Revision K, 20 July 2004.

32. “Source Control Drawing (SCD) for the Base System, Perimeter Surveillance Radar System (PSRS),” prepared by Northrop Grumman Mission Systems for the Electronic System Center (ESC/FD), Drawing C907841, CAGE CODE 0J198, 15 March 2004.

33. “Source Control Drawing (SCD) for the Man-Portable Surveillance and Target Acquisition Radar (MSTAR) System (Low Profile) , “ prepared by Northrop Grumman Mission Systems for the Electronic Systems Center (ESC/FD), Drawing C907830, CAGE CODE 0J198, 15 March 2004.

34. ASTM F 1029: Standard Guide for Selection of Physical Security Measures for a Facility, ASTM International, 1997: Very basic introduction to establishing threat level and considering protection options.

35. Dcm 6/9: Physical Security Standards for Sensitive Compartmented Information Facilities, Director of Central Intelligence, 18 November 2002: Detailed requirements for spaces that will be certified to house particularly sensitive information and systems.

36.  FM 3-19.30: Physical Security, United States Department of the Army, 8 January 2001: Comprehensive manual on concepts and applications of physical security.

37. General Security Risk Assessment Guidelines: ASIS International, November 13, 2002: Methodology for security professionals by which security risks at a specific location can be identified and communicated, along with appropriate solutions.

38. MIL-HDBK-1013/1A: Design Guidelines for Physical Security of Facilities, Department of Defense, 15 December 1993: Manual providing guidance to ensure that appropriate physical security considerations are included in the design of facilities.

39. NFPA 730: Guide for Premises Security, National Fire Protection Association, September 19, 2003 (proposed draft): Descriptions of construction, protection, and occupancy features and practices intended to reduce security vulnerabilities to life and of property.

40. UFC 4-010-01: Minimum Antiterrorism Standards for Buildings, 31 July 2002: Appropriate, implementable, and enforceable measures to minimize the possibility of mass casualties in buildings or portions of buildings in the event of a terrorist attack.

41.  WECC Guidelines for Minimum Physical Security of Control Centers: Western Electricity Coordinating Council, March 4, 2003 (draft): Guidelines on the physical security of control centers including communications equipment (e.g. SCADA) located therein
42. Draft Special Publication 800-53A: Guide for Assessing the Security Controls in Federal Information Systems: July 15, 2005: The draft publication is one of a series of key standards and guidelines developed by NIST to help federal agencies improve their information technology security and comply with the Federal Information Security Management Act (FISMA) of 2002. 
43.  DoD Instruction 8500.2, "Information Assurance (IA) Implementation," 02/06/2003:   This Instruction:  1. Implements policy, assigns responsibilities, and prescribes procedures for applying integrated, layered protection of the DoD information systems and networks under DoD Directive 8500.1.  2. Authorizes the publication of DoD 8500.2-H, consistent with DoD 5025.1-M.
44.  DoD Directive 8500.1, "Information Assurance (IA)," 10/24/2002: This Directive:  1. Establishes policy and assigns responsibilities under Section 2224 of title 10, United States Code to achieve Department of Defense (DoD) information assurance (IA) through a defense-in-depth approach that integrates the capabilities of personnel, operations, and technology, and supports the evolution to network centric warfare.  2. Supersedes DoD Directive 5200.28, DoD 5200.28-M, DoD 5200.28-STD, and DoD Chief Information Officer (CIO) Memorandum 6-8510.  3. Designates the Secretary of the Army as the Executive Agent for the integration of common biometric technologies throughout the Department of Defense.  4. Authorizes the publication of DoD 8500.aa-M consistent with DoD 5025.1-M.
45.  ICD-GPS-224B, Navstar GPS Selective Availability and Anti-Spoofing Receiver Design Requirements (U).
46.  ICD-GPS-225, Navstar GPS Selective Availability and Anti-Spoofing Host Application Equipment Design Requirements with the Precise Positioning Service Security Module (U).

47.  ICD-GPS-227, Navstar GPS Selective Availability and Anti-Spoofing (SA/A-S) Host Application Equipment (HAE) Design Requirements with the Selective Availability Anti-Spoofing Module (SAASM) (U).
48.  GPS-GRAM-001A Guidelines for the Global Positioning System (GPS) Receiver Application Module (GRAM).
(3) Appendix C Existing Network Designations within the DoD 

C2 Constellation: Air Force’s planned peer-to-peer network meshing command, control, communications, computers, surveillance, intelligence and reconnaissance systems with airborne and space-based sensors. 
[image: image3.png]



DRSN: Defense Red Switched Network, a voice network for Secure Telephone Units, tactical phones and satellite terminals. 
[image: image4.png]



DSN: Defense Switched Network, a voice, video and data network with dial-up access to NIPRnet and SIPRnet as well as the Government Emergency Telephone System. 
[image: image5.png]



DISN: Defense Information System Network, the backbone WAN incorporating Defense Red Switched Network (secure voice), Defense Switched Network (voice), DISN Video Services, Joint Worldwide Intelligence Communications System, Non-Classified IP Router Network (NIPRnet) and Secret IP Router Network (SIPRnet). 
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DREN: Defense Research and Engineering Network, hosted by MCI and facing transition from IP Version 4 to IP Version 6. 
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Echelon: Global telecommunications surveillance network. 
[image: image8.png]



ForceNet: Navy’s plan by 2010 to integrate IP network grids for command, control, communications and computers; sensors; and weapons. Combines IT-21 sea warfare and Navy-Marine Corps Intranet systems. 
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Future Combat Systems: The Army’s plan to network 16 manned and unmanned ground and aerial vehicles with sensors that feed soldiers up-to-date situational information. 
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GIG: Global Information Grid, a worldwide mesh to supply information on demand to warfighters, policy makers and support personnel. It will encompass all Defense-owned and -leased communications and computing systems, software, data and security services. 
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GIG-BE: 10-year, $1 billion Global Information Grid Bandwidth Expansion project to build a 10-Gbps switched optical network worldwide. 
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Intelink: Classified intranet for intelligence users. 
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IT-21: The Navy’s tactical radio and satellite links to Navy ships at sea for command, control, communications, computers, intelligence, surveillance and reconnaissance. 
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Joint Tactical Radio System: Program to develop and deploy a Defense-wide digital radio system. 
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Navy-Marine Corps Intranet: Seat-management contract for voice, video and data connectivity on land and sea. 
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Net-Centric Enterprise Services: Created by the Defense Information Systems Agency, NCES provides enterprise services in support of the GIG. 
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NIPRnet: Non-Classified IP Router Network for unclassified but sensitive communications. 
[image: image18.png]



Single Integrated Space Picture: Air Force initiative to consolidate systems into a single source of space information. 
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SIPRnet: Secret IP Router Network, supporting the Defense Message (e-mail) and Global Command and Control systems. 
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TCA: Transformational Communications Architecture, an end-to-end architecture across DoD, intelligence agencies and NASA. The terminal segment would consist of end users, ground stations, and space and airborne terminals. The space segment would have two interoperable satellite constellation rings. The terrestrial segment would interface with other DoD networks, teleports, NASA, and selected ground systems for uplink and downlink. 
[image: image21.png]



WIN-T: Warfighter Information Network-Tactical, the Army’s high-speed, high-capacity network for wired and wireless voice, data, video and imagery for the battlefield.

(4) Appendix E – Glossary

	A
	

	Access Control
	A set of procedures performed by hardware, software and administrators to monitor access, identify users requesting access, record access attempts, and grant or deny access.  

	AES
	Advanced Encryption Standard.  A secret-key algorithm replacing the Data Encryption Standards (DES).

	ANSI
	American National Standards Institute: The American National Standards Institute (ANSI) is a private, non-profit organization that administers and coordinates the U.S. voluntary standardization and conformity assessment system.

The Institute's mission is to enhance both the global competitiveness of U.S. business and the U.S. quality of life by promoting and facilitating voluntary consensus standards and conformity assessment systems, and safeguarding their integrity.

	API
	Application Programming Interface:

1) A definition of calling conventions by which an application program accesses other programs for services such as other application programs, the operating system, drivers, databases, or middleware layers.

2)  A set of software routines useful for interfacing between high level systems (such as users) and low-level systems (such as operating systems or system level tasks). Often the design basis for a man-machine interface.

	Applet
	A compact program that can be downloaded quickly and used by a remote computing device. Applets are not allowed to access certain resources on the remote device. 

	Application Interface
	The Software Communication Architecture (JTRS-5000SCA) defines an Application interface class that provides the interface for the control, configuration, and status of an instantiated application. An Application controls its components and establishes connections to other applications.

	ASCII
	American Standard Code for Information Interchange. A standard set of alphanumeric and control codes representing unformatted text, which can be represented by a single byte, developed by the USA Standards Institute. In telecommunications, ASCII is often the coding used for the control of telecommunications equipment. HTML tags and URLs are examples of use of ASCII.

	ASP
	Application Service Provider, a company that provides third-party services and software over the Internet. 

Active Server Page, a type of web page that is an interface with one type of program that runs on a web server, often providing custom content for users. Used commonly for e-commerce.

	ASTM
	American Society for Testing and Materials: ASTM International is one of the largest voluntary standards development organizations in the world-a trusted source for technical standards for materials, products, systems, and services.

	ATA
	Army Technical Architecture 

	AT/FP
	Anti-Terrorism/Force Protection

	ATM
	Asynchronous Transfer Mode: a digital transmission network technology using 53-byte packets or cells plus packet- and circuit-switched technologies. ATM may be used for high-speed LANs and WANs.

	B
	

	Bandwidth
	1) The amount of data that can be sent through a connection. Usually measured in bits per second (bps). A normal page of hypertext ranges from 6,000 to 20,000 bits (not counting graphics).

2) The difference between the highest and lowest frequencies passed by an analog communications channel, device or system. A data communication system's data transfer capacity. 

3) Capacity of a network or data connection, often measured in kilobits/second (kbps) for digital transmissions.  

	BAPI
	Biometric Application Programming Interface. A software interface standard for biometric devices used to generalize communications between an application program and a biometric hardware device. BAPI is a standard published by IO Software, and is currently licensed by Microsoft.  

	Baud
	A unit of signaling speeds. The speed in baud is the number of discrete conditions or signal elements per second. It is now largely obsolete and has been replaced by "bits per second" (Bps).

	BER
	Bite Error Rate

	BioAPI
	Biometric Application Programming Interface: The BioAPI Consortium was founded to develop a biometric Application Programming Interface (API) that brings platform and device independence to application programmers and biometric service providers. The BioAPI Consortium is a group of over 120 companies and organizations that have a common interest in promoting the growth of the biometrics market.

The BioAPI Consortium developed a specification and reference implementation for a standardized API that is compatible with a wide range of biometric application programs and a broad spectrum

	Biometric
	A measurable, physical characteristic or personal behavioral trait used to recognize the identity, or verify the claimed identity, of an end-user.  

	Biometrics
	Identification and authentication techniques based on the physical characteristics of a person such as fingerprints, hand geometry, retina scan or voice print.

	Bluetooth
	A wireless system operating in the 2.4 GHz ISM band intended initially as a short-range cable replacement technology. 

A technology that allows an array of devices to communicate over short-distance wireless connections. This technology applies to PCs on a local area network as well as cell phones, personal digital assistants and even wristwatches.

	BMC3
	Ballistic Missile Command, Control, and Communications

	BMD
	Ballistic Missile Defense

	BNC
	Bayonet Neill-Concelman. A type of bayonet-lock coaxial cable connector used for video and telecommunications.

	BPS
	Bits Per Second, a measurement of data rate, generally excluding the contributions or effects of error correction, encryption, framing, synchronization and similar such signals

	Broadband
	A term to describe a high-speed communications channel (usually > 1.5 Megabytes per second). Broadband networks are required to offer 3G services that combine voice, data and multimedia.

	Byte
	Originally coined as a data chunk of from 1- to 6-bits, later up to 9-bits, spelled with a "y" to avoid confusion with bit. Modern usage, a byte is 8-bits. Octet is a modern, ITU term which has never meant other than 8-bits.

	C
	

	C2
	Command and Control

	C3I
	Command, Control, Communications, and Intelligence

	C4I
	Command, Control, Communications, Computers, and Intelligence

	C4ISR
	Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance

	CAC
	Common Access Card: Credit card size card with an Integrated Circuit Chip (ICC).

	CADM
	C4ISR Core Architecture Data Model

	CAF
	C3I Architecture Framework

	CATV
	Community Antenna TeleVision (system), commonly known as "cable-TV".

	CBEFF
	Common Biometric Exchange File Format

	CCDE
	Command Control and Display Equipment

	CCDF
	Common Cryptologic Data Model

	CCIR (now ITU-R)
	From the French for the International Radio Consultative Committee. An International Telecommunications Union (ITU) (United Nations) body that mainly sets international standards for radio and satellite telecommunications.

	CCITT (now ITU-T)
	(Comité Consultatif International Télégraphique et Téléphonique) The French acronym that translates to the International Telegraph and Telephone Consultative Committee. This international body renamed itself ITU (International Telecommunications Union).

	CCTV
	Closed Circuit TeleVision. Non-broadcast television, intended for limited user access, often used for security and monitoring.

	CDMA
	1) Code Division Multiple Access, a spread-spectrum technique used with Ku-band satellites to provide mobile data to truckers, for example. Have benefits under multipath conditions. Also the IS-95 digital PCS cellular standard in the USA. 

2) A wireless communications technology that uses the spread spectrum communication to provide increased bandwidth. CDMA offers improved performance over the earlier TDMA technology.

	CDL
	Common Data Link

	CD-ROM
	(Compact Disc Read Only Memory) Optical disc that is created by a mastering process and used for distributing read only information.  

	CGI
	Common Gateway Interface, a method of extending web server functionality using scripts or programs in response to Web browser requests

	Checksum
	1) (also called Hash) A count of the number of bits in a transmission unit so that the recipient can make sure the correct number of bits arrived and that the message is intact. See SHA-1, Cryptography.

2) The information produced by a mathematical technique used to determine whether or not errors have been introduced into a data stream. Usually used for low-bit-rate data transmission. A checksum does not include forward error correction capabilities. Compare with syndrome.

	CIF
	Common Intermediate Format:

When using ITU-T Rec. H.261 and H.263 coding methods (for videoconferencing), describes the type of coded video frame transmitted. 

The CIF is 352H x 288V pixels at video frame rates of 7.5, 10, 15 and 30 fps. Note that a codec providing no more than 7.5 fps is compliant with the recommendation. If better motion handling is needed, look for a numerically greater fps specification.

	Client
	A component that invokes an operation of another component.

	Client/Device
	Hardware that retrieves information from a server.   

	Client/Server
	An information system with a client device (usually a PC or a terminal) and a central server that houses all or part of the application.

	CMS
	Cryptographic Message Syntax. The internal format of an S/MIME message.

	Codec
	COder - DECoder. A digital device for the coding and decoding of video and/or audio signals usually to permit them to be transmitted in compressed and/or encrypted form.

	COI
	Community of Interest

	Color Burst
	The part of an NTSC or PAL composite video signal which provides a frequency and phase reference for the demodulation of the color information in codecs and video monitors.

	Component Video
	A video signal where the red (R), green (G) and blue (B) picture components are present as individual signals. Synchronization information may be included with the G signal or may be a separate signal. Less commonly (for videoconferencing, s-video), luminance and chrominance signals (YIQ or YUV) may be provided as separate signals, also referred to as component signals.

	Composite Video
	A video signal incorporating luminance, chrominance and synchronizing information.

	Compression
	Technique used to reduce the number of bits in a digital image file; JPEG and TIFF are two examples.  

	Compression, data 
	The process of reducing the quantity of data necessary to transmit or store. See below: 

	Compression, lossless 
	A process that allows data compression and its expansion to its original form without any loss of information. PKZip, ZOO and ARC are common examples. See also Huffman Coding. 

	Compression, lossy 
	A process that compresses data in such a manner as to make complete recovery of the original data impossible. This approach is commonly used for still- or motion-images where the recovered image only needs to be subjectively acceptable. Examples include JPEG, MPEG1, MPEG2, MPEG4, H.261 and H.263. Note that lossy compression provides significantly greater available compression than lossless compression. See also Cosine Transform. 

	COMSEC
	Communication Security

	Contact Smart Card
	A smart card that operates by physical contact between the reader and the smart card's different contacts (in comparison to Contactless smart cards).

	Contactless
	A smart card with no visible module that communicates by means of a radio frequency signal. There is no need of physical contact between the card and a reader

	Content Management System  
	The capability to manage and track the location of, and relationships among, content within a repository.  

	CORBA
	Common Object Request Broker Architecture

	COTS
	Commercial Off The Shelf: Describes commercially produced and available items procured for military use often through civilian contractors

	CRC
	Cyclic Redundancy Code. An error checking method for digital signals. 

A popular method of ensuring transmissions has not been garbled.

	CRD
	Capstone Requirements Document

	CRT
	Cathode Ray Tube

	CryptoAPI


	Cryptographic Application Programming Interface: A Microsoft API that offers system-level access to common cryptographic functions.

	D
	

	DAB
	Digital Audio Broadcast, digital audio signal added to a conventional FM broadcast signal following FM modulation. Compatible with standard FM radio broadcast receivers, a special decoder is needed to hear the DAB signal.

	DAC

	Discretionary Access Control: allows users to control access to data or objects they own. Unlike MAC, users can control DAC. The owner of an object or file can control access to that object by specifying who is allowed access to that object and what mode of access is permitted (i.e. read, write, or execute permissions). 



	Database
	Electronic collection of records stored in a central file and accessible by many users for many applications. (2) Collection of data elements within records or files that have relationships with other records or files. Relational databases are most common data is stored in standard rows, tables, and columns. XML databases are a developing technology.  

	dB
	Decibel. One-tenth of a Bell, a logarithmic measurement of acoustic, electromagnetic or electrical power, voltage or current ratios.

	DBMS
	Database Management System

	DCC
	Data Communication Channel

	DCD
	Device Configuration Description: A Device Configuration Descriptor is an element of the Domain Profile that contains information about the children CF Devices for a CF Device, how to find the CF DomainManager, and the configuration information (Log, CF FileSystems, etc.) for a CF Device.

	DCE
	A configuration protocol identifying Data Communication Equipment, the type of data connection at equipment that connects to a communications facility. This consideration is important when interconnecting RS-449, RS-232, V.35, X.21 and other digital communications signals. Compare DTE. 
Distributed Computing Environment, a complex middleware platform providing security services.  

	DCOM
	Distributed Component Object Module

	Decryption
	The process of transforming encrypted text or data (called cipher text) into original text or data (called plain text).

	DEERS
	Defense Eligibility & Enrollment Reporting System: A system that contains accurate and timely information on all eligible Uniformed Services members (Active Duty, Reserve and Retired) and their families as well as DoD Civilians (23 million records). It includes detailed information on DoD Benefit Program eligibility.

	DES
	Data Encryption Standard

1) Data Encryption Standard. A 64-bit private-key encryption technique, part of many standards. An encryption system that encodes communications, providing security and "privacy" of communication by making interception and decoding impossible (for all practical purposes). Double DES or DES2 uses tandem DES algorithms for greater security. Variants may use variable-length keys.

2) The U.S. Government standard (FIPS 46-1) (DES) describing a symmetric-key cryptographic algorithm widely used especially by the financial industry. A variant of DES, called triple DES, which encrypts each block of plain text three times using three keys, was developed to improve the security of DES while preserving the existing investment in software and equipment. Triple DES is also widely used, although it results in higher processing overhead. 

3) American National Standards Institute, ANSI X3.106, “American National Standard for Information Systems - Data Link Encryption”5) An encryption standard developed by IBM in 1974 and then tested and adopted by the National Bureau of Standards. Published in 1977, the DES standard has proven itself over nearly 20 years of use in both government and private sectors.  
Note: DEPARTMENT OF COMMERCE, National Institute of Standards and Technology

[Docket No. 040602169-5002-02]

Announcing Approval of the Withdrawal of Federal Information Processing Standard (FIPS) 46-3, Data Encryption Standard (DES); FIPS 74 (Federal Register / Vol. 70, No. 96 / Thursday, May 19, 2005 / Notices)

	Device Driver
	The low-level software, at the physical layer, that controls the physical interface a device uses for communication, e.g. to a hardware bus.

	Differential Inter-frame Coding
	In motion video compression. The transmission of only the difference information between adjacent video frames.

	Digital Rights Management  
	Enables secure distribution, and disables illegal distribution, of paid content over the Web.  

	DISR
	Department of Defense Information Technology Standards and Profile Registry

	DMS
	Defense Management System: A secure, reliable, interoperable, and seamless messaging system for the Army.

	DMS
	Defense Message System: A secure, reliable, interoperable, and seamless messaging system for the Army.

	DNS
	1) Domain Name System, an automatic Internet phone book, translating an easy-to-remember domain name like hei.ca to its Internet address like 64.225.84.113 and vice-versa.

2) The name lookup the Internet uses to convert from alphabetic names such as www.gemplus.com to 32-bit binary IP addresses.

	DoD
	Department of Defense

	DoDAF
	Department of Defense Architecture Framework

	DoDD
	Department of Defense Directive

	Domain
	A Domain defines a set of hardware devices and available applications under the control of a single DomainManager component.

	DPCM
	Differential Pulse Code Modulation. A method of digital encoding, in which the analog signal is sampled, and the difference between each sample of the signal and its prior estimated value is quantized and digitally encoded.

	DPD
	A Device Package Descriptor is an element of the Domain Profile that contains information usable by system operators and maintainers, accessed via the HCI. It has properties that define specific information (manufacturer, model number, serial number, etc.) about the device.

	DSS
	Digital Signature Standard. A cryptographic signature algorithm that is part of many standards. Also called DSA (Digital Signature Algorithm).

	DTE
	A configuration protocol that identifies Data Terminal Equipment; the type of data communications connection at equipment connecting to a DTE device. Compare DCE.

	DVD
	(Digital Versatile Disc) 120mm optical disc on which digital video, audio, data, and images can be stored. Available in read only, recordable, and rewritable formats.  

	DW
	Data Warehouse

	E
	

	EAI
	Enterprise Application Integration

	ebXML
	Electronic Business Extensible Markup Language

	EIA
	Electronic Industries Association. A North American standards-setting body.

	EM
	Enterprise Management

	EMC
	Electromagnetic Compatibility: The ability of systems, equipment, and devices that use the electromagnetic spectrum to operate in their intended operational environments without suffering unacceptable degradation or causing unintentional degradation because of electromagnetic radiation response.  It evolves the application of sound electromagnetic spectrum management; system, equipment, and device design configuration that ensures interference-free operation; and clear concepts and doctrines that maximize operational effectiveness

	Encryption
	1) A cryptographic procedure whereby a legible message is encrypted and made illegible to all but the holder of the appropriate cryptographic key.

2) One of a number of approaches to convert "plain text" or data into information that is unreadable, except for the intended recipients. Adjectives like "weak" and "strong" are often used to further describe the encryption systems. Similarly, under military conditions, encryption may be described as providing "privacy" or "secrecy".
3) The process of scrambling files or programs, changing one character string to another through an algorithm (such as the DES algorithm).  

	ESC/FD
	USAF Electronic Systems Center Force Protection System Squadron

	ETSI
	European Telecommunications Standards Institute: The E.U. organization in charge of defining European telecommunications standards. The most well known European telecom standard is GSM

	Extranet
	"Extranet" refers to extending the LAN via remote or Internet access to partners outside your organization such as frequent suppliers and purchasers.  Such relationships should be over authenticated link to authorized segments of the LAN and are frequently encrypted for privacy."  

	F
	

	FAQ
	Frequently Asked Question. Usually, this is a document that lists frequently asked questions on a particular topic and gives answers to the questions.

	FCC
	Federal Communications Commission: A US body regulating, approving and licensing radiated electromagnetic signals including broadcasting and telecommunications.

	FDMA
	Frequency-Division, Multiple Access.

	FEC
	Forward Error Correction

	FHSS
	Frequency Hopping Spread Spectrum

	FIPS
	Federal Information Processing Standard: Technical standards issued by the National Institute of Standards and Technology (NIST). U.S. Government agencies are expected either to purchase computer-related products that conform to these standards or to obtain a formal waiver. FIPS that are relevant to MGS include: FIPS 46, Data Encryption Standard; FIPS 140-1, Security Requirements for Cryptographic Modules, which is largely a performance standard addressing security functionality and assurance; FIPS 180-1, Secure Hash Algorithm; and FIPS 186, Digital Signature Standard.

	Firewall
	1) An application or a dedicated computer that protects the resources of one network from users on other networks.

2) A system or combination of systems that enforces a boundary between two or more networks.  

	Forward Error Correction
	A mathematical technique in which a syndrome is generated and transmitted with data. At the receive location, processing of the syndrome, along with the data, allows correction of errors caused by the transmission system. Depending upon the FEC technique used and how it is applied, transmitted signals may be made more or less robust in the presence of line transmission errors.

	FOTS
	Fibre Optic Transmission System. With its minimal transit time delay and very low bit error rate, FOTS is the superior method to transmit high-speed data, digital video signals and other compressed signals.

	Frame Relay
	A wide-area network protocol often transported over DS1 facilities. Latency can cause problems for videoconferencing.

	FSK
	Frequency Shift Keying, a data transmission modulation method

	FTP
	File Transfer Protocol

	Full Duplex
	A transmission system, together with its associated equipment, capable of simultaneously transmitting and receiving signals, as opposed to simplex (unidirectional) or half-duplex (one direction at a time) systems.

	G
	

	GAL
	Global Address List: An address list for an entire organization or domain within that organization that contains names and e-mail addresses for all subscribers within the domain. It may also contain other relevant information about each user, such as public key certificates, telephone numbers, and/or physical locations.

	Gateway
	Hardware or software that converts between algorithms, protocols or standards. May also act as a means of access from one network to another. Or a bridge between two networks

	Genlock
	The synchronization of a piece of video equipment to another using an external video or similar signal. In broadcasting and videoconferencing systems, all picture sources should be genlocked together or synchronous.

	GFSK
	Gaussian filtered Frequency Shift Keying; a data modulation method used by Bluetooth (which see) wireless systems. Gaussian filtering reduces the instantaneous transmission bandwidth required.

	GIG
	Global Information Grid: The globally interconnected, end-to-end set of information capabilities associated processes and personnel for collecting, processing, storing, disseminating, and managing information on demand to warfighters, policy makers, and support personnel.  The GIG includes all owned and leased communications and computing systems and services, software (including applications), data, security services and other associated services necessary to achieve information superiority.  It also includes National Security Systems as defined in section 5142 of the Clinger-Cohen Act of 1996.  The GIG supports all Department of Defense, National Security Systems, and related Intelligence Community missions and functions (strategic, operational, tactical and business), in war and in peace.  The GIG provides capabilities from all operating locations (bases, posts, camps, stations, facilities, mobile platforms and deployed sites).  The GIG provides interfaces to coalition, allied, and non-DoD users and systems.

	GIS
	Geographic Information Systems

	GNSS
	Global Navigation Satellite System

	GPS
	Global Positioning System

	GSM
	Global System for Mobile Communications: A European standard for digital cellular telephones that has now been widely adopted throughout the world. Under the ETSI standard, GSM telephones contain a SIM smart card that identifies the individual subscriber. 



	GUI
	Graphical User Interface; a human - machine interface based on a graphical and iconic metaphor techniques, to simplify or clarify operation of a device and to provide visual feedback to the operator about the state of the system.

	H
	

	Hash Function
	A function that maps a variable-length data block or message into a fixed-length value called a message digest or hash code. The function is designed so that, when protected, it provides an authenticator for the data or message, because any alteration in the original message will produce a very different hash or digest value. The most widely-used hash function, called Secure Hash Algorithm-1 (SHA-1), was developed by NIST, to be used with the Digital Signature Algorithm, and was published in 1995 as FIPS 180-1.

	HCI
	Human-Computer Interface

	HDLC
	ISO: High-level Data Link Control protocol.

	HDTV
	High Definition Television: Any of a number of television technologies providing an image aspect ratio of about 2:1 (WxH) and with resolution far superior to NTSC, PAL or SECAM.

	Host
	A host is a computer/processor and/or software application that provides services to one or more elements connected to it. These services may include, but are not limited to, network access,  program loading, database storage, and HMI. The element or elements connected to a host may be hardware elements (e.g. FPGAs), processing elements (e.g. DSPs), or a combination of elements (e.g. a JTRS radio).

	HTML
	HyperText Markup Language, a subset of SGML, commonly used for Internet Web-page design.

	HTTP
	Hyper Text Transfer Protocol: The Web’s communication standard. Stabilized at HTTP/1.1, it defines the universal mechanism for exchanging application-level messages between Web devices. All web services run over HTTP.

	Huffman Coding
	A lossless, statistically-based entropy coding technique used to compress data in which the most frequently occurring code groups are represented by shorter codes, and rarely occurring code groups are represented by longer codes. Used in H.320 and other videoconferencing codecs, Group 3 facsimile and JPEG.

	ICD
	Interface Control Document:  intended to define the requirements related to the interface of two or more systems or components 

	ICMP
	Internet Control Message Protocol 

	IDS
	Intrusion Detection System

	IEC
	International Electrotechnical Commission: Standards for electrical, electronic & related technologies.

	IEEE
	Institute of Electronics & Electrical Engineers

	IETF
	The Internet Engineering Task Force, a public forum that develops standards and resolves operational issues for the Internet. IETF is purely voluntary.  

	IGMP
	Internet Group Management Protocol

	IHS
	IBM Hyper Text Transfer Protocol Server

	IMAP, IMPA4
	Internet Message Access Protocol. A method for mail clients to retrieve mail from a message store. IMAP is newer and has more features than the more popular POP protocol.

	Internet
	The shared global computing network. A network based on standards including Internet Protocol (IP), Simple Mail Transfer Protocol (SMTP) and the Domain Name System (DNS), which enables global communications between all connected computing devices. It provides the platform for web services and the World Wide Web.

	Interoperability
	Interoperability Refers to a system or a product that is capable of operating with another system or product directly without additional developmental effort by the user.

The ability of products manufactured by different companies to operate correctly with one another.

	IOS
	Input/Output Subsystem

	IP
	Internet Protocol:  packet transmission standard for the transmission of data, voice, video and other information over the Internet.

	IR
	InfraRed, that portion of the electromagnetic spectrum adjacent to the visible light spectrum and with longer wavelengths. IR is often used for optical communications over FOTS or through the air.

	ISDN
	Integrated Services Digital Network, see also BRI and PRI. A switched digital service using a 16 Kbps "D" channel for signaling and two or more 64 Kbps or 56 Kbps (some US) "B" channels for data transmission.

	ISM
	Industrial, Scientific and Medical, unlicensed radio bands: radio bands were originally reserved internationally for non-commercial use of RF electromagnetic fields for industrial, scientific and medical purposes.  In recent years they have also been used for license-free error-tolerant communications applications such as wireless LANs and Bluetooth:

    * 900 MHz band (33.3 cm wavelength)

    * 2.4 GHz band (12.2 cm wavelength)

    * 5.8 GHz band (5.2 cm wavelength)

IEEE 802.11b/g wireless Ethernet also operates on the 2.4 GHz band.

	ISO
	International Standards Organization sets standards for data communications: A network of national standards institutes from 140 countries working in partnership with international organizations, governments, industry, business and consumer representatives. It is responsible for all standards area not specifically assigned to IEC.  

	ISSA
	Information Systems Security Association.  

	IT
	Information Technology: Any equipment or interconnected system or subsystem of equipment, that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information.  Information technology includes computers, ancillary equipment, software, firmware, and similar procedures, services (including support services), and related resources.  Information technology does not include any equipment that is acquired by a Federal contractor incidental to a Federal contract.

	ITU (formerly CCITT, CCIR)
	International Telecommunications Union.

	J
	

	Java
	A network-oriented programming language invented by Sun Microsystems. Java was specifically designed so that programs could be safely downloaded to remote devices (e.g., Web pages, smart cards, etc.).

	Java Card
	A set of specifications for running a subset of Java on a smart card. The Gemplus products that implement this standard include GemXpresso and GemXplore 'Xpresso. 

	J2EE
	Java 2 Enterprise Edition : A version of Java designed for heavy-duty servers with strong support for integration of back-end systems. 

	J2ME
	Java 2 Micro Edition: An implementation of the Java operating system for resource restricted devices such as mobile handsets or PDAs. Next generation handsets running J2ME should be able to interact with smart cards running Java Card. 

	J2SE
	Java 2 Standard Edition: A version of Java(tm) 2 designed primarily for individual desktops computers. 

	JPEG 
	Joint Photographic Experts Group. An ISO video compression standard for storage and transmission of a variety of still graphics image formats (not only NTSC in origin). It may be used in conjunction with fully compliant ITU-T codecs and includes both lossy and lossless modes. Note that so-called "motion JPEG" is a proprietary method of motion video transmission, and is not a standard. 

	JTA
	Joint Technical Architecture

	JTF
	Joint Task Forces

	JVM
	Java Virtual Machine: An essential element of the Java programming language. The JVM is an abstract computing machine with its own instruction set and memory. A JVM is included in each release of Java (J2ME, J2SE and J2EE). 

	K -
	

	KBps (KB/s) 
	KiloBytes (thousands of bytes or octets) per second. One kilobyte contains 1,024 bytes ( 2 10 bytes) 

	Key  
	Any piece of information, usually a number contained in a certain minimum number of bits, needed or used to encrypt or decrypt a message. 

In encryption, a key is a sequence of characters used to encode and decode a file. You can enter a key in two formats: alphanumeric and condensed (hexadecimal). In the network access security market, "key" often refers to the "token," or authentication tool, a device utilized to send and receive challenges and responses during the user authentication process. Keys may be small, hand-held hardware devices similar to pocket calculators or credit cards, or they may be loaded onto a PC as copy-protected, software.  

	KHz 
	KiloHertz, (analog), thousands of cycles per second. 

	KMP 
	Key Management Protocol

	Ku-band 
	A microwave frequency band. When used for satellite links, the frequencies assigned are: 

* uplink (to the satellite): 14.0-14.5 GHz 
* downlink (from the satellite): 11.7-12.2 GHz 

Ku-band is susceptible to rainfall attenuation, often noted by DBS customers as blocking. 

	KVM
	K Virtual Machine: A Java VM (Virtual Machine) suited for mobile devices. As its name suggests, the VM is measured in tens of KB. 

	L -
	

	LAN 
	Local Area Network, usually used to connect workstations to a server or to each other, operating at modest speeds. Ethernet, available at 10-, 100- or 1000-Mbps is perhaps most widely used. 

	Laser/Light Devices
	The effects of bright light/laser devices can range from dazzle or glare to image formation, flash-blindness and irreversible damage. These devices are considerably less effective in daylight or in the presence of strong artificial light.

	Latency 
	The amount of delay in a LAN or WAN. For basic data where a small delay can be tolerated, latency is usually not an issue. However, for communications services used for videoconferencing or VoIP for example, latency can interfere with the audio and/or visual communications. In shared bandwidth transmission environments, it is possible to encounter latency which varies dynamically, caused by perhaps a single user accessing or originating multi-megabyte-sized files or accessing high bandwidth streaming signals. 

	layer 
	a set of entities and the services they provide 

	LCD 
	Liquid Crystal Display. A very low-power device capable of displaying characters, words and symbols, often built into a telecommunications equipment control panels. 

	LCP 
	Link Control Protocol (PPP usage) 

	LDAP
	Lightweight Directory Access Protocol, developed at the University of Michigan as a front-end to the more complex ITU-T X.500 directory protocol, formalized in 1995 in RFC 1777. It includes five models: data, organization, security, function and topology. It is useful for a wide range of uses including simple dialing directories and indexing large databases. 
A standard protocol for accessing information stored in a directory including public-key certificates. It is compatible with the X.500 directory model, but is simpler and more implementer-friendly than the standard X.500 protocols. As a result, it is becoming available in many applications that are certificate-enabled.

	LEC 
	Local Exchange Carrier 

	LEO 
	Low Earth Orbit, non-geosynchronous satellites used for communications and other purposes. 

	LLT
	Less-Lethal Technology: Synonymous with NLW, but also encompassing more advanced technologies and those that may not pr4ecisely fall under the weapon genre.

	LLW
	Less-Lethal Weapons: Weapons explicitly designed and primarily employed so as to incapacitate personnel or materiel, while minimizing fatalities, permanent injury to personnel, and undesired damage to property and the environment.

	Linux
	An Open Source operating system that is derived from UNIX.

	LMCS 
	Local Multipoint Communication System, another version of MMDS or "wireless network" term used in Canada. Data rates can be as high as 155 Mbps compared to 64 Kbps cell phones and, depending on jurisdiction, may operate between 2-GHz and 42-GHz with up to 3-GHz of spectrum available. 

	LMDS 
	Local Multipoint Distribution Service, a broader-band, higher frequency, version of MMDS or "wireless network". Data rates can be as high as 155 Mbps compared to 64 Kbps cell phones and, depending on jurisdiction, may operate between 2-GHz and 42-GHz with up to 3-GHz of spectrum available. (In Canada, known as LMCS, local multipoint communications systems.) 

	LMR 
	Land Mobile Radio 

	LMSS 
	Land Mobile Satellite Service 

	LNA 
	Low Noise Amplifier, an active device used in conjunction with an appropriate antenna to amplify and receive satellite microwave signals. 

	LNB or LNBC 
	Low Noise Block Converter, an active device used in conjunction with an appropriate antenna to convert a range of satellite signals to some intermediate frequency for processing by a receiver etc. 

	LRA
	Local Registration Authority: A type of Registration Authority with responsibility for a local community.

	LOF
	 Loss of Frame

	Logical Access Control 
	Refers to an automated system that controls an individual's ability to access one or more computer system resources such as a workstation, a network, an application, or a database.

	LOH
	Line Overhead: The SONET protocol layer dealing with the path between multiplexers is called the LINE layer. Line Overhead is the bandwidth consumed by the management and coordination of this link.

	LOS
	 Line of Sight

	LOS
	 Loss of Signal

	LIC
	Low-Intensity Conflict: A political-military confrontation between contending states or groups that is below conventional war and above the routine, peaceful competition among states, including rebellions and insurrections characterized by adversaries dedicated to a cause but normally lacking command and control structure and modern equipment.

	LTE
	 Line Terminating Equipment

	Luminance 
	The portion of a composite video signal that represents the monochrome or brightness part of the image. 

	LZW 
	Lempel-Ziv-Welch; a lossless data compression algorithm named after its developers. 

	M 
	

	MAC

	Mandatory Access Control: an added security constraint enforced by a trusted operating system. MAC governs access to data, devices, or networks based on their sensitivity levels. MAC, as the name implies, is mandated by the trusted operation system and cannot be changed or removed by users.



	Magneto Optical 
	(MO) Recording data using a combination of magnetic and optical means to change the polarity of a magnetic field in the recording medium. Data is erasable and/or rewritable.  

	MB
	Mega Byte

	Mbps (Mb/s) 
	Megabits (millions of bits) per second. One megabit contains 1,048,576 bits ( 2 20 bits) 

	MBps (MB/s) 
	MegaBytes (millions of bytes or octets) per second. One megabyte contains 1,048,576 bytes ( 2 20 bytes) 

	MC 
	Multi-Carrier, part of modern data transmission modulation schemes, used by GFSK, Bluetooth, etc. 

	MCU
	Multipoint Control Unit: A device that links three or more videoconference locations for fully interactive audio, data and video teleconferencing. An ITU-T MCU must meet the requirements of H.231 and H.243. In addition, the T.12x and T.13x suites of standards, desirable for both codec and MCU, provide greater functionality for multipoint videoconferencing. 

	Memory Card
	A smart card containing a memory chip with read / write capability and in some cases hardwired security functions (some people do not consider memory cards as smart cards).

	MF-UA
	Multi-factor User Authentication: Multi-factor authentication utilizes 2 or more forms of verification to confirm the identity of a user. For example, a user might be required to provide the correct password and touch a fingerprint sensor to match against an existing fingerprint template before being granted access to a computer.  

	MGCP 
	Multimedia Gateway Control Protocol. 

	MHTML
	MIME-enhanced HTML. A method for sending aggregated HTML documents (such as ones with images) in a single MIME message.

	MHz 
	MegaHertz, in analog signals, millions of cycles or alternations per second. 

	Middleware  
	Software that allows the PC to interact with the CAC and the attached smart card reader. Also, software that allows one application to communicate with another application.

	MIDlet
	Mobile Information Device [App]let: An applet designed to run on a mobile device under the MID profile of J2ME.

	MIL-STD
	Military Standard

	MIME
	Multipurpose Internet Mail Extensions. A structured format for messages which allows a single message to contain many parts.

	Minutiae
	Small details found in finger images such as ridge endings or bifurcation's.

	Mission Category  
	(GIG IA 6-8510 G&PM) Applicable to information systems, the mission category reflects the importance of information relative to the achievement of DoD goals and objectives, particularly the war fighter's combat mission. Mission categories are primarily used to determine requirements for availability and integrity services. DoD will have three mission categories  

Mission Critical  
Systems handling information that is determined to be vital to the operational readiness or mission effectiveness of deployed and contingency forces in terms of both content and timeliness. Information in these systems must be absolutely accurate and available on demand (may be classified information, as well as sensitive and unclassified information).

Mission Support  
Systems handling information that is important to the support of deployed and contingency forces. The information must be absolutely accurate, but can sustain minimal delay without seriously affecting operational readiness or mission effectiveness (may be classified information, but is more likely to be sensitive or unclassified information).

Administrative  
 Systems handling information that is necessary for the conduct of day-to-day business, but does not materially affect support to deployed or contingency forces in the short term (may be classified information, but is much more likely to be sensitive or unclassified information).

	MLP 
	Multi-Layer Protocol. 

	MLS
	Multi-Level Security

	MMC
	Multimedia Card: A standard for very small (24 x 32 x 1.4 mm) memory units that can be used in portable devices (e.g., PDAs, mobile phones, etc.). They can store up to 64 MB of data. See http://www.mmca.org/ for more information.

	MMDS 
	Multi-channel Multipoint Distribution Service. Sometimes called "wireless cable", a technology to provide television, and sometimes simplex or full duplex data services to areas where customer separation makes wired systems uneconomic. When used with a return audio channel, useful for distance learning. 

	Modem 
	MOdulator - DEModulator. A device that converts digital signals to a form suitable for analog transmission. 

	Module
	(also called micromodule) The unit formed of a chip and a contact plate, with fine connecting wires that is encapsulated in a drop of epoxy resin. The module is embedded in a cavity in the card body.

	MOOTW
	Military Operations Other Than War: Operations that encompass the use of military capabilities across the range of military operations short of war. These military actions can be applied to complement any combination of the other instruments of national power and occur before, during, and after war.

	MOSS
	MIME Object Security Services. A protocol for exchanging digitally signed and/or encrypted mail. that never gained much use.

	Motion Prediction 
	A type of interframe coding used by codecs to compress motion video. By examining statistics of previous video frame sequences, a future prediction of the motion vectors and rate-of-change for an object, block or group of pixels is developed for subsequent frames. In H.261, the estimated vectors must terminate within the image while in H.263, they may extend outside the image bounds. Important at lower transmit bit rates, optional in H.261. 

	MOUT
	Military Operations on Urbanized Terrain: All military actions planned and conducted on a topographical complex and its adjacent natural terrain where man-made construction is the dominant feature. It includes combat-in-cities, which is that portion of MOUT involving house-to-house and street-by-street fighting in towns and cities.

	MP
	Military Police: Army and Marine Corps police forces designated by specific Military Occupational Specialty.

	MPEG 
	Motion Pictures Experts Group, an ISO image standards group. 

	MPEG1 
	MPEG1 is the first of a family of motion video and audio compression standards. It provides DCT lossy compression with rather high quality. It is intended for broadcast quality applications, with resolutions based upon the CCIR (now ITU-R) 601 standard for video coding. It uses three coding protocols: Intraframe coding or I-Pictures (no prediction), P-Pictures, incorporating motion prediction from the previous video image and, B-Pictures (bi-directional prediction) which include motion prediction one frame ahead as well as from the previous frame. MPEG2 has largely supplanted MPEG1. 

	MPEG2 
	MPEG2 is the second in a family of motion video and audio compression standards. The result of a natural evolution from MPEG1, it provides DCT lossy compression ranging from low to rather high quality although not as good as MPEG1. It is intended for broadcast quality applications, with resolutions based upon the CCIR (now ITU-R) 601 standard for video coding. It uses three coding protocols: Intraframe coding or I-Pictures (no prediction), P-Pictures, incorporating motion prediction from the previous video image and, B-Pictures (bi-directional prediction) which include motion prediction one frame ahead as well as from the previous frame. MPEG2 also has a coding mode at 24 frames per second, matching that of motion picture film, useful for offline image encoding. MPEG2 has largely supplanted MPEG1 and is used for coding multimedia images from CD-ROM, DVD, broadcasting, pay TV and high quality videoconferencing. MPEG2 also includes more coding decision points than MPEG1, permitting rather fine control of image quality over time in response to the needs of other channels in applications like DBS. 
This standard is also known as ITU-T H.262 

	MPEG3 
	The MPEG3 standard was intended as an ultra-high quality solution that was abandoned during development, and therefore does not exist. However, the term "MPEG3" is sometimes incorrectly used to describe MPEG2 layer 3 audio (MP3). 

	MPEG4 
	MPEG4 is an ISO standard intended to satisfy the needs of content authors, network service providers and end users. It is a multifaceted, extensible standard, and is an attempt to provide all things to all people. It covers sprites, speech synthesis, streaming video, multimedia and many other aspects including a foreground-background coding technique which will likely supplant MPEG2 for broadcast applications as it uses about one-half the bandwidth for equivalent quality. The most common version found in the PC environment is known as MPEG4 Part 3 which includes moving images and sound. 

	MPEG4 Part 10 AVC 
	An ISO motion-video compression standard using advanced video coding, a foreground-background coding technique, intended for high-quality applications. Merged with ITU-T work on same subject and known as H.264 (which see). 

	MTBF 
	Mean Time Between Failures, a measure of system or hardware reliability or availability. 

	MTIE
	 Maximum Time Interval Error

	MTTR 
	Mean Time To Repair. Especially useful for in complex systems, MTTR provides a mean time from the onset of a failure to return to pre-failure operational status. 

	Multiplex 
	To sequentially incorporate several data streams into a single data stream in such a manner that each may later be recovered intact. 

	MVDS 
	Multichannel Video Distribution System. Sometimes called "wireless cable", a technology to provide television, and sometimes simplex or full duplex data services to areas where customer separation makes wired systems uneconomic. When used with a return audio channel, useful for distance learning. Operates between 2-6 GHz and above 20 GHz depending upon circumstances. 

	MWS 
	Multipoint Wireless System. Another name for MMDS (which see). Sometimes known as "wireless cable", a technology to provide television, and sometimes simplex or full duplex data services including Internet and VoIP to areas where customer separation makes wired systems uneconomic. When used with a return audio channel, useful for distance learning. Operates between 2-6 GHz and above 20 GHz depending upon circumstances. 
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	NAS 
	(Network Attached Storage) Can be part of a SAN. Hard disk storage directly attached to the network to provide information access. 

	NASA
	National Aeronautics and Space Administration

	NATO
	North Atlantic Treaty Organization

	NBC
	Nuclear, Biological, Chemical

	NC
	Network Computer: A "thin" client hardware device that executes applications locally by downloading them from the network. NCs adhere to a specification jointly developed by Sun, IBM, Oracle, Apple and Netscape. They typically run Java applets within a Java browser, or Java applications within the Java Virtual Machine.   

	NEC
	National Electrical Code. A publication of the National Fire Protection Association (NFPA) which outlines requirements for electrical wiring and building construction.

	NEMA
	National Electrical Manufacturers Association.

	Network Computing Architecture 
	A computing architecture in which components are dynamically downloaded from the network into the client device for execution by the client. The Java programming language is at the core of network computing.   

	Network-Level Firewall 
	A firewall in which traffic is examined at the network protocol packet level.  

	NIC 
	Network Interface Card (PC usage, often referring to an Ethernet 10/100baseT device). 

	NIST 
	US National Institute of Standards and Technology; formerly US National Bureau of Standards (NBS). 

	NLAM
	Non-Lethal Anti-Material: Weapons explicitly designed and primarily employed so as to incapacitate material and vehicles, while minimizing fatalities, permanent injury to personnel, and undesired damage to property and the environment.

	NLW
	Non-Lethal Weapons: Military term for Less-Lethal Weapon.

	Node
	A virtual location to which information can be published and from which event notifications and/or payloads can be received (in other pubsub systems, this may be labeled a “topic”).

	NTSC 
	The National Television System Committee 525-line color-television standard used in North America and Japan. It is synonymous with CCIR System M. 

	Nyquist Criterion 
	From sampling theory, for a sine wave, the sampling frequency must be no less than twice the maximum signal frequency. 
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	OAM
	(Operations Administration Maintenance) Refers to managing and maintaining a network or network device. The P in "OAM&P" adds "provisioning" to the list, which is a carrier (telephone company or telecommunication company) term for setting up a service.

	OCR 
	(Optical Character Recognition) Technique by which images of characters can be machine identified, then converted into computer processable codes.  

	Octet 
	8-bits of data (European usage), the same as a modern byte (which see). 

	OC
	Oleoresin Capsicum: Also known as 'pepper spray'. OC is made completely from organic materials and is FDA-approved for sale over-the-counter in the United States. Causes severe and immediate burning sensation to mucous membranes when sprayed into face, nose, and eyes.

	OFDM 
	Orthogonal Frequency Division Multiplexing 

	One-Time Password 
	In network security, a password issued only once as a result of a challenge-response authentication process. Cannot be "stolen" or reused for unauthorized access.  

	OO
	Object Oriented

	Open System
	A system that uses industry standard development approaches. Open systems allow issuers to call upon multiple suppliers for a given product. 

	Operating System 
	System software that controls a computer and its peripherals. Modern operating systems such as Windows 95 and NT handle many of a computer’s basic functions.  

	Optical Disc  
	Medium that will accept and retain information in the form of marks or density modulation in a recording layer that can be read with an optical beam.  Primarily WORM (Write Once, Read Many); Optical disk on which data is recorded by the user once (and is unalterable) and can be read many times.  

	OS
	Operating System: A smart card OS ensures secure access to data as well as file management functions, much like the operating systems on a personal computer..

	OSI 


	Open Systems Interconnection: A proto-type reference model. Its purpose is to promote communication-interconnection between diverse systems. Connected computers may be completely different.  It is a set of internationally accepted protocols grouped into a seven (7) layer reference-architecture. It was developed by the International Standards Organization (ISO). Each layer uses and builds on the services provided by those below it. Layers are: 

(0) Media: Cables, wires,  optical fibres,  radio frequencies; 

(1) physical: hardware and/or software to interface to media; 

(2) data link: hardware and/or software to interact with the data link layer on the other end of the immediate-media

(3) network: software that uses network devices addresses, routing, path and other networking concepts to establish and maintain a network

(4) transport: software that establishes, monitors and maintains a service level for a communication exchange

(5) session: software that remembers details of exchanges between devices so that a multiple number of related exchanges are enabled

(6) presentation: conversions – encryption, format, character-representation – not all protocol-stacks break-out this layer and 

(7) application layer: applications sending and receiving bit streams for voice, video or data. 

	OV
	Operational View
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	P2P
	Peer-to-Peer

	Packet 
	A form of data transmission breaking the information into many small packets, each including information such as source, destination, protocol and packet length information. The concept is used for the Internet where a given transmission facility is shared by many different users, with packets removed or added as appropriate at different locations. 

	PAL 
	Phase Alternate Line, the European 625-line, 25-frame per second color-television standard. 

	PAM 
	Pulse Amplitude Modulation, a sampled analog signal which may exist as an intermediate step prior to the signal's coding and quantizing. 

	Passband 
	A range of frequencies passed by a device or network. 

	Passphrase   
	Passphrase defines a phrase containing a number of characters, numbers, spaces, and punctuation used to identify a user. Passphrase differs from a password in that the passphrase can be a sentence or group of words whereas a password is generally a single set of characters and numbers. An example of a passphrase might be: “High performance Workers* require high performance c0mputer$.”  

	Password 
	A secret code assigned to a user. A@ known by the computer system. Knowledge of the password associated with the user ID is considered proof of authorization. (See One-Time Password.)  

	PBCC 
	Packet Binary Convolutional Coding 

	PBX 
	Private Branch Exchange. A telephone/data switching system, usually located on customer premises and belonging to the user. In contrast to Centrex which is largely located on the common carrier's premises. Some modern PBXs provide effective switched digital interfaces for operation of switched 64/56 Kbps and ISDN videoconferencing. 

	PC Card
	Standard architecture-independent extension device. These cards are typically used in laptop computers (formerly called PCMCIA).

	PCM 
	Pulse Code Modulation, a basic form of digital modulation where an analog signal is sampled, each sample is quantized independently of other samples, and then it is converted to a digital signal. 

	PCMCIA 
	Personal Computer Memory Card International Association 

	PCN
	Personal Communications Network: A variant of the GSM wireless phone standard (sometimes called DCS 1800 or GSM 1800).

	PCS
	Personal Communications Services: A variant of the GSM wireless phone standard (sometimes called GSM 1900).

	PDA 
	Personal Digital Assistant. 

	PDF
	 (Portable Document Format) Format developed by Adobe Systems for document publication.  

	Peer-to-peer
	Said of an information system when the participants are both "users" and "service providers."

	Perimeter-based Security 
	The technique of securing a network by controlling access to all entry and exit points of the network.  

	PGP
	Pretty Good Privacy. A protocol for exchanging digitally signed and/or encrypted mail.

	Picture Element 
	The smallest discrete part of a video image, the size of which is controlled by the analog-to-digital conversion sampling process and subsequent other compression processes. The more picture elements per line, the higher the resolution of the image. To convert the number of H pixels to a close approximation of TV lines of resolution for the NTSC system, simply multiply the number of H pixels by 0.78. Furthermore, each 80 TV lines of resolution (NTSC) requires 1 MHz of analog bandwidth for transmission. 

	PID 
	Premises Interface Device, a filtering and splitter device for interfacing bidirectional cable systems and the customer. 

	PIN
	 Personal Identification Number:  a 6 to 8 digit number used for Common Access Card identity verification and security. The PIN acts as a security code for the cardholder. The PIN prevents others from using your CAC fraudulently or gaining access to a your private key.

	PIP 
	Picture-In-Picture display. A video display mode in which a one-quarter- or smaller-size video image is superimposed over a full-screen video image. PIP is especially useful as a preview monitor for one-monitor videoconferencing installations and for TV receivers. 

	Pixel 
	Picture element. 

	PKCS
	Public-Key Cryptography Standards.

 RSA Encryption Standard 

· PKCS #1: The RSA encryption standard.

· PKCS #3: Diffie-Hellman Key-Agreement Standard 

· PKCS #5: Password-Based Cryptography Standard 

· PKCS #6: Extended-Certificate Syntax Standard 

· PKCS #7: Cryptographic Message Syntax Standard 
Informal inter-vendor standards developed in 1991 under the impetus of RSA. More information at: http://www.rsasecurity.com/rsalabs/pkcs/ 

· PKCS #8: Private-Key Information Syntax Standard 

· PKCS #9: Selected Attribute Types 

· PKCS #10: Certification Request Syntax Standard 

· PKCS #11: Cryptographic Token Interface Standard 

· PKCS #12: Personal Information Exchange Syntax Standard 

· PKCS #13: Elliptic Curve Cryptography Standard 

· PKCS #15: Cryptographic Token Information Format Standard. 

	PKI 
	Public Key Infrastructure: Enables the secure exchange of content through the use of a public and a private cryptographic key pair that is obtained through a trusted authority.  
The software and/or hardware components necessary to manage and enable the effective use of public key encryption technology, particularly on a large scale. See Public Key, Cryptography.

	PKIX
	Internet X.509 Public Key Infrastructure. The name of the IETF working group creating standards for PKI on the Internet.

	PLL
	 Phase Locked Loop

	Plug-In Card
	Compact format for SIM cards.

	POP 
	Point-Of-Presence, the common carrier physical location in a city, for example. 

	POP, POP3
	Post Office Protocol. A method for mail clients to retrieve mail from a message store. POP is more widely used than the IMAP protocol, which has more features.

	Port
	A port identifies a source /consumer (Provides Port) or a sink /producer (Uses Port) for data and/or commands. A Port specifies the types of data and commands accepted.

	POSIX
	Portable Operating System Interface for Computer Environments

	POS Terminal
	Point Of Sale Terminal: POS terminals (in comparison to central terminal) are handheld or desktop devices that can conduct transactions with smart or mag-stripe cards.

	PPP 
	Point-to-Point Protocol, often used for Internet access. 

	PPTP 
	Point-to-Point Tunneling Protocol, a newer technology supporting multi-protocol virtual private networks (VPNs), letting remote user access to corporate networks securely across the Internet. 

	PRA 
	European name for PRI. 

	PRBS
	 Pseudo Random Binary Sequence

	PRI 
	North American Primary-Rate Interface, 23B+D ISDN interface, made up of a 64 Kbps D-channel for signaling, and 23-B channels for data, each operating at 64 Kbps. 

	Primitive
	An abstract, implementation-independent representation of the interactions between service users and service providers.

	Private Key  
	The part of a key pair to be safeguarded by the owner. A private key is used to generate a digital signature. Private keys are used to decrypt information, including key encryption keys during key exchange. It is computationally infeasible to determine a private key given the associated public key.

In encryption, one key (or password) is used to both lock and unlock data. Compare with public key

	Proxy 
	1) A method of replacing the code for service applications with an improved version that is more security aware. Preferred method is by "service communities", i.e. Oracle, rather than individual applications. Evolved from socket implementations. 

2) A software agent that acts on behalf of a user. Typical proxies accept a connection from a user, make a decision as to whether or not the user or client IP address is permitted to use the proxy, perhaps does additional authentication, and then completes a connection on behalf of the user to a remote destination.  

	PSE
	Physical Security Equipment

	Public Key  
	The Part of a key pair that is made public, usually by posting it to a directory. A public key can be either a signature or key exchange key. The signer's public signature key is used to verify a digital signature. Sending an encrypted message requires use of the recipient's public key in the encryption process.

In encryption a two-key system in which the key used to lock data is made public, so everyone can "lock." A second private key is used to unlock or decrypt.  

	public key cryptography
	A method for creating two keys (also called a key pair) that can be used to encrypt and decrypt messages. One of the two keys, the public key, is widely published, while the other key, the private key is kept secret. When you want to encrypt a message for a recipient, you use that recipient’s public key; only someone with the private key can decrypt the message. When you want to digitally sign a message, you use your private key; anyone with your public key can then check the signature and verify that only you could have signed the message. 

	PKI
	Public Key Infrastructure: Framework established to issue, maintain, and revoke public key certificates.

	PWT 
	Personal Wireless Technology, the US version of DECT, operating between 1910 and 1920 MHz. 

	Q
	

	QAM 
	Quadrature Amplitude Modulation. 

	QCIF 
	Quarter Common Intermediate Format. Describes a subset of the type of coded video signals transmitted when using ITU-T H.261 and H.263 coding methods. See CIF. 

	QoS 
	Quality of Service which includes technical performance parameters like differential phase, latency, phase jitter or error distribution, together with worst-case performance values for each. 

	QPSK 
	Quadrature Phase Shift Keying, a modulation method for digital satellite transmission. 

	Quantization 
	The process of dividing a continuous range of signal values into larger, less granular, contiguous parts, a unique value being assigned to each part. The process assigns the same digital value to two or more of the original adjacent digital values. Quantizing is used as part of a lossy coding algorithm. 
Quantizers may be linear, non-linear or dynamic, depending upon the circumstances and application. 
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	R - Y 
	Red minus luminance (Y). One of the two color signals used in encoding television signals. 

	RA
	Registration Authority: Entity responsible for identification and authentication of certificate subjects that has automated equipment for the communication of applicant data to Certification Authorities and does not sign or directly revoke certificates.

	RAD
	Rapid Application Development: An approach that relies on small teams using joint application development and iterative-prototyping techniques to construct interactive systems within several months.

	RADSL 
	Rate-Adaptive Digital Subscriber Line, a form of xDSL, it provides full duplex asymmetrical connectivity at 7.0 Mbps from the network, and 1 Mbps to the network over distances up to 5.5 Km (3.4 miles). This type of transmission supports telephony over the same physical pair as does ADSL. Like a standard modem, RADSL can change its maximum bit rate in response to changing line conditions. 

	RAID 
	Redundant Array of Independent Disks: Storing the same data on multiple hard disks for improved performance and fault tolerance.  

	RAM
	Random Access Memory: A volatile memory that is used as a scratchpad by the microprocessor in a smart card.

	Rapid Deployment System 
	A telecommunications system, often including videoconferencing and a variety of data capabilities, packaged in air-transportable containers and permitting rapid setup. These systems are intended for establishing telecommunications and videoconferencing in emergency and crisis situations. 

	RAPIDS
	Real-Time Automated Personnel Identification System: This is an automated, cost-effective and currently operation ID Card System for Military, Retired and their Families.

	RDBMS
	 Relational Database Management System

	Real-Time CORBA
	Real-Time CORBA is an emerging specification that provides additional interfaces to support typical real-time controls such as priorities, thread pools, and guaranteed message transfer times. Real-Time CORBA does not guarantee necessarily high-performance speed of operations.

	Receive-Only Codec 
	A video codec able only to receive communications signals and process them for local output. Primarily used at receive locations in point-to-multipoint or broadcast applications such as DBS where two-way communication with the sending location is not required. Security systems also use receive-only codecs. 

	Recursive filtering 
	A method of motion video noise reduction developed by the BBC; the hardware was known as a Digital Noise Reducer (DNR) and manufactured by Pye (UK). Random noise is identified by its lack of connection to similar values of picture elements adjacent to it or, between successive video frames and at similar coordinates. Such pixels identified as noise may then be removed by replacing them with the average value of the surrounding pixels. 

	Reed-Solomon Code 
	A forward-error correction technique used for satellite transmission and CD recordings, especially effective for error bursts. 

	Remote Access 
	The hookup of a remote computing device via communications lines such as ordinary phone lines or wide area networks to access network applications and information.  

	Resource
	A software component that implements the SCA defined Resource base application interface. The Resource interface provides an API for interaction between a Resource and the Core Framework and for interconnection of Resources. All visible SCA-conformant components of a user application must implement the Resource interface. Note that a logical Device is derived from Resource and must also implement the Resource interface.

	Restricted Channel 
	A digital communications channel for which each p or B channel (ITU-T usage) gives a usable capacity of 56 Kbps instead of 64 Kbps. Still sometimes used in North America, this is a remnant of the ones-density limitation of T1 carrier facilities. 

	RFC
	Request For Comments. The primary mechanism used by the IETF to publish documents, including standards.

	RFC 822
	The specification for the format of Internet mail messages. This term is mostly used to describe the message headers.

	RFI
	 Remote Failure Indication

	RFI (electro-magnetic usage) 
	Radio Frequency Interference. 

	RFI (project management usage) 
	Request For Information. 

	RFID
	Radio Frequency Identification. 

	RGB Video Signal 
	A video signal where the red (R), green (G) and blue (B) picture components are each present as individual signals. Synchronization information may be separate or included with the G signal. 

	RGB/N 
	An RGB video signal based on the NTSC 525-line scanning rates. 

	RGB/P 
	An RGB video signal based on the PAL 625-line scanning rates. 

	Risk Analysis 
	The analysis of an organization's information resources, existing controls and computer system vulnerabilities. It establishes a potential level of damage in dollars and/or other assets.  

	RISV 
	Reference Impairment System for Video. RISV is used to simulate video compression impairments, independent of the compression scheme in preparation for P.910 video subjective testing. 

	RJ-11 
	A North American standard 4-wire modular telephone jack, USOC Registered Jack #11. 

	Roaming
	An arrangement whereby a mobile handset is be recognized by networks other than that of the issuer (notably for subscribers traveling abroad). See GSM.

	RSA
	Rivest-Shamir-Adelman. The name of a cryptographic key-exchange algorithm popular in many security protocols. Also the name of the company which controls the US patent on the algorithm.

	RTP 
	Real-time Transport Protocol. 

	RTSP 
	Real-Time Streaming Protocol. 

	ROE
	Rules of Engagement: Directives issued by competent military authority which delineate the circumstances and limitations under which United States forces will initiate and/or continue combat engagement with other forces encountered. Also called ROE.
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	S/MIME
	Secure MIME. A protocol for exchanging digitally signed and/or encrypted mail.

	SAM
	Security Access Module: A dedicated microprocessor unit that conducts active authentication with a memory or microprocessor card.

	SAN 
	(Storage Area Network)   A high speed network that connects computer systems and storage elements and allows movement of data between computer systems and storage elements and among storage elements.  

	SASL
	Simple Authentication and Security Layer. A standard method for authentication that is used in many applications protocols.

	SC
	Sub-Committee: A subgroup within a TC

	SDH
	Synchronous Digital Hierarchy: The international version of SONET used everywhere except the US, Canada and Japan. 

	SDK
	Software Development Kit: A set of development utilities for writing software applications, usually associated with specific environments.

	SDSL 
	Symmetrical Digital Subscriber Line, symmetrical like HDSL but operating over a single pair, SDSL provides full duplex symmetrical connectivity at 2.3 Mbps over distances up to 6.7 Km (4.2 miles). This type of transmission does not support telephony over the same physical pair as do ADSL and RADSL. 

	SDU
	Each IDU consists of an Interface Control Information (ICI) + Service Data Unit (SDU) 

	SECAM 
	Systeme Electronique Couleur Avec Memoire, the 625-line color television standard used in France and the former Soviet Union. 

	S/MIME
	Secure Multipurpose Internet Mail Extension: A widely used standard for encrypting and digitally signing e-mail.

	SEIWG
	Security Equipment Integration Working Group

	Server 
	The control computer on a local area network that controls software access to workstations, printers and other parts of the network.   

	Server Farm 
	A group of servers that are linked together as a ‘single system image’ to provide centralized administration and horizontal scalability.   

	server, mail
	There are many definitions for “mail server”. It can be a host computer that uses the SMTP protocol, or simply software that uses the SMTP protocol. In some cases, it refers to a host system that holds a message store. 

	Service Access Point 
	the entries through the interface which provide (or emit) specific services (or requests for service) 

	Service Applications
	Service applications are software programs running in the system that provide functionality available for use by other applications.

	SET
	Secure Electronic Transaction: A multi-party protocol to secure online communications. Sensitive card information is protected from misuse throughout the transaction.

	SHA-1
	Secure Hash Algorithm 1: A hash algorithm developed by the National Institute of Standards and Technology and the National Security Agency. 

	SIM
	Subscriber Identification Module: A smart card for GSM systems holding the subscriber's ID number, security information and memory for a personal directory of numbers thus allowing him to call from any GSM device. See also USIM, UIM.

	SLIP 
	Serial Line Interface Protocol, an Internet access method. Compare with PPP. 

	Smart Card 
	A credit-card-sized device with embedded microelectronics circuitry for storing information about an individual. This is not a key or token, as used in the remote access authentication process.  

	SMDS 
	Switched Multi-megabit Data Service, a cell-relay wireless technology for providing data between 1.5-Mbps and 45-Mbps. 

	SMPTE 
	Society of Motion Picture and Television Engineers 

	SMS
	Short Message Service: A GSM service that sends and receives messages of up to 160 characters to and from a mobile phone.

	SMTP
	Simple Mail Transport Protocol. The standard for servers that move mail over the Internet.

	SNMP 
	Simple Network Management Protocol (TCP/IP) 

	SNR 
	Signal-to-Noise Ratio. 

	SOA
	(Service Oriented Architecture) A system for linking resources on demand. In an SOA, resources are made available to other participants in the network as independent services that are accessed in a standardized way. This provides for more flexible loose coupling of resources than in traditional systems architectures.

	SOAP
	(Simple Object Access Protocol) The standard for web services messages. Based on XML, SOAP defines an envelope format and various rules for describing its contents. Seen (with WSDL and UDDI) as one of the three foundation standards of web services, it is the preferred protocol for exchanging web services, but by no means the only one; proponents of REST say that it adds unnecessary complexity. 

	Softswitch 
	A concept that was perhaps first formalized by the ITU-T Working Party developing the nascent T.130 series recommendations in the mid-1990s. Several key concepts included distributed network intelligence, distributed switching (time and space), and the separation of the multimedia content and the switching logic layers. 
Depending upon the point of view of the particular industry sector, Softswitch technology may result in the replacement of the end-office switch for the CLEC for the provision of telephony and facsimile. At the other extreme, Softswitch can be a flexible, intelligent packet switching arrangement in a mixed multimedia environment. Internet services like VoIP will also likely be part of this technology mix, once the quality of service issues are fully resolved.

	SONET 
	Synchronous Optical NETwork 

	SOO
	Statement of Objectives

	SOW
	Statement of Work

	Spatial Filtering 
	In video compression, removal of redundant information on a line-by-line basis by discarding diagonally adjacent pixels. Also known as field subsampling, loop filtering, H.261, H.263 usage. 

	SPI 
	Service Provider Interface is software utilized for both BAPI and BioAPI interfaces where a specific device support module can be added by a device manufacturer.  

	SPL 
	Sound Pressure Level, in acoustic measurement. 

	SQL
	Structured Query Language

	SSFH 
	Spread Spectrum Frequency Hopping, used for data radio transmission from the low 10's of MHz to the multi-GHz bands, especially under high interference conditions. Popular for wireless LANs, for example 

	SSL
	Secure Sockets Layer. A protocol for encryption and authentication of Internet connections. See TLS.

	STANAG 
	Standardization Agreement (NATO)

	STDM 
	Statistical Time-Division Multiplexer, (statmux or statistical multiplexer), a device which combines a number of time-varying bit streams into a single bit stream for transmission. In DBS, may dynamically allocate bandwidth through control signals to MPEG2 video codecs. 

	STM
	 Synchronous Transfer Module

	STS
	 Synchronous Transport Signal

	Stun Batons
	Stun batons are like standard police batons with an added electrical component. The batons generally have probes attached to the front end; when the probes are touched against a person, the trigger is pulled to deliver a shock. Some versions also have metal bands running part-way along or up the entire length of the baton. In these cases, if a person grabs the baton along its length, they will receive a shock.

	Stun Guns
	Many people may be familiar with the concept and appearance of stun guns. They are hand-held units generally ranging in size from 4 inches to nearly 9 inches in length and weighing between 8 and 12 ounces, including the batteries. The probes or electrodes that deliver the electricity are permanently connected to the unit. These probes are not generally designed to penetrate the skin of the target, but are intended to be held close up to the body to allow the flow of charge.

	Subscriber
	An entity that is subscribed to a node.

	SV


	System Views

SV-1: Systems Interface Description
SV-2: Systems Communication Description
SV-6: Systems Data Exchange Matrix
SV-9: Systems Technology Forecast

	Synchronous 
	With reference to video and data signals and devices: being precisely in step, or happening together in time. 

	Syndrome 
	A code transmitted along with data to enable correction of transmission-induced errors in the received data. See Forward Error Correction. Compare with Checksum. 
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	T1 TC T2 T3 T4
	A digital carrier system introduced in the 1960s. T-series speeds include: 

· T1: 1.544 megabits per second (Mbps) 

· T1C: 3.152 Mbps 

· T2: 6.312 Mbps 

· T3: 44.746 Mbps 

· T4: 274.176 Mbps.

	TA
	Technical Architecture

	Tasers
	Taser devices operate in the following way: a cartridge is attached to the front end of the weapon, which contains two barbs (the electrodes) each of which is attached to a coiled length of wire. The barbs are fired and attach themselves to the skin or clothing of the targeted individual. When the barbs attach themselves to a person, a current can be sent down the wires and through the person's body between the two barb points.

	TC 
	Technical Committee 

	TCB
	Trusted Computing Base: Set of protection mechanisms within a computer at the hardware, firmware, and software levels that enforce the computer system’s security policy. It includes all of the services, utilities, and applications that make up the PL3 protections.



	TCO 
	Total Cost of Ownership, a model that helps IT professionals understand and manage the budgeted (direct) and unbudgeted (indirect) costs incurred for acquiring, maintaining and using an application or a computing system. TCO normally includes training, upgrades, and administration as well as the purchase price. Lowering TCO through single-point control is a key benefit of Server-based Computing.   

	TCP/IP 
	Transmission Control Protocol/Internet Protocol. Networking protocols providing communications across interconnected networks (including Internet and Intranets). The networks may incorporate diverse hardware architecture computers and various operating systems. TCP/IP includes communication, connection and routing standard protocols. 

	TDD 
	Time Division Duplex, part of DECT modulation scheme. 

	TDM 
	Time-Division Multiplex, the sharing of a transmission network by a number of users versus time. 

	TDMA
	Time Division Multiple Access: A second-generation technology for digital transmission of radio signals. It is the underlying technology for GSM digital cellular networks.

	Telco 
	Jargon for TELephone COmpany. 

	TELNET
	Telecommunications Network

	Terminal
	Any device that can communicate with a smart card (e.g., reader, coupler…). Certain terminals can operate in standalone mode, while others must be connected to a central information system to access an application. 

	TF
	Task Force, A subgroup within a WG or an SC.

	Thin Client 
	A low-cost computing device that works in a server-centric computing model. Thin clients typically do not require state-of-the-art, powerful processors and large amounts of RAM and ROM because they access applications from a central server or network. Thin clients can operate in a Server-based Computing environment.  

	Thread
	A thread of execution control within an address space shared by other threads. Threads may receive events and pass messages to other threads, but do not have a protected address space. Threads are more efficient than processes (lightweight).

	Thread-of-Life Communications 
	Emergency telecommunications facilities, generally of a substandard nature and where only minimal communications facilities or bandwidth are available. For example, videoconferencing at 19.2 Kbps will provide visual identification of a talker under wartime conditions in the bandwidth equivalent to one-third of a regular G.711 telephone voice circuit. 

	TIA 
	Telecommunications Industry Association 

	Token 
	A "token" is an authentication too, a device utilized to send and receive challenges and responses during the user authentication process. Tokens may be small, hand-held hardware devices similar to pocket calculators or credit cards. See key.  

	Transcoder 
	Hardware or software that converts between algorithms, protocols or standards. 

	Transponder (satellite usage) 
	Part of a satellite which receives a signal from the earth, amplifies it, converts it to a lower frequency and re-transmits it to the earth. Each transponder is essentially a broad-band amplifier with a bandwidth of about 36 MHz and a transmit power ranging from a few watts to hundreds of watts depending upon the application. Each transponder can carry thousands of telephone conversations or one to many television channels. Satellites include a number of transponders with 16 to 48 being typical of different applications. 

	Triple DES
	A cryptographic algorithm for repeated DES operations that have the effect of increasing the security of the encrypted message.

	Tunneling Router 
	A router or system capable of routing traffic by encrypting it and encapsulating it for transmission across an untrusted network, for eventual de-encapsulation and decryption.  

	Turn Commands 
	Commands inserted to forward mail to another address for interception.  

	TV
	Technical Standards View

TV-1: Technical Architecture Profile
TV-2: Standards Technology Forecast

	U -
	

	UDDI
	(Universal Description, Discovery and Integration protocol) A directory model for web services. UDDI is a specification for maintaining standardized directories of information about web services, recording their capabilities, location and requirements in a universally recognized format. Seen (with SOAP and WSDL) as one of the three foundation standards of web services, UDDI is currently the least used of the three. 

	UIM
	User Identity Module: An identity module for standards other than GSM (notably for CDMA). See also SIM.

	Unicode
	An encoding of the scripts of essentially all of the world’s human languages.

	UHF 
	Ultra High Frequency: A band of radio frequencies from 300 to 3,000 megahertz.

	UPS 
	Uninterruptible Power Supply. A secondary power supply that provides service when the main AC power degrades or fails. A UPS may include batteries or a motor generator (MG) set with flywheel energy storage (a no-break system). 

	URL
	Universal Resource Locator: an internet address, usually consisting of the access protocol (http), the domain name (www.sample.com), and optionally the path to a file or resource

	URI
	Uniform Resource Identifier: The address of an Internet resource. A URI is the unique name used to access the resource. It is not necessarily a specific file location (it may be a call to an application or a database, for example), which is why it is preferred over the similar acronym URL (Uniform Resource Locator). 

	URN
	Uniform Resource Name. URNs serve as persistent, location-independent, resource identifiers.

	US
	United States

	USA
	United States Army

	USAF
	United States Air Force

	USMC
	United States Marine Corps

	USN
	United States Navy

	USB
	Universal Serial Bus: A standard Input/Output bus that supports very high transmission rates. Up to 120 devices can be daisy chained to a USB port.

	User 
	Any person who interacts directly with a computer system.  

	User ID 
	A unique character string that identifies users.  

	USIM
	Universal Subscriber Identity Module: See UIM.

	USMC
	United States Marine Corps

	USN
	United States Navy

	V 
	

	vCard
	A format for personal information such as would appear on a business card. The vCard specification was created by the Versit consortium and is now managed by IMC.

	VDSL 
	Video (or Very-high bit rate) Digital Subscriber Line, the fastest form of xDSL, it provides asymmetrical full duplex connectivity at 52 Mbps to the subscriber and 16 Mbps from the subscriber over distances of up to 1.2 Km (0.75 miles) over a single pair. This type of transmission does not support telephony over the same physical pair as do ADSL and RADSL. 

	VHF 
	Very High Frequency: A band of radio frequencies falling between 30 and 300 megahertz.

	Video Server 
	An audio and video file server, often with multiple terabyte hard disk capacities, connected to LANs and WANs with high-speed facilities like ATM or FDDI. Depending on use, may employ H.320, H.323, MPEG2, MPEG4 or Motion-JPEG video compression for broadcasting, training on demand to the desktop and many other corporate purposes including marketing. Also a key technology for VoD (which see). 

	VIRIS 
	A BellCore-developed Video Reference Impairment System, a subset of RISV, useful for determining acceptable impairment levels for compression schemes including MPEG1, MPEG2 and MPEG4, H.320, H.323 and others. VIRIS may be used as the preparatory phase of a P.910 subjective testing program. 

	Virtual Machine
	A standalone operating environment that acts a separate device (applets in a Java virtual machine have no access to the host operating system). See also J2SE, J2EE, JVM, and KVM.

	Virtual Network Perimeter 
	A network that appears to be a single protected network behind firewalls, which actually encompasses encrypted virtual links over untrusted networks.  

	VoD 
	Video-on-Demand, a combination of video servers, networks, infrastructure, supporting software and user interface to provide broadcast, pay-TV, training or reference data on demand. Some applications also use IRD hardware as a user terminal. 

	VoDSL 
	Voice over Digital Subscriber Loop, techniques permitting transmission of telephony over DSL. 

	VoIP 
	Voice over Internet Protocol, a series of techniques permitting transmission of telephony over the Internet. Often makes use of ITU-T G.7xx audio compression recommendations. 

	Volatile Memory
	A memory device (e.g., RAM ) that does not retain stored information when power is switched off. 

	VPN 
	Virtual Private Network. A network that appears to its users as a private network although it may be made up of both private and public segments. A VPN may provide bandwidth on demand or fixed bandwidth facilities. 

	W -
	

	W3C
	World Wide Web Consortium: The organization that proposes common protocols for the Web.

	WAN 
	Wide Area Network, typically an inter-city network. 

	WAP
	Wireless Application Protocol: Protocol used to view a Web page on the display of a mobile phone

	Wavelet image coding 
	Unlike the broadband DCT used for video compression for applications like videoconferencing and DBS in algorithms like H.263 and MPEG2, wavelet coding is generally narrow band, with the coding and filtering tailored to a specific application. Wavelet coding is especially efficient and powerful when applied to phenomena with discontinuous or spiky data. Some wavelet applications include compression of well-defined data sets such as signatures and fingerprints. At the other extreme, wavelet coding has applications for machine vision and more complex applications. 
In addition to the image processing aspects, the wavelet family of mathematics functions is widely used for digital signal processing for diverse applications ranging from astronomy to seismology. 

	WG
	Working Group. A subgroup within an Sub-committee (SC) or a Technical Committee (TC) Usually used with reference to the IETF. 

	Wi-Fi 
	Wireless Fidelity.  Also, a certification standard for 802.11 compliant products managed by the Wi-Fi Alliance

	WIM
	WAP Identity Module: A SIM card that is specifically developed for the Internet. 

	WLAN
	Any wireless LAN technology. The most widespread WLAN technology is 802.11b.

	WML
	Wireless Markup Language - A subset of HTML for use on wireless devices.

	WS
	Web Service

	WWW
	World Wide Web

	X -
	

	XBRL
	Extensible Business Reporting Language

	xDSL 
	An unspecified type of Digital Subscriber Line. May be one of ADSL, HDSL, IDSL, MSDSL, RADSL, SDSL or VDSL (which see). 

	XHTML
	Extensible HyperText Markup Language

	XLR 
	A circular three-conductor shielded connector commonly used in professional applications for connection of low-level balanced audio signals to and from equipment. 

	XML
	eXtensible Markup Language: An established standard, based on the Standard Generalized Markup Language (SGML). Designed to facilitate document construction from standard data items. Used as a generic data exchange mechanism. More importantly XML is the data tagging language of web services. XML is not so much a language as a standardized set of rules for adding structure to any form of data using a system of markup tags. Anyone can create their own markup vocabulary (called an XML Schema), and XML ensures that the structure will be intelligible to anyone else who consults the XML Schema document. More importantly, referring to an XML Schema enables XML-aware software to automatically manipulate the data without needing advance knowledge of the structure. 

	XMLA
	Extensible Markup Language for Analysis

	Y
	

	Y2K 
	An acronym for the Year 2000 Problem that involves three issues - two-digit data storage, leap year calculations and special meanings for dates.  

	Z
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� The National Institute of Standards and Technology (NIST), Sandia National Laboratories, Los Alamos National Laboratory Research Library, Air Force Research Laboratory Technical Library, U.S. Naval Research Laboratory, FBI Laboratory. –We have referenced NIST in many of the standards listed in the TV-1: however most national laboratories do not set standards and were primarily used to refine the authors’ understanding of the state of technology. 
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