	[image: image21.png]





	Integrated Base Defense Security Systems 


Security Equipment Integration Working Group (SEIWG)
	Contract No. F19628-03-D-0019


	CDRL
	 A004    (SEIWG TV-2)                                 

	Delivery Order No.
	0017


	AT/FP Technical Standards Profile (TV-2)


(Version A) Final
	November 30, 2005


[image: image22.png]






	Northrop Grumman Space & Mission Systems Corp.
Mission Systems
Carson, CA  90746
	


Cage No. 0J198
Title

Integrated Base Defense Security Systems

Security Equipment Integration Working Group (SEIWG)

CDRL A004 (IBDSS)

AT/FP Technical Standards Profile (TV-2) 

(Version A)


No.
D41763A

Date:  November 30, 2005

Rev.
A

SUPERSEDING:



N/A
	PREPARED BY:
	
	
	

	
	Steven Lau

Systems Engineer

Integrated Base Defense Security Systems
	
	Date







Total Pages: 260
	REVIEWED BY:
	
	
	

	
	Name

Title

Integrated Base Defense Security Systems 
	
	Date


APPROVAL SIGNATURES:

	
	
	
	
	
	
	

	Name, Assistant Project Manager

Systems Engineering

Integrated Base Defense Security Systems
	
	Date
	
	Name,  Quality Assurance

Hardware Mission Assurance

Integrated Base Defense Security Systems
	
	Date

	
	
	
	
	
	
	

	Bill Siebert

Program Manager

Integrated Base Defense Security System
	
	Date
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


[image: image23.png]



REVISION/CHANGE RECORD
FOR DOCUMENT NO. D41763A
	SYMBOL
	DATE
	AUTHORIZATION (Optional)
	REVISION/CHANGE DESCRIPTION
	PAGES

AFFECTED

	0
	7/15/2005
	
	Original Version.  First Draft
	All

	1
	9/14/2005
	
	Second Draft
	All

	2
	10/19/2005
	
	Coordination Draft
	All

	A
	11/30/2005
	
	Final Document
	All

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


[image: image24.png]



The contractor, Northrop Grumman Space & Mission Systems Corp., hereby certifies that, to the best of its knowledge and belief, the technical data delivered herewith under Contract No. F19628-03-D-0019 is complete, accurate, and complies with all requirements of the contract.

	
	
	

	Charles Foster,

Assistant Project Manager

Integrated Base Security Systems
	
	Date


CDRL  A004  (IBDSS)

AT/FP Technical Standards Profile (TV-2)
(Version A)

F19628-03-D-0019

Document No.  41763A
111
Introduction


111.1
Scope


121.2
DoD Definition of Physical Security Equipment


121.3
System Technology Forecast Definition and Purpose


131.4
Structure of the TV-2


141.5
Emerging Standards


141.6
TV-2 Development Process


162
Standards


162.1
Common Infrastructure


16CIM HTTP: Specification for CIM Operations over HTTP Version 1.0, Distributed Management Task Force, Inc., 11 August 1999.


17CIM XML: Specification for the Representation of CIM in XML Version 2.0, Distributed Management Task Force, Inc., 20 July 1999.


18Draft:-ietf-secsh- SSH Protocol


20IEEE 802.3ah-2004: Telecommunications and Information Exchange Between Systems - LAN/MAN - Specific Requirements - Part 3: Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access Method and Physical Layer Specifications Amendment: Media Access Control Parameters, Physical Layers, and Management Parameters for Subscriber Access Networks


22IETF RFC 2420: The PPP Triple-DES Encryption Protocol (3DESE), September 1998.


24IETF RFC 2452: IP Version 6 Management Information Base for the Transmission Control Protocol December 1998


25IETF RFC 2454: IP Version 6 Management Information Base for the User Datagram Protocol December 1998


26IETF RFC 2492: Ipv6 over ATM Networks January 1999


27IETF RFC 2507: IP Header Compression, February 1999


28IETF RFC 2845: Secret Key Transaction Authentication for DNS (TSIG), May 2000.


29IETF RFC 3173: IP Payload Compression Protocol (IPComp) September 2001


30IETF RFC 3344: IP Mobility Support for IPv4, August 2002.


31IETF RFC 3414: User-based Security Model (USM) for version 3 of the Simple Network Management Protocol (SNMPv3)


32IETF RFC 3513: Internet Protocol Version 6 (IPv6) Addressing Architecture, April 2003


34IETF RFC 3544: IP Header Compression over PPP; July 2003


36IETF RFC 3587: IPv6 Global Unicast Address Format, August 2003.


37ISO/IEC 9579:2000: Remote Database Access for SQL with security enhancement


38ISO/IEC 13249-3: SQL Multimedia and Application Packages - Part 3: Spatial, 1999.


40Linux 3.0: Linux Standard Base Specification 3.0, Free Standards Group, 1 July 2005


42MIL-STD-6040:2006 Baseline: United States Message Text Format (USMTF), Implementation date 31 March 2006.


43REC-rdf-syntax-19990222: Resource Description Framework (RDF) Model and Syntax Specification, W3C Recommendation, 22 February 1999.


45RDF Schema 1.0: Resource Description Framework (RDF) Schema Specification 1.0, W3C Candidate Recommendation, 27 March 2000, CR-rdf-schema-20000327.


46SOAP 1.2: Simple Object Access Protocol (SOAP) 1.2, W3C Recommendation 24 June 2003


48Storage Management Initiative Specification V1.2 (SMISv1.2): Network Management via Storage Area Networks (SAN) of Network Attached Storage (NAS) Devices


49WS-I Basic Profile 1.1: Web Services Interoperability Organization (WS-I) Basic Profile 1.1, Final Material, August 24, 2004.


50Xquery 1.0: XML Query Language, W3C Working Draft, 04 April 2005


51XMPP: eXtensible Messaging and Presence Protocol (RFC 3920, RFC 3921, RFC 3922 and RFC 3923)


54XSLT 2.0:2004: XSL Transformations (XSLT) Version 2.0, W3C Working Draft 5 November 2004


552.2
Communications


55IEEE 802.10:1998: Interoperable LAN/MAN Security (SILS), 17 September 1998


56IEEE 802.10a:1999: Supplement to Standard for Interoperable LAN/MAN Security (SILS) - Security Architecture Framework (Clause 1), 22 March 1999.


58IEEE 802.10c: Interoperable LAN/MAN Security (SILS) Key Management (Clause 3), 17 April 1998


60IEEE 802.11g:2003: IEEE 802.11g-2003 Standard for Information technology-Telecommunications and information exchange between systems-Local and metropolitan area networks-Specific requirements-Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications-Amendment 4: Further Higher-Speed Physical Layer Extension in the 2.4 GHz Band


62IEEE 802.11s - Amendment to STANDARD [FOR] Information Technology - Telecommunications and information exchange between systems - Local and Metropolitan networks - Specific requirements – Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications: IEEE 802.11ESS Mesh Networking


64IEEE 802.16-2004: IEEE Standard for Local and metropolitan area networks Part 16: Air Interface for Fixed Broadband Wireless Access Systems (WiMax)


65IEEE 802.20: Mobile Broadband Wireless Access (MBWA)


67IETF RFC 3264: An Offer/Answer Model with the Session Description Protocol (SDP), June 2002.


69IETF RFC 3015: Megaco Protocol Version 1.0, November 2000


71IETF RFC 1889: RTP: A Transfer Protocol for Real-Time Applications, January 1996.


73IETF RFC 3265: Session Initiation Protocol (SIP)-Specific Event Notification, June 2002.


75IETF RFC 3843: RObust Header Compression (ROHC): A Compression Profile for IP, June 2004.


77ISO/IEC 15802-3:1998: Local and Metropolitan Area Networks - Common Specifications - Part 3: Media Access Control (MAC) Bridges


78Open Grid Services Architecture:


79QKD: Quantum Key Distribution


80PKIX: Public-Key Infrastructure (X.509): X.509 Proxy certificate profile


81The Intrusion Detection Exchange Protocol (IDXP): draft-ietf-idwg-beep-idxp-07


832.3
Command, Control and Display Equipment (CCDE)


83ANSI/INCITS 373:  Information Technology - Fibre Channel Framing and Signaling Interface (FC-FS)


85ANSI/INCITS 348-2001 : Information Technology -- Fibre Channel - Generic Services - 3 (FC-GS-3)


87ANSI/INCITS 332-1999: Information Technology - Fibre Channel Arbitrated Loop (FC-AL-2) (updated by amendment 1: 2003)


89ANSI/INCITS 352-2002: Information Technology - Fibre Channel Physical Interfaces (FC-PI)


91ANSI/INCITS 357-2002: Information Technology - Fibre Channel - Virtual Interface Architecture Mapping Protocol (FC-VI).


93ANSI/INCITS X3.289-1996: Information Technology - Fibre Channel - Fabric Generic Requirements (FC-FG)


95IETF RFC 2289: A One-Time Password System, February 1998


96ISO/IEC 9075-2 : Database languages - SQL - Part 2: Foundation (SQL/Foundation), 1999


98ISO/IEC 9075-3:2003: Database languages - SQL - Part 3: Call-Level Interface (for SQL3), 2003


99ISO/IEC 9075-4:2003: Database languages - SQL - Part 4: Persistent Stored Modules (SQL/PSM), 2003


1002.4
Access Control


100ANSI 377:2004: Biometric Data Interchange Format- Finger Pattern Data Interchange Format


101ANSI 378:2004: Biometric Data Interchange Format: Finger Minutiae Data Interchange Format


102ANSI INCITS 379-2004: Information technology - Iris Image Interchange Format


103ANSI INCITS 381-2004: Information Technology - Finger Image-Based Data Interchange Format


104ANSI INCITS 395-2005: Information Technology - Biometric Data Interchange Formats - Signature/Sign Data


105INCITS 395: Biometric Data Interchange Format – Signature/Sign Data


107ANSI INCITS 396-2005: Information Technology - Hand Geometry Interchange Format


108ISO/IEC 7816-8:1999: Identification Cards - Integrated circuit(s) card with contacts - Part 8, Security architecture and related interindustry commands


110ISO/IEC 7816-9:2000: Identification Cards - Integrated circuit(s) card with contacts - Part 9: Enhanced interindustry commands


112ISO/IEC 7816-10:1999: Integrated circuit(s) card with contacts - Part 10: Electronic signals and answer to reset for synchronous cards


114ISO/IEC 7816-11: Integrated circuit(s) card with contacts; Part 11, Personal verification through biometric methods in integrated circuit cards, 2000


116ISO/IEC 7816-15: Integrated circuit(s) card with contacts; Part 15, Cryptographic information application, 2000.


118ISO/IEC 15693-1:2000: Identification Cards - Contactless integrated circuit(s) - Vicinity cards- Part 1: Physical characteristics


120ISO/IEC 15693-2:2001: Identification Cards - Contactless integrated circuit(s) - Vicinity cards- Part 2: Air interface and initialization, October 1999, with Technical Corrigendum 1:2001.


122ISO/IEC 15693-3:2001: Identification cards -- Contactless integrated circuit(s) - Vicinity Cards -- Part 3: Anticollision and transmission protocol


124ISO/IEC 19794-1:2005: Information technology -- Biometric data interchange formats -- Part 1: Framework. BioAPI 2.0


125ISO/IEC 19794-2: Information technology -- Biometric data interchange formats -- Part 2: Finger minutiae data


127ISO/IEC FCD 19794-3: Information technology -- Biometric data interchange formats -- Part 3: Finger Pattern Spectral Data


128ISO/IEC 19794-4:2005: Information technology - Biometric data interchange formats - Part 4: Finger image data


129ISO/IEC 19794-5:2005: Biometric Data Interchange Format: Face Image Data Interchange Format


130ISO/IEC 19794-6:2005: Information technology -- Biometric data interchange formats -- Part 6: Iris image data


131ISO/IEC FCD 19794-7: Information technology -- Biometric data interchange formats -- Part 7: Signature/sign time series data


132ISO/IEC FCD 19794-8: Information technology -- Biometric data interchange formats -- Part 8: Finger Pattern Skeletal Data


133ISO/IEC FCD 19784-1.2: Information technology -- Biometric application program interface -- Part 1: BioAPI specification


134ISO/IEC FCD 19784-2: Information technology -- Biometric application program interface -- Part 2: Biometric Archive Function Provider Interface


135ISO/IEC FDIS 19785-1: Information technology -- Common Biometric Exchange Formats Framework -- Part 1: Data element specification


136ISO/IEC FDIS 19785-2: Information technology -- Common Biometric Exchange Formats Framework -- Part 2: Procedures for the operation of the Biometric Registration Authority


137ISO/IEC FCD 19795-1: Information technology -- Biometrics performance testing and reporting -- Part 1: Test Principles


138ISO/IEC CD 19795-2: Information technology -- Biometrics performance testing and reporting -- Part 2: Testing Methodologies


139ISO/IEC AWI 19795-3: Information technology -- Biometrics performance testing and reporting -- Part 3: Specific Testing Methodologies


140ISO/IEC CD 19795-4: Information technology -- Biometrics performance testing and reporting -- Part 4: Specific test programs


141ISO/IEC FCD 24709-1: Conformance Testing for BioAPI -- Part 1: Methods and Procedures


142ISO/IEC WD 24709-2: Conformance Testing for BioAPI -- Part 2: Test Assertions


143ISO/IEC FCD 24713-1: Biometric Profiles for Interoperability and Data Interchange -- Part 1: Biometric Reference Architecture


144ISO/IEC CD 24713-2: Biometric Profiles for Interoperability and Data Interchange -- Part 2: Biometric Profile for Employees


145NISTIR 6529-A Common Biometric Exchange Formats Framework (CBEFF)


146ANSI/NIST-ITL 1-2000: Data format for the Interchange of Fingerprint, Facial, Scar Mark & Tattoo (SMT) Information


1482.5
Detection


148draft-ietf-idwg-idmef-xml-06.txt: Data Model and Extensible Markup Language (XML) Document Type Definition, 18 September 2001


150IDS Sensor-2001: Intrusion Detection System Sensor Protection Profile Version 1.2 April 27, 2005


152IEEE 1451.5: Standard for A Smart Transducer Interface for Sensors and Actuators - Wireless Communication Protocols and Transducer Electronic Data Sheets (TEDS) Formats


153IEEE 1451.6: Standard for A Smart Transducer Interface for Sensors and Actuators - A High-speed CANopen-based Transducer Network Interface for Intrinsically Safe and Non-intrinsically Safe Applications


154SLP-MSG-210: Sensor Link Protocol Message Set, Revision, 26 March 2001


1552.6
Surveillance


155draft-ietf-ipdvb-arch-00.txt: A Framework for transmission of IP datagrams over MPEG-2 networks (MPEG-TS)


157ETSI EN 300 744: Digital Video Broadcasting (DVB); Framing structure, channel coding and modulation for 11/12 GHz satellite services


159ETSI TR 101 154: Digital Video Broadcasting (DVB); Implementation guidelines for the use of MPEG-2 Systems, Video and Audio in satellite, cable and terrestrial broadcasting applications


161ETSI EN 301 192: Digital Video Broadcasting (DVB); DVB specification for data broadcasting


163IEEE 1394b: High Performance Serial Bus, 2001


164ISMA 2.0:2001: Internet Streaming Media Alliance Standard, ISMA 1.0


165ISO/IEC 13818-6: Generic Coding of Moving Pictures and Associated Audio Information - Part 6: Digital storage media command and control (DSM-CC), 2000


166ITU-T H.263 Annex W, November 2000: Additional Supplemental Enhancement Information


167ITU-T H.263 Annex V : Data Partitioned Slice (DPS)


168ITU-T H.263 Annex U : Enhanced Referenced Picture Selection Mode


169STANAG 4607: STANAG 4607 NATO Ground Moving Target Indicator Format


1712.7
Assessment


171DGIWG FDD: DGIWG Feature Data Dictionary


173ISO 19130: 19130 Geographic information - Sensor and data models for imagery and gridded data


175ISO/IEC 18023: Computer Graphics and Image Processing - Synthetic Environment Data Representation and Interchange Specification (SEDRIS), 5 December 2001.


177ISO/IEC 18025: Computer Graphics and Image Processing - Environmental Data Coding Specification (EDCS), 26 December 2002.


178ISO/IEC 18026: Computer Graphics and Image Processing - Spatial Reference Model (SRM)


179ISO 19109: Geographic information - Methodology for feature cataloguing


180ISO 19115-2: Geographic information - Metadata - Part 2: Extensions for imagery and gridded data


182ISO 19126: Geographic information - Feature data dictionaries, feature catalogues and their registers


183ISO 19123:2005: Geographic information - Schema for coverage geometry and functions


185ISO 19128: Geographic information - Web map server interface


186ISO/CD 19130: Geographic information - Sensor and data models for imagery and gridded data


187ISO 19135:2005: Geographic information - Procedures for registration of items of geographic information


188ISO 19139: Geographic information - Metadata - Implementation specification


190ISO/IEC 15444-2:2004: Information technology- JPEG 2000 image coding system: extensions


192ISO/IEC 14772-1: Computer Graphics and Image Processing - The Virtual Reality Modeling Language - Part 1: Functional specification and UTF-8 encoding, 1998.


193ISO/IEC 19136 Geographic Information — Geography Markup Language by ISO/TC 211/WG 4 (Geographic Information/Geomatics)


195MNG 1.0: Multiple-image Network Graphics (MNG) Format, Version 1.0, 31 January 2001


196OpenGL Graphics System:2001: OpenGL Graphics System: A Specification (Version 1.3), 14 August 2001.


1972.8
Delay/Denial and Response


198ANSI/AIAA R-004: Recommended Practice for Atmospheric and Space Flight Vehicle Coordinate Systems, 1992.


200SAE J1708: Serial Data Communications Between Microcomputer Systems in Heavy-duty Vehicle Applications, October 1993.


2012.9
Power


202IEEE 802.3at: Power over Ethernet copper network


203IEEE PC62.48/D10 (Approved Draft) (Revision of IEEE C62.48-1995): IEEE Draft Guide on Interactions between Power System Disturbances and Surge-Protective Devices


204IEEE P1184/D18: Unapproved IEEE Draft Guide for Batteries for Uninterruptible Power Supply Systems (Revision of IEEE 1184-1994)


205Appendix A: List of Architectural Views


208Appendix B: Network Designations within the DoD


210Appendix C: References


215Appendix D: Acronyms and Definitions




 EXECUTIVE SUMMARY

The Physical Security Equipment Action Group (PSEAG) is the central manager for Physical Security Equipment (PSE) Research, Development, Test and Evaluation (RDT&E) funding within the Department of Defense (DoD).  The Security Equipment Integration Working Group (SEIWG) is a standing subcommittee of the PSEAG. SEIWG membership includes US Air Force (USAF), US Army (USA), US Navy (USN), and the US Marine Corps (USMC). Its mission is to coordinate and influence system architecture, technical design, and systems integration of all PSE to be used within the DoD.  One of the SEIWG initial efforts is to begin the process of developing a joint PSE technical architecture for application to all DoD PSE design and acquisition efforts.   

The Anti-Terrorism/Force Protection (AT/FP) Technical Standards Forecast (TV-2) is a listing of standards and protocols that may be used in the future by the Services in the development and procurement of physical security systems, equipment and components within their domain. In addition, the forecast information in the TV-2 may be used to assess the potential impacts changing standards might have upon current architectures, and thus influence their transition development.  The development of the TV-2 is to present, through the SEIWG, a truly joint services TV by collecting and assimilating as much applicable data from the USAF, USA, USN, and USMC.  TV-2 is an evolving knowledge base and will keep pace with the technologies, marketplace, and the associated operational and system views upon which it is based.

This TV-2 Standards Forecast contains the following information: name or title of standard, identification number, enactment date, DoD Information Technology Standards Registry (DISR) classification, synopsis of the standard, source and reference documents,  relationships to systems, systems functions, systems data, hardware/software items, and rationale for adoption by SEIWG/PSEAG. 
1 Introduction

1.1 Scope 
The Physical Security Equipment Action Group (PSEAG) is the central manager for Physical Security Equipment (PSE) Research, Development, Test and Evaluation (RDT&E) funding within the Department of Defense (DoD).  The Security Equipment Integration Working Group (SEIWG) is a standing subcommittee of the PSEAG. SEIWG membership includes US Air Force (USAF), US Army (USA), US Navy (USN), US Marine Corps (USMC) as shown in Figure 1. 
Its mission is to coordinate and influence system architecture, technical design, and systems integration of all PSE to be used within the DoD.  One of the SEIWG initial efforts is to begin the process of developing a joint PSE technical architecture for application to all DoD PSE design and acquisition efforts.   
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The purpose of the development of the TV-2 is to present, through the SEIWG, a truly joint USAF, USN, USA, and the USMC TV-2 document. 

1.2 DoD Definition of Physical Security Equipment

Key to establishing scope for this effort is the DoD view of physical security equipment.  The DoD mandates a set of standards and protocols for all DoD Command, Control, Communications, Computer and Intelligence (C4I) systems.  This is documented in the DoD Information Technology Standards Registry (DISR).  The military USAF, USN, USA, AND USMC have instituted major programs to comply with the DISR.  All Services have included Anti-Terrorism/Force Protection (AT/FP) systems and equipment as part of their plans to implement the DISR.   The DoD has defined Physical Secuirty Systems as: 
“Physical Security. That part of security concerned with physical measures designed to safeguard personnel; to prevent or delay unauthorized access to equipment, installations, material and documents; and to safeguard them against espionage, sabotage, damage, and theft.” 

“Physical Security Equipment (PSE). A generic term encompassing any item, device, or system that is used primarily for the protection of Government property, including nuclear, chemical, and other munitions, personnel, installations, and in the safeguarding of national security information and material, including the destruction of such information and material both by routine means and by emergency destruct methods.
Source: DoD Directive Number 3224.3, February 17, 1989
1.3 System Technology Forecast Definition and Purpose

According to the DoD Architecture Framework (DoDAF), “A Standards Technology Forecast is a detailed description of emerging technology standards relevant to the systems and business processes covered by the architecture.” The DoDAF goes on to state that these technical standards are the collection of emerging rules that implement and sometimes constrain the choices that can be made in the design and implementation of an architecture. The technical standards generally govern what hardware and software may be implemented and what system data formats may be used

The TV-2 is constructed in accordance with the architecture purpose, and in line with the SV. In the architecture, the selected standards are related to the systems, system functions, system data, hardware/software items, and/or communication protocols in SV-1, SV-2, SV-4, SV-6, OV-7, and SV-11 products, where applicable. In support of the architecture implementer or system designer, each standard listed in the forecast is associated with the SV elements that implement or use that standard. 

The TV-2 contains forecast information about the availability of relevant emerging Anti-Terrorism/Force Protection (AT/FP) technology standards over time. This forecast information includes confidence factors as suggested by the source of the information. Forecast information is developed through research and interviews with technology specialists in the government, commercial, and third party organizations. 

The forecast information in the TV-2 may be used to assess the potential impacts changing standards might have upon current architectures, and thus influence their transition development. Typically, development of the TV-2 starts with one or more overarching reference models or standards profiles, like the DISR, which replaced the Joint Technical Architecture (JTA). From these reference models or standards profiles, the architect selects the service areas relevant to the architecture. The identification of relevant services within these service areas subsequently points to agreed-upon standards that can be applied to the architecture.

1.4 Structure of the TV-2

Each listed standards are grouped by categories applicable to physical security equipment and systems: 

· common infrastructure

· communications

· command control & display equipment

· access control

· detection sensors

· surveillance devices

· assessment capabilities

· delay/denial/response devices

· power supplies 

Each listed standard includes; the title, version, date of enactment, synopsis of standard, rationale for including standard, relationships between standard and others, DISR classification of equipment to which the standard relates, information regarding an authoritative copy of the standard can be obtained.  Some standards are applicable to more than one category of equipment.  In this case, all the applicable category boxes were checked. 

If a particular emerging standard is not currently listed in the DISR Online database, a proposed classification will be proposed.  This label “proposed by NGMS” indicates this status.

In addition, three general Information technology (IT) categories were listed.  

· IT Security

· Data Format

· General IT Infrastructure

The difference between assessment and surveillance is that assessment involves the act of determining a value or importance.  Assessment involves some type of intelligent determination based upon some criteria.  Surveillance involves the act of gathering data or collecting information (e.g. video surveillance), but no value judgment is placed on the data.  All those standards involving video compression and transmission were categorized as surveillance.  

Also note that all of the listed standards involving safety and environmental compliance were categorized in the power supply section.  
1.5 Emerging Standards

The TV-2 contains forecast information about the availability of emerging standards over time. Emerging standards are expected to become essential for providing interoperability and net-centric services across the DoD enterprise for system developed after 2008.  These candidate standards will help the Acquisition Managers determine what is likely to change within three years, and to suggest an area where upgradeability should be a concern. The forecast information in the TV-2 is used to assess the potential impacts changing standards might have upon current architecture, and thus influence their transition development. Compliance with the DISR is mandated for all DoD information systems to support interoperability and net-centricity across the DoD Enterprise. To accommodate this requirement, many of the TV-2 Standards were adopted from emerging standards in the latest version of the DISR, which at the time of this TV-2 is DISR Baseline Release 05-2.0 (dated 2005 09 13). 
The emerging standards focus on technology areas that are related to AT/FP and help to identify issues that may affect the architecture. In order to avoid influencing system developers and architecture users toward a particular commercial solution, a conscious effort during the TV-2 product development was to focus only on technologies and standards that support them, while avoiding discussion of the actual commercial products that implement them. This approach avoids the appearance that a particular commercial solution is preferred, while simultaneously delivering a complete and unbiased description of the Technical Service and Standards available.  

1.6 TV-2 Development Process

To develop a comprehensive TV-2, inputs from various relevant sources are to be considered.  The sources include the USAF, USN, USA, AND USMC’ operational and systems views, the Joint Technical Architecture, USN FORCEnet Architecture and Standards, inputs from current AT/FP contractors, Federal laboratories, Academia,  .GOV/.MIL and other DoD drivers, and information extracted from the World Wide Web.  

The standards collected are analyzed and evaluated to determine if the standard is current proposed or emerging, and to identify commonality structure in two domains: between DoD and industry, and among the USAF, USN, USA, AND USMC.   The standards considered are subject to the standards selection criteria described in the DISR Online, i.e., interoperable, mature, implementable, consistent with authoritative source, and non-proprietary.  Where there are options within the standards, the standard will be tailored for applications.  Where there are competing standards, recommendations will be made to SEIWG and it will be resolved via consensus.  Standards considered for inclusion to TV-2 are analyzed for potential technical issues such as impact on technical environment, architecture maintainability, compatibility with established migration plans, and consideration of technologically innovative solutions

The standards forecast will be vetted by the SEIWG members and supporters, as well as the other contractors involved in the project.  Comments on the standards generated by this group will be documented and delivered as part of this TV-2.
The AT/FP Technical Standards Forecast (TV-2) will be reviewed by the SEIWG/Physical Security Equipment community.  If accepted, these standards will be part of a joint PSE technical forecast architecture and should be referenced for all DoD PSE design and acquisition efforts and by material developers.

2 Standards 

2.1 Common Infrastructure

	Service Area (AT/FP Category) 
	Service (DISR) 
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	System Management Services


	CIM HTTP: Specification for CIM Operations over HTTP Version 1.0, Distributed Management Task Force, Inc., 11 August 1999.
Version 

1.0

Enacted: 

08/11/99
	The Common Information Model (CIM) is an object-oriented information model defined by the Distributed Management Task Force (DMTF) which provides a conceptual framework for describing management data.

The Hypertext Transfer Protocol (HTTP) is an application-level protocol for distributed, collaborative, hypermedia information systems.  It is a generic stateless protocol which can be used for many tasks through extension of its request methods, error codes and headers.

This document defines a mapping of CIM Messages onto HTTP that allows implementations of CIM to interoperate in an open, standardized manner.  It utilizes the CIM XML DTD that defines the XML Schema for CIM objects and messages.
	This generally relates to the force protection network as HTTP is broadly used within these networks.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.dmtf.org/standards/documents/WBEM/DSP200.html#SecAbstract


	Rationale: 

These services provide capabilities to manage an operating platform and its resources and users. System management services include configuration management, network management, fault management, and performance management. The DISR facilitates interoperability by identifying network management standards.  The Distributed Management Task Force (DMTF) Common Information Model (CIM) is an approach to the management of systems and networks through the interchange of management information between management systems and applications.

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	System Management Services


	CIM XML: Specification for the Representation of CIM in XML Version 2.0, Distributed Management Task Force, Inc., 20 July 1999.

Version 

2.0

Enacted: 

07/20/99
	The Extensible Markup Language (XML) is a simplified subset of SGML that offers powerful and extensible data modeling capabilities. An XML Document is a collection of data represented in XML. An XML Schema is a grammar that describes the format of an XML Document. An XML Document is described as valid if it has an associated XML Schema to which it conforms. The Common Information Model (CIM) is an object-oriented information model defined by the Distributed Management Task Force (DMTF) which provides a conceptual framework for describing management data. This document defines a standard for the representation of Common Information Model (CIM) elements and messages in XML. This document defines an XML grammar, written in DTD (Document Type Definition), which can be used both to represent CIM declarations (Classes, Instances and Qualifiers) and CIM Messages for use by the CIM mapping onto HTTP.
	Relates to Common Information Models for XML 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.langdale.com.au/CIMXML/
2) http://www.dmtf.org/standards/documents/WBEM/DSP201.html


	Rationale: 

XML has been adopted by the industry and both Federal and State government. It is the IT standard method of defining data that is moving between systems. No viable competing standards exist.  XML address cost issues as well as distributed computing automation issues. Both are important issues for force protection. The applicability of XML to distributed computing is so broad that in some areas it is very mature while in other areas of applicability it is still evolving. XML is so broadly adopted that vendors offering competing technology are rapidly losing market share. It is the industry standard of choice. 
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	Security Protocols 


	Draft:-ietf-secsh- SSH Protocol

Version 

Draft

Enacted: 

Currently in draft.

forms (Working Groups)
	SSH is a protocol for secure remote login and other secure network services over an insecure network.  This document describes the SSH transport layer protocol which typically runs on top of TCP/IP. The protocol can be used as a basis for a number of secure network services. It provides strong encryption, server authentication, and integrity protection. It may also provide compression.  Key exchange method, public key algorithm, symmetric encryption algorithm, message authentication algorithm, and hash algorithm are all negotiated.  This document also describes the Diffie-Hellman key exchange method and the minimal set of algorithms that are needed to implement the SSH transport layer protocol.
In 1996, a revised version of the protocol SSH-2 was designed, incompatible with SSH-1. The IETF "secsh" working group has started to standardize SSH-2, which features both security and feature improvements over SSH-1. Better security, for example, comes through Diffie-Hellman key exchange and strong integrity checking via MACs. New features of SSH-2 include the ability to run any number of shell sessions over a single SSH connection
The goal of this Internet Engineering Task Force (IETF) working group is to update and standardize the popular

SSH protocol. SSH provides support for secure remote login, secure file

transfer, and secure TCP/IP and X11 forwardings. It can automatically

encrypt, authenticate, and compress transmitted data.  The working

group will attempt to assure that the SSH protocol
Current drafts are listed here: http://www.ietf.org/html.charters/secsh-charter.html


	Relates to protocols for remote access to networks.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/html.charters/secsh-charter.html


	Rationale: 

This emerging standard will update the first version of the protocol (now called SSH-1) protocol for secure remote login and other secure network services over an insecure network on military bases.  The SSH-1 version was proposed in 1995 but has not gained wide adoption due to some inherent security weaknesses.  The SSH-2 draft addesses these flaws.
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	Network Technologies

(proposed by NGMS)


	IEEE 802.3ah-2004: Telecommunications and Information Exchange Between Systems - LAN/MAN - Specific Requirements - Part 3: Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access Method and Physical Layer Specifications Amendment: Media Access Control Parameters, Physical Layers, and Management Parameters for Subscriber Access Networks

Version 

2004
Enacted: 

06/01/04
	The IEEE P802.3ah EFM standard encompasses key technical elements needed to deploy broadband Ethernet services to business and residential users. The goal is to provide a wide range of benefits over traditional first mile technologies concerning cost, network simplicity, packet-based efficiency, bandwidth, scaling and provisioning.

The standard supports three subscriber access network topologies and physical layers: point-to-point copper over the installed copper plant; point-to-point optical fiber; and point-to-multipoint fiber. The standard will also define common EFM operations, administration and maintenance procedures and practices. 

This standard specifies new interface types for Ethernet over fiber optic and copper media along with new OAM mechanisms for managing Ethernet subscriber networks
	This standard relates to connections between LANs such as for a very large base similar to a Metropolitan Area Network having this type of MAN connection between LANs located in different buildings on the same base. Or for connections to a common carrier. 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://shop.ieee.org/ieeestore/Product.aspx?product_no=SH95249
2) http://grouper.ieee.org/groups/802/3/purchase/index.html
3) http://grouper.ieee.org/groups/802/3/efm/


	Rationale: 

The industry is moving toward Ethernet as a Metropolitan Area Network (MAN) as well as for the LAN.  This standard provides for an Ethernet interface with the long lines carrier, leased line or owned line.

This emerging standard should expand the application of Ethernet to include subscriber access networks in order to provide a significant increase in performance while minimizing equipment, operation, and maintenance costs on military installations.
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	Cryptographic Key Management
	IETF RFC 2420: The PPP Triple-DES Encryption Protocol (3DESE), September 1998.

Version 

1
Enacted: 

09/01/98

	The Point-to-Point Protocol (PPP) provides a standard method for transporting multi-protocol datagrams over point-to-point links. The PPP Encryption Control Protocol (ECP) provides a method to negotiate and utilize encryption protocols over PPP encapsulated   links. This document provides specific details for the use of the Triple-DES standard (3DES) for encrypting PPP encapsulated packets.

	Relates to highly secure encryption protocols.  

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2420.txt
2) http://www.defenselink.mil/comptroller/bmmp/products/architecture/BEA_3_31_05/iwp/definitionsii_standard_215632.htm


	Rationale: 

This is listed as an Emerging DoD standard for Cryptographic Key Management.

Encryption algorithms are a set of mathematical rules for rendering information unintelligible by affecting a series of transformations to the normal representation of the information through the use of variable elements controlled by a key. This standard is emerging for systems requiring or desiring to use a cryptographic device to protect privacy-act information and other unclassified information not covered by the Warner Amendment to Public Law 100-235 and for systems using encryption to protect privacy act information and other unclassified, non-Warner Act exempt information.

NOTE:  DES and triple DES both consume much more compute power than other stronger encryption standards such as the new AES. DES has a limited key size which is why triple DES is used. But even triple DES’s use of thee keys provide only a little more than 150 key digitals of protection. Other encryption standards such as AES have variable key size thus offering selectable levels of security. Triple DES encryption has been used in many legacy security systems.  It should only be used in new designs for interoperability with legacy systems.  Otherwise AES is the required encryption for new designs.
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	Network Technologies
	IETF RFC 2452: IP Version 6 Management Information Base for the Transmission Control Protocol December 1998

Version 

6

Enacted: 

12/01/98


	This document is one in the series of documents that define various Management Information Base (MIB) objects for Ipv6.  Specifically, this document is the MIB module which defines managed objects for implementations of the Transmission Control Protocol (TCP) over Ipv6.  This document also recommends a specific policy with respect to the applicability of RFC 2012 for implementations of Ipv6.  Namely, that most of managed objects defined in RFC 2012 are independent of which IP versions underlie TCP, and only the TCP connection information is IP version-specific.  This document defines an experimental portion of the MIB for use with network management protocols in Ipv6-based internets
	All IP systems. 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc2452.html


	Rationale: 

Management information bases (MIB) are databases on the network that tracks, records, and corrects performance for each device on the network.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Network Technologies
	IETF RFC 2454: IP Version 6 Management Information Base for the User Datagram Protocol December 1998

Version 

6

Enacted: 

12/01/98


	This document is one in the series of documents that define various MIB objects for IPv6.  Specifically, this document is the MIB module which defines managed objects for implementations of the User Datagram Protocol (UDP) over IP Version 6 (IPv6).

This document also recommends a specific policy with respect to the applicability of RFC 2013 for implementations of IPv6.  Namely, that most of managed objects defined in RFC 2013 are independent of which IP versions underlie UDP, and only the UDP listener information is IP version-specific.
	Relates to RFC 2013 and IP Systems. 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc2454.html


	Rationale: 

Management information bases (MIB) are databases on the network that tracks, records, and corrects performance for each device on the network.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Network Technologies
	IETF RFC 2492: Ipv6 over ATM Networks January 1999

Version 

1

Enacted: 

01/01/99


	This document is a companion to the ION working group’s architecture document, ?Ipv6 over Non Broadcast Multiple Access (NBMA) Networks?.  It provides specific details on how to apply the Ipv6 over NBMA architecture to ATM networks.  This architecture allows conventional host-side operation of the Ipv6 Neighbor Discovery protocol, while also supporting the establishment of ?shortcut? ATM forwarding paths (when using SVCs).  Operation over administratively configured point- to- point PVCs is also supported.  The use of ATM to provide point- to- point PVC service, or flexible point- to- point and point-to-multipoint SVC service, is covered by this document.
	All IP systems. 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc2492.html


	Rationale: 

The current Internet infrastructure uses Internet Protocol version 4 (IPv4) that only supports the “best-effort” Quality of-Service (QoS). While this simplification of QoS requires small processing latency in routers, there is no distinction between packets with various delay requirements. The introduction of the Type of Service (ToS) field in Internet Protocol version 6 (IPv6), addresses this deficiency.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Network Technologies
	IETF RFC 2507: IP Header Compression, February 1999

Version 

1.0

Enacted: 

02/01/99


	This document describes how to compress multiple IP headers and TCP and UDP headers per hop over point to point links. The methods can be applied to of IPv6 base and extension headers, IPv4 headers, TCP and UDP headers, and encapsulated IPv6 and IPv4 headers.

Mobile Host Protocol (MHP) allows the transparent routing of IP datagrams to mobile nodes in the Internet. Each mobile node is always identified by its home address, regardless of its current point of attachment to the Internet. This standard is emerging for IPv6.


	All network IPv6 systems.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc2507.txt


	Rationale: 

This standard is emerging for IPv6.   Currently, IP Version 4 (IPv4) is the mandated internetworking protocol for networks carrying operations traffic within DoD. IPv6 is the next-generation, network-layer protocol of the Internet and DoD. IPv6 has been designed to provide better internetworking capabilities than are currently available within IPv4.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Cryptographic Key Management

	IETF RFC 2845: Secret Key Transaction Authentication for DNS (TSIG), May 2000.
Version 

Enacted: 


	This protocol allows for transaction level authentication using shared secrets and one way hashing. It can be used to authenticate dynamic updates as coming from an approved client, or to authenticate responses as coming from an approved recursive name server. No provision has been made here for distributing the shared secrets; it is expected that a network administrator will statically configure name servers and clients using some out of band mechanism such as sneaker-net until a secure automated mechanism for key distribution is available.
	OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc2845.html


	Rationale: 

This is a DISR emerging DoD standard for Cryptographic Key Management.
The Domain Name System (DNS) has become a critical operational part of the Internet infrastructure, yet it has no strong security mechanisms to ensure data integrity or authentication. 

The DNS is also a critical operational part of a TCP/IP-based infrastructure, and authentication and integrity mechanisms are often necessary to protect it. In cases where DNS authentication is needed and a shared secret key approach is appropriate, in particular in zone transfers between authoritative servers, this standard is emerging.
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	Network Technologies
	IETF RFC 3173: IP Payload Compression Protocol (IPComp) September 2001

Version 

1

Enacted: 

09/01/01
	This document describes a protocol intended to provide lossless compression for Internet Protocol datagrams in an Internet environment.

IP payload compression is a protocol to reduce the size of IP datagrams.  This protocol will increase the overall communication performance between a pair of communicating hosts/gateways ("nodes") by compressing the datagrams, provided the nodes have sufficient computation power, through either CPU capacity or a compression coprocessor, and the communication is over slow or congested links.
	Within Army data networks operating within the DoD GIG architecture. 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc3173.txt


	Rationale: 

IP payload compression is especially useful when encryption is applied to IP datagrams.  Encrypting the IP datagram causes the data to be random in nature, rendering compression at lower protocol layers (e.g., PPP Compression Control Protocol [RFC1962]) ineffective.  If both compression and encryption are required, compression must be applied before encryption.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Network Technologies
	IETF RFC 3344: IP Mobility Support for IPv4, August 2002.

Version 

Enacted: 


	This document specifies protocol enhancements that allow transparent routing of IP datagrams to mobile nodes in the Internet.  Each mobile node is always identified by its home address, regardless of its current point of attachment to the Internet.  While situated away from its home, a mobile node is also associated with a care-of address, which provides information about its current point of attachment to the Internet.  The protocol provides for registering the care-of address with a home agent.  The home agent sends datagrams destined for the mobile node through a tunnel to the care- of address.  After arriving at the end of the tunnel, each datagram is then delivered to the mobile node.
	Relates to the routing of IP datagrams.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc3344.html


	Rationale: 

Mobile Host Protocol (MHP) allows the transparent routing of IP datagrams to mobile nodes in the Internet. Each mobile node is always identified by its home address, regardless of its current point of attachment to the Internet. This standard is emerging for IPv4.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Information System Security Management


	IETF RFC 3414: User-based Security Model (USM) for version 3 of the Simple Network Management Protocol (SNMPv3)

Version 

1

Enacted: 

12/01/02


	This document describes the User-based Security Model (USM) for Simple Network Management Protocol (SNMP) version 3 for use in the SNMP architecture.  It defines the Elements of Procedure for providing SNMP message level security.  This document also includes a Management Information Base (MIB) for remotely monitoring/managing the configuration parameters for this Security Model.  This document obsoletes RFC 2574
	This document obsoletes RFC 2574.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc3414.html


	Rationale: 

This standard defines the Elements of Procedure for providing SNMP message level security

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Network Technologies
	IETF RFC 3513: Internet Protocol Version 6 (IPv6) Addressing Architecture, April 2003
Version 

Enacted: 


	This specification defines the addressing architecture of the IP Version 6 (IPv6) protocol. The document includes the IPv6 addressing model, text representations of IPv6 addresses, definition of IPv6 unicast addresses, anycast addresses, and multicast addresses, and an IPv6 node's required addresses.
Internet Protocol (IP) is a basic connectionless datagram service. All protocols within the IP suite use the IP datagram as the basic data transport mechanism. Currently, IP Version 4 (IPv4) is the mandated internetworking protocol for networks carrying operations traffic within DoD. IPv6 is the next-generation, network-layer protocol of the Internet and DoD. IPv6 has been designed to provide better internetworking capabilities than are currently available within IPv4. IPv6 includes supports for the following: expanded addressing and routing capabilities, authentication and privacy, auto-configuration, and traffic-class and flow-label fields to facilitate implementation of quality of service capabilities.

IP is a basic connectionless datagram service. All protocols within the IP suite use the IP datagram as the basic data transport mechanism. Currently, IP Version 4 (IPv4) is the mandated internetworking protocol for networks carrying operations traffic within DoD. IPv6 is the next-generation, network-layer protocol of the Internet and DoD. IPv6 has been designed to provide better internetworking capabilities than are currently available within IPv4. IPv6 includes supports for the following: expanded addressing and routing capabilities, authentication and privacy, auto-configuration, and traffic-class and flow-label fields to facilitate implementation of quality of service capabilities.
	Will eventually replace IPv4.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc3513.txt


	Rationale: 

Currently, IP Version 4 (IPv4) is the mandated internetworking protocol for networks carrying operations traffic within DoD. IPv6 is the next-generation, network-layer protocol of the Internet and DoD. IPv6 has been designed to provide better internetworking capabilities than are currently available within IPv4.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Network Technologies
	IETF RFC 3544: IP Header Compression over PPP; July 2003
Version 

1
Enacted: 

07/01/03

	This document describes an option for negotiating the use of header compression on IP datagrams transmitted over the Point-to-Point Protocol (RFC 1661).  It defines extensions to the PPP Control Protocols for IPv4 and IPv6 (RFC 1332, RFC 2472).  Header compression may be applied to IPv4 and IPv6 datagrams in combination with TCP, UDP and RTP transport protocols as specified in RFC 2507, RFC 2508  and RFC 3545.
	Relates to RFC 2507, RFC 2508 and RFC 3545.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc3544.txt


	Rationale: 

In order to establish compression of IP datagrams sent over a PPP link each end of the link must agree on a set of configuration parameters for the compression.  The process of negotiating link parameters for network layer protocols is handled in PPP by a family of network control protocols (NCPs).  RFC 3544 attempts to define this process to insure interoperability.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Network Technologies
	IETF RFC 3587: IPv6 Global Unicast Address Format, August 2003.
Version 

1
Enacted: 

08/01/03

	This document obsoletes RFC 2374, "An IPv6 Aggregatable Global Unicast Address Format".  It defined an IPv6 address allocation structure that includes Top Level Aggregator (TLA) and Next Level Aggregator (NLA).  This document makes RFC 2374 and the TLA/NLA structure historic.
Part of the motivation for obsolescing the TLA/NLA structure is technical; for instance, there is concern that TLA/NLA is not the technically best approach at this stage of the deployment of IPv6.

Moreover, the allocation of IPv6 addresses is related to policy and to the stewardship of the IP address space and routing table size, which the RIRs have been managing for IPv4.  It is likely that the RIRs' policy will evolve as IPv6 deployment proceeds.
	This document obsoletes RFC 2374.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/rfc/rfc3587.txt


	Rationale: 

IP Version 4 (IPv4) is the mandated internetworking protocol for networks carrying operations traffic within DoD. IPv6 is the next-generation, network-layer protocol of the Internet and DoD. IPv6 has been designed to provide better internetworking capabilities than are currently available within IPv4.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Database Management System


	ISO/IEC 9579:2000: Remote Database Access for SQL with security enhancement

Version 

2

Enacted: 

12/31/04
	This International Standard, Remote Database Access for SQL (RDA), defines a model for the remote interaction of an SQL-client and one or more SQL-servers through communication media, and defines the encoding of messages, the semantics of messages and associated facilities for mediating the interaction between one SQL-client and one SQL-server. This International Standard also defines a mapping of the RDA Protocol to the specific communication infrastructures TCP/IP and Transport Layer Security (TLS).

The SQL-RDA standard specifies a message format for remote communication of SQL database language statements (query and update) to a remote database. The specification defines uses of the message fields and other implementation information including sequencing and how SQL statements map to the Remote Database Access (RDA) protocol, a TCP/IP-compatible communications protocol that enables a database client to gain access to database servers.
	This International Standard relies upon the facilities provided by ISO/IEC 9075 (SQL) and ISO/IEC 9075-3 (SQL/CLI).

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=30615&ICS1=35&ICS2=100&ICS3=70


	Rationale: 

This standard will establish remote access of databases.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Database Management System


	ISO/IEC 13249-3: SQL Multimedia and Application Packages - Part 3: Spatial, 1999.

Version 

2

Enacted: 

07/07/04
	ISO/IEC 13249-3:2003:

* introduces the Spatial part of ISO/IEC 13249 (all parts);

* gives the references necessary for ISO/IEC 13249-3:2003;

* defines notations and conventions specific to ISO/IEC 13249-3:2003;

* defines concepts specific to ISO/IEC 13249-3:2003;

* defines spatial user-defined types and their associated routines.

The spatial user-defined types defined in ISO/IEC 13249-3:2003 adhere to the following.

* A spatial user-defined type is generic to spatial data handling. It addresses the need to store, manage and retrieve information based on aspects of spatial data such as geometry, location and topology.

* A spatial user-defined type does not redefine the database language SQL directly or in combination with another spatial data type.

Implementations of ISO/IEC 13249-3:2003 may exist in environments that also support geographic information, decision support, data mining and data warehousing systems.

Application areas addressed by implementations of ISO/IEC 13249-3:2003 include, but are not restricted to, automated mapping, desktop mapping, facilities management, geoengineering, graphics, multimedia and resource management applications.
	Relates to emerging database management protocols and SQL applications.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=31369&printable=true


	Rationale: 

This standard defines the emerging field of the need to store, manage and retrieve information based on aspects of spatial data such as geometry, location and topology.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Operating System Services
(proposed by NGMS)
	Linux 3.0: Linux Standard Base Specification 3.0, Free Standards Group, 1 July 2005

Version 

3.0
Enacted: 

07/01/05
	The Linux Standard Base (LSB) is designed to make it easier for those producing higher-level software to support different versions of Linux.
The LSB standardizes several software interfaces and includes supporting software called libraries. It also includes test suites and documentation. Version 3 includes an updated binary interface for software written in the C++ programming language, an interface that for the first time is supported by the major Linux distributors
This LSB 3.0 consists of a number of components, or modules:

* The Core specification, described by a Generic specification and seven Architecture Specific supplements. The Core specification in turn is made up of three "books", however these are not released separately, only combined as lsb-core:

    - the ELF specification,

    - the LSB interface specification,

    - the packaging specification
* The C++ module (with Generic module and seven Architecture Specific supplements)

* The Graphics Module

The seven supported architectures for LSB 3 are: IA32, IA64, PPC32, PPC64, S390, S390X, X86_64
	Relates to the Linux operating system 
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.linuxbase.org/


	Rationale: 

Version 3.0 was released in 2005 and will eventually replace LSB 2.0; a mandated DoD standard for Operating System Services.  Various variants of the Linux kernel are in wide use for network devices, video surveillance systems, access control systems, and other physical security equipment.
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	Military Messaging
	MIL-STD-6040:2006 Baseline: United States Message Text Format (USMTF), Implementation date 31 March 2006.
Version 

Draft
Enacted: 

03/31/06

	Describes the concept and objectives of a methodology for developing message standards as well as representing those message standards in XML. Identifies the USMTF Program management structure and participant responsibilities. Provides guidance in preparing reporting instructions using the Joint Staff mandated standard. Provides definitions for USMTF terminology. Contains catalogs of message standards and associated C4I data elements. Describes the links between the USMTF Program and similar efforts within allied nations and warfighting publications and agreements. The standard establishes the formats, contents, XML specification and representation as well as procedures for the U.S. Message Text Formatting Program. The USMTF Program, as set forth in MIL-STD-6040, establishes the standards and prescribes the rules and conventions governing message text formats. These rules and conventions apply to all formatted messages falling under the purview of the USMTF Message Text Formatting program. Data elements described within the governing MTFs establish standards for all joint reporting systems.
	This will replace the MIL-STD-6040:2002 version. 
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) https://disain.disa.mil/usmtf/std_6040.html


	Rationale: 

USMTF messages are jointly agreed, fixed-format, character oriented messages that are human-readable, machine processable and web enabled (XML-MTF) for implementation in a net-centric environment.  USMTFs are the mandatory standard for record messages when communicating with the Joint Staff, Combatant Commands, and Service Components. This Character-Based Formatted standard for USMTF messages is mandated. NOTE: Per service agreement, USMTF User Formats are reissued as a new release on or about 31 March each year for operational use. On the same date, the approved subsequent year's release is provided to developers for system updates within one calendar year.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Document Interchange 


	REC-rdf-syntax-19990222: Resource Description Framework (RDF) Model and Syntax Specification, W3C Recommendation, 22 February 1999.

Version 

1.0

Enacted: 

02/22/99
	This document introduces a model for representing RDF metadata as well as a syntax for encoding and transporting this metadata in a manner that maximizes the interoperability of independently developed Web servers and clients. The syntax presented here uses the Extensible Markup Language [XML]: one of the goals of RDF is to make it possible to specify semantics for data based on XML in a standardized, interoperable manner. RDF and XML are complementary: RDF is a model of metadata and only addresses by reference many of the encoding issues that transportation and file storage require (such as internationalization, character sets, etc.). For these issues, RDF relies on the support of XML. It is also important to understand that this XML syntax is only one possible syntax for RDF and that alternate ways to represent the same RDF data model may emerge. The broad goal of RDF is to define a mechanism for describing resources that makes no assumptions about a particular application domain, nor defines (a priori) the semantics of any application domain. The definition of the mechanism should be domain neutral, yet the mechanism should be suitable for describing information about any domain.

Resource Description Framework (RDF) describes a foundation for processing Web-based metadata; it supports interoperability between different applications that may need to exchange machine-understandable information on the World Wide Web. RDF uses XML for encoding its interchange syntax. RDF is a model for representing named properties (attributes of resources), property values, and relationships between properties. An RDF model can resemble an entity-relationship diagram or virtually any other information structure that can be depicted as a directed graph.
	RDF and XML are complementary

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=30615&ICS1=35&ICS2=100&ICS3=70


	Rationale: 

One of the goals of the RDF specification is to make it possible to specify semantics for data based on XML in a standardized, interoperable manner. RDF and XML are complementary.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Document Interchange


	RDF Schema 1.0: Resource Description Framework (RDF) Schema Specification 1.0, W3C Candidate Recommendation, 27 March 2000, CR-rdf-schema-20000327.

Version 

1.0

Enacted: 

03/27/00
	This specification describes how to use RDF to describe RDF vocabularies. The specification also defines a basic vocabulary for this purpose, as well as an extensibility mechanism to anticipate future additions to RDF.

This document introduces a model for representing RDF metadata as well as a syntax for encoding and transporting this metadata in a manner that maximizes the interoperability of independently developed Web servers and clients. The syntax presented here uses the Extensible Markup Language [XML]: one of the goals of RDF is to make it possible to specify semantics for data based on XML in a standardized, interoperable manner. RDF and XML are complementary: RDF is a model of metadata and only addresses by reference many of the encoding issues that transportation and file storage require (such as internationalization, character sets, etc.). For these issues, RDF relies on the support of XML. It is also important to understand that this XML syntax is only one possible syntax for RDF and that alternate ways to represent the same RDF data model may emerge. The broad goal of RDF is to define a mechanism for describing resources that makes no assumptions about a particular application domain, nor defines (a priori) the semantics of any application domain. The definition of the mechanism should be domain neutral, yet the mechanism should be suitable for describing information about any domain.

The RDF Schema specification provides a machine-understandable system for defining ?schemas? for descriptive vocabularies like the Dublin Core, a set of 15 metadata elements believed to be broadly applicable to describing Web resources to enable their discovery. It allows designers to specify classes of resource types and properties to convey descriptions of those classes, and constraints on the allowed combinations of classes, properties, and values within a data stream. This has the effect of providing a machine-understandable means of exchanging structured and structural information with respect to various persistent entities, such as DBMSs with XML.
	RDF and XML are complementary

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.w3.org/TR/2000/CR-rdf-schema-20000327/


	Rationale: 

One of the goals of the RDF specification is to make it possible to specify semantics for data based on XML in a standardized, interoperable manner. RDF and XML are complementary.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Document Interchange


	SOAP 1.2: Simple Object Access Protocol (SOAP) 1.2, W3C Recommendation 24 June 2003

Version 

1.2

Enacted: 

06/24/03
	Simple Object Access Protocol (SOAP) is a lightweight XML protocol used for exchanging information in a decentralized, distributed environment.  It provides a simple method of enveloping and transferring an XML document using HTTP transfer protocol, and addressing the recipient using Uniform Resource Identifiers (URI).
The SOAP standard is being developed by the World Wide Web Consortuim.  The World Wide Web Consortium (W3C) is an international consortium where Member organizations, a full-time staff, and the public work together to develop Web standards. W3C's mission is:

“To lead the World Wide Web to its full potential by developing protocols and guidelines that ensure long-term growth for the Web.”
	Emerging standard that will eventually replace SOAP 1.1

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.w3.org/TR/soap/


	Rationale: 

SOAP 1.2 has not been widely adopted.  The World Wide Web Consortium (W3C) is working to add the final changes to SOAP (Simple Object Access Protocol) 1.2.  However, debate is heating up over Web services interoperability and SOAP's future in the Web.  The concerns cut to the core of Web services' promise of delivering seamless machine-to-machine communication, regardless of platform or infrastructure differences. SOAP's capability of defining standard methods of exchanging data has formed a linchpin in the development of Web services environments such as Microsoft .Net, IBM WebSphere, and Sun ONE (Open Network Environment).

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Product Data

(proposed by NGMS)


	Storage Management Initiative Specification V1.2 (SMISv1.2): Network Management via Storage Area Networks (SAN) of Network Attached Storage (NAS) Devices

Version 

Enacted: 


	The Storage Management Initiative Specification V1.2 (SMISv1.2) contains references to many other standards: XML based auto-discovery, SOAP, RAID and many others. SMIS allows the Disk Arrays, Fiber Channel (FC) Switches, Tape Libraries, FC HBAs from many different vendors to operate as one system. The management of that industry standard storage system is Object-Oriented, Platform Independent, uses auto-discovery, and provides integrated security, configuration, provisioning, and operations.
	This relates to all storage of all forms of bits: image, voice, other sensor, and data.  

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.snia.org/apps/group_public/download.php/8271/SMI%20S%20A%20Standard%20for%20Managing%20Storage.pdf


	Rationale: 

This emerging storage management standard will in the future increase interoperability of computer storage systems.

The SNIA standard suite –Storage Management Initiative Specification V1.2 (V2.0 may be available in 2005) –has been ratified by ANSI. Test specifications and a conformance laboratory are available and have been used by manufacturers both within the US and internationally. Being in compliance means that a manufacturer’s storage products will interoperate with other manufacturer’s storage products and a given base’s storage (data, voice, video, and sensor signals) may be handled by many different vendors’ products all working as one holistic storage system managed as one system rather than many different components.  All products that interoperate with storage or provide storage should be certified as conforming to SMIsV1.2
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	Web Services


	WS-I Basic Profile 1.1: Web Services Interoperability Organization (WS-I) Basic Profile 1.1, Final Material, August 24, 2004.

Version 

1.1

Enacted: 

08/24/04
	WS-I Basic Profile 1.1 defines an implementation profile consisting of a set of non-proprietary Web services specifications, along with clarifications and amendments to those specifications which promote interoperability.

Conformance to the Profile is defined by adherence to the set of requirements for a specific target, within the scope of the Profile.
	Relates to networked web services.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ws-i.org/


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
XForms architecture separates purpose (semantics) from presentation (syntax), and associates the capabilities of XML and the ease of HTML for a wide range of devices.
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	Document Interchange


	Xquery 1.0: XML Query Language, W3C Working Draft, 04 April 2005

Version 

Draft 04

Enacted: 

04/04/05
	Xquery provides flexible query facilities to extract data from collections of XML documents as well as non-XML data viewed as XML via a mapping mechanism.

XML is a versatile markup language, capable of labeling the information content of diverse data sources including structured and semi-structured documents, relational databases, and object repositories. A query language that uses the structure of XML intelligently can express queries across all these kinds of data, whether physically stored in XML or viewed as XML via middleware. This specification describes a query language called XQuery, which is designed to be broadly applicable across many types of XML data sources.


	Relates to all transmissions between platforms

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)


	1) http://www.w3.org/TR/xquery/


	Rationale: 

XML has been adopted by the industry and both Federal and State government. It is the IT standard method of defining data that is moving between systems. No viable competing standards exist.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Web Services

Document Interchange
	XHTML 1.1: 31 May 2001: Extensible Hypertext Markup Language (XHTML) Version 1.1 - Module-based XHTML, W3C Recommendation, 31 May 2001
Version 

1.1
Enacted: 

05/31/01
	This specification defines XHTML 1.1, a reformulation of HTML 4.0 as an XML 1.0 application. The semantics of the elements and their attributes are defined in the W3C Recommendation for HTML 4.0. These semantics provide the foundation for future extensibility of XHTML. Compatibility with existing HTML user agents is possible by following a small set of guidelines.
	Parts one through five of the emerging SQL3 specification were completed in December 1999
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) 

	Rationale: 

This is a DISR emerging DoD standard for Web Services

Parts one through five of the emerging SQL3 specification were completed in December 1999 and contain a number of data abstraction facilities, including user-defined data types and methods. The emerging SQL specification also contains facilities for defining and referencing object identifiers. Additionally, the emerging SQL3 specification supports knowledge-based data management and remote data access capabilities. This SQL3 standard is emerging and has been completed and approved by ANSI, ISO, and IEC.
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	Architectures and Applications


	XMPP: eXtensible Messaging and Presence Protocol (RFC 3920, RFC 3921, RFC 3922 and RFC 3923)

Version 

1.0

Enacted: 

10/04/04
	The eXtensible Messaging and Presence Protocol (XMPP), sometimes referred to by its original name Jabber, is a set of streaming XML protocols and technologies that enable two or more entities on a TCP/IP based network to exchange messages, presence, and other structured information in close to real time. XMPP is implemented in pure XML and has well-defined schemas. XMPP uses the Simple Authentication and Security Layer (SASL) standard for user authentication. XMPP requires user authentication. XMPP supports end-to-end encryption using S/MIME and Transport Layer Security (TLS) for securing client-to-server and server-to-server communications.  XMPP is firewall friendly requiring only two ports: Client-to-Server (TCP/5222) and Server-to-Server (TCP/5269).

The four XMPP RFCs were published by the IETF as proposed standards. These are RFC 3920, RFC 3921, RFC 3922 and RFC 3923. These standards cover the core protocol (XML streaming, user authentication, and security), instant messaging and presence extension, mapping to the IETF Common Presence and Instant Messaging (CPIM) specification, and object signing and encryption. However, achieve the full benefit of XMPP; the Jabber Software Foundation (JSF) was created to promote XMPP and to provide a mechanism for publishing enhancements to the core protocols. The work of the JSF has lead to the development of five enhancements to XMPP. These five enhancements should be considered mandatory in any implementation: JEP-0004 (Data Forms), JEP-0030 (Service Discovery), JEP-0045 (Multi-User Chat); JEP-0068 (Field Standardization for Data Forms), and JEP-0082 (Jabber Date and Time Profiles).
	Emerging XMPP protocols include RFC 3920, RFC 3921, RFC 3922 and RFC 3923

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://en.wikipedia.org/wiki/Extensible_Messaging_and_Presence_Protocol


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Web Services


	XSLT 2.0:2004: XSL Transformations (XSLT) Version 2.0, W3C Working Draft 5 November 2004

Version 

2.0 Draft

Enacted: 

11/05/04
	This specification defines the syntax and semantics of XSLT 2.0, which is a language for transforming XML documents into other XML documents.

XSLT 2.0 is designed to be used in conjunction with XPath 2.0, which is defined in [XPath 2.0]. XSLT shares the same data model as XPath 2.0, which is defined in [Data Model], and it uses the library of functions and operators defined in [Functions and Operators].

XSLT 2.0 also includes optional facilities to serialize the results of a transformation, by means of an interface to the serialization component described in [XSLT and XQuery Serialization].
	Relates to all transmissions between platforms

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.w3.org/TR/xslt20/


	Rationale: 

XML has been adopted by the industry and both Federal and State government. It is the IT standard method of defining data that is moving between systems. No viable competing standards exist.

This is a DISR emerging DoD standard for Web Services.  XML has been adopted by the industry and both Federal and State government. It is the IT standard method of defining data that is moving between systems. XSLT 2.0 is applicable to all XML-based data encoding and message exchanges



	


2.2 Communications

	Service Area (AT/FP Category) 
	Service (DISR) 
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources
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	Cryptographic Key Management

Network Technologies


	IEEE 802.10:1998: Interoperable LAN/MAN Security (SILS), 17 September 1998

Version 

1.0

Enacted: 

09/16/98
	IEEE 802.10 provides specifications for an interoperable data link layer security protocol and associated security services. The Secure Data Exchange (SDE) protocol is supported by an application layer Key Management Protocol (KMP) that establishes security associations for SDE and other security protocols. A security label option is specified that enables rule- based access control to be implemented using the SDE protocol. A method to allow interoperability with type-en-coded Medium Access Control (MAC) clients is also provided, as well as a set of managed object classes to be used in the management of the SDE sublayer and its protocol exchanges.
	OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://standards.ieee.org/reading/ieee/std_public/description/lanman/802.10-1998_desc.html


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry and is expected to be elevated to Mandatory status by 2007.

The physical layer, Layer 1 of the OSI 7 Layer Reference Model, provides the mechanical, electrical, functional, and procedural means to activate, maintain, and deactivate physical connections for bit transmission between data-link entities. 

This IEEE-approved standard for Local Area Network (LAN) security and Metropolitan Area Network (MAN) security is emerging.
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	Cryptographic Key Management

Network Technologies


	IEEE 802.10a:1999: Supplement to Standard for Interoperable LAN/MAN Security (SILS) - Security Architecture Framework (Clause 1), 22 March 1999.

Version 

Enacted: 


	This standard was developed to provide security in IEEE 802 Local Area Networks (LANs) and Metropolitan Area Networks (MANs).The model for providing security services is described in Clause 1. A Secure Data Exchange (SDE) protocol is defined in Clause 2. Key management and the management of security associations are defined in Clause 3. While SDE is independent of any particular key management protocol implementation, the security services described in this standard depend on security management and key management services.
	OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://shop.ieee.org/ieeestore/product.aspx?product_no=SH94730


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry and is expected to be elevated to Mandatory status by 2007.

The physical layer, Layer 1 of the OSI 7 Layer Reference Model, provides the mechanical, electrical, functional, and procedural means to activate, maintain, and deactivate physical connections for bit transmission between data-link entities. 

This IEEE-approved standard for Local Area Network (LAN) security and Metropolitan Area Network (MAN) security is emerging.
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	Cryptographic Key Management

Network Technologies


	IEEE 802.10c: Interoperable LAN/MAN Security (SILS) Key Management (Clause 3), 17 April 1998

Version 

C

Enacted: 

04/17/98
	Project scope: To define a standard for services, protocols, data formats, and interfaces that will allow secure IEEE 802 LAN products to interoperate. IEEE 802.10 has specified three areas for standardization: Secure Data Exchange, Key Management, and Security Management, and the objects necessary to manage each protocol. The goals of each of these areas of SILS are to be as independent as possible of any particular encryption algorithm, such as DES or RSA, and of the transmission media. The work in each area is based on the OSI Seven Layer model (IS 7498) and on the OSI Security Architecture (IS 7498/2). The Key Management Standard specifies a Layer 7 protocol that will provide secure automated management of the cryptographic keys to be used by the Secure Data Exchange at Layer 2 or by Security Management at Layer 7. The standard will draw on work already done for Key Management by other standards groups. The ANSI X9.E9 group has written a Key Management standard for use by the Banking Community. ECMA TC32/TG9 has proposed a framework for secure applications, and the Secure Data Network System (SDNS) project has developed a key management standard for use with public key algorithms. The 802.10 Key Management standard will consider each of these standards to determine if the standard or some form of the standard is appropriate for use with LANs. The appendices to the SILS Key Management standard will provide explanatory information for the standard. The Rationale for Security Services Appendix will explain why the services that Key Management provides are appropriate for the management of cryptographic keys on LANs and how those services address the threats posed to the security of automated key distribution on LANs. The Examples of Algorithms Appendix will give an example of the use of Key Management with particular algorithms. The Philosophy of Key Management Appendix will provide guidelines on the manual aspects of key management such as the secure distribution of Initialization Keys. 

Project purpose: The purpose is threefold. First, the standard must specify the minimally acceptable security services to be supported primarily by encryption for IEEE 802 LANs. Second, the standard must define logical and physical mechanisms for achieving these services; this includes the managed objects required to support the processing to provide the services. Finally and most important, the standard must maximize interoperability of products in an open systems interconnection architecture.
	OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://systems.cs.colorado.edu/downloads/802-standards/802.10c-1998.pdf#search='IEEE%20802.10c'

2) http://standards.ieee.org/getieee802/download/802.10c-1998.pdf#search='IEEE%20802.10c'



	Rationale: 

This is a DISR emerging DoD standard for Cryptographic Key Management Network Technologies.

This emerging standard for services, protocols, data formats, and interfaces that will allow secure IEEE 802 LAN products to interoperate.
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	Network Technologies


	IEEE 802.11g:2003: IEEE 802.11g-2003 Standard for Information technology-Telecommunications and information exchange between systems-Local and metropolitan area networks-Specific requirements-Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications-Amendment 4: Further Higher-Speed Physical Layer Extension in the 2.4 GHz Band
Version 

Enacted: 

07/23/03


	This emerging standard is written to develop a new PHY extension to enhance the performance and the possible applications of the 802.11b compatible networks by increasing the data rate achievable by such devices. This technology will be beneficial for improved access to fixed network LAN and inter-network infrastructure (including access to other wireless LANs) via a network of access points, as well as creation of higher performance ad hoc networks.
	Relates to the 802.11 communication standards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://standards.ieee.org/cgi-bin/status?802


	Rationale: 

This standard for wireless LANs offers more carrying capacity than the current IEEE 802.11b specification while using the same frequencies The newly approved 802.11g standard specifies data rates of up to 54 Mbits/s in the 2.45-GHz band. While 802.11g uses orthogonal frequency division multiplexing (OFDM), mandatory provisions have been made within the standard to make it inherently compatible with the well-established 802.11b standard at 11 Mbits/s, which uses complementary code keying (CCK) modulation. Both .11g and .11b operate at ranges of up to 300 feet.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry and is expected to be elevated to Mandatory status by 2007.
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	Network Technologies

(proposed by NGMS)
	IEEE 802.11s - Amendment to STANDARD [FOR] Information Technology - Telecommunications and information exchange between systems - Local and Metropolitan networks - Specific requirements – Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications: IEEE 802.11ESS Mesh Networking
Version 

Draft
Enacted: 

05/13/04

	802.11s is the unapproved IEEE 802.11 standard for ESS Mesh Networking. It specifies an extension to the IEEE 802.11 MAC to solve the interoperability problem by defining an architecture and protocol that support both broadcast/multicast and unicast delivery using "radio-aware metrics over self-configuring multi-hop topologies.
802.11s aims to define a MAC and PHY for meshed networks that improve coverage with no single point of failure. In such networks, 802.11 cellular WLAN access points relay information from one to another, hop by hop, in a router-like fashion. As you add users and access points, you add capacity.  So, as in the Internet, adding nodes becomes a scalable and redundant endeavor.
Meshed networks can serve as indoor or outdoor networks run by wireless ISPs or enterprises with large outdoor deployments. For example, facilities might wish to extend their fiber networks wirelessly, using fiber-to-wireless gateways. 802.11 meshes might also serve the outdoor portions of networks or all-outdoor enterprises.
	Relates to the 802.11 communication standards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://standards.ieee.org/board/nes/projects/802-11s.pdf
2) http://standards.ieee.org/announcements/pr_80211rs.html


	Rationale: 

Mesh networks reduce the need for wired connections in wireless LANs by letting multiple access points carry each others' traffic. Whereas a conventional wireless access point needs its own wired link to a backbone network, with a wireless mesh there can be just one wire for many access points. A mesh network is a network in which the routing of messages is performed as a decentralized, cooperative process involving many peer devices routing on each others’ behalf.  
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	Network Technologies

(proposed by NGMS)


	IEEE 802.16-2004: IEEE Standard for Local and metropolitan area networks Part 16: Air Interface for Fixed Broadband Wireless Access Systems (WiMax)

Version 

2004

Enacted: 

10/01/04
	A family of IEEE standards for fixed broadband wireless access (BWA). Approved in 2002, and also known as "WiMAX," 802.16 provides up to 70 Mbps of shared point-to-multipoint transmission in the 10 to 66GHz frequency bands as far as 37 miles. 802.16 was designed to bring broadband wireless connectivity into buildings from an ISP or other carrier, offering an alternative to wired T1 and DSL lines in the last mile. It can also be used to provide high-speed connectivity between Wi-Fi networks across large campuses as well as create a "wireless metropolitan access network" (WMAN) throughout a city, suburb or region. 802.16-2004 - Fixed

Using the 2-11GHz frequencies which can penetrate walls and other dense objects, 802.16-2004 provides transmission to stationary devices and replaces prior 802.16 and 802.16a specifications. Higher frequencies require line of sight. 802.16e - Mobile

802.16e is an extension of 802.16-2004 for mobile use in the 2-6GHz band. It allows people to communicate while walking or riding in cars.
	This relates to wireless data transmission on or near the base.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://standards.ieee.org/getieee802/download/802.16-2004.pdf
2) http://www.wimaxforum.org/home
3) http://www.intel.com/netcomms/technologies/wimax/
4) http://en.wikipedia.org/wiki/Wimax


	Rationale: 

This is a DISR emerging DoD standard for Network Technologies.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry and is expected to be elevated to Mandatory status by 2007.

The superior range and performance of WiMAX devices will increase the wireless broadband communication capabilities on military installations in the future.  
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	Network Technologies

(proposed by NGMS)


	IEEE 802.20: Mobile Broadband Wireless Access (MBWA)

Version 

Draft: Working Group
Enacted: 

Draft
	The mission of IEEE 802.20 is to develop the specification for an efficient packet based air interface that is optimized for the transport of IP based services. The goal is to enable worldwide deployment of affordable, ubiquitous, always-on and interoperable multi-vendor mobile broadband wireless access networks that meet the needs of business and residential end user markets.
Specification of physical and medium access control layers of an air interface for interoperable mobile broadband wireless access systems, operating in licensed bands below 3.5 GHz, optimized for IP-data transport, with peak data rates per user in excess of 1 Mbps. It supports various vehicular mobility classes up to 250 Km/h in a MAN environment and targets spectral efficiencies, sustained user data rates and numbers of active users that are all significantly higher than achieved by existing mobile systems
	This relates to wireless data transmission on or near the base.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://grouper.ieee.org/groups/802/20/


	Rationale: 

This is a DISR emerging DoD standard for Network Technologies.  Broadband interoperable wireless access networks will be a critical component of many future security systems on military bases.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry and is expected to be elevated to Mandatory status by 2007.
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	Network Technologies


	IETF RFC 3264: An Offer/Answer Model with the Session Description Protocol (SDP), June 2002.

Version 

1.0

Enacted: 

06/01/02
	This standard is primarily applicable to Voice over IP (VoIP) implementations VoIP refers to a set of standards/technologies that unite the telephony and data worlds by allowing voice traffic to be transmitted over IP-based networks.

This standard is also applicable to  other applications, including collaboration tools, VTC, and transmission of multimedia traffic. 
RFC 3264 is part of SIP protocol suites where RFC 3264 defines how two end points to exchange call capabilities, CODEC preference and call setup information (UDP ports and IP addresses) using the Session Description Protocol (SDP) In the model, one participant offers the other a description of the desired session from their perspective, and the other participant answers with the desired session from their perspective.

RFC 3264 works with SIP by defining a mechanism by which two entities can make use of the Session Description Protocol (SDP) to arrive at a common view of a multimedia session between them.  The offer/answer model defined in this RFC is the mandatory baseline mechanism used by the Session Initiation Protocol (SIP) and is applicable to all SIP compliant devices.

 
	Relates to VoIP communication on the base.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc3264.html


	Rationale: 

Voice over IP (VoIP) is an emerging technology which will provide additional communication abilities to military installations.  By using an IP connection instead of the traditional approach, network operators can further utilize existing traditional transmission infrastructures to provide a full, flexible, and cost effective digital communication solutions.
DoD systems should be moving in the direction of full convergence of traffic (voice, video, data) on a single IP internetwork as well as seamless integration of multimedia information across fixed and mobile networks.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry and is expected to be elevated to Mandatory status by 2007.
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	Network Technologies


	IETF RFC 3015: Megaco Protocol Version 1.0, November 2000

Version 

1.0

Enacted: 

11/01/00
	This document defines the protocol used between elements of a physically decomposed multimedia gateway, i.e. a Media Gateway and a Media Gateway Controller. The document is common text with ITU-T   Recommendation H.248 and is a result of applying the changes in RFC   2886 to the text of RFC 2885. The protocol presented in this document meets the requirements for a media gateway control protocol as presented in RFC 2805.
Voice over IP (VoIP) refers to a set of standards/technologies that unite the telephony and data worlds by allowing voice traffic to be transmitted over IP-based networks. Two different approaches have been taken to bring voice to IP-based networks. On the one hand, the International Telecommunication Union (ITU) has created H.323, a relatively complete and mature set of standards that encapsulate Integrated Services Digital Network (ISDN) call signaling over an IP-based network. On the other hand, the IETF has created a set of standards that perform similar functions, under the names Session Initiation Protocol (SIP) and Media Gateway Control (Megaco). The SIP standard concerns simple call placement, but is designed so that its scope is easily expandable. Megaco separates the functions required for interoperability with circuit-based networks. The two different approaches both use an IETF standard, RTP (Real-time Transport Protocol), for their voice channels.


	Relates to VoIP communication on the base.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc3015.html


	Rationale: 

Voice over IP (VoIP) is an emerging technology which will provide additional communication abilities to military installations.  By using an IP connection instead of the traditional approach, network operators can further utilize existing traditional transmission infrastructures to provide a full, flexible, and cost effective digital communication solutions.

DoD systems should be moving in the direction of full convergence of traffic (voice, video, data) on a single IP internetwork as well as seamless integration of multimedia information across fixed and mobile networks.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry and is expected to be elevated to Mandatory status by 2007.
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	Network Technologies


	IETF RFC 1889: RTP: A Transfer Protocol for Real-Time Applications, January 1996.

Version 

1.0

Enacted: 

01/01/96
	This document describes RTP, the real-time transport protocol. RTP provides end-to-end network transport functions suitable for applications transmitting real-time data, such as audio, video or simulation data, over multicast or unicast network services. RTP does not address resource reservation and does not guarantee quality-of-service for real-time services. The data transport is augmented by a control protocol (RTCP) to allow monitoring of the data delivery in a manner scalable to large multicast networks, and to provide minimal control and identification functionality. RTP and RTCP are designed to be independent of the underlying transport and network layers. The protocol supports the use of RTP-level translators and mixers.
Voice over IP (VoIP) refers to a set of standards/technologies that unite the telephony and data worlds by allowing voice traffic to be transmitted over IP-based networks. Two different approaches have been taken to bring voice to IP-based networks. On the one hand, the International Telecommunication Union (ITU) has created H.323, a relatively complete and mature set of standards that encapsulate Integrated Services Digital Network (ISDN) call signaling over an IP-based network. On the other hand, the IETF has created a set of standards that perform similar functions, under the names Session Initiation Protocol (SIP) and Media Gateway Control (Megaco). The SIP standard concerns simple call placement, but is designed so that its scope is easily expandable. Megaco separates the functions required for interoperability with circuit-based networks. The two different approaches both use an IETF standard, RTP (Real-time Transport Protocol), for their voice channels.
	Relates to VoIP communication on the base

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc1889.html


	Rationale: 

Voice over IP (VoIP) is an emerging technology which will provide additional communication abilities to military installations.  By using an IP connection instead of the traditional approach, network operators can further utilize existing traditional transmission infrastructures to provide a full, flexible, and cost effective digital communication solutions.

DoD systems should be moving in the direction of full convergence of traffic (voice, video, data) on a single IP internetwork as well as seamless integration of multimedia information across fixed and mobile networks.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry and is expected to be elevated to Mandatory status by 2007.
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	Network Technologies


	IETF RFC 3265: Session Initiation Protocol (SIP)-Specific Event Notification, June 2002.

Version 

1.0

Enacted: 

06/01/02
	RFC  3265 describes an extension to the Session Initiation Protocol (SIP), RFC 3261. The purpose of this extension is to provide an extensible framework by which SIP nodes can request notification from remote nodes indicating that certain events have occurred. This mechanism is not to be used in applications where the frequency of reportable events is excessively rapid.  Concrete uses of the mechanism described in this document may be standardized in the future. The ability to request asynchronous notification of events proves useful in many types of SIP services for which cooperation between end-nodes is required.  Examples of such services include automatic callback services (based on terminal state events), buddy lists (based on user presence events), message waiting indications (based on mailbox state change events), and PSTN and Internet  Internetworking (PINT) status (based on call state events).    

Voice over IP (VoIP) refers to a set of standards/technologies that unite the telephony and data worlds by allowing voice traffic to be transmitted over IP-based networks. Two different approaches have been taken to bring voice to IP-based networks. On the one hand, the International Telecommunication Union (ITU) has created H.323, a relatively complete and mature set of standards that encapsulate Integrated Services Digital Network (ISDN) call signaling over an IP-based network. On the other hand, the IETF has created a set of standards that perform similar functions, under the names Session Initiation Protocol (SIP) and Media Gateway Control (Megaco). The SIP standard concerns simple call placement, but is designed so that its scope is easily expandable. Megaco separates the functions required for interoperability with circuit-based networks. The two different approaches both use an IETF standard, RTP (Real-time Transport Protocol), for their voice channels.
	Relates to VoIP communication on the base

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc3265.html


	Rationale: 

Voice over IP (VoIP) is an emerging technology which will provide additional communication abilities to military installations.  By using an IP connection instead of the traditional approach, network operators can further utilize existing traditional transmission infrastructures to provide a full, flexible, and cost effective digital communication solutions.

DoD systems should be moving in the direction of full convergence of traffic (voice, video, data) on a single IP internetwork as well as seamless integration of multimedia information across fixed and mobile networks.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry and is expected to be elevated to Mandatory status by 2007.
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	Network Technologies


	IETF RFC 3843: RObust Header Compression (ROHC): A Compression Profile for IP, June 2004.

Version 

1.0

Enacted: 

06/01/04
	This RFC defines a ROHC compression profile for IP, similar to the IP/UDP profile defined by RFC 3095, but simplified to exclude UDP, and enhanced to compress IP header chains of arbitrary length. When considering that normally all packets are expected to be IP  packets[RFC-791 for IPv4, RFC-2460 for IPv6], and that the IP header often represents a major part of the total header, this protocol which defines a general compression technique for most packets is a useful alternative to no compression.
This standard would be used for compressing IP headers on streaming data applications such as VOIP, ISR video, conferencing, etc., on mobile wireless links. It is a complimentary extension to RFC 3095. There is no competing standard for robust header compression over wireless links.
	Relates to VoIP communication on the base

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.faqs.org/rfcs/rfc3843.html


	Rationale: 

Voice over IP (VoIP) is an emerging technology which will provide additional communication abilities to military installations.  By using an IP connection instead of the traditional approach, network operators can further utilize existing traditional transmission infrastructures to provide a full, flexible, and cost effective digital communication solutions.

DoD systems should be moving in the direction of full convergence of traffic (voice, video, data) on a single IP internetwork as well as seamless integration of multimedia information across fixed and mobile networks.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry and is expected to be elevated to Mandatory status by 2007.
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	Transport-Oriented (quality of service)


	ISO/IEC 15802-3:1998: Local and Metropolitan Area Networks - Common Specifications - Part 3: Media Access Control (MAC) Bridges

Version 

1

Enacted: 

10/23/03
	The concept of Media Access Control (MAC) Bridging, introduced in the 1993 edition of

this standard, has been expanded to define additional capabilities in Bridged LANs aimed at providing for expedited traffic capabilities, to support the transmission of time-critical information in a LAN environment; and providing filtering services that support the dynamic use of Group MAC Addresses

in a LAN environment.
	Relates to IEEE P8021Q.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=25021&printable=true


	Rationale: 

This is a DISR emerging DoD standard for Transport-Oriented (quality of service)..
This emerging standard is used to provide services over the LAN/WAN beyond the current best-effort IP-based service to enable end-to-end QoS for IPv4 and IPv6.
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	Open Grid Services Architecture: 

Version 

Under Development

Enacted: 

09/12/05
	The Global grid forum has played a key role in developing and articulating the Open grid Services (OGSA), which defines the Grid community’s ‘guiding principles” for Web Services/Grid convergence.  The GGF Open grid Infrastructure (OGSI) Working Group formalized the OGSI v1.0 specification in 2003, which was the first attempt to define Web services standards for Grid computing.  The open source Globus Toolkit 3.0 (released in mid-2003) contained the first OGSI implementation and was soon followed by a number of independent implementations
	Relates to the Global Information Grid (GIG).

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.globus.org/ogsa/
2) The Role of Standards in the Grid by Ian Foster and Lee Liming, Argonne National Laboratory, The DoD Software tech news, April 2004, Vol. 7, No. 1



	Rationale: 

The Open Grid Services Architecture (OGSA) represents an evolution towards a Grid system architecture based on Web services concepts and technologies.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry and is expected to be elevated to Mandatory status by 2007.
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	Network Technologies

(proposed by NGMS)


	QKD: Quantum Key Distribution

Version 

Under Development

Enacted: 

Not Available
	Quantum encryption systems use lasers to generate individual pulses of light called photons. Each photon is sent in one of two modes, either vertical/horizontal, or plus 45 degrees/minus 45 degrees. Within each mode, one orientation represents the digital value 0, and the other represents the digital value 1. To visualize how this works, imagine that each photon is a tiny envelope moving perpendicular to the ground (vertical=1), parallel to the ground (horizontal=0), tilted at 45 degrees to the right (plus 45 degrees =1) or tilted 45 degrees to the left (minus 45 degrees=0).
	Relates to Quantum encryption systems.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)


	1) http://www.nist.gov/public_affairs/releases/quantumkeys_background.htm
2) http://qdev.boulder.nist.gov/817.03/whatwedo/qcommunications/qcommunications.htm
3) http://qubit.nist.gov/


	Rationale: 

Quantum systems—exploiting the laws of quantum mechanics—are expected to provide the next big advance in data encryption.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry and is expected to be elevated to Mandatory status by 2007.
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	Web Services


	PKIX: Public-Key Infrastructure (X.509): X.509 Proxy certificate profile

Version 

Under Development

Enacted: 

06/30/05
	This document forms a certificate profile for Proxy Certificates, based on X.509 Public Key Infrastructure (PKI) certificates as defined in RFC 3280, for use in the Internet. The term Proxy   Certificate is used to describe a certificate that is derived from, and signed by, a normal X.509 Public Key End Entity Certificate or by another Proxy Certificate for the purpose of providing restricted proxying and delegation within a PKI based authentication system.
	Relates to X.509 PKI networks.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/html.charters/pkix-charter.html
2) http://www.ietf.org/rfc/rfc3820.txt


	Rationale: 

PKIX not only profiles ITU PKI standards, but also develops new standards apropos to the use of X.509-based PKIs in the Internet.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry and is expected to be elevated to Mandatory status by 2007.
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	Architectures and Applications


	The Intrusion Detection Exchange Protocol (IDXP): draft-ietf-idwg-beep-idxp-07

Version 

Draft

Enacted: 

10/22/02
	This memo describes the Intrusion Detection Exchange Protocol (IDXP), an application-level protocol for exchanging data between intrusion detection entities.  IDXP supports mutual-authentication, integrity, and confidentiality over a connection-oriented protocol.  The protocol provides for the exchange of IDMEF messages, unstructured text, and binary data.  The IDMEF message elements are described in the Intrusion Detection Message Exchange Format (IDMEF), a companion document of the Intrusion Detection Exchange Format (IDWG).


	Relates to application protocol frameworks for connection-oriented, asynchronous interactions.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ietf.org/internet-drafts/draft-ietf-idwg-beep-idxp-07.txt


	Rationale: 

This emerging standard will be vital in establishing interoperability among intrusion detection systems.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry and is expected to be elevated to Mandatory status by 2007.
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	Backplanes and Busses


	ANSI/INCITS 373:  Information Technology - Fibre Channel Framing and Signaling Interface (FC-FS) 

Version 

1

Enacted: 

10/27/2003
	This standard describes the framing and signaling requirements. The Physical Interface requirements are described in Fibre Channel-Physical Interfaces (FC-PI). This standard is recommended for new implementations but does not obsolete the existing Fibre Channel standards. 

This standard describes the framing and signaling interface of a high performance serial link for support of FC-4s associated with upper level protocols (e.g., SCSI, IP, SBCCS, VI). 

FC-FS (along with FC-PI) is the combination of the FC-PH, its amendments 1 and 2, FC-PH-2 and FC-PH-3 standards. This standard also deletes or obsoletes outdated functions and features from those standards. This standard includes additional link services in support of new functions defined by the Fibre Channel family of documents and includes improvements and clarifications to the definitions of existing services as dictated by experience with existing implementations. This standard also defines and includes other capabilities that shall improve the performance of existing Fibre Channel products and fit those products for new applications.
	Relates to network storage devices.  Other Fiber Channel standards include: 

ANSI/INCITS 230-1994, 289-1996, 297-1997 (R 2002), 303-1998 (R 2003)., 348-2001, 230-1994, 357-2002, 332-1999, 297:1997 (R 2002), 352-2002, 355-2001

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.techstreet.com/cgi-bin/detail?product_id=1127465


	Rationale: 

ANSI/INCITS 230-1994, which this standard replaces, is a DISR emerging DoD standard for Backplanes and Busses.

Currently, Fibre Channel is the most popular technology for Storage Area Network (SAN) implementations.  A SAN is a self-contained, network-based storage technology consisting entirely of servers and storage devices.  The devices in the SAN are connected by a high-speed, high-capacity, Fibre Channel network.
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	Backplanes and Busses


	ANSI/INCITS 348-2001 : Information Technology -- Fibre Channel - Generic Services - 3 (FC-GS-3)

Version 

1

Enacted: 

07/31/01
	FC-GS-3 is one of the Fibre Channel family of standards. This family includes ANSI X3.230, FC-PH, which specifies the Physical and Signaling Interface. ANSI X3.297, FC-PH-2, and ANSI X3.303, FC-PH-3, specify enhanced functions added to FC-PH. ANSI X3.289, FC-FG, and ANSI X3.321, FC-SW, are documents related to Fabric requirements. ANSI X3.272, FC-AL, specifies the arbitrated loop topology.

FC-GS-3 provides generic services that may be utilized by any upper layer protocol that makes use of Fibre Channel as a transport. These upper layer protocols are usually called 'FC-4s'. Some FC-4s include ANSI X3.269, SCSI-FCP, and ANSI X3.271, FC-SB. Other FC-4s are under development to support data storage, server clusters, and audio-visual applications.
	Relates to network storage devices.  Other Fiber Channel standards include: 

ANSI/INCITS X3.289-1996, 303-1998 (R 2003)., 348-2001, 230-1994, 357-2002, 332-1999, 297:1997 (R 2002), 352-2002, 355-2001

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.techstreet.com/cgi-bin/detail?product_id=749777
2) http://webstore.ansi.org/ansidocstore/product.asp?sku=ANSI+INCITS+348-2001


	Rationale: 

This is a DISR emerging DoD standard for Backplanes and Busses.

Currently, Fibre Channel is the principal technology used to implement Storage Area Network (SAN).  A SAN is a self-contained, network-based storage technology consisting entirely of servers and storage devices.  The devices in the SAN are connected by a high-speed, high-capacity, Fibre Channel network.  FC-GS define the client interface to the fabric services like IP Address Server, Fabric Configuration Server, Unzoned Name Server, and Fabric Zone Server.
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	ANSI/INCITS 332-1999: Information Technology - Fibre Channel Arbitrated Loop (FC-AL-2) (updated by amendment 1: 2003) 

Version 

Enacted: 

04/01/99
	This American National Standard for FC-AL specifies signaling interface enhancements for ANSI X3, FC-PH-x to allow L_Ports to operate with an Arbitrated Loop topology. This standard defines L_Ports that retain the functionality of Ports as specified in ANSI X3, FC-PH-x. The Arbitrated Loop topology attaches multiple communicating points in a Loop without requiring switches.

The Arbitrated Loop topology is a distributed topology where each L_Port includes the minimum necessary function to establish a Loop circuit. A single FL_Port connected to an Arbitrated Loop allows multiple NL_Ports to attach to a Fabric.

When an L_Port is operating on a Loop with at least one other L_Port, the L_Port uses the protocol extensions to ANSI X3, FC-PH-x that are specified in this standard.

When an L_Port is connected with an N_Port or an F_Port, the L_Port communicates using the protocol defined in ANSI X3, FC-PH-x.

Each L_Port may use a self-discovering procedure to find the correct operating mode without the need for external controls.
	Relates to network storage devices.  Other Fiber Channel standards include: 

ANSI/INCITS X3.289-1996, 303-1998 (R 2003)., 348-2001, 230-1994, 357-2002, 332-1999, 297:1997 (R 2002), 352-2002, 355-2001

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.techstreet.com/cgi-bin/detail?product_id=222916
2) http://webstore.ansi.org/ansidocstore/product.asp?sku=ANSI+INCITS+332%3A1999%2FAM1-2003


	Rationale: 

This is a DISR emerging DoD standard for Backplanes and Busses.

Currently, Fibre Channel is the most popular technology for Storage Area Network (SAN) implementations.  A SAN is a self-contained, network-based storage technology consisting entirely of servers and storage devices.  The devices in the SAN are connected by a high-speed, high-capacity, Fibre Channel network.  FC-AL-2 defines an arbitrated loop topology for Fibre Channel.
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	Backplanes and Busses


	ANSI/INCITS 352-2002: Information Technology - Fibre Channel Physical Interfaces (FC-PI) 

Version 

1

Enacted: 

12/01/02
	This standard describes the point-to-point physical interface of a high-performance serial link for support of the higher level protocols associated with High-Performance Parallel Interface (HIPPI), Intelligent Peripheral Interface (IPI), Small Computer System Interface (SCSI) and others. This standard is recommended for new implementations but does not obsolete the existing Fibre Channel standards. 
	Relates to network storage devices.  Other Fiber Channel standards include: 

ANSI/INCITS X3.289-1996, 303-1998 (R 2003)., 348-2001, 230-1994, 357-2002, 332-1999, 297:1997 (R 2002), 352-2002, 355-2001

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.techstreet.com/cgi-bin/detail?product_id=859459
2) http://webstore.ansi.org/ansidocstore/product.asp?sku=ANSI+INCITS+352-2002


	Rationale: 

This is a DISR emerging DoD standard for Backplanes and Busses.

Currently, Fibre Channel is the most popular technology for Storage Area Network (SAN) implementations.  A SAN is a self-contained, network-based storage technology consisting entirely of servers and storage devices.  The devices in the SAN are connected by a high-speed, high-capacity, Fibre Channel network.
FC-PI defines the physical layer of Fibre Channel including the fiber optics, copper wires and transceivers.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.
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	ANSI/INCITS 357-2002: Information Technology - Fibre Channel - Virtual Interface Architecture Mapping Protocol (FC-VI). 

Version 

1

Enacted: 

12/01/02
	This standard defines the Fibre Channel mapping protocol for the Virtual Interface (VI) Architecture (FC-VI). FC-VI defines the Fibre Channel Information Units in accordance with the VI Architecture model. FC-VI additionally defines how Fibre Channel services are used to perform the services required by the VI Architecture model of its network transport.
	Relates to network storage devices.  Other Fiber Channel standards include: 

ANSI/INCITS X3.289-1996, 303-1998 (R 2003)., 348-2001, 230-1994, 357-2002, 332-1999, 297:1997 (R 2002), 352-2002, 355-2001

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.techstreet.com/cgi-bin/detail?product_id=923875
2) http://webstore.ansi.org/ansidocstore/product.asp?sku=ANSI+INCITS+357-2002


	Rationale: 

This is a DISR emerging DoD standard for Backplanes and Busses.

This standard provides a mapping between Fibre Channel and Virtual Interface which fully exploits the potential of both.

Currently, Fibre Channel is the most popular technology for Storage Area Network (SAN) implementations.  A SAN is a self-contained, network-based storage technology consisting entirely of servers and storage devices.  The devices in the SAN are connected by a high-speed, high-capacity, Fibre Channel network.
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	Backplanes and Busses


	ANSI/INCITS X3.289-1996: Information Technology - Fibre Channel - Fabric Generic Requirements (FC-FG)
Version 

R2001

Enacted: 

10/08/01
	This emerging standard provides the generic specification for the Fibre Channel Fabric.

This standard describes generic requirements for a communications transport 

medium called the Fabric, an entity that provides switched interconnect between 

pairs of user attachment points.  Fabrics may be implemented using one or more 

topologies and this document describes requirements that are generic across all 

topologies.  A companion document, X3.230:1994, FC-PH, describes the physical 

interface.
	Relates to network storage devices.  Other Fiber Channel standards include: 

ANSI/INCITS X3.289-1996, 303-1998 (R 2003)., 348-2001, 230-1994, 357-2002, 332-1999, 297:1997 (R 2002), 352-2002, 355-2001

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ncits.org/press/1996/pr96010.htm
2) http://webstore.ansi.org/ansidocstore/product.asp?sku=ANSI+INCITS+289-1996+(R2001)


	Rationale: 

This is a DISR emerging DoD standard for Backplanes and Busses.

Currently, Fibre Channel is the most popular technology for Storage Area Network (SAN) implementations.  A SAN is a self-contained, network-based storage technology consisting entirely of servers and storage devices.  The devices in the SAN are connected by a high-speed, high-capacity, Fibre Channel network.  FC-FG introduces the concept of an Fibre Channel Fabric and describes the minimum requirements for a topology independent Fabric that supports FC-PH.
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	Authentication


	IETF RFC 2289: A One-Time Password System, February 1998 

Version 

1.0

Enacted: 

02/01/98
	IETF RFC 2289, A One-Time Password System, February 1998, provides authentication for system access (login) and other applications requiring authentication that is secure against passive attacks based on replaying captured reusable passwords. The One-Time Password System evolved from the S/KEY One-Time Password System released by Bellcore.
	Relates to authentication systems like IETF RFC 2138.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)

	1) http://www.ietf.org/rfc/rfc2289.txt


	Rationale: 

This is a DISR emerging DoD standard for Authentication systems.
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	Database Management System


	ISO/IEC 9075-2 : Database languages - SQL - Part 2: Foundation (SQL/Foundation), 1999

Version 

2

Enacted: 

12/15/03
	Defines the data structure and basic operations on SQL-data. It provides functional capabilities for creating, accessing, maintaining, controlling, and protecting SQL-data. Specifies the syntax and semantics of a database language: For specifying and modifying the structure and the integrity constraints of SQL-data. For declaring and invoking operations on SQL-data and cursors. For declaring database language procedures. It also specifies an Information Schema that describes the structure and the integrity constraints of SQL-data. Provides a vehicle for portability of data definitions and compilation units between SQL-implementations. Provides a vehicle for interconnection of SQL-implementations. Does not define the method or time of binding between any of: database management system components, SQL data definition declarations, SQL procedures, or Compilation units. Implementations may exist in environments that also support application programming languages, end-user query languages, report generator systems, data dictionary systems, program library systems, and distributed communication systems, as well as various tools for database design, data administration, and performance optimization.
	Parts one through five of the emerging SQL3 specification were completed in December 1999 and contain a number of data abstraction facilities. 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=34133&printable=true


	Rationale: 

This is a DISR emerging DoD standard for Database Management Systems.

The emerging SQL specification also contains facilities for defining and referencing object identifiers. Additionally, the emerging SQL3 specification supports knowledge-based data management and remote data access capabilities. This SQL3 standard is emerging and has been completed and approved by ANSI, ISO, and IEC.
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	Database Management System


	ISO/IEC 9075-3:2003: Database languages - SQL - Part 3: Call-Level Interface (for SQL3), 2003
Version 

3

Enacted: 

12/15/03
	ISO/IEC 9075 defines the SQL language. The scope of the SQL language is the definition of data structure and the operations on data stored in that structure. Parts 1, 2 and 11 encompass the minimum requirements of the language. Others parts define extensions.

ISO/IEC 9075-3:2003 defines the structures and functions that may be used to execute statements of the database language SQL from within an application written in a standard programming language in such a way that the functions used are independent of the SQL statements to be executed.
This version revises ISO/IEC 9075-3:1999.
	Parts one through five of the emerging SQL3 specification were completed in December 1999 and contain a number of data abstraction facilities. 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=34134&printable=true


	Rationale: 

This is a DISR emerging DoD standard for Database Management Systems.

The emerging SQL specification also contains facilities for defining and referencing object identifiers. Additionally, the emerging SQL3 specification supports knowledge-based data management and remote data access capabilities. This SQL3 standard is emerging and has been completed and approved by ANSI, ISO, and IEC.
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( C2 & Display
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	Database Management System


	ISO/IEC 9075-4:2003: Database languages - SQL - Part 4: Persistent Stored Modules (SQL/PSM), 2003
Version 

3

Enacted: 

12/15/03
	Specifies the syntax and semantics of a database language for declaring and maintaining persistent database language routines in SQL-server modules. The database language includes: The specification of statements to direct the flow of control. The assignment of the result of expressions to variables and parameters. The specification of condition handlers that allow SQL-invoked routines to deal with various conditions that arise during their execution. The specification of statements to signal and re-signal conditions. The declaration of local cursors. The declaration of local variables. It also includes the definition of the Information Schema tables that contain schema information pertaining to SQL-server modules and SQL-invoked routines. NOTE 1 - The context for this part of ISO/IEC 9075 is described by the Reference Model of Data Management (ISO/IEC 10032:1993).
This version revises ISO/IEC 9075-4:1999.
	Parts one through five of the emerging SQL3 specification were completed in December 1999 and contain a number of data abstraction facilities.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	3) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=34135&showrevision=y


	Rationale: 

This is a DISR emerging DoD standard for Database Management Systems.

The emerging SQL specification also contains facilities for defining and referencing object identifiers. Additionally, the emerging SQL3 specification supports knowledge-based data management and remote data access capabilities. This SQL3 standard is emerging and has been completed and approved by ANSI, ISO, and IEC.




2.4 Access Control
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	Standard
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	Relationship and OV-2 Reference
	References & Sources

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ANSI 377:2004: Biometric Data Interchange Format- Finger Pattern Data Interchange Format

Version 

2004

Enacted: 

01/01/04
	This ANSI/INCITS Standard specifies the interchange format for the exchange of pattern-based fingerprint recognition data.
	Complements other biometric data interchange format standards.   

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) US Government Workshop on Biometric Standards in Support of the Global war on Terrorism 25 May 2004

2) http://www.incits.org/tc_home/m1htm/docs/m1050055.pdf
3) http://www.incits.org/tc-home/m1.htm
4) http://www.bromba.com/faq/biofaqe.htm


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ANSI 378:2004: Biometric Data Interchange Format: Finger Minutiae Data Interchange Format

Version 

2004

Enacted: 

01/01/04
	This Standard specifies a concept and data format for representation of fingerprints using the fundamental notion of minutiae. The data format is generic, in that it may be applied and used in a wide range of application areas where automated fingerprint recognition is involved. No application-specific requirements or features are addressed in this standard. The Standard contains definitions of relevant terms, a description of where minutiae shall be defined, a data format for containing the data, and conformance information.
	Complements other biometric data interchange format standards.   

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://webstore.ansi.org/ansidocstore/product.asp?sku=ANSI+INCITS+378%2D2004


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ANSI INCITS 379-2004: Information technology - Iris Image Interchange Format

Version: 

2004

Enacted: 

01/01/04
	This Standard specifies two alternative image interchange formats for biometric authentication systems that utilize iris recognition. The first is based on a rectilinear image storage format that may be a raw, uncompressed array of intensity values or a compressed format such as that specified by the JPEG standard. Images may be monochrome or color with 256 or more intensity levels (grey or per-color), and vary in size depending on field of view and compression. Typical size is 25 -30 Kbytes for JPEG format.
	Related to  ISO/IEC 19794-6:2005    
  Information technology - Biometric data interchange formats - Part 6: Iris image data

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://webstore.ansi.org/ansidocstore/product.asp?sku=ANSI+INCITS+379%2D2004


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ANSI INCITS 381-2004: Information Technology - Finger Image-Based Data Interchange Format 

Version : 

2004

Enacted: 

01/01/04
	This standard specifies an interchange format for the exchange of image-based fingerprint and palm print recognition data. It defines the content, format, and units of measurement for such information. This standard is intended for those identification and verification applications that require the use of raw or processed image data containing detailed pixel information.
	Complements other biometric data interchange format standards

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://webstore.ansi.org/ansidocstore/product.asp?sku=ANSI+INCITS+381%2D2004


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ANSI INCITS 395-2005: Information Technology - Biometric Data Interchange Formats - Signature/Sign Data 

Version: 

2005

Enacted: 

01/01/05
	This Standard specifies a data interchange format for representation of digitized sign or signature data, for the purposes of biometric enrollment, verification or identification through the use of Raw Signature/Sign Sample Data or Common Feature Data. The data interchange format is generic, in that it may be applied and used in a wide range of application areas where electronic signs or signatures are involved. No application-specific requirements or features are addressed in this standard.
	Complements other biometric data interchange format standards.

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://webstore.ansi.org/ansidocstore/product.asp?sku=ANSI+INCITS+395%2D2005


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.
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( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	INCITS 395: Biometric Data Interchange Format – Signature/Sign Data

Version 

Draft

Enacted: 

08/12/05
	This Standard specifies a concept and data interchange format for representation of digitized sign or signature data, including time-series-based X, Y coordinate data and, optionally, data representing pressure and pen angle, for the purposes of biometric enrollment, verification or identification.  The data interchange format is “generic”, in that it may be applied and used in a wide range of application areas where electronic signs or signatures are involved.  No application-specific requirements or features are addressed in this standard.  The Standard contains definitions of relevant terms, a description of what other data are captured, a data format for containing and exchanging the data and, in an informative Annex, examples of these data records, a description of best practices and a method of achieving a basic level of Interoperable Matching.  Also included in the Standards are a definition of Common Feature Data and a definition of Raw Signature/Sign Sample Data.  It should be noted that systems that support only one of these Data definitions might not be interoperable with systems that support only the other.
	Complements other biometric data interchange format standards.   

On a cautionary note, Draft INCITS 395 defines two types of data, namely, Common Feature Data and a Raw Signature/Sign Sample Data.  It states that systems that support only one of these Data definitions might not be interoperable with systems that support only the other.  This uncertainty needs to be tracked as the standard is finalized.

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.ncits.org/abstracts/1603a2.htm
2) http://www.techstreet.com/cgi-bin/detail?product_id=1226685
3) Conference Proceedings, U.S.  Government Workshop, Biometric Standards in Support of the Global War on Terrorism, 25 May 2004

4) Department of Defense, Biometrics, www.biometrics.dod.mil


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.
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	Biometric Technology Services

(proposed by NGMS)


	ANSI INCITS 396-2005: Information Technology - Hand Geometry Interchange Format 

Version 

2005

Enacted: 

01/01/05
	This standard specifies an interchange format for the exchange of hand geometry data in a silhouette format. It defines the content, format, and units of measurement for such information. This standard is intended for those identification and verification applications that require the use of an interoperable hand geometry template.
	Complements other biometric data interchange format standards.

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://webstore.ansi.org/ansidocstore/product.asp?sku=ANSI+INCITS+396%2D2005


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Devices (Smart Cards)


	ISO/IEC 7816-8:1999: Identification Cards - Integrated circuit(s) card with contacts - Part 8, Security architecture and related interindustry commands

Version 

2

Enacted: 

06/11/04
	ISO/IEC 7816-8:2004 specifies interindustry commands for integrated circuit cards (either with contacts or without contacts) that may be used for cryptographic operations. These commands are complementary to and based on the commands listed in ISO/IEC 7816-4.

Annexes are provided that give examples of operations related to digital signatures, certificates and the import and export of asymmetric keys.

The choice and conditions of use of cryptographic mechanisms may affect card exportability. The evaluation of the suitability of algorithms and protocols is outside the scope of ISO/IEC 7816-8.


	The standards for both contact and contactless Smart Cards are still evolving and being specified. ISO 7816 series is for contact Smart Cards while ISO 14443 and 15693 specify the standards for various types of contactless Smart Cards.

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=37989&printable=true


	Rationale: 

The majority of chip/SMART cards used in the UK, Europe and USA confirm to the ISO 7816 standards for magnetic cards.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Devices (Smart Cards)


	ISO/IEC 7816-9:2000: Identification Cards - Integrated circuit(s) card with contacts - Part 9: Enhanced interindustry commands

Version 

2

Enacted: 

06/11/04
	ISO/IEC 7816-9:2004 specifies interindustry commands for integrated circuit cards (both with contacts and without contacts) for card and file management, e.g. file creation and deletion. These commands cover the entire life cycle of the card and therefore some commands may be used before the card has been issued to the cardholder or after the card has expired.

An annex is provided that shows how to control the loading of data (secure download) into the card, by means of verifying the access rights of the loading entity and protection of the transmitted data with secure messaging. The loaded data may contain, for example, code, keys and applets.
	The standards for both contact and contactless Smart Cards are still evolving and being specified. ISO 7816 series is for contact Smart Cards while ISO 14443 and 15693 specify the standards for various types of contactless Smart Cards.

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=37990&printable=true


	Rationale: 

The majority of chip/SMART cards used in the UK, Europe and USA confirm to the ISO 7816 standards for magnetic cards.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Devices (Smart Cards)


	ISO/IEC 7816-10:1999: Integrated circuit(s) card with contacts - Part 10: Electronic signals and answer to reset for synchronous cards

Version 

1

Enacted: 

01/06/05
	Part 10: Synchronous Cards (ISO 7816-10:1999) defines electronic signals and answer to reset for synchronous cards.
	The standards for both contact and contactless Smart Cards are still evolving and being specified. ISO 7816 series is for contact Smart Cards while ISO 14443 and 15693 specify the standards for various types of contactless Smart Cards.

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=30558&printable=true


	Rationale: 

The majority of chip/SMART cards used in the UK, Europe and USA confirm to the ISO 7816 standards for magnetic cards.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Devices (Smart Cards)


	ISO/IEC 7816-11: Integrated circuit(s) card with contacts; Part 11, Personal verification through biometric methods in integrated circuit cards, 2000

Version 

1

Enacted: 

03/17/04
	ISO/IEC 7816-11:2004 specifies the usage of interindustry commands and data objects related to personal verification through biometric methods in integrated circuit cards. The interindustry commands used are defined in ISO/IEC 7816-4. The data objects are partially defined in this International Standard, partially imported from ISO/IEC 19785-1.

ISO/IEC 7816-11 also presents examples for enrollment and verification and addresses security issues.
	The standards for both contact and contactless Smart Cards are still evolving and being specified. ISO 7816 series is for contact Smart Cards while ISO 14443 and 15693 specify the standards for various types of contactless Smart Cards.

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=31419


	Rationale: 

The majority of chip/SMART cards used in the UK, Europe and USA confirm to the ISO 7816 standards for magnetic cards.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Devices (Smart Cards)


	ISO/IEC 7816-15: Integrated circuit(s) card with contacts; Part 15, Cryptographic information application, 2000.

Version 

1

Enacted: 

01/06/04
	SO/IEC 7816-15:2004 specifies a card application. This application contains information on cryptographic functionality. Further, ISO/IEC 7816-15:2004 defines a common syntax (in ASN.1) and format for the cryptographic information and mechanisms to share this information whenever appropriate.

ISO/IEC 7816-15:2004 supports the following capabilities:

* storage of multiple instances of cryptographic information in a card;

* use of the cryptographic information;

* retrieval of the cryptographic information;

* cross-referencing of the cryptographic information with DOs defined in ISO/IEC 7816 when appropriate;

* different authentication mechanisms; and

* multiple cryptographic algorithms.
	The standards for both contact and contactless Smart Cards are still evolving and being specified. ISO 7816 series is for contact Smart Cards while ISO 14443 and 15693 specify the standards for various types of contactless Smart Cards.

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=35168&printable=true


	Rationale: 

The majority of chip/SMART cards used in the UK, Europe and USA confirm to the ISO 7816 standards for magnetic cards.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Devices (Smart Cards)


	ISO/IEC 15693-1:2000: Identification Cards - Contactless integrated circuit(s) - Vicinity cards- Part 1: Physical characteristics

Version 

1

Enacted: 

03/29/01
	This part of ISO/IEC 15693 specifies the physical characteristics of vicinity cards (VICC). It applies to identification cards of the card type ID-1 operating in vicinity of a coupling device. Part 1 of ISO/IEC 15693 specifies the physical characteristics of vicinity cards (VICC). It applies to identification cards of the card type ID-1 operating in vicinity of a coupling device.

Smart Card standards are derived from identification card standards and detail the physical, electrical, mechanical, and application programming interface. ISO 7816 series is for contact Smart Cards. Smart Card standards are essential for interoperability between multi-vendor cards and readers.
	The standards for both contact and contactless Smart Cards are still evolving and being specified. ISO 7816 series is for contact Smart Cards while ISO 14443 and 15693 specify the standards for various types of contactless Smart Cards.

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=30995&printable=true


	Rationale: 

This emerging standard is a global open standard for optimal use under different regulatory and noise environments around the world; and that allows for interoperability of tags from multiple manufacturers.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Devices (Smart Cards)
	ISO/IEC 15693-2:2001: Identification Cards - Contactless integrated circuit(s) - Vicinity cards- Part 2: Air interface and initialization, October 1999, with Technical Corrigendum 1:2001.

Version 

1

Enacted: 

03/29/01
	This part of ISO/IEC 15693 specifies the nature and characteristics of the fields to be provided for power and bi-directional communications between vicinity coupling devices (VCDs) and vicinity cards (VICCs).
NOTE: The ISO/IEC 15693 standard would only be used for RFID applications not for ID card applications.  The 1443-x standards should be used for ID Card applications
	The standards for both contact and contactless Smart Cards are still evolving and being specified. ISO 7816 series is for contact Smart Cards while ISO 14443 and 15693 specify the standards for various types of contactless Smart Cards.

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=31428&ICS1=35&ICS2=240&ICS3=15


	Rationale: 

This emerging standard is a global open standard for optimal use under different regulatory and noise environments around the world; and that allows for interoperability of tags from multiple manufacturers.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Devices (Smart Cards)


	ISO/IEC 15693-3:2001: Identification cards -- Contactless integrated circuit(s) - Vicinity Cards -- Part 3: Anticollision and transmission protocol

Version 

1

Enacted: 

03/29/01
	This part of ISO/IEC 15693 describes:

- protocol and commands,

- other parameters required to initialize communications between a VICC and a VCD,

- methods to detect and communicate with one card among several cards ("anti-collision"),

- optional means to ease and speed up the selection of one among several cards based on application criteria.
NOTE: The ISO/IEC 15693 standard would only be used for RFID applications not for ID card applications.  The 1443-x standards should be used for ID Card applications
	The standards for both contact and contactless Smart Cards are still evolving and being specified. ISO 7816 series is for contact Smart Cards while ISO 14443 and 15693 specify the standards for various types of contactless Smart Cards.

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=31428&printable=true


	Rationale: 

This emerging standard is a global open standard for optimal use under different regulatory and noise environments around the world; and that allows for interoperability of tags from multiple manufacturers.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC 19794-1:2005: Information technology -- Biometric data interchange formats -- Part 1: Framework. BioAPI 2.0
Version: 

2.0
Enacted: 

11/10/05
	The BioAPI Specification defines an open system standard application program interface (API) that allows software applications to communicate with a broad range of biometric technologies in a common way.
	Complements other biometric data interchange format standards.

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.bioapi.org/internationalversion.html


	Rationale: 

Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. 



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC 19794-2: Information technology -- Biometric data interchange formats -- Part 2: Finger minutiae data

Version : 

1.0
Enacted: 

09/20/05
	ISO/IEC 19794-2:2005 specifies a concept and data formats for representation of fingerprints using the fundamental notion of minutiae. It is generic, in that it may be applied and used in a wide range of application areas where automated fingerprint recognition is involved. ISO/IEC 19794-2:2005 contains definitions of relevant terms, a description of how minutiae shall be determined, data formats for containing the data for both general use and for use with cards, and conformance information. Guidelines and values for matching and decision parameters are provided in an informative annex.

ISO/IEC 19794-2:2005 specifies

the fundamental data elements used for minutiae-based representation of a fingerprint;

three data formats for interchange and storage of this data: a record-based format, and normal and compact formats for use on a smart card in a match-on-card application;

optional extended data formats for including additional data such as ridge counts and core and delta location.

ISO/IEC 19794-2:2005 provides for interchange of finger minutiae data between sensing, storage and matching systems.
	Complements other biometric data interchange format standards.

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=38746&scopelist=ALL


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC FCD 19794-3: Information technology -- Biometric data interchange formats -- Part 3: Finger Pattern Spectral Data

Version: 

Under Development

Enacted: 

05/04/05
	None Available
	Complements other biometric data interchange format standards.

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=38747&scopelist=ALL


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC 19794-4:2005: Information technology - Biometric data interchange formats - Part 4: Finger image data 

Version 

2005

Enacted: 

01/01/05
	ISO/IEC 19794-4:2005 specifies a data record interchange format for storing, recording, and transmitting the information from one or more finger or palm image areas within an ISO/IEC 19785-1 CBEFF data structure. This can be used for the exchange and comparison of finger image data. It defines the content, format, and units of measurement for the exchange of finger image data that may be used in the verification or identification process of a subject. The information consists of a variety of mandatory and optional items, including scanning parameters, compressed or uncompressed images and vendor-specific information. This information is intended for interchange among organizations that rely on automated devices and systems for identification or verification purposes based on the information from finger image areas. Information compiled and formatted in accordance with ISO/IEC 19794-4:2005 can be recorded on machine-readable media or may be transmitted by data communication facilities.
	Complements other biometric data interchange format standards.

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://webstore.ansi.org/ansidocstore/product.asp?sku=ISO%2FIEC+19794%2D4%3A2005


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC 19794-5:2005: Biometric Data Interchange Format: Face Image Data Interchange Format

Version: 

5

Enacted: 

01/01/05
	ISO/IEC 19794-5:2005 specifies scene, photographic, digitization and format requirements for images of faces to be used in the context of both human verification and computer automated recognition. The approach to specifying scene and photographic requirements in this format is to carefully describe constraints on how a photograph should appear rather than to dictate how the photograph should be taken. The format is designed to allow for the specification of visible information discernable by an observer pertaining to the face, such as gender, pose and eye color. The digital image format can be either ISO standard JPEG or JPEG2000. Finally, the 'best practice' appendices provide guidance on photo capture for travel documents and face recognition performance versus digital compression.
	Complements other biometric data interchange format standards.   

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://webstore.ansi.org/ansidocstore/product.asp?sku=ISO%2FIEC+19794%2D5%3A2005


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC 19794-6:2005: Information technology -- Biometric data interchange formats -- Part 6: Iris image data 

Version : 

1

Enacted: 

06/10/05
	ISO/IEC 19794-6:2005 specifies two alternative image interchange formats for biometric authentication systems that utilize iris recognition.

The first is based on a rectilinear image storage format that may be a raw, uncompressed array of intensity values or a compressed format such as that specified by ISO/IEC 15444.

The second format is based on a polar image specification that requires certain pre-processing and image segmentation steps, but produces a much more compact data structure that contains only iris information.

Data that comply with either one of the iris image formats specified in ISO/IEC 19794-6:2005 are intended to be embedded in a CBEFF-compliant structure in the CBEFF Biometric Data Block (BDB) as specified in ISO/IEC 19785-1.
	Complements other biometric data interchange format standards.   

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=38750&scopelist=ALL


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC FCD 19794-7: Information technology -- Biometric data interchange formats -- Part 7: Signature/sign time series data

Version: 

Under Development

Enacted: 

07/26/05
	None Available
	Complements other biometric data interchange format standards.   

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=38751&scopelist=ALL


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC FCD 19794-8: Information technology -- Biometric data interchange formats -- Part 8: Finger Pattern Skeletal Data

Version: 

Under Development

Enacted: 

07/26/05
	None available: scheduled to be released 12/31/06
	Complements other biometric data interchange format standards.   

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=40715&scopelist=ALL


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC FCD 19784-1.2: Information technology -- Biometric application program interface -- Part 1: BioAPI specification

Version 

Under Development

Enacted: 

08/16/05
	Not available
	Complements other biometric data interchange format standards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=33922&scopelist=ALL


	Rationale: 

Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC FCD 19784-2: Information technology -- Biometric application program interface -- Part 2: Biometric Archive Function Provider Interface

Version 

Under Development

Enacted: 

07/26/05
	None Available
	Complements other biometric data interchange format standards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=43303&scopelist=ALL


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC FDIS 19785-1: Information technology -- Common Biometric Exchange Formats Framework -- Part 1: Data element specification

Version 

Under Development

Enacted: 

08/22/05
	None Available
	Complements other biometric data interchange format standards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=41047&scopelist=ALL


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC FDIS 19785-2: Information technology -- Common Biometric Exchange Formats Framework -- Part 2: Procedures for the operation of the Biometric Registration Authority

Version 

Under Development

Enacted: 

08/22/05
	None available
	Complements other biometric data interchange format standards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=41048&scopelist=ALL


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC FCD 19795-1: Information technology -- Biometrics performance testing and reporting -- Part 1: Test Principles

Version 

Under Development

Enacted: 

05/21/05
	None Available
	Complements other biometric data interchange format standards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=41447&scopelist=ALL


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC CD 19795-2: Information technology -- Biometrics performance testing and reporting -- Part 2: Testing Methodologies

Version:

Under Development

Enacted: 

04/24/05
	None Available: scheduled to be released 12/31/05
	Complements other biometric data interchange format standards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=41448&scopelist=ALL


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC AWI 19795-3: Information technology -- Biometrics performance testing and reporting -- Part 3: Specific Testing Methodologies

Version : 

Under Development

Enacted: 

01/09/04
	None Available
	Complements other biometric data interchange format standards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=41449&scopelist=ALL


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC CD 19795-4: Information technology -- Biometrics performance testing and reporting -- Part 4: Specific test programs

Version : 

Under Development

Enacted: 

04/25/05
	None Available
	Complements other biometric data interchange format standards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=41450&scopelist=ALL


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC FCD 24709-1: Conformance Testing for BioAPI -- Part 1: Methods and Procedures

Version : 

Under Development

Enacted: 

07/26/05
	None Available
	Complements other biometric data interchange format standards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=38819&scopelist=ALL


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC WD 24709-2: Conformance Testing for BioAPI -- Part 2: Test Assertions

Version : 

Under Development

Enacted: 

07/19/05
	None Available
	Complements other biometric data interchange format standards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=43352&scopelist=ALL


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC FCD 24713-1: Biometric Profiles for Interoperability and Data Interchange -- Part 1: Biometric Reference Architecture

Version : 

Under Development

Enacted: 

07/27/05
	None Available: scheduled to be released 12/31/06
	Complements other biometric data interchange format standards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	

	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ISO/IEC CD 24713-2: Biometric Profiles for Interoperability and Data Interchange -- Part 2: Biometric Profile for Employees

Version : 

Under Development

Enacted: 

04/12/05
	None Available: scheduled to be released 12/31/06
	Complements other biometric data interchange format standards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=40187&scopelist=ALL


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	NISTIR 6529-A Common Biometric Exchange Formats Framework (CBEFF)

Version 

A

Enacted: 

04/05/04
	The Common Biometric Exchange Formats Framework (CBEFF) describes a set of data elements necessary to support biometric technologies in a common way. These data elements can be placed in a single file used to exchange biometric information between different systems developed by different vendors.
	Complements other biometric data interchange format standards.

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.itl.nist.gov/div893/biometrics/documents/NISTIR-6529-A.pdf


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Biometric Technology Services

(proposed by NGMS)


	ANSI/NIST-ITL 1-2000: Data format for the Interchange of Fingerprint, Facial, Scar Mark & Tattoo (SMT) Information

Version 

4.22

Enacted: 

07/01/04
	This standard defines the content, format, and

units of measurement for the exchange of fingerprint, palmprint, facial/mugshot, and scar, mark, & tattoo (SMT) image information that may be used in the identification process of a subject. The information consists of a variety of mandatory and optional items, including scanning parameters, related descriptive and record data, digitized fingerprint information, and compressed or uncompressed images. This information is intended for interchange among criminal justice administrations or organizations that rely on automated fingerprint

and palmprint identification systems or use facial/mugshot or SMT data for identification purposes.
	Complements other biometric data interchange format standards.

Related to NIST Special Publication 500-245

 OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.winid.org/winid/files/nist.pdf#search='Fingerprint,%20Facial%20SMT%20Data%20Format%20Standards'f
2) http://www.biometricscatalog.org/documents/Hardt-Interpol-I-1.pdf


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Biometric data is imperative in entry control systems.  This and other biometric data interchange formats will be employed where appropriate.




2.5 Detection

	Service Area (AT/FP Category) 
	Service (DISR) 
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Document Interchange


	draft-ietf-idwg-idmef-xml-06.txt: Data Model and Extensible Markup Language (XML) Document Type Definition, 18 September 2001

Version 

1

Enacted: 

09/18/01
	The purpose of the Intrusion Detection Message Exchange Format (IDMEF) is to define data formats and exchange procedures for sharing information of interest to intrusion detection and response systems, and to the management systems which may need to interact with them. This Internet-Draft describes a data model to represent information exported by intrusion detection systems, and explains the rationale for using this model.  An implementation of the data model in the Extensible Markup Language (XML) is presented, an XML Document Type Definition is developed, and examples are provided.
	OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.potaroo.net/cgi-bin/id2pdf?f1=draft-ietf-idwg-idmef-xml-06.txt


	Rationale: 

The IDMEF is intended to be a standard data format that automated IDS can use to report alerts about events that they deem suspicious. The development of this standard format will enable interoperability among commercial, open source, and research systems, allowing users to implement heterogeneous IDS across their network infrastructures.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Architectures and Applications

	IDS Sensor-2001: Intrusion Detection System Sensor Protection Profile Version 1.2 April 27, 2005
Version 

1.2
Enacted: 

04/27/05
	The Common Criteria (CC) Intrusion Detection System Sensor Protection Profile specifies a set of security functional and assurance requirements for Information Technology (IT) products. An Intrusion Detection System (IDS) monitors an IT System for activity that may inappropriately affect the IT System's assets. An IT System may range from a computer system to a computer network. An IDS consists of Sensors, Scanners and Analyzers. Sensors and Scanners collect information regarding IT System activity and vulnerabilities, and they forward the collected information to Analyzers. Analyzers perform intrusion analysis and reporting of the collected information.
	The Intrusion Detection System Sensor Protection Profile is generally applicable to products regardless of whether they are embedded, stand-alone, centralized, or distributed. However, it addresses only security requirements and not any special considerations of any particular product design. 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://niap.nist.gov/cc-scheme/pp/PP_IDSSEPP_V1.2.pdf#search='Intrusion%20Detection%20System%20Sensor%20Protection%20Profile'
2) http://niap.nist.gov/cc-scheme/pp/PP_IDSSEPP_V1.2.html


	Rationale: 

This is a DISR emerging DoD standard for Architectures and Applications (Intrusion Detection).
The standard provides for a level of protection which is appropriate for IT environments that require detection of malicious and inadvertent attempts to gain inappropriate access to IT resources, where the IDS can be appropriately protected from hostile attacks.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Architectures and Applications

(proposed by NGMS)

	IEEE 1451.5: Standard for A Smart Transducer Interface for Sensors and Actuators - Wireless Communication Protocols and Transducer Electronic Data Sheets (TEDS) Formats
Version 

Under development
Enacted: 

Under development

	This project will establish a standard for wireless communication methods and data format for transducers (sensors and actuators). The standard will define a TEDS based on the IEEE 1451 concept, and protocols to access TEDS and transducer data. It will adopt necessary wireless interfaces and protocols to facilitate the use of technically differentiated, existing wireless technology solutions. It will not specify transducer design, signal conditioning, wireless system physical design or use, or use of TEDS.
	Relates to smart transducer or smart sensor and actuators (IEEE 1451 family)

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://grouper.ieee.org/groups/1451/5 
2) http://ieee1451.nist.gov/


	Rationale: 

Many companies are developing various wireless communication interfaces and protocols for sensors. An openly defined wireless transducer communication standard, that can accommodate various existing wireless technologies, will reduce risk for users, transducer manufacturers, and system integrators. It will enhance the acceptance of the wireless technology for transducers connectivity.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Architectures and Applications

(proposed by NGMS)

	IEEE 1451.6: Standard for A Smart Transducer Interface for Sensors and Actuators - A High-speed CANopen-based Transducer Network Interface for Intrinsically Safe and Non-intrinsically Safe Applications
Version 

Under development
Enacted: 

Under development
	This project establishes a CANopen-based network for multi- channel transducer modules.  CANopen is a Controller Area Network based higher layer protocol. The standard defines the mapping of IEEE 1451 Transducer Electronic Data Sheet (TEDS) to the CANopen dictionary entries as well as communication messages, process data, configuration parameter, and diagnosis information. It adopts the CANopen device profile for measuring devices and closed-loop controllers. This project defines an intrinsically safe (IS) CAN physical layer.
	Relates to smart transducer or smart sensor and actuators (IEEE 1451 family)

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://grouper.ieee.org/groups/1451/6/ 

2) http://ieee1451.nist.gov/


	Rationale: 

There are many implementations of CANopen network interfaces based on the CiA DS 404 device profile. In order to make use of the IEEE 1451 Transducer Electronic Data Sheet (TEDS) concept and to achieve data compatibility from a single-sensor to a high-performance closed-loop controller, it is necessary to harmonize the TEDS parameters. The proposed project allows development of lean gateways and cascaded transducer networks based on a combined specification of IEEE 1451 and CANopen.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Military Messaging


	SLP-MSG-210: Sensor Link Protocol Message Set, Revision, 26 March 2001

Version 

1.0

Enacted: 

03/26/01
	The Sensor Link Protocol, developed by the Program Management Office of Night Vision/ Reconnaissance Surveillance and Target Acquisition (PM NV/RSTA), acts as an enabling technology linking RSTA sensor systems to the digitized battlefield.  The Sensor Link Protocol is an RS 485/232 based networking protocol that allows a diverse set of sensors to be connected to a variety of host computer platforms.  The protocol provides an interface for exchanging digital information between a host and sensor systems, as well as a method of controlling the sensor
s functions from the host.
	OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.argreenhouse.com/society/TacCom/papers98/27_05i.pdf


	Rationale: 

The Sensor Link Protocol Message Set (SLP) was developed for use as a common interface between electro-optical sensor systems and a diverse set of host computer systems.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	


2.6 Surveillance
	Service Area (AT/FP Category) 
	Service (DISR) 
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Multimedia Processing
(proposed by NGMS)
	draft-ietf-ipdvb-arch-00.txt: A Framework for transmission of IP datagrams over MPEG-2 networks (MPEG-TS)

Version 

Draft
Enacted: 

07/01/04
	This document describes a new architecture for the transport of IP Datagrams over ISO MPEG-2 Transport Streams (TS). The MPEG-2 TS has been widely accepted not only for providing digital TV services, but also as a subnetwork technology for building IP networks. Examples of systems using MPEG-2 include the Digital Video Broadcast (DVB) and Advanced Television Systems Committee (ATSC) Standards for Digital Television.

The document identifies the need for a set of Internet standards defining the interface between the MPEG-2 Transport Stream and an IP subnetwork. It suggests a new encapsulation method for IP datagrams, and proposes protocols to perform IPv6/IPv4 address resolution, to associate IP packets with the properties of the Logical Channels provided by an MPEG-2 TS.
	Relates to MPEG-2 video compression 
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://tools.ietf.org/wg/ipdvb/draft-ietf-ipdvb-arch/draft-ietf-ipdvb-arch-00.txt


	Rationale: 

The document identifies the need for a set of Internet standards defining the interface between the MPEG-2 Transport Stream and an IP subnetwork.

This is an emerging need to identify the requirements and architecture for transport of IP Datagrams over ISO MPEG-2 Transport Streams [MPEG2]. Security systems require an efficient and flexible delivery of IP services over those subnetworks that use the MPEG-2 transport stream.  This standard addresses this need.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Satellite Communications
	ETSI EN 300 744: Digital Video Broadcasting (DVB); Framing structure, channel coding and modulation for 11/12 GHz satellite services

Version 

1.5.1

Enacted: 

06/01/04
	This document describes the modulation and channel coding system for satellite digital multi-program Television (TV)/High Definition Television (HDTV) services to be used for primary and secondary distribution in Fixed Satellite Service (FSS) and Broadcast Satellite Service (BSS) bands. Provides detailed signal processing principles at the modulator side of the satellite transmission.

This standard defines the use of modulation and channel coding system suitable for use on different satellite transponder bandwidths employing Quanternary Phase Shift Keying (QPSK) modulation and concatenated error protection strategy. Fully compatible with Moving Pictures Experts Group-2 (MPEG-2) coded TV services (ISO/IEC 13818-1), with Time Division Multiplexed (TDM) service components on a single carrier. Allows transmission capacity for a variety of TV service configurations including sound and data services. The standard specifies the digitally modulated signal in order to allow compatibility between pieces of equipment developed by different manufacturers.
	Fully compatible with Moving Pictures Experts Group-2 (MPEG-2) coded TV services (ISO/IEC 13818-1)

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://webapp.etsi.org/action/OP/OP20041029/en_300744v010501o.pdf#search='ETSI%20EN%20300%20421'



	Rationale: 

As HDTV emerges, this standard will become critical for interoperability.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Satellite Communications
	ETSI TR 101 154: Digital Video Broadcasting (DVB); Implementation guidelines for the use of MPEG-2 Systems, Video and Audio in satellite, cable and terrestrial broadcasting applications

Version 

1.7.1

Enacted: 

06/01/05
	This document provides implementation guidelines for the use of MPEG-2 audio-visual coding in satellite, cable and terrestrial broadcasting distribution systems, as well as define guidelines for use of Integrated Receiver-Decoders (IRD).
	MPEG-2 audio-visual coding in satellite, cable and terrestrial broadcasting distribution systems, as well as define guidelines for use of Integrated Receiver-Decoders (IRD)

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://webapp.etsi.org/action/PU/20050614/ts_101154v010701p.pdf


	Rationale: 

As HDTV emerges, this standard will become critical for interoperability.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Satellite Communications
	ETSI EN 301 192: Digital Video Broadcasting (DVB); DVB specification for data broadcasting

Version 

1.4.1

Enacted: 

06/01/04
	 This document is designed to be used in conjunction with EN 300 468[2] and TR 101 211[4]. The DVB system provides a means of delivering MPEG-2 Transport Streams (TS) via a variety of transmission media. These TSs have traditionally been oriented to containing MPEG-2 Video and Audio. Data broadcasting is seen as an important extension of the MPEG-2 based DVB transmission standards.
	Relates to data broadcasting are the download of software over satellite, cable or terrestrial links, the delivery of Internet services over broadcast channels (IP tunneling).

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://webapp.etsi.org/action/OP/OP20041022/en_301192v010401o.pdf#search='ETSI%20EN%20301%20192'



	Rationale: 

As HDTV emerges, this standard will become critical for interoperability.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	C4ISR: Payload Platform

	IEEE 1394b: High Performance Serial Bus, 2001 
Version 

B
Enacted: 

04/02/02
	The IEEE 1394b-2001 is a full use standard whose scope is to provide a supplement to IEEE 1394-1995 and IEEE 1394-2000 that defines features and mechanisms conducive to gigabit speeds in a backward compatible fashion and the ability to signal over single hop distances of up to 100m.
1394b technology builds on the strengths of 1394a and adds critical new capabilities,

notably; added bandwidth – to 800 Megabits/second all the way, eventually, to 3.2

Gigabits/second. It incorporates networking capabilities over distances of 100 meters

over CAT-5 and plastic optical fiber. It also improves overall network efficiency. These

new features have been created with 1394a compatibility in mind, while maintaining the

vital architectural characteristics of plug and play (PnP), peer-to-peer connectivity, and

isochronous channels. This will keep 1394 in line with bandwidth demands currently

required by CE, PC and peripheral applications, and ahead of competing standards.
	This relates to previous IEE 1394 serial bus standards and other high speed video interface connections.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.1394ta.org/Technology/About/1394b.htm
2) http://www.1394ta.org/Technology/About/1394a_and_b_whitepaperrevised.PDF


	Rationale: 

Update to the important IEEE1395 (Firewire) digital video interface standard.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Multimedia Processing
	ISMA 2.0:2001: Internet Streaming Media Alliance Standard, ISMA 1.0
Version 

2.0
Enacted: 

01/11/05
	ISMA 2.0 provides a complete end-to-end open standards set of tools on which to build exciting new products and services. The second generation of the ISMA specification integrates the latest streaming media technologies. It builds on the landmark ISMA 1.0 spec which was the world's first multi-vendor interoperability specification for streaming media. ISMA 2.0, like the ISMA 1.0 specification, goes far beyond merely defining encoders and decoders. Building on well-defined standards, ISMA defines how those standards are applied to streaming media. As an important part of ISMA's charter, ISMA members, along with other industry organizations, have already conducted joint interoperability testing to the new specification with very good result. ISMA sponsors ongoing certification programs to its specifications to help members achieve a very high level of interoperability, thus helping to move the industry forward.

	Relates to streaming media over networks.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.isma.tv/


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
This section provides standards for Multimedia Data Interchange. The standard is emerging for on-demand or real-time video and audio streaming.
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	Satellite Communications
	ISO/IEC 13818-6: Generic Coding of Moving Pictures and Associated Audio Information - Part 6: Digital storage media command and control (DSM-CC), 2000
Version 

1
Enacted: 

11/04/99
	MPEG-2 is an open international standard currently in 9 parts. This document, Part 6, defines Digital Storage Media Command and Control (DSM-CC). The Digital Storage Media Command and Control (DSM-CC) specification is an integral part of ISO/IEC 13818 (MPEG-2). It consists of a modular set of protocols that may be combined or used individually to provide a wide range of functionality which may be used to support emerging multimedia technologies. The concepts and protocols of DSM-CC provide the general capability to browse, select, download, and control a variety of bit stream types. DSM-CC also provides a mechanism to manage network and application resources through the concept of a ""session""-- an associated collection of resources required to deliver a service. Examples of resources are MPEG-2 Transport Stream packet identifiers and network bandwidth.
	Relates to MPEG-2 coding of moving pictures.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=33039


	Rationale: 

The MPEG-2 syntax has been found to be efficient for applications such as those at higher bit rates and sample rates (e.g. HDTV). 

It is extensively utilized in the Physical Security areas of detection, surveillance, entry control and communications.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Video Teleconferencing
	ITU-T H.263 Annex W, November 2000: Additional Supplemental Enhancement Information

Version 

1

Enacted: 

11/01/00
	Annex W describes additional supplemental enhancement information that can be added to an H.263 bit stream to provide backward compatible enhancements such as IDCT and Picture Messages.  The capability to use the enhancements provided by Annex W is negotiated via use of H.245.  

This Annex of ITU-T H.263 forms part of what is commonly referred to as H.263 ++ (also referred to as New Version 3). It is an enhancement to the mandatory H.263 motion video standard. Annex W describes additional supplemental enhancement information that can be added to an H.263 bit stream to provide backward compatible enhancements such as IDCT and Picture Messages.  
	Relates to digital video motion standards. 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)


	1. http://www.osronline.com/ddkx/graphics/dxvaguide_6lgn.htm


	Rationale: 

It is an enhancement to the mandatory H.263 motion video standard
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Video Teleconferencing
	ITU-T H.263 Annex V : Data Partitioned Slice (DPS)

Version 

1.0

Enacted: 

03/01/05
	 Annex V describes the DPS mode that is capable of providing enhanced error resilience (particularly against localized corruption of bit stream contents during transmission).  The DPS mode operates by separating header and motion picture data from DCT coefficient data in the bit stream and by protecting motion vector data using a reversible presentation.  The capability to use the enhancements provided by Annex V is negotiated via use of H.245.  
	Relates to digital video motion H.263 standards. 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.stanford.edu/class/ee384b/restricted/h.263.pdf#search='ITUT%20H.263'

2) http://en.wikipedia.org/wiki/H.263
3) http://trace.eas.asu.edu/tools/


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry and is expected to be elevated to Mandatory status by 2007.

This Annex of ITU-T H.263 forms part of what is commonly referred to as H.263 ++ (also referred to as New Version 3). It is an enhancement to the mandatory H.263 motion video standard.   Annex V describes the DPS mode that is capable of providing enhanced error resilience (particularly against localized corruption of bit stream contents during transmission).  
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	Video Teleconferencing
	ITU-T H.263 Annex U : Enhanced Referenced Picture Selection Mode

Version 

1

Enacted: 

03/01/05
	 Annex U describes the ERPS mode that provides enhanced coding efficiency and enhanced error resilience (particularly against loss of data packets). Sub-modes of ERPS are specified for Sub-picture removal, the purpose of which is to reduce the amount of memory required to store multiple reference pictures and for enabling two pictures backward prediction in B pictures.  The capability to use the enhancements provided by Annex U is negotiated via use of H.245.
	Relates to digital video motion H.263 standards. 

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.stanford.edu/class/ee384b/restricted/h.263.pdf#search='ITUT%20H.263'

2) http://en.wikipedia.org/wiki/H.263
3) http://trace.eas.asu.edu/tools/


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
This Annex of ITU-T H.263 forms part of what is commonly referred to as H.263 ++ (also referred to as New Version 3).  Annex U describes the ERPS mode that provides enhanced coding efficiency and enhanced error resilience (particularly against loss of data packets).  Sub-modes of ERPS are specified for Sub-picture removal, the purpose of which is to reduce the amount of memory required to store multiple reference pictures and for enabling two picture backward prediction in B pictures.  The capability to use the enhancements provided by Annex U is negotiated via use of H.245.  Commercial implementations that support H.263++ include Polycom, and Via Video).
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	STANAG 4607: STANAG 4607 NATO Ground Moving Target Indicator Format

Version 

1

Enacted: 

03/11/03
	The Ground Moving Target Indicator (GMTI) Format (GMTIF) is a U.S./NATO data format that provides a means for the transmission of GMTI detection data from airborne and space borne sensor platforms. It also provides a format for requesting surveillance service from the sensor and for receiving acknowledgment that the requested surveillance will or will not be performed.  This format is capable of supporting the GMTI dissemination needs of the US and NATO member nations, and can be used in conjunction with other standards for the dissemination of complementary data. The GMTIF, developed by NATO Air Group 4 and designated as Standardization Agreement (STANAG) 4607, is a binary, message-oriented format for the dissemination of GMTI data. It may be sent as a stand-alone format or it may be embedded in a frame oriented format, such as the NATO Secondary Imagery Format (NSIF, STANAG 4545) or the National Imagery Transmission Format (NITF, MIL-STD-2500) for the dissemination of secondary imagery, or in a message-oriented format such as the NATO Primary Imagery Format (STANAG 7023) for the dissemination of primary imagery. STANAG 4607 is part of the NATO ISR Interoperability Architecture (NIIA).

C4ISR.4.1(a) Mandated. The following standard is mandated for the dissemination of GMTI detection data in straight binary format:

STANAG 4607, NATO Ground Moving Target Indicator Format (GMTIF), Edition 1-Ratification Draft 1, 11 March 2003.
	Relates to ground targeting systems.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.nato.int/structur/AC/224/ag4/4607/4607.htm


	Rationale: 

This standard is vital for interoperability of system using the Ground Moving Target Indicator (GMTI) Format (GMTIF).  GMTIF  is a U.S./NATO data format that provides a means for the transmission of GMTI detection data from airborne and space
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	


2.7 Assessment 

	Service Area (AT/FP Category) 
	Service (DISR) 
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection
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( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)


	DGIWG FDD: DGIWG Feature Data Dictionary

Version 

1.2

Enacted: 

05/01/93
	This emerging standard (DGIWG Feature Data Dictionary - DFDD) specifies geospatial information concepts used by member nations of the multi-national Digital Geographic Information Working Group (DGIWG) community. These concepts characterize aspects of real-world entities (or objects) and related properties, including those that are not necessarily visible or have a tangible physical form (e.g., airspace). The DFDD is a comprehensive dictionary and coding scheme for feature types, feature attributes (properties or characteristics associated with features), and attribute values (domain of feature attributes).

The DGIWG supports a DFDD-related National Extensions Feature Data Dictionary (DNEFDD) register allowing for individual nations to specify ""national"" feature types and feature attributes for cases where such feature types and feature attributes are not yet agreed for inclusion in the DFDD. National extensions are not specified within the normative DFDD and may not support interoperability. National extensions may, if proposed and approved, be subsequently incorporated into the normative DFDD.
	Relates to the DGIWG specification and the International Standards ISO 19110, ISO 19135 ISO 19126 standards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.digest.org/Overview2.htm


	Rationale: 

This emerging standard will insure interoperability for future geospatial display systems.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Mapping (Geospatial)

	ISO 19130: 19130 Geographic information - Sensor and data models for imagery and gridded data
Version 

Draft
Enacted: 

06/21/01
	This international standard specifies a sensor model describing the physical and geometrical properties of each kind of photogrammetric, remote sensing and other sensors that produces imagery type of data. It also defines a conceptual data model that specifies, for each kind of sensor, the minimum content requirement and the relationship among the components of the content for the raw data that was measured by the sensor and provided in an instrument-based coordinate system, to make it possible to geolocate and analyze the data. The sensor model defines the information needed to describe the physical and geometrical properties of the sensors and to relate the sensor configuration to the platform configuration. It classifies sensors according to their geometrical properties, whether they collect data a point at a time, a line at a time or an area at a time and lists the required information for each collection type. 

Then, it defines the required parameters for physical description of the type of sensors. The

data model describes the different forms in which geolocation data is provided, describes the minimum content for each and specifies how geolocation data is combined with the data in the structure provided to the user.
	This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.  .
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.isprs.org/istanbul2004/comm2/papers/130.pdf#search='ISO%2019130'
2) http://www.fh-nb.de/geoinf/isprs/Minutes/18+19-06-2001.pdf#search='ISO%2019130'



	Rationale: 

Important for future systems utilizing sensor models describing the physical and geometrical properties of each kind of photogrammetric, remote sensing and other sensors that produce imagery type of data.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	Mapping (Geospatial)

	ISO/IEC 18023: Computer Graphics and Image Processing - Synthetic Environment Data Representation and Interchange Specification (SEDRIS), 5 December 2001.
Version 

5
Enacted: 

12/01/02
	Synthetic Environment Data Representation and Interchange Specification

(SEDRIS) facilitates interoperability among heterogeneous information technology applications by providing complete and unambiguous interchange of environment data. SEDRIS provides a standard interface for Geographic Information System (GIS) systems, which are key components in the generation of complex integrated environmental databases. The SEDRIS data interchange specification supports the pre-runtime distribution and runtime specification of source data, three-dimensional models, and integrated databases that describe the physical environment. ISO/IEC 18023 provides a standard methodology and format for representing environmental information and for its transmittal and exchange between information systems.

Includes the SEDRIS data representation model (DRM). The DRM is a data model that addresses the representation of information entities rather than environmental concepts. A separate mechanism is required to denote what environmental concept a DRM information object, or set of information objects, is intended to represent. EDCS labels and EDCS codes provide the necessary denotation of these environmental concepts.
	Relates to image processing and environmental data representation coding systems.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.sedris.org/wg8home/Documents/18023-2_FCD/


	Rationale: 

Synthetic Environment Data Representation and Interchange Specification (SEDRIS) facilitates interoperability among heterogeneous information technology applications.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
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	ISO/IEC 18025: Computer Graphics and Image Processing - Environmental Data Coding Specification (EDCS), 26 December 2002.
Version 

1
Enacted: 

12/26/02
	This International Standard establishes concepts to ensure that environmental information is:

a. unambiguously defined,  

b. flexibly denoted and encoded, and 

c. easily bound in exchange formats and to programming languages. 

This International Standard specifies:

d. classifications that define the type of environmental objects, 

e. attributes that define the state of environmental objects, and 

f. enumerants and units of measure that define how values of state are characterized. 

This International Standard specifies labels and codes because denoting and encoding a concept requires a standard way of identifying the concept.
	Relates to image processing and environmental data representation coding systems.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.sedris.org/wg8home/Documents/18025_FCD/


	Rationale: 

Will ensure interoperability of systems utilizing environmental information data.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)

	ISO/IEC 18026: Computer Graphics and Image Processing - Spatial Reference Model (SRM)
Version 

1
Enacted: 

07/28/05
	This International Standard specifies the Spatial Reference Model (SRM) defining relevant aspects of spatial positioning and related information processing. The SRM allows precise and unambiguous specification of geometric properties such as positions (locations), directions, and distances. The SRM addresses the needs of a broad community of users, who have a range of accuracy and performance requirements in computationally intensive applications.

This International Standard is applicable to: 

a. mapping, charting, geodesy, and imagery;

b. cartography;

c. location-based services;

d. oceanography;

e. meteorology;

f. interplanetary and planetary sciences;

g. embedded systems; and

h. modeling and simulation.
	Relates to image processing and environmental data representation coding systems
-

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=30811&scopelist=PROGRAMME
2) http://www.gscassociates.com/wg8/srm/


	Rationale: 

Will ensure interoperability of systems utilizing spatial positioning and related information processing.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)


	ISO 19109: Geographic information - Methodology for feature cataloguing
Version 

1
Enacted: 

06/23/05
	This International Standard (ISO 19109:2004, Geographic information - Rules for application schema) defines rules for creating and documenting application schemas, including principles for the definition of features. The scope of this International Standard includes the following: conceptual modeling of features and their properties from a universe of discourse; definition of application schemas; use of the conceptual schema language for application schemas; transition from the concepts in the conceptual model to the data types in the application schema; integration of standardized schemas from other ISO geographic information standards with the application schema. The following is outside the scope: choice of one particular conceptual schema language for application schemas; definition of any particular application schema; representation of feature types and their properties in a feature catalogue; representation of metadata; rules for mapping one application schema to another; implementation of the application schema in a computer environment; computer system and application software design; programming.
	This standard relates to specifications for storage, manipulation, interchange, and exploitation of geospatial intelligence data.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=39891&scopelist=PROGRAMME


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.
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	Mapping (Geospatial)


	ISO 19115-2: Geographic information - Metadata - Part 2: Extensions for imagery and gridded data
Version 

1
Enacted: 

11/14/2005
	This complementary standard to ISO 19115 Geographic information - Metadata, will define

metadata elements to support imagery, and gridded data and will extend the UML model for

metadata.
	Though ISO 19115:2003 is related to digital data, its principles can be extended to many other forms of geographic data such as maps, charts, and textual documents as well as non-geographic data.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=39229&scopelist=ALL


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)


	ISO 19126: Geographic information - Feature data dictionaries, feature catalogues and their registers
Version 

Draft
Enacted: 

03/24/03
	This International Standard is a profile. It is based on rules and methods defined in ISO CD

19110 (15046-10) Geographic information - Feature cataloguing methodology, in the context of DGIWG. It defines a Data Dictionary and includes the definition of Features and Attributes only, which may be of use to the wider international community.
	Relates to the DGIWG geospatial mapping standards.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.isotc211.org/Outreach/Overview/Factsheet_19126.pdf#search='ISO%2019126'


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.
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( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)


	ISO 19123:2005: Geographic information - Schema for coverage geometry and functions

Version 

1

Enacted: 

08/31/05
	ISO 19123:2005 defines a conceptual schema for the spatial characteristics of coverages. Coverages support mapping from a spatial, temporal or spatiotemporal domain to feature attribute values where feature attribute types are common to all geographic positions within the domain. A coverage domain consists of a collection of direct positions in a coordinate space that may be defined in terms of up to three spatial dimensions as well as a temporal dimension. Examples of coverages include rasters, triangulated irregular networks, point coverages and polygon coverages. Coverages are the prevailing data structures in a number of application areas, such as remote sensing, meteorology and mapping of bathymetry, elevation, soil and vegetation.


	ISO 19123:2005 defines the relationship between the domain of coverage and an associated attribute range. The characteristics of the spatial domain are defined whereas the characteristics of the attribute range are not part of ISO 19123:2005.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=40121&scopelist=PROGRAMME


	Rationale: 

Will ensure interoperability of systems utilizing geographic information schemas.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)


	ISO 19128: Geographic information - Web map server interface

Version 

1

Enacted: 

11/10/05
	This standard specifies protocols that provide uniform access by HTML clients to maps rendered by WMS(Web Map Service) enabled map servers on the internet. Software complying to the specification enables automatic overlay, in ordinary web browsers, of map images obtained from multiple map servers, regardless of map scale, projection, earth coordinate system, storage format, or vendor solution.
	Relates to the DGIWG geospatial mapping standards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=32546&scopelist=ALL


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. 

This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)


	ISO/CD 19130: Geographic information - Sensor and data models for imagery and gridded data

Version 

1

Enacted: 

05/18/05
	This international standard specifies a sensor model describing the physical and geometrical

properties of each kind of photogrammetric, remote sensing and other sensors that produces imagery type of data. The standard will also define a conceptual data model that specifies for each kind of sensor the minimum content requirements and the relationship among the components of the content for the raw data that was measured by the sensor and provided the an instrument-based co-ordinate system, to make it possible to geolocate and analyse the data.
	Relates to the DGIWG geospatial mapping standards.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1. http://www.iso.org/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=32548&scopelist=ALL


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)


	ISO 19135:2005: Geographic information - Procedures for registration of items of geographic information
Version 

1
Enacted: 

08/29/05
	This International Standard specifies procedures to be followed in establishing, maintaining, and publishing registers of unique, unambiguous and permanent identifiers and meanings that are assigned to items of geographic information. In order to accomplish this purpose, the standard specifies elements of information that are necessary to provide identification and meaning to the registered items and to manage the registration of these items.
	Relates to the DGIWG geospatial mapping standards.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=32553&scopelist=PROGRAMME


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
This standard is applicable to the storage, manipulation, interchange, and exploitation of geospatial intelligence data.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)


	ISO 19139: Geographic information - Metadata - Implementation specification
Version 

Draft
Enacted: 

07/15/02
	"This Technical Specification defines spatial metadata XML (smXML) encoding, an XML Schema implementation derived from ISO 19115, and Geographic information - Metadata."

	This Technical Specification is applicable to everything that ISO 19115:2003 is applicable to, as this specification implements that standard.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://metadata.dgiwg.org/metadata/ISO19115/ISO19115_v0_6_detail.htm


	Rationale: 

Will ensure interoperability of systems utilizing geographic information metadata.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Still Imagery Data Interchange

	ISO/IEC 15444-2:2004: Information technology- JPEG 2000 image coding system: extensions
Version 

1
Enacted: 

05/18/04
	This Recommendation/ International Standard defines a set of lossless (bit-preserving) and lossy compression methods for coding continuous-tone, bi-level, grey-scale, or color digital still images. This Recommendation-International Standard specifies 

* decoding processes for converting compressed image data to reconstructed image data 

* specifies a codestream syntax containing information for interpreting the compressed image data specifies a file format 
 provides guidance on encoding processes for converting source image data to compressed image data 

* provides guidance on how to implement these processes in practice.
JPEG 2000 is intended to provide a new means of image representation containing a rich set of features, all supported within the same compressed bit stream. Part I of JPEG 2000 contains mandatory features. Part II of JPEG 2000 is a Final Draft International Standard (FDIS) that contains optional features beyond those in Part I including advanced region-of-interest capability, expanded file format, multispectral compression, low complexity implementation, and trellis quantized compression. Only those features that are needed for specific applications need be implemented.
	Relates to bitmapped graphical data (JPEG)
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.iso.ch/iso/en/CatalogueDetailPage.CatalogueDetail?CSNUMBER=33160&ICS1=35&ICS2=40&ICS3=


	Rationale: 

The JPEG format is widely used in security systems.  Since JPEG provides high compression efficiency, it is a good candidate for wireless multimedia applications. Moreover, due to its high scalability, JPEG enables a wide range of Quality of Service (QoS) strategies for network operators.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Raster/Image Data Interchange


	ISO/IEC 14772-1: Computer Graphics and Image Processing - The Virtual Reality Modeling Language - Part 1: Functional specification and UTF-8 encoding, 1998.

Version 

1.0
Enacted: 

01/01/98
	The Virtual Reality Modeling Language (VRML) is a language for describing multi-participant interactive simulations -- virtual worlds networked via the global Internet and hyper-linked with the World Wide Web. All aspects of virtual world display, interaction and internetworking can be specified using VRML. It is the intention of its designers that VRML become the standard language for interactive simulation within the World Wide Web.  The first version of VRML allows for the creation of virtual worlds with limited interactive behavior.  These worlds can contain objects which have hyper-links to other worlds, HTML documents or other valid MIME types. When the user selects an object with a hyper-link, the appropriate MIME viewer is launched. When the user selects a link to a VRML document from within a correctly configured WWW browser, a VRML viewer is launched. Thus VRML viewers are the perfect companion applications to standard WWW browsers for navigating and visualizing the Web. Future versions of VRML will allow for richer behaviors, including animations, motion physics and real-time multi-user interaction.

These services are supported by device-independent descriptions of the picture elements for vector and raster graphics. The International Organization for Standardization (ISO) Joint Photographic Expert Group (JPEG) standard describes several alternative algorithms for the representation and compression of raster images, particularly for imagery; JPEG images may be transferred using the JPEG File Interchange Format (JFIF). Graphics Interchange Format (GIF) and JFIF are de facto standards for exchanging graphics and images over an Internet. GIF supports lossless-compressed images with up to 256 colors and short animation segments. Note that Unisys owns a related patent, which requires a license for software that writes the GIF format. Portable Network Graphics (PNG) is an extensible file format for the lossless, portable, well-compressed storage of a raster image. Indexed-color, grayscale, and truecolor images are supported, plus an optional alpha channel for transparency.

The Virtual Reality Modeling Language (VRML) is a commercial standard with capabilities for 3-D representation of data.
	OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://tecfa.unige.ch/guides/vrml/vrml97/spec/


	Rationale: 

Although this is a mandated DoD standard for virtual modeling systems, it has not been widely adopted in security architectures.  Thus,  it is considered an emerging standard. 
VRML is intended to be a universal interchange format for integrated 3D graphics and multimedia.  It is capable of representing static and dynamic 3D and multimedia objects with hyperlinks to other media such as text, sounds, movies, and images.  VRML browsers, as well as, authoring tools for the creation of VRML files, are widely available for many different platforms.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)


	ISO/IEC 19136 Geographic Information — Geography Markup Language by ISO/TC 211/WG 4 (Geographic Information/Geomatics)

Version 

3.1.0
Enacted: 


	Geography Markup Language is an XML grammar written in XML Schema for the modeling, transport, and storage of geographic information. The key concepts used by Geography Markup Language (GML) to model the world are drawn from the OpenGIS® Abstract Specification and the ISO 19100 series. GML provides a variety of kinds of objects for describing geography including features, coordinate reference systems, geometry, topology, time, units of measure and generalized values.
The Geography Markup Language (GML) is the most widely supported open specification for representation of geographic (spatial and location) information. It defines XML encoding for the transport and storage of geographic information, including both the geometry and properties of geographic features.
The specification is based upon a large number of other W3C, IETF, ISO, and OpenGIS standards; it normatively references the XML Linking Language (XLink) Version 1.0 and The Schematron Assertion Language 1.5. GML Version 3.1.0 adds new geometries, is more compliant with the ISO/TC 211 family of specifications, and contains some items for increased efficiency and simplicity. It "maintains backward compatibility for GML version 3.0.0 and 2.1.2 instance documents by preserving, but deprecating, some schema components that have been replaced by different constructs in the current version.
	OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://xml.coverpages.org/GeographyMarkupLanguage-ISO-CD-N1576.pdf#search='ISO%20IEC%2019136'
2) http://xml.coverpages.org/ni2005-07-07-a.html


	Rationale: 

This is a DISR emerging DoD standard for Architectures and Applications (Intrusion Detection).



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Graphics Services


	MNG 1.0: Multiple-image Network Graphics (MNG) Format, Version 1.0, 31 January 2001

Version 

1.0

Enacted: 

01/31/01
	The Multiple-image Network Graphics (MNG) format is an extension to the PNG format for the storage and transmission of animated graphics and complex still images.
	Relates to graphical still image storage standards like GIF and PNG.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	

	Rationale: 

This is a DISR emerging DoD standard for Graphics Services.

The Multiple-image Network Graphics (MNG) format is an extension to the PNG format, developed by the PNG Development Group, for the storage and transmission of animated graphics and complex still images. It was designed to replace GIF animation with a true animation format.



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Graphics Services


	OpenGL Graphics System:2001: OpenGL Graphics System: A Specification (Version 1.3), 14 August 2001.

Version 

1.3

Enacted: 

08/14/01
	OpenGL draws primitives (points, line segments, or polygons) subject to several selectable modes. You can control modes independently of each other; that is, setting one mode doesn't affect whether other modes are set (although many modes may interact to determine what eventually ends up in the frame buffer). Primitives are specified, modes are set, and other OpenGL operations are described by issuing commands in the form of function calls. Primitives are defined by a group of one or more vertices.
	Relates to OpenGL  graphical drawing formats (pervious versions 1.1 and 1.2)

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) www.opengl.org/documentation/specs/version1.3/glspec13.pdf
2) http://www.opengl.org/documentation/specs/version1.3/glspec13.pdf#search='OpenGL%20Graphics%20System:2001'



	Rationale: 

This is a DISR emerging DoD standard for Graphics Services. These services support the creation and manipulation of graphics. For three-dimensional graphics development.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.It may be implemented, but not used in lieu of a mandated standard. 

	


2.8 Delay/Denial and Response

	Service Area (AT/FP Category) 
	Service (DISR) 
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)


	ANSI/AIAA R-004: Recommended Practice for Atmospheric and Space Flight Vehicle Coordinate Systems, 1992.

Version 

1

Enacted: 

01/01/92
	This recommended practice establishes a means for describing mathematically the dynamics of flight vehicles. It defines important quantities and provides mathematical symbols for them, including axis systems, angles, velocities, forces, moments, energy, and their derivatives. 
	This document is based on ISO 1151-1:1988 and 1151-3:1972, with additional considerations to adapt the principles in those standards for use with missiles and projectiles, as well as aircraft.
Relates to geospatial targeting systems

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://webstore.ansi.org/ansidocstore/product.asp?sku=R-004-1992
2) http://www.aiaa.org/Publications/


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
Geospatial services are also referred to as mapping, charting, and geodesy (MC&G) services. This section specifies the standards to be implemented to ensure seamless exchange of geospatial data across DoD missile systems.

This standard can apply to active response systems (e.g. remotely operated weapons systems)



	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	Mapping (Geospatial)


	SAE J1708: Serial Data Communications Between Microcomputer Systems in Heavy-duty Vehicle Applications, October 1993.

Version 

1

Enacted: 

10/01/93
	This recommended practice establishes a means for describing mathematically the dynamics of flight vehicles. It defines important quantities and provides mathematical symbols for them, including axis systems, angles, velocities, forces, moments, energy, and their derivatives. 


	This document is based on ISO 1151-1:1988 and 1151-3:1972, with additional considerations to adapt the principles in those standards for use with missiles and projectiles, as well as aircraft.
Relates to geospatial targeting systems

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://www.sae.org/servlets/productDetail?PROD_TYP=STD&PROD_CD=J1708_200408 


	Rationale: 

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.
SAE J1708 defines a general-purpose serial data communications link that may be utilized in heavy-duty vehicle applications. It is intended to serve as a guide toward standard practice to promote serial communication compatibility among microcomputer-based modules. T




2.9 Power

	Service Area (AT/FP Category) 
	Service (DISR) 
	Standard
	Synopsis
	Relationship and OV-2 Reference
	References & Sources

	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	None

	IEEE 802.3at: Power over Ethernet copper network
Version 

Draft
Enacted: 


	This is a standard for delivering electrical power to devices (sensors) attached to Ethernet. An IEEE standard for powering network devices via Ethernet cable. Also known as "Power-over-Ethernet," it provides 48 volts over 4-wire or 8-wire twisted pair. The 8-wire cable uses one twisted pair for the power, while the 4-wire transmits the power over the same pair as the data, but uses different frequencies. Designed with IP phones and wireless access points in mind, it allows devices such as these to be placed in locations that have no electrical outlets. Only the Ethernet cable needs to be connected to the device.
	Relates to 802.3 power over Ethernet specifications
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://grouper.ieee.org/groups/802/3/poep_study/802_3_poep_par.pdf
2) http://grouper.ieee.org/groups/802/3/poep_study/public/index.html


	Rationale: 

Power over Ethernet (PoE) is a revolutionary technology that extends the already ultra-broad functionality of Ethernet by supplying reliable DC power over the same Category 5/5e twisted-pair cable that currently carries Ethernet data.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	None


	IEEE PC62.48/D10 (Approved Draft) (Revision of IEEE C62.48-1995): IEEE Draft Guide on Interactions between Power System Disturbances and Surge-Protective Devices
Version 

Draft

Enacted: 

08/24/05
	None Available
	Relates to surge protective devices for power supplies for security equipment.
OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://standards.ieee.org/catalog/olis/new.html


	Rationale: 

Can ensure reliable operations of AC powered equipment.
This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.


	( Comms.

( C2 & Display

( Access Cntrl.

( Detection

( Srvillnce.

( Assesmnt.

( Delay Denial/ Resp.

( Power Supplies

( IT Security

( Data Format

( General IT Infrastructr.


	None


	IEEE P1184/D18: Unapproved IEEE Draft Guide for Batteries for Uninterruptible Power Supply Systems (Revision of IEEE 1184-1994)

Version 

Draft

Enacted: 

08/01/05
	None Available
	Relates to uninterruptible power supplies for security equipment.

OV-2 Relationship:

( External Connection with C2

( C2 Node with CCDE or Annunciator

( CCDE or Annunciator with components (sensors, interfaces, etc.)
	1) http://standards.ieee.org/catalog/olis/new.html


	Rationale: 

Can ensure reliable operations of AC powered equipment backed up by a UPS.

This standard is a candidate to help the Program Manager determine what is likely to change within three years and to suggest that this is an area where upgradeability should be a concern. The standard is currently an Emerging standard in the Department of Defense Information Technology Standards Registry.



Appendix A: List of Architectural Views

	Architecture Products Table

	Extracted from “Generating C4ISR Architecture Products Using Systems Engineering Processes”

	
	
	
	
	

	Applicable Architecture View 
	Product Reference
	Architecture Product
	Mandatory or Supporting Specific Purpose
	General Description

	All Views

(Context) 
	AV-1


	Overview and Summary Information-


	Mandatory
	Scope, purpose, intended users, environment depicted, analytical findings, if applicable.

	All View 

(Terms)
	AV-2
	Integrated Dictionary 
	Mandatory
	Definition of terms used in all products

	All Views 

(Capabilities) 
	AV-3
	Capability Maturity Profile
	Supporting 
	Description of focus areas in terms of incremental capability levels constant with a standard capability maturity scale

	Operational
	OV-1
	High-level operational concept description
	Mandatory
	High-level graphical and textual description of operational concept (high-level organizations, missions, geographic configuration, connectivity, etc.)

	Operational
	OV-2
	Operational Node Connectivity Description
	Mandatory
	Operational nodes, activities performed at each node, connectivities & information flow between nodes

	Operational
	OV-3
	Operational Information Exchange Matrix 
	Mandatory
	Information exchanged between nodes and the relevant attributes of that exchange such as media, quality, quantity, and the level of interoperability required.

	Operational
	OV-4
	Organizational Relationships Chart 
	Supporting
	Command, control, coordination, other relationships among organizations

	Operational
	OV-5
	Activity Model 
	Mandatory
	Activities, relationships among activities, inputs and outputs. In addition overlays can show cost, performing nodes, or other pertinent information.

	Operational
	OV-6a
	Operational Rules Model 
	Supporting
	One of the three products used to describe operational activity sequence and timing that identifies the business rules that constrain the operation

	Operational
	OV-6b
	Operational State Transition Description 
	Supporting
	One of the three products used to describe operational activity sequence and timing that identifies responses of a business process to events

	Operational
	OV-6c
	Operational Event/Trace Description 
	Supporting
	One of the three products used to describe operational activity sequence and timing that traces the actions in a scenario or critical sequence of events

	Operational
	OV-7
	Logical Data Model 
	Supporting
	Documentation of the data requirements and structural business process rules of the Operational View

	Systems
	SV-1
	System Interface Description 


	Mandatory
	Identification of systems and system components and their interfaces, within and between nodes

	Systems
	SV-2
	Systems Communication Description 
	Supporting
	Physical nodes and their related communications laydowns 

	Systems
	SV-3
	System’ Matrix
	Supporting
	Relationships among systems in a given architecture; can be designed to show relationships of interest, e.g., system-type interfaces, planned vs. existing interfaces, etc.

	Systems
	SV-4
	System’s functionality description 
	Supporting
	Functions performed by systems and the information flow among system functions

	Systems
	SV-5
	Operational Activity to System Function Traceability Matrix
	Supporting
	Mapping of system functions back to operational activities 

	Systems
	SV-6
	System Data Exchange Matrix
	Supporting
	Detailing of data exchanges among system elements, applications and H/W allocated to system elements 

	Systems
	SV-7
	System Performance Parameters Matrix 
	Supporting
	Performance characteristics of each system(s) hardware and software elements, for the appropriate timeframe(s)

	Systems
	SV-8
	System Evolution Description 
	Supporting
	Planned incremental steps toward migrating a suite of systems to a more efficient suite, or toward evolving a current system to a future implementation 

	Systems
	SV-9
	System Technology Forecast
	Supporting
	Emerging technologies and software/hardware products that are expected to be available in a given set of timeframes, and that will affect future development of the architecture 

	Systems
	SV-10a
	System Rules Model 
	Supporting
	One of three products used to describe systems activity sequence and timing -- Constraints that are imposed on systems functionality due to some aspect of systems design or implementation 

	Systems
	SV-10b
	System State Transition Description
	Supporting
	One of three products used to describe systems activity sequence and timing -- Responses of a system to events 

	Systems
	SV-10c
	Systems Event/trace Description 
	Supporting
	One of three products used to describe systems activity sequence and timing -- System-specific refinements of critical sequences of events described in the operational view1

	Systems
	SV-11
	Physical Data Model 
	Supporting
	Physical implementation of the information of the Logical Data Model, e.g., message formats, file structures, physical schema 

	Technical 
	TV-1
	Technical Architecture Profile 
	Mandatory
	Extraction of standards that apply to a given architecture

	Technical 
	TV-2
	Standards Technology Forecast
	Supporting
	Description of emerging standards that are expected to apply to the given architecture, within an appropriate set of timeframes. 


Appendix B: Network Designations within the DoD 

C2 Constellation: Air Force’s planned peer-to-peer network meshing command, control, communications, computers, surveillance, intelligence and reconnaissance systems with airborne and space-based sensors. 
[image: image2.png]



DRSN: Defense Red Switched Network, a voice network for Secure Telephone Units, tactical phones and satellite terminals. 
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DSN: Defense Switched Network, a voice, video and data network with dial-up access to NIPRnet and SIPRnet as well as the Government Emergency Telephone System. 
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DISN: Defense Information System Network, the backbone WAN incorporating Defense Red Switched Network (secure voice), Defense Switched Network (voice), DISN Video Services, Joint Worldwide Intelligence Communications System, Non-Classified IP Router Network (NIPRnet) and Secret IP Router Network (SIPRnet). 
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DREN: Defense Research and Engineering Network, hosted by MCI and facing transition from IP Version 4 to IP Version 6. 
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Echelon: Global telecommunications surveillance network. 
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ForceNet: Navy’s plan by 2010 to integrate IP network grids for command, control, communications and computers; sensors; and weapons. Combines IT-21 sea warfare and Navy-Marine Corps Intranet systems. 
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Future Combat Systems: The Army’s plan to network 16 manned and unmanned ground and aerial vehicles with sensors that feed soldiers up-to-date situational information. 
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GIG: Global Information Grid, a worldwide mesh to supply information on demand to warfighters, policy makers and support personnel. It will encompass all Defense-owned and -leased communications and computing systems, software, data and security services. 
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GIG-BE: 10-year, $1 billion Global Information Grid Bandwidth Expansion project to build a 10-Gbps switched optical network worldwide. 
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Intelink: Classified intranet for intelligence users. 
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IT-21: The Navy’s tactical radio and satellite links to Navy ships at sea for command, control, communications, computers, intelligence, surveillance and reconnaissance. 
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Joint Tactical Radio System: Program to develop and deploy a Defense-wide digital radio system. 
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Navy-Marine Corps Intranet: Seat-management contract for voice, video and data connectivity on land and sea. 
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Net-Centric Enterprise Services: Created by the Defense Information Systems Agency, NCES provides enterprise services in support of the GIG. 
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NIPRnet: Non-Classified IP Router Network for unclassified but sensitive communications. 
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Single Integrated Space Picture: Air Force initiative to consolidate systems into a single source of space information. 
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SIPRnet: Secret IP Router Network, supporting the Defense Message (e-mail) and Global Command and Control systems. 
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TCA: Transformational Communications Architecture, an end-to-end architecture across DoD, intelligence agencies and NASA. The terminal segment would consist of end users, ground stations, and space and airborne terminals. The space segment would have two interoperable satellite constellation rings. The terrestrial segment would interface with other DoD networks, teleports, NASA, and selected ground systems for uplink and downlink. 
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WIN-T: Warfighter Information Network-Tactical, the Army’s high-speed, high-capacity network for wired and wireless voice, data, video and imagery for the battlefield.
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Appendix D: Acronyms and Definitions 

	A
	

	Access Control
	A set of procedures performed by hardware, software and administrators to monitor access, identify users requesting access, record access attempts, and grant or deny access.  

	AES
	Advanced Encryption Standard.  A secret-key algorithm replacing the Data Encryption Standards (DES).

	ANSI
	American National Standards Institute: The American National Standards Institute (ANSI) is a private, non-profit organization that administers and coordinates the U.S. voluntary standardization and conformity assessment system.

The Institute's mission is to enhance both the global competitiveness of U.S. business and the U.S. quality of life by promoting and facilitating voluntary consensus standards and conformity assessment systems, and safeguarding their integrity.

	API
	Application Programming Interface:

1) A definition of calling conventions by which an application program accesses other programs for services such as other application programs, the operating system, drivers, databases, or middleware layers.

2)  A set of software routines useful for interfacing between high level systems (such as users) and low-level systems (such as operating systems or system level tasks). Often the design basis for a man-machine interface.

	Applet
	A compact program that can be downloaded quickly and used by a remote computing device. Applets are not allowed to access certain resources on the remote device. 

	Application Interface
	The Software Communication Architecture (JTRS-5000SCA) defines an Application interface class that provides the interface for the control, configuration, and status of an instantiated application. An Application controls its components and establishes connections to other applications.

	ASCII
	American Standard Code for Information Interchange. A standard set of alphanumeric and control codes representing unformatted text, which can be represented by a single byte, developed by the USA Standards Institute. In telecommunications, ASCII is often the coding used for the control of telecommunications equipment. HTML tags and URLs are examples of use of ASCII.

	ASP
	Application Service Provider, a company that provides third-party services and software over the Internet. 

Active Server Page, a type of web page that is an interface with one type of program that runs on a web server, often providing custom content for users. Used commonly for e-commerce.

	ASTM
	American Society for Testing and Materials: ASTM International is one of the largest voluntary standards development organizations in the world-a trusted source for technical standards for materials, products, systems, and services.

	AT/FP
	Anti-Terrorism/Force Protection

	ATM
	Asynchronous Transfer Mode: a digital transmission network technology using 53-byte packets or cells plus packet- and circuit-switched technologies. ATM may be used for high-speed LANs and WANs.

	B
	

	Bandwidth
	1) The amount of data that can be sent through a connection. Usually measured in bits per second (bps). A normal page of hypertext ranges from 6,000 to 20,000 bits (not counting graphics).

2) The difference between the highest and lowest frequencies passed by an analog communications channel, device or system. A data communication system's data transfer capacity. 

3) Capacity of a network or data connection, often measured in kilobits/second (kbps) for digital transmissions.  

	BAPI
	Biometric Application Programming Interface. A software interface standard for biometric devices used to generalize communications between an application program and a biometric hardware device. BAPI is a standard published by IO Software, and is currently licensed by Microsoft.  

	Baud
	A unit of signaling speeds. The speed in baud is the number of discrete conditions or signal elements per second. It is now largely obsolete and has been replaced by "bits per second" (Bps).

	BioAPI
	Biometric Application Programming Interface: The BioAPI Consortium was founded to develop a biometric Application Programming Interface (API) that brings platform and device independence to application programmers and biometric service providers. The BioAPI Consortium is a group of over 120 companies and organizations that have a common interest in promoting the growth of the biometrics market.

The BioAPI Consortium developed a specification and reference implementation for a standardized API that is compatible with a wide range of biometric application programs and a broad spectrum

	Biometric
	A measurable, physical characteristic or personal behavioral trait used to recognize the identity, or verify the claimed identity, of an end-user.  

	Biometrics
	Identification and authentication techniques based on the physical characteristics of a person such as fingerprints, hand geometry, retina scan or voice print.

	Bluetooth
	A wireless system operating in the 2.4 GHz ISM band intended initially as a short-range cable replacement technology. 

A technology that allows an array of devices to communicate over short-distance wireless connections. This technology applies to PCs on a local area network as well as cell phones, personal digital assistants and even wristwatches.

	BNC
	Bayonet Neill-Concelman. A type of bayonet-lock coaxial cable connector used for video and telecommunications.

	BPS
	Bits Per Second, a measurement of data rate, generally excluding the contributions or effects of error correction, encryption, framing, synchronization and similar such signals

	Broadband
	A term to describe a high-speed communications channel (usually > 1.5 Megabytes per second). Broadband networks are required to offer 3G services that combine voice, data and multimedia.

	Byte
	Originally coined as a data chunk of from 1- to 6-bits, later up to 9-bits, spelled with a "y" to avoid confusion with bit. Modern usage, a byte is 8-bits. Octet is a modern, ITU term which has never meant other than 8-bits.

	C
	

	C4I
	Command, Control, Communications, Computers, Intelligence

	C4ISR
	Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance

	CAC
	Common Access Card: Credit card size card with an Integrated Circuit Chip (ICC).

	CADM
	C4ISR Core Architecture Data Model

	CATV
	Community Antenna TeleVision (system), commonly known as "cable-TV".

	CCDE
	Command Control and Display Equipment

	CCIR (now ITU-R)
	From the French for the International Radio Consultative Committee. An International Telecommunications Union (ITU) (United Nations) body that mainly sets international standards for radio and satellite telecommunications.

	CCITT (now ITU-T)
	(Comité Consultatif International Télégraphique et Téléphonique) The French acronym that translates to the International Telegraph and Telephone Consultative Committee. This international body renamed itself ITU (International Telecommunications Union).

	CCTV
	Closed Circuit TeleVision. Non-broadcast television, intended for limited user access, often used for security and monitoring.

	CDMA
	1) Code Division Multiple Access, a spread-spectrum technique used with Ku-band satellites to provide mobile data to truckers, for example. Have benefits under multipath conditions. Also the IS-95 digital PCS cellular standard in the USA. 

2) A wireless communications technology that uses the spread spectrum communication to provide increased bandwidth. CDMA offers improved performance over the earlier TDMA technology.

	CD-ROM
	(Compact Disc Read Only Memory) Optical disc that is created by a mastering process and used for distributing read only information.  

	CGI
	Common Gateway Interface, a method of extending web server functionality using scripts or programs in response to Web browser requests

	Checksum
	1) (also called Hash) A count of the number of bits in a transmission unit so that the recipient can make sure the correct number of bits arrived and that the message is intact. See SHA-1, Cryptography.

2) The information produced by a mathematical technique used to determine whether or not errors have been introduced into a data stream. Usually used for low-bit-rate data transmission. A checksum does not include forward error correction capabilities. Compare with syndrome.

	CIF
	Common Intermediate Format:

When using ITU-T Rec. H.261 and H.263 coding methods (for videoconferencing), describes the type of coded video frame transmitted. 

The CIF is 352H x 288V pixels at video frame rates of 7.5, 10, 15 and 30 fps. Note that a codec providing no more than 7.5 fps is compliant with the recommendation. If better motion handling is needed, look for a numerically greater fps specification.

	Client
	A component that invokes an operation of another component.

	Client/Device
	Hardware that retrieves information from a server.   

	Client/Server
	An information system with a client device (usually a PC or a terminal) and a central server that houses all or part of the application.

	CMS
	Cryptographic Message Syntax. The internal format of an S/MIME message.

	Codec
	COder - DECoder. A digital device for the coding and decoding of video and/or audio signals usually to permit them to be transmitted in compressed and/or encrypted form.

	COI
	Community of Interest

	Color Burst
	The part of an NTSC or PAL composite video signal which provides a frequency and phase reference for the demodulation of the color information in codecs and video monitors.

	Component Video
	A video signal where the red (R), green (G) and blue (B) picture components are present as individual signals. Synchronization information may be included with the G signal or may be a separate signal. Less commonly (for videoconferencing, s-video), luminance and chrominance signals (YIQ or YUV) may be provided as separate signals, also referred to as component signals.

	Composite Video
	A video signal incorporating luminance, chrominance and synchronizing information.

	Compression
	Technique used to reduce the number of bits in a digital image file; JPEG and TIFF are two examples.  

	Compression, data 
	The process of reducing the quantity of data necessary to transmit or store. See below: 

	Compression, lossless 
	A process that allows data compression and its expansion to its original form without any loss of information. PKZip, ZOO and ARC are common examples. See also Huffman Coding. 

	Compression, lossy 
	A process that compresses data in such a manner as to make complete recovery of the original data impossible. This approach is commonly used for still- or motion-images where the recovered image only needs to be subjectively acceptable. Examples include JPEG, MPEG1, MPEG2, MPEG4, H.261 and H.263. Note that lossy compression provides significantly greater available compression than lossless compression. See also Cosine Transform. 

	COMSEC
	Communication Security

	Contact Smart Card
	A smart card that operates by physical contact between the reader and the smart card's different contacts (in comparison to Contactless smart cards).

	Contactless
	A smart card with no visible module that communicates by means of a radio frequency signal. There is no need of physical contact between the card and a reader

	Content Management System  
	The capability to manage and track the location of, and relationships among, content within a repository.  

	CORBA
	Common Object Request Broker Architecture

	COTS
	Commercial Off The Shelf: Describes commercially produced and available items procured for military use often through civilian contractors

	CRC
	Cyclic Redundancy Code. An error checking method for digital signals. 

A popular method of ensuring transmissions has not been garbled.

	CRD
	Capstone Requirements Document

	CRT
	Cathode Ray Tube

	CryptoAPI


	Cryptographic Application Programming Interface: A Microsoft API that offers system-level access to common cryptographic functions.

	D
	

	DAB
	Digital Audio Broadcast, digital audio signal added to a conventional FM broadcast signal following FM modulation. Compatible with standard FM radio broadcast receivers, a special decoder is needed to hear the DAB signal.

	DAC

	Discretionary Access Control: allows users to control access to data or objects they own. Unlike MAC, users can control DAC. The owner of an object or file can control access to that object by specifying who is allowed access to that object and what mode of access is permitted (i.e. read, write, or execute permissions). 



	Database
	Electronic collection of records stored in a central file and accessible by many users for many applications. (2) Collection of data elements within records or files that have relationships with other records or files. Relational databases are most common data is stored in standard rows, tables, and columns. XML databases are a developing technology.  

	dB
	Decibel. One-tenth of a Bell, a logarithmic measurement of acoustic, electromagnetic or electrical power, voltage or current ratios.

	DCC
	Data Communication Channel

	DCD
	Device Configuration Description: A Device Configuration Descriptor is an element of the Domain Profile that contains information about the children CF Devices for a CF Device, how to find the CF DomainManager, and the configuration information (Log, CF FileSystems, etc.) for a CF Device.

	DCE
	A configuration protocol identifying Data Communication Equipment, the type of data connection at equipment that connects to a communications facility. This consideration is important when interconnecting RS-449, RS-232, V.35, X.21 and other digital communications signals. Compare DTE. 
Distributed Computing Environment, a complex middleware platform providing security services.  

	Decryption
	The process of transforming encrypted text or data (called cipher text) into original text or data (called plain text).

	DEERS
	Defense Eligibility & Enrollment Reporting System: A system that contains accurate and timely information on all eligible Uniformed Services members (Active Duty, Reserve and Retired) and their families as well as DoD Civilians (23 million records). It includes detailed information on DoD Benefit Program eligibility.

	DES
	Data Encryption Standard

1) Data Encryption Standard. A 64-bit private-key encryption technique, part of many standards. An encryption system that encodes communications, providing security and "privacy" of communication by making interception and decoding impossible (for all practical purposes). Double DES or DES2 uses tandem DES algorithms for greater security. Variants may use variable-length keys.

2) The U.S. Government standard (FIPS 46-1) (DES) describing a symmetric-key cryptographic algorithm widely used especially by the financial industry. A variant of DES, called triple DES, which encrypts each block of plain text three times using three keys, was developed to improve the security of DES while preserving the existing investment in software and equipment. Triple DES is also widely used, although it results in higher processing overhead. 

3) American National Standards Institute, ANSI X3.106, “American National Standard for Information Systems - Data Link Encryption”5) An encryption standard developed by IBM in 1974 and then tested and adopted by the National Bureau of Standards. Published in 1977, the DES standard has proven itself over nearly 20 years of use in both government and private sectors.  
Note: DEPARTMENT OF COMMERCE, National Institute of Standards and Technology
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Announcing Approval of the Withdrawal of Federal Information Processing Standard (FIPS) 46-3, Data Encryption Standard (DES); FIPS 74 (Federal Register / Vol. 70, No. 96 / Thursday, May 19, 2005 / Notices) 

	Device Driver
	The low-level software, at the physical layer, that controls the physical interface a device uses for communication, e.g. to a hardware bus.

	Differential Inter-frame Coding
	In motion video compression. The transmission of only the difference information between adjacent video frames.

	Digital Rights Management  
	Enables secure distribution, and disables illegal distribution, of paid content over the Web.  

	DISR
	Department of Defense Information Technology Standards and Profile Registry

	DMS
	Defense Management System: A secure, reliable, interoperable, and seamless messaging system for the Army.

	DMS
	Defense Message System: A secure, reliable, interoperable, and seamless messaging system for the Army.

	DNS
	1) Domain Name System, an automatic Internet phone book, translating an easy-to-remember domain name like hei.ca to its Internet address like 64.225.84.113 and vice-versa.

2) The name lookup the Internet uses to convert from alphabetic names such as www.gemplus.com to 32-bit binary IP addresses.

	DoD
	Department of Defense

	DoDAF
	Department of Defense Architecture Framework

	DoDD
	Department of Defense Directive

	Domain
	A Domain defines a set of hardware devices and available applications under the control of a single DomainManager component.

	DPCM
	Differential Pulse Code Modulation. A method of digital encoding, in which the analog signal is sampled, and the difference between each sample of the signal and its prior estimated value is quantized and digitally encoded.

	DPD
	Device Package Descriptor: an element of the Domain Profile that contains information usable by system operators and maintainers, accessed via the HCI. It has properties that define specific information (manufacturer, model number, serial number, etc.) about the device.

	DSS
	Digital Signature Standard. A cryptographic signature algorithm that is part of many standards. Also called DSA (Digital Signature Algorithm).

	DTE
	A configuration protocol that identifies Data Terminal Equipment; the type of data communications connection at equipment connecting to a DTE device. Compare DCE.

	DVD
	(Digital Versatile Disc) 120mm optical disc on which digital video, audio, data, and images can be stored. Available in read only, recordable, and rewritable formats.  

	DW
	Data Warehouse

	E
	

	EAI
	Enterprise Application Integration

	ebXML
	Electronic Business Extensible Markup Language

	EIA
	Electronic Industries Association. A North American standards-setting body.

	EMC
	Electromagnetic Compatibility: The ability of systems, equipment, and devices that use the electromagnetic spectrum to operate in their intended operational environments without suffering unacceptable degradation or causing unintentional degradation because of electromagnetic radiation response.  It evolves the application of sound electromagnetic spectrum management; system, equipment, and device design configuration that ensures interference-free operation; and clear concepts and doctrines that maximize operational effectiveness

	EM
	Enterprise Management

	Encryption
	1) A cryptographic procedure whereby a legible message is encrypted and made illegible to all but the holder of the appropriate cryptographic key.

2) One of a number of approaches to convert "plain text" or data into information that is unreadable, except for the intended recipients. Adjectives like "weak" and "strong" are often used to further describe the encryption systems. Similarly, under military conditions, encryption may be described as providing "privacy" or "secrecy".
3) The process of scrambling files or programs, changing one character string to another through an algorithm (such as the DES algorithm).  

	ESC/FD
	USAF Electronic Systems Center Force Protection System Squadron

	ETSI
	European Telecommunications Standards Institute: The E.U. organization in charge of defining European telecommunications standards. The most well known European telecom standard is GSM

	Extranet
	"Extranet" refers to extending the LAN via remote or Internet access to partners outside your organization such as frequent suppliers and purchasers.  Such relationships should be over authenticated link to authorized segments of the LAN and are frequently encrypted for privacy."  

	F
	

	FAQ
	Frequently Asked Question. Usually, this is a document that lists frequently asked questions on a particular topic and gives answers to the questions.

	FCC
	Federal Communications Commission: A US body regulating, approving and licensing radiated electromagnetic signals including broadcasting and telecommunications.

	FDMA
	Frequency-Division, Multiple Access.

	FEC
	Forward Error Correction

	FHSS
	Frequency Hopping Spread Spectrum

	FIPS
	Federal Information Processing Standard: Technical standards issued by the National Institute of Standards and Technology (NIST). U.S. Government agencies are expected either to purchase computer-related products that conform to these standards or to obtain a formal waiver. FIPS that are relevant to MGS include: FIPS 46, Data Encryption Standard; FIPS 140-1, Security Requirements for Cryptographic Modules, which is largely a performance standard addressing security functionality and assurance; FIPS 180-1, Secure Hash Algorithm; and FIPS 186, Digital Signature Standard.

	Firewall
	1) An application or a dedicated computer that protects the resources of one network from users on other networks.

2) A system or combination of systems that enforces a boundary between two or more networks.  

	Forward Error Correction
	A mathematical technique in which a syndrome is generated and transmitted with data. At the receive location, processing of the syndrome, along with the data, allows correction of errors caused by the transmission system. Depending upon the FEC technique used and how it is applied, transmitted signals may be made more or less robust in the presence of line transmission errors.

	FOTS
	Fiber Optic Transmission System. With its minimal transit time delay and very low bit error rate, FOTS is the superior method to transmit high-speed data, digital video signals and other compressed signals.

	Frame Relay
	A wide-area network protocol often transported over DS1 facilities. Latency can cause problems for videoconferencing.

	FSK
	Frequency Shift Keying, a data transmission modulation method

	Full Duplex
	A transmission system, together with its associated equipment, capable of simultaneously transmitting and receiving signals, as opposed to simplex (unidirectional) or half-duplex (one direction at a time) systems.

	G
	

	Gateway
	Hardware or software that converts between algorithms, protocols or standards. May also act as a means of access from one network to another. Or a bridge between two networks

	Genlock
	The synchronization of a piece of video equipment to another using an external video or similar signal. In broadcasting and videoconferencing systems, all picture sources should be genlocked together or synchronous.

	GFSK
	Gaussian filtered Frequency Shift Keying; a data modulation method used by Bluetooth (which see) wireless systems. Gaussian filtering reduces the instantaneous transmission bandwidth required.

	GIG
	Global Information Grid: The globally interconnected, end-to-end set of information capabilities associated processes and personnel for collecting, processing, storing, disseminating, and managing information on demand to warfighters, policy makers, and support personnel.  The GIG includes all owned and leased communications and computing systems and services, software (including applications), data, security services and other associated services necessary to achieve information superiority.  It also includes National Security Systems as defined in section 5142 of the Clinger-Cohen Act of 1996.  The GIG supports all Department of Defense, National Security Systems, and related Intelligence Community missions and functions (strategic, operational, tactical and business), in war and in peace.  The GIG provides capabilities from all operating locations (bases, posts, camps, stations, facilities, mobile platforms and deployed sites).  The GIG provides interfaces to coalition, allied, and non-DoD users and systems.

	GIS
	Geographic Information Systems

	GAL 
	Global Address List: an address list for an entire organization or domain within that organization that contains names and e-mail addresses for all subscribers within the domain. It may also contain other relevant information about each user, such as public key certificates, telephone numbers, and/or physical locations.

	GPS
	Global Positioning System

	GSM
	Global System for Mobile Communications: a European standard for digital cellular telephones that has now been widely adopted throughout the world. Under the ETSI standard, GSM telephones contain a SIM smart card that identifies the individual subscriber. 



	GUI
	Graphical User Interface; a human - machine interface based on a graphical and iconic metaphor techniques, to simplify or clarify operation of a device and to provide visual feedback to the operator about the state of the system.

	H
	

	Hash Function
	A function that maps a variable-length data block or message into a fixed-length value called a message digest or hash code. The function is designed so that, when protected, it provides an authenticator for the data or message, because any alteration in the original message will produce a very different hash or digest value. The most widely-used hash function, called Secure Hash Algorithm-1 (SHA-1), was developed by NIST, to be used with the Digital Signature Algorithm, and was published in 1995 as FIPS 180-1.

	HCI
	Human-Computer Interface

	HDLC
	ISO: High-level Data Link Control protocol.

	HDTV
	High Definition Television: Any of a number of television technologies providing an image aspect ratio of about 2:1 (WxH) and with resolution far superior to NTSC, PAL or SECAM.

	Host
	A host is a computer/processor and/or software application that provides services to one or more elements connected to it. These services may include, but are not limited to, network access, program loading, database storage, and HMI. The element or elements connected to a host may be hardware elements (e.g. FPGAs), processing elements (e.g. DSPs), or a combination of elements (e.g. a JTRS radio).

	HTML
	HyperText Markup Language, a subset of SGML, commonly used for Internet Web-page design.

	HTTP
	Hyper Text Transfer Protocol: The Web’s communication standard. Stabilized at HTTP/1.1, it defines the universal mechanism for exchanging application-level messages between Web devices. All web services run over HTTP.

	Huffman Coding
	A lossless, statistically-based entropy coding technique used to compress data in which the most frequently occurring code groups are represented by shorter codes, and rarely occurring code groups are represented by longer codes. Used in H.320 and other videoconferencing codecs, Group 3 facsimile and JPEG.

	I
	

	IDS
	Intrusion Detection System

	IEC
	International Electrotechnical Commission: Standards for electrical, electronic & related technologies.

	IEEE
	Institute of Electronics & Electrical Engineers

	IETF
	The Internet Engineering Task Force, a public forum that develops standards and resolves operational issues for the Internet. IETF is purely voluntary.  

	IGMP
	Internet Group Management Protocol

	IHS
	IBM Hyper Text Transfer Protocol Server

	IMAP, IMPA4
	Internet Message Access Protocol. A method for mail clients to retrieve mail from a message store. IMAP is newer and has more features than the more popular POP protocol.

	Internet
	The shared global computing network. A network based on standards including Internet Protocol (IP), Simple Mail Transfer Protocol (SMTP) and the Domain Name System (DNS), which enables global communications between all connected computing devices. It provides the platform for web services and the World Wide Web.

	Interoperability
	Interoperability Refers to a system or a product that is capable of operating with another system or product directly without additional developmental effort by the user.

The ability of products manufactured by different companies to operate correctly with one another.

	IOS
	Input/Output Subsystem

	IP
	Internet Protocol

	IP
	Internet Protocol, packet transmission standard for the transmission of data, voice, video and other information over the Internet.

	IR
	InfraRed, that portion of the electromagnetic spectrum adjacent to the visible light spectrum and with longer wavelengths. IR is often used for optical communications over FOTS or through the air.

	ISDN
	Integrated Services Digital Network, see also BRI and PRI. A switched digital service using a 16 Kbps "D" channel for signaling and two or more 64 Kbps or 56 Kbps (some US) "B" channels for data transmission.

	ISM
	Industrial, Scientific and Medical, unlicensed radio bands.

	ISO
	International Standards Organization sets standards for data communications: A network of national standards institutes from 140 countries working in partnership with international organizations, governments, and industry, business and consumer representatives. It is responsible for all standards area not specifically assigned to IEC.  

	ISSA
	Information Systems Security Association.  

	IT
	Information Technology: Any equipment or interconnected system or subsystem of equipment, that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information.  Information technology includes computers, ancillary equipment, software, firmware, and similar procedures, services (including support services), and related resources.  Information technology does not include any equipment that is acquired by a Federal contractor incidental to a Federal contract.

	ITU
	International Telecommunications Union.  Formerly CCITT, CCIR.

	J
	

	Java
	A network-oriented programming language invented by Sun Microsystems. Java was specifically designed so that programs could be safely downloaded to remote devices (e.g., Web pages, smart cards, etc.).

	Java Card
	A set of specifications for running a subset of Java on a smart card. The Gemplus products that implement this standard include GemXpresso and GemXplore 'Xpresso. 

	J2EE
	Java 2 Enterprise Edition: A version of Java designed for heavy-duty servers with strong support for integration of back-end systems. 

	J2ME 

	Java 2 Micro Edition: An implementation of the Java operating system for resource restricted devices such as mobile handsets or PDAs. Next generation handsets running J2ME should be able to interact with smart cards running Java Card. 

	J2SE
	Java 2 Standard Edition: A version of Java(tm) 2 designed primarily for individual desktops computers. 

	JPEG 
	Joint Photographic Experts Group. An ISO video compression standard for storage and transmission of a variety of still graphics image formats (not only NTSC in origin). It may be used in conjunction with fully compliant ITU-T codecs and includes both lossy and lossless modes. Note that so-called "motion JPEG" is a proprietary method of motion video transmission, and is not a standard. 

	JTA
	Joint Technical Architecture

	JVM
	Java Virtual Machine: An essential element of the Java programming language. The JVM is an abstract computing machine with its own instruction set and memory. A JVM is included in each release of Java (J2ME, J2SE and J2EE). See JCRE 

	K -
	

	KBps (KB/s) 
	KiloBytes (thousands of bytes or octets) per second. One kilobyte contains 1,024 bytes ( 2 10 bytes) 

	Key  
	Any piece of information, usually a number contained in a certain minimum number of bits, needed or used to encrypt or decrypt a message. 

In encryption, a key is a sequence of characters used to encode and decode a file. You can enter a key in two formats: alphanumeric and condensed (hexadecimal). In the network access security market, "key" often refers to the "token," or authentication tool, a device utilized to send and receive challenges and responses during the user authentication process. Keys may be small, hand-held hardware devices similar to pocket calculators or credit cards, or they may be loaded onto a PC as copy-protected, software.  

	KHz 
	KiloHertz, (analog), thousands of cycles per second. 

	Ku-band 
	A microwave frequency band. When used for satellite links, the frequencies assigned are: 

* uplink (to the satellite): 14.0-14.5 GHz 
* downlink (from the satellite): 11.7-12.2 GHz 

Ku-band is susceptible to rainfall attenuation, often noted by DBS customers as blocking. 

	KVM
	K Virtual Machine: A Java VM (Virtual Machine) suited for mobile devices. As its name suggests, the VM is measured in tens of KB. See also Virtual Machine, J2ME.

	L -
	

	LAN 
	Local Area Network usually used to connect workstations to a server or to each other, operating at modest speeds. Ethernet, available at 10-, 100- or 1000-Mbps is perhaps most widely used. 

	Laser/Light Devices
	The effects of bright light/laser devices can range from dazzle or glare to image formation, flash-blindness and irreversible damage. These devices are considerably less effective in daylight or in the presence of strong artificial light.

	Latency 
	The amount of delay in a LAN or WAN. For basic data where a small delay can be tolerated, latency is usually not an issue. However, for communications services used for videoconferencing or VoIP for example, latency can interfere with the audio and/or visual communications. In shared bandwidth transmission environments, it is possible to encounter latency which varies dynamically, caused by perhaps a single user accessing or originating multi-megabyte-sized files or accessing high bandwidth streaming signals. 

	layer 
	a set of entities and the services they provide 

	LCD 
	Liquid Crystal Display. A very low-power device capable of displaying characters, words and symbols, often built into a telecommunications equipment control panels. 

	LCP 
	Link Control Protocol (PPP usage) 

	LDAP 
	Lightweight Directory Access Protocol, developed at the University of Michigan as a front-end to the more complex ITU-T X.500 directory protocol, formalized in 1995 in RFC 1777. It includes five models: data, organization, security, function and topology. It is useful for a wide range of uses including simple dialing directories and indexing large databases. 

	LEC 
	Local Exchange Carrier 

	LEO 
	Low Earth Orbit, non-geosynchronous satellites used for communications and other purposes. 

	LIC
	Low-Intensity Conflict: A political-military confrontation between contending states or groups that is below conventional war and above the routine, peaceful competition among states, including rebellions and insurrections characterized by adversaries dedicated to a cause but normally lacking command and control structure and modern equipment.

	Linux
	An Open Source operating system that is derived from UNIX.

	LLT
	Less-Lethal Technology: Synonymous with NLW, but also encompassing more advanced technologies and those that may not pr4ecisely fall under the weapon genre.

	LLW
	Less-Lethal Weapons: Weapons explicitly designed and primarily employed so as to incapacitate personnel or materiel, while minimizing fatalities, permanent injury to personnel, and undesired damage to property and the environment.

	LMCS 
	Local Multipoint Communication System, another version of MMDS or "wireless network" term used in Canada. Data rates can be as high as 155 Mbps compared to 64 Kbps cell phones and, depending on jurisdiction, may operate between 2-GHz and 42-GHz with up to 3-GHz of spectrum available. 

	LMDS 
	Local Multipoint Distribution Service, a broader-band, higher frequency, version of MMDS or "wireless network". Data rates can be as high as 155 Mbps compared to 64 Kbps cell phones and, depending on jurisdiction, may operate between 2-GHz and 42-GHz with up to 3-GHz of spectrum available. (In Canada, known as LMCS, local multipoint communications systems.) 

	LMR 
	Land Mobile Radio 

	LMSS 
	Land Mobile Satellite Service 

	LNA 
	Low Noise Amplifier, an active device used in conjunction with an appropriate antenna to amplify and receive satellite microwave signals. 

	LNB or LNBC 
	Low Noise Block Converter, an active device used in conjunction with an appropriate antenna to convert a range of satellite signals to some intermediate frequency for processing by a receiver etc. 

	LOF
	 Loss of Frame

	Logical Access Control 
	Refers to an automated system that controls an individual's ability to access one or more computer system resources such as a workstation, a network, an application, or a database.

	LOH
	Line Overhead: The SONET protocol layer dealing with the path between multiplexers is called the LINE layer. Line Overhead is the bandwidth consumed by the management and coordination of this link.

	LOS
	 Loss of Signal

	LRA
	Local Registration Authority: A type of Registration Authority with responsibility for a local community.

	LTE
	 Line Terminating Equipment

	Luminance 
	The portion of a composite video signal that represents the monochrome or brightness part of the image. 

	LZW 
	Lempel-Ziv-Welch; a lossless data compression algorithm named after its developers. 

	M 
	

	MAC

	Mandatory Access Control is an added security constraint enforced by a trusted operating system. MAC governs access to data, devices, or networks based on their sensitivity levels. MAC, as the name implies, is mandated by the trusted operation system and cannot be changed or removed by users.



	Magneto Optical 
	(MO) Recording data using a combination of magnetic and optical means to change the polarity of a magnetic field in the recording medium. Data is erasable and/or rewritable.  

	MB
	Mega Byte

	Mbps (Mb/s) 
	Megabits (millions of bits) per second. One megabit contains 1,048,576 bits ( 2 20 bits) 

	MBps (MB/s) 
	MegaBytes (millions of bytes or octets) per second. One megabyte contains 1,048,576 bytes ( 2 20 bytes) 

	MC 
	Multi-Carrier, part of modern data transmission modulation schemes, used by GFSK, Bluetooth, etc. 

	MCU
	Multipoint Control Unit: A device that links three or more videoconference locations for fully interactive audio, data and video teleconferencing. An ITU-T MCU must meet the requirements of H.231 and H.243. In addition, the T.12x and T.13x suites of standards, desirable for both codec and MCU, provide greater functionality for multipoint videoconferencing. 

	Memory Card
	A smart card containing a memory chip with read / write capability and in some cases hardwired security functions (some people do not consider memory cards as smart cards).

	MF-UA  
	Multi-factor User Authentication: utilizes 2 or more forms of verification to confirm the identity of a user. For example, a user might be required to provide the correct password and touch a fingerprint sensor to match against an existing fingerprint template before being granted access to a computer.  

	MGCP 
	Multimedia Gateway Control Protocol. 

	MHTML
	MIME-enhanced HTML. A method for sending aggregated HTML documents (such as ones with images) in a single MIME message.

	MHz 
	MegaHertz, in analog signals, millions of cycles or alternations per second. 

	Middleware  
	 Software that allows the PC to interact with the CAC and the attached smart card reader.

	MIDlet
	Mobile Information Device [App]let: An applet designed to run on a mobile device under the MID profile of J2ME.

	MIME
	Multipurpose Internet Mail Extensions. A structured format for messages which allows a single message to contain many parts.

	Mission Category  
	(GIG IA 6-8510 G&PM) Applicable to information systems, the mission category reflects the importance of information relative to the achievement of DoD goals and objectives, particularly the war fighter's combat mission. Mission categories are primarily used to determine requirements for availability and integrity services. DoD will have three mission categories  

Mission Critical  
Systems handling information that is determined to be vital to the operational readiness or mission effectiveness of deployed and contingency forces in terms of both content and timeliness. Information in these systems must be absolutely accurate and available on demand (may be classified information, as well as sensitive and unclassified information).

Mission Support  
Systems handling information that is important to the support of deployed and contingency forces. The information must be absolutely accurate, but can sustain minimal delay without seriously affecting operational readiness or mission effectiveness (may be classified information, but is more likely to be sensitive or unclassified information).

Administrative  
 Systems handling information that is necessary for the conduct of day-to-day business, but does not materially affect support to deployed or contingency forces in the short term (may be classified information, but is much more likely to be sensitive or unclassified information).

	MLP 
	Multi-Layer Protocol. 

	MLS
	Multi-Level Security

	MMC
	Multimedia Card: A standard for very small (24 x 32 x 1.4 mm) memory units that can be used in portable devices (e.g., PDAs, mobile phones, etc.). They can store up to 64 MB of data. See http://www.mmca.org/ for more information.

	MMDS 
	Multi-channel Multipoint Distribution Service. Sometimes called "wireless cable", a technology to provide television, and sometimes simplex or full duplex data services to areas where customer separation makes wired systems uneconomic. When used with a return audio channel, useful for distance learning. 

	Modem 
	MOdulator - DEModulator. A device that converts digital signals to a form suitable for analog transmission. 

	Module
	(also called micromodule) The unit formed of a chip and a contact plate, with fine connecting wires that is encapsulated in a drop of epoxy resin. The module is embedded in a cavity in the card body.

	MOOTW
	Military Operations Other Than War: Operations that encompass the use of military capabilities across the range of military operations short of war. These military actions can be applied to complement any combination of the other instruments of national power and occur before, during, and after war.

	MOSS
	MIME Object Security Services. A protocol for exchanging digitally signed and/or encrypted mail. that never gained much use.

	MOUT
	Military Operations on Urbanized Terrain: All military actions planned and conducted on a topographical complex and its adjacent natural terrain where man-made construction is the dominant feature. It includes combat-in-cities, which is that portion of MOUT involving house-to-house and street-by-street fighting in towns and cities.

	Motion Prediction 
	A type of interframe coding used by codecs to compress motion video. By examining statistics of previous video frame sequences, a future prediction of the motion vectors and rate-of-change for an object, block or group of pixels is developed for subsequent frames. In H.261, the estimated vectors must terminate within the image while in H.263, they may extend outside the image bounds. Important at lower transmit bit rates, optional in H.261. 

	MP
	Military Police: Army and Marine Corps police forces designated by specific Military Occupational Specialty.

	MPEG 
	Motion Pictures Experts Group, an ISO image standards group. 

	MPEG1 
	MPEG1 is the first of a family of motion video and audio compression standards. It provides DCT lossy compression with rather high quality. It is intended for broadcast quality applications, with resolutions based upon the CCIR (now ITU-R) 601 standard for video coding. It uses three coding protocols: Intraframe coding or I-Pictures (no prediction), P-Pictures, incorporating motion prediction from the previous video image and, B-Pictures (bi-directional prediction) which include motion prediction one frame ahead as well as from the previous frame. MPEG2 has largely supplanted MPEG1. 

	MPEG2 
	MPEG2 is the second in a family of motion video and audio compression standards. The result of a natural evolution from MPEG1, it provides DCT lossy compression ranging from low to rather high quality although not as good as MPEG1. It is intended for broadcast quality applications, with resolutions based upon the CCIR (now ITU-R) 601 standard for video coding. It uses three coding protocols: Intraframe coding or I-Pictures (no prediction), P-Pictures, incorporating motion prediction from the previous video image and, B-Pictures (bi-directional prediction) which include motion prediction one frame ahead as well as from the previous frame. MPEG2 also has a coding mode at 24 frames per second, matching that of motion picture film, useful for offline image encoding. MPEG2 has largely supplanted MPEG1 and is used for coding multimedia images from CD-ROM, DVD, broadcasting, pay TV and high quality videoconferencing. MPEG2 also includes more coding decision points than MPEG1, permitting rather fine control of image quality over time in response to the needs of other channels in applications like DBS. 
This standard is also known as ITU-T H.262 

	MPEG3 
	The MPEG3 standard was intended as an ultra-high quality solution that was abandoned during development, and therefore does not exist. However, the term "MPEG3" is sometimes incorrectly used to describe MPEG2 layer 3 audio (MP3). 

	MPEG4 
	MPEG4 is an ISO standard intended to satisfy the needs of content authors, network service providers and end users. It is a multifaceted, extensible standard, and is an attempt to provide all things to all people. It covers sprites, speech synthesis, streaming video, multimedia and many other aspects including a foreground-background coding technique which will likely supplant MPEG2 for broadcast applications as it uses about one-half the bandwidth for equivalent quality. The most common version found in the PC environment is known as MPEG4 Part 3 which includes moving images and sound. 

	MPEG4 Part 10 AVC 
	An ISO motion-video compression standard using advanced video coding, a foreground-background coding technique, intended for high-quality applications. Merged with ITU-T work on same subject and known as H.264 (which see). 

	MTBF 
	Mean Time Between Failures, a measure of system or hardware reliability or availability. 

	MTIE
	 Maximum Time Interval Error

	MTTR 
	Mean Time To Repair. Especially useful for in complex systems, MTTR provides a mean time from the onset of a failure to return to pre-failure operational status. 

	Multiplex 
	To sequentially incorporate several data streams into a single data stream in such a manner that each may later be recovered intact. 

	MVDS 
	Multichannel Video Distribution System. Sometimes called "wireless cable", a technology to provide television, and sometimes simplex or full duplex data services to areas where customer separation makes wired systems uneconomic. When used with a return audio channel, useful for distance learning. Operates between 2-6 GHz and above 20 GHz depending upon circumstances. 

	MWS 
	Multipoint Wireless System. Another name for MMDS (which see). Sometimes known as "wireless cable", a technology to provide television, and sometimes simplex or full duplex data services including Internet and VoIP to areas where customer separation makes wired systems uneconomic. When used with a return audio channel, useful for distance learning. Operates between 2-6 GHz and above 20 GHz depending upon circumstances. 

	N -
	

	NAS 
	Network Attached Storage: Can be part of a SAN. Hard disk storage directly attached to the network to provide information access. 

	NC
	Network Computer: A "thin" client hardware device that executes applications locally by downloading them from the network. NCs adhere to a specification jointly developed by Sun, IBM, Oracle, Apple and Netscape. They typically run Java applets within a Java browser, or Java applications within the Java Virtual Machine.   

	NEC
	National Electric Code: A publication of the National Fire Protection Association (NFPA) which outlines requirements for electrical wiring and building construction.

	NEC
	National Electrical Code. A publication of the National Fire Protection Association (NFPA) which outlines requirements for electrical wiring and building construction.

	NEMA
	National Electrical Manufacturers Association.

	Network Computing Architecture 
	A computing architecture in which components are dynamically downloaded from the network into the client device for execution by the client. The Java programming language is at the core of network computing.   

	Network-Level Firewall 
	A firewall in which traffic is examined at the network protocol packet level.  

	NIC 
	Network Interface Card (PC usage, often referring to an Ethernet 10/100baseT device). 

	NIST 
	US National Institute of Standards and Technology; formerly US National Bureau of Standards (NBS). 

	NLAM
	Non-Lethal Anti-Material: Weapons explicitly designed and primarily employed so as to incapacitate material and vehicles, while minimizing fatalities, permanent injury to personnel, and undesired damage to property and the environment.

	NLW
	Non-Lethal Weapons: Military term for Less-Lethal Weapon.

	Node
	A virtual location to which information can be published and from which event notifications and/or payloads can be received (in other pubsub systems, this may be labeled a “topic”).

	NTSC 
	The National Television System Committee 525-line color-television standard used in North America and Japan. It is synonymous with CCIR System M. 

	Nyquist Criterion 
	From sampling theory, for a sine wave, the sampling frequency must be no less than twice the maximum signal frequency. 

	O -
	

	OAM
	(Operations Administration Maintenance) Refers to managing and maintaining a network or network device. The P in "OAM&P" adds "provisioning" to the list, which is a carrier (telephone company or telecommunication company) term for setting up a service.

	OC
	Oleoresin Capsicum: Also known as 'pepper spray'. OC is made completely from organic materials and is FDA-approved for sale over-the-counter in the United States. Causes severe and immediate burning sensation to mucous membranes when sprayed into face, nose, and eyes.

	OCR 
	(Optical Character Recognition) Technique by which images of characters can be machine identified, then converted into computer processable codes.  

	Octet 
	8-bits of data (European usage), the same as a modern byte (which see). 

	OFDM 
	Orthogonal Frequency Division Multiplexing 

	One-Time Password 
	In network security, a password issued only once as a result of a challenge-response authentication process. Cannot be "stolen" or reused for unauthorized access.  

	OO
	Object Oriented

	Open System
	A system that uses industry standard development approaches. Open systems allow issuers to call upon multiple suppliers for a given product. See Java Card, and MultOS.

	Operating System 
	System software that controls a computer and its peripherals. Modern operating systems such as Windows 95 and NT handle many of a computer’s basic functions.  

	Optical Disc  
	Medium that will accept and retain information in the form of marks or density modulation in a recording layer that can be read with an optical beam.  Primarily WORM (Write Once, Read Many); Optical disk on which data is recorded by the user once (and is unalterable) and can be read many times.  

	OS
	Operating System: A smart card OS ensures secure access to data as well as file management functions, much like the operating systems on a personal computer. See also Open system.

	OSI 


	Open Systems Interconnection: A proto-type reference model. Its purpose is to promote communication-interconnection between diverse systems. (See GOSIP) Connected computers may be completely different.  It is a set of internationally accepted protocols grouped into a seven (7) layer reference-architecture. It was developed by the International Standards Organization (ISO). Each layer uses and builds on the services provided by those below it. Layers are: 

(0)Media: Cables, wires,  optical fibers,  radio frequencies; 

(1)physical: hardware and/or software to interface to media; 

(2)data link: hardware and/or software to interact with the data link layer on the other end of the immediate-media

(3)network: software that uses network devices addresses, routing, path and other networking concepts to establish and maintain a network

(4)transport: software that establishes, monitors and maintains a service level for a communication exchange

(5)session: software that remembers details of exchanges between devices so that a multiple number of related exchanges are enabled

(6)presentation: conversions – encryption, format, character-representation – not all protocol-stacks break-out this layer and 

(7)application layer: applications sending and receiving bit streams for voice, video or data. 



	OV
	Operational View

	P -
	

	P2P
	Peer-to-Peer

	Packet 
	A form of data transmission breaking the information into many small packets, each including information such as source, destination, protocol and packet length information. The concept is used for the Internet where a given transmission facility is shared by many different users, with packets removed or added as appropriate at different locations. 

	PAL 
	Phase Alternate Line, the European 625-line, 25-frame per second color-television standard. 

	PAM 
	Pulse Amplitude Modulation, a sampled analog signal which may exist as an intermediate step prior to the signal's coding and quantizing. 

	Passband 
	A range of frequencies passed by a device or network. 

	Passphrase   
	Passphrase defines a phrase containing a number of characters, numbers, spaces, and punctuation used to identify a user. Passphrase differs from a password in that the passphrase can be a sentence or group of words whereas a password is generally a single set of characters and numbers. An example of a passphrase might be: “High performance Workers* require high performance c0mputer$.”  

	Password 
	A secret code assigned to a user. A@ known by the computer system. Knowledge of the password associated with the user ID is considered proof of authorization. (See One-Time Password.)  

	PBCC 
	Packet Binary Convolutional Coding 

	PBX 
	Private Branch Exchange. A telephone/data switching system, usually located on customer premises and belonging to the user. In contrast to Centrex which is largely located on the common carrier's premises. Some modern PBXs provide effective switched digital interfaces for operation of switched 64/56 Kbps and ISDN videoconferencing. 

	PC Card
	Standard architecture-independent extension device. These cards are typically used in laptop computers (formerly called PCMCIA).

	PCM 
	Pulse Code Modulation, a basic form of digital modulation where an analog signal is sampled, each sample is quantized independently of other samples, and then it is converted to a digital signal. 

	PCMCIA 
	Personal Computer Memory Card International Association 

	PCN
	Personal Communications Network:  A variant of the GSM wireless phone standard (sometimes called DCS 1800 or GSM 1800).

	PCS
	Personal Communications Services: A variant of the GSM wireless phone standard (sometimes called GSM 1900). See GSM.

	PDA 
	Personal Digital Assistant. 

	PDF
	 (Portable Document Format) Format developed by Adobe Systems for document publication.  

	Peer-to-peer
	Said of an information system when the participants are both "users" and "service providers."

	Perimeter-based Security 
	The technique of securing a network by controlling access to all entry and exit points of the network.  

	PGP
	Pretty Good Privacy. A protocol for exchanging digitally signed and/or encrypted mail.

	Picture Element 
	The smallest discrete part of a video image, the size of which is controlled by the analog-to-digital conversion sampling process and subsequent other compression processes. The more picture elements per line, the higher the resolution of the image. To convert the number of H pixels to a close approximation of TV lines of resolution for the NTSC system, simply multiply the number of H pixels by 0.78. Furthermore, each 80 TV lines of resolution (NTSC) requires 1 MHz of analog bandwidth for transmission. 

	PID 
	Premises Interface Device, a filtering and splitter device for interfacing bidirectional cable systems and the customer. 

	PIN
	 Personal Identification Number: A PIN is a 6 to 8 digit number used for Common Access Card identity verification and security. The PIN acts as a security code for the cardholder. The PIN prevents others from using your CAC fraudulently or gaining access to a your private key.

	PIP 
	Picture-In-Picture display. A video display mode in which a one-quarter- or smaller-size video image is superimposed over a full-screen video image. PIP is especially useful as a preview monitor for one-monitor videoconferencing installations and for TV receivers. 

	Pixel 
	Picture element. 

	PKCS
	Public-Key Cryptography Standards.

 RSA Encryption Standard 

· PKCS #1: The RSA encryption standard.

· PKCS #3: Diffie-Hellman Key-Agreement Standard 

· PKCS #5: Password-Based Cryptography Standard 

· PKCS #6: Extended-Certificate Syntax Standard 

· PKCS #7: Cryptographic Message Syntax Standard 
Informal inter-vendor standards developed in 1991 under the impetus of RSA. More information at: http://www.rsasecurity.com/rsalabs/pkcs/ 

· PKCS #8: Private-Key Information Syntax Standard 

· PKCS #9: Selected Attribute Types 

· PKCS #10: Certification Request Syntax Standard 

· PKCS #11: Cryptographic Token Interface Standard 

· PKCS #12: Personal Information Exchange Syntax Standard 

· PKCS #13: Elliptic Curve Cryptography Standard 

· PKCS #15: Cryptographic Token Information Format Standard. 

	PKI 
	Public Key Infrastructure: Enables the secure exchange of content through the use of a public and a private cryptographic key pair that is obtained through a trusted authority.  

	PKIX
	Internet X.509 Public Key Infrastructure. The name of the IETF working group creating standards for PKI on the Internet.

	PLL
	 Phase Locked Loop

	Plug-In Card
	Compact format for SIM cards.

	POP 
	Point-Of-Presence, the common carrier physical location in a city, for example. 

	POP, POP3
	Post Office Protocol. A method for mail clients to retrieve mail from a message store. POP is more widely used than the IMAP protocol, which has more features.

	Port
	A port identifies a source /consumer (Provides Port) or a sink /producer (Uses Port) for data and/or commands. A Port specifies the types of data and commands accepted.

	POS Terminal
	Point Of Sale Terminal: POS terminals (in comparison to central terminal) are handheld or desktop devices that can conduct transactions with smart or mag-stripe cards.

	PPP 
	Point-to-Point Protocol, often used for Internet access. 

	PPTP 
	Point-to-Point Tunneling Protocol, a newer technology supporting multi-protocol virtual private networks (VPNs), letting remote user access to corporate networks securely across the Internet. 

	PRA 
	European name for PRI. 

	PRBS
	 Pseudo Random Binary Sequence

	PRI 
	North American Primary-Rate Interface, 23B+D ISDN interface, made up of a 64 Kbps D-channel for signaling, and 23-B channels for data, each operating at 64 Kbps. 

	Primitive
	An abstract, implementation-independent representation of the interactions between service users and service providers.

	Private Key  
	The part of a key pair to be safeguarded by the owner. A private key is used to generate a digital signature. Private keys are used to decrypt information, including key encryption keys during key exchange. It is computationally infeasible to determine a private key given the associated public key.

In encryption, one key (or password) is used to both lock and unlock data. Compare with public key

	Proxy 
	1) A method of replacing the code for service applications with an improved version that is more security aware. Preferred method is by "service communities", i.e. Oracle, rather than individual applications. Evolved from socket implementations. 

2) A software agent that acts on behalf of a user. Typical proxies accept a connection from a user, make a decision as to whether or not the user or client IP address is permitted to use the proxy, perhaps does additional authentication, and then completes a connection on behalf of the user to a remote destination.  

	PSE
	Physical Security Equipment

	Public Key  
	The Part of a key pair that is made public, usually by posting it to a directory. A public key can be either a signature or key exchange key. The signer's public signature key is used to verify a digital signature. Sending an encrypted message requires use of the recipient's public key in the encryption process.

In encryption a two-key system in which the key used to lock data is made public, so everyone can "lock." A second private key is used to unlock or decrypt.  

	public key cryptography
	A method for creating two keys (also called a key pair) that can be used to encrypt and decrypt messages. One of the two keys, the public key, is widely published, while the other key, the private key is kept secret. When you want to encrypt a message for a recipient, you use that recipient’s public key; only someone with the private key can decrypt the message. When you want to digitally sign a message, you use your private key; anyone with your public key can then check the signature and verify that only you could have signed the message. 

	PKI
	Public Key Infrastructure: Framework established to issue, maintain, and revoke public key certificates.

	PWT 
	Personal Wireless Technology, the US version of DECT, operating between 1910 and 1920 MHz. 

	Q
	

	QAM 
	Quadrature Amplitude Modulation. 

	QCIF 
	Quarter Common Intermediate Format. Describes a subset of the type of coded video signals transmitted when using ITU-T H.261 and H.263 coding methods. See CIF. 

	QoS 
	Quality of Service which includes technical performance parameters like differential phase, latency, phase jitter or error distribution, together with worst-case performance values for each. 

	QPSK 
	Quadrature Phase Shift Keying, a modulation method for digital satellite transmission. 

	Quantization 
	The process of dividing a continuous range of signal values into larger, less granular, contiguous parts, a unique value being assigned to each part. The process assigns the same digital value to two or more of the original adjacent digital values. Quantizing is used as part of a lossy coding algorithm. 
Quantizers may be linear, non-linear or dynamic, depending upon the circumstances and application. 

	R -
	

	R - Y 
	Red minus luminance (Y). One of the two color signals used in encoding television signals. 

	RA 
	Registration Authority: Entity responsible for identification and authentication of certificate subjects that has automated equipment for the communication of applicant data to Certification Authorities and does not sign or directly revoke certificates.

	RAD
	Rapid Application Development: An approach that relies on small teams using joint application development and iterative-prototyping techniques to construct interactive systems within several months.

	RADSL 
	Rate-Adaptive Digital Subscriber Line, a form of xDSL, it provides full duplex asymmetrical connectivity at 7.0 Mbps from the network, and 1 Mbps to the network over distances up to 5.5 Km (3.4 miles). This type of transmission supports telephony over the same physical pair as does ADSL. Like a standard modem, RADSL can change its maximum bit rate in response to changing line conditions. 

	RAID 
	(Redundant Array of Independent Disks) Storing the same data on multiple hard disks for improved performance and fault tolerance.  

	RAM
	Random Access Memory: A volatile memory that is used as a scratchpad by the microprocessor in a smart card.

	Rapid Deployment System 
	A telecommunications system, often including videoconferencing and a variety of data capabilities, packaged in air-transportable containers and permitting rapid setup. These systems are intended for establishing telecommunications and videoconferencing in emergency and crisis situations. 

	RAPIDS
	Real-Time Automated Personnel Identification System: This is an automated, cost-effective and currently operation ID Card System for Military, Retired and their Families.

	RDBMS
	 Relational Database Management System

	Real-Time CORBA
	Real-Time CORBA is an emerging specification that provides additional interfaces to support typical real-time controls such as priorities, thread pools, and guaranteed message transfer times. Real-Time CORBA does not guarantee necessarily high-performance speed of operations.

	Receive-Only Codec 
	A video codec able only to receive communications signals and process them for local output. Primarily used at receive locations in point-to-multipoint or broadcast applications such as DBS where two-way communication with the sending location is not required. Security systems also use receive-only codecs. 

	Recursive filtering 
	A method of motion video noise reduction developed by the BBC; the hardware was known as a Digital Noise Reducer (DNR) and manufactured by Pye (UK). Random noise is identified by its lack of connection to similar values of picture elements adjacent to it or, between successive video frames and at similar coordinates. Such pixels identified as noise may then be removed by replacing them with the average value of the surrounding pixels. 

	Reed-Solomon Code 
	A forward-error correction technique used for satellite transmission and CD recordings, especially effective for error bursts. 

	Release (from the CORBA Environment)
	When a CORBA object is released, it is no longer able to process object requests; its CORBA object reference unavailable to other objects. A release is analogous to the POA concept of deactivation. When a server object is deactivated, the association between the CORBA object and its implementation is removed. In the SCA, a component is removed from the OE and OE resources consumed by a component are returned back to the OE. For CORBA components, this includes deactivation. After a component is removed from the OE, a client is unable to communicate with the component.

	Remote Access 
	The hookup of a remote computing device via communications lines such as ordinary phone lines or wide area networks to access network applications and information.  

	Resource
	A software component that implements the SCA defined Resource base application interface. The Resource interface provides an API for interaction between a Resource and the Core Framework and for interconnection of Resources. All visible SCA-conformant components of a user application must implement the Resource interface. Note that a logical Device is derived from Resource and must also implement the Resource interface.

	Restricted Channel 
	A digital communications channel for which each p or B channel (ITU-T usage) gives a usable capacity of 56 Kbps instead of 64 Kbps. Still sometimes used in North America, this is a remnant of the ones-density limitation of T1 carrier facilities. 

	RFC
	Request For Comments. The primary mechanism used by the IETF to publish documents, including standards.

	RFC 822
	The specification for the format of Internet mail messages. This term is mostly used to describe the message headers.

	RFI
	 Remote Failure Indication

	RFI (electro-magnetic usage) 
	Radio Frequency Interference. 

	RFI (project management usage) 
	Request For Information. 

	RFID
	Radio Frequency Identification. 

	RGB Video Signal 
	A video signal where the red (R), green (G) and blue (B) picture components are each present as individual signals. Synchronization information may be separate or included with the G signal. 

	RGB/N 
	An RGB video signal based on the NTSC 525-line scanning rates. 

	RGB/P 
	An RGB video signal based on the PAL 625-line scanning rates. 

	Risk Analysis 
	The analysis of an organization's information resources, existing controls and computer system vulnerabilities. It establishes a potential level of damage in dollars and/or other assets.  

	RISV 
	Reference Impairment System for Video. RISV is used to simulate video compression impairments, independent of the compression scheme in preparation for P.910 video subjective testing. 

	RJ-11 
	A North American standard 4-wire modular telephone jack, USOC Registered Jack #11. 

	Roaming
	An arrangement whereby a mobile handset is be recognized by networks other than that of the issuer (notably for subscribers traveling abroad). See GSM.

	ROE
	Rules of Engagement: Directives issued by competent military authority which delineate the circumstances and limitations under which United States forces will initiate and/or continue combat engagement with other forces encountered. Also called ROE.

	RSA
	Rivest-Shamir-Adelman. The name of a cryptographic key-exchange algorithm popular in many security protocols. Also the name of the company which controls the US patent on the algorithm.

	RTP 
	Real-time Transport Protocol. 

	RTSP 
	Real-Time Streaming Protocol. 

	S -
	

	S/MIME
	Secure MIME. A protocol for exchanging digitally signed and/or encrypted mail.

	SAM
	Security Access Module: A dedicated microprocessor unit that conducts active authentication with a memory or microprocessor card.

	SAN 
	(Storage Area Network)   A high speed network that connects computer systems and storage elements and allows movement of data between computer systems and storage elements and among storage elements.  

	SASL
	Simple Authentication and Security Layer. A standard method for authentication that is used in many applications protocols.

	SC
	Sub-Committee: A subgroup within a TC

	SDH
	Synchronous Digital Hierarchy: The international version of SONET used everywhere except the US, Canada and Japan. 

	SDK
	Software Development Kit: A set of development utilities for writing software applications, usually associated with specific environments.

	SDSL 
	Symmetrical Digital Subscriber Line, symmetrical like HDSL but operating over a single pair, SDSL provides full duplex symmetrical connectivity at 2.3 Mbps over distances up to 6.7 Km (4.2 miles). This type of transmission does not support telephony over the same physical pair as do ADSL and RADSL. 

	SDU
	Each IDU consists of an Interface Control Information (ICI) + Service Data Unit (SDU) 

	SECAM 
	Systeme Electronique Couleur Avec Memoire, the 625-line color television standard used in France and the former Soviet Union. 

	S/MIME
	Secure Multipurpose Internet Mail Extension: A widely used standard for encrypting and digitally signing e-mail.

	SEIWG
	Security Equipment Integration Working Group

	Server 
	The control computer on a local area network that controls software access to workstations, printers and other parts of the network.   

	Server Farm 
	A group of servers that are linked together as a ‘single system image’ to provide centralized administration and horizontal scalability.   

	server, mail
	There are many definitions for “mail server”. It can be a host computer that uses the SMTP protocol, or simply software that uses the SMTP protocol. In some cases, it refers to a host system that holds a message store. 

	Service Access Point 
	the entries through the interface which provide (or emit) specific services (or requests for service) 

	Service Applications
	Service applications are software programs running in the system that provide functionality available for use by other applications.

	SET
	Secure Electronic Transaction: A multi-party protocol to secure online communications. Sensitive card information is protected from misuse throughout the transaction.

	SHA-1
	Secure Hash Algorithm 1: A hash algorithm developed by the National Institute of Standards and Technology and the National Security Agency. See Certificate, Digital Signature.

	SLIP 
	Serial Line Interface Protocol, an Internet access method. Compare with PPP. 

	Smart Card 
	A credit-card-sized device with embedded microelectronics circuitry for storing information about an individual. This is not a key or token, as used in the remote access authentication process.  

	SMDS 
	Switched Multi-megabit Data Service, a cell-relay wireless technology for providing data between 1.5-Mbps and 45-Mbps. 

	SMPTE 
	Society of Motion Picture and Television Engineers 

	SMS
	Short Message Service: A GSM service that sends and receives messages of up to 160 characters to and from a mobile phone.

	SMTP
	Simple Mail Transport Protocol. The standard for servers that move mail over the Internet.

	SNMP 
	Simple Network Management Protocol (TCP/IP) 

	SNR 
	Signal-to-Noise Ratio. 

	SOA
	(Service Oriented Architecture) A system for linking resources on demand. In an SOA, resources are made available to other participants in the network as independent services that are accessed in a standardized way. This provides for more flexible loose coupling of resources than in traditional systems architectures.

	SOAP
	(Simple Object Access Protocol) The standard for web services messages. Based on XML, SOAP defines an envelope format and various rules for describing its contents. Seen (with WSDL and UDDI) as one of the three foundation standards of web services, it is the preferred protocol for exchanging web services, but by no means the only one; proponents of REST say that it adds unnecessary complexity. 

	Softswitch 
	A concept that was perhaps first formalized by the ITU-T Working Party developing the nascent T.130 series recommendations in the mid-1990s. Several key concepts included distributed network intelligence, distributed switching (time and space), and the separation of the multimedia content and the switching logic layers. 
Depending upon the point of view of the particular industry sector, Softswitch technology may result in the replacement of the end-office switch for the CLEC for the provision of telephony and facsimile. At the other extreme, Softswitch can be a flexible, intelligent packet switching arrangement in a mixed multimedia environment. Internet services like VoIP will also likely be part of this technology mix, once the quality of service issues are fully resolved.

	SONET 
	Synchronous Optical NETwork 

	SOO
	Statement of Objectives

	SOW
	Statement of Work

	Spatial Filtering 
	In video compression, removal of redundant information on a line-by-line basis by discarding diagonally adjacent pixels. Also known as field subsampling, loop filtering, H.261, H.263 usage. 

	SPI 
	Service Provider Interface is software utilized for both BAPI and BioAPI interfaces where a specific device support module can be added by a device manufacturer.  

	SPL 
	Sound Pressure Level, in acoustic measurement. 

	SSFH 
	Spread Spectrum Frequency Hopping, used for data radio transmission from the low 10's of MHz to the multi-GHz bands, especially under high interference conditions. Popular for wireless LANs, for example 

	SSL
	Secure Sockets Layer. A protocol for encryption and authentication of Internet connections. See TLS.

	STDM 
	Statistical Time-Division Multiplexer, (statmux or statistical multiplexer), a device which combines a number of time-varying bit streams into a single bit stream for transmission. In DBS, may dynamically allocate bandwidth through control signals to MPEG2 video codecs. 

	STM
	 Synchronous Transfer Module

	STS
	 Synchronous Transport Signal

	Stun Batons
	Stun batons are like standard police batons with an added electrical component. The batons generally have probes attached to the front end; when the probes are touched against a person, the trigger is pulled to deliver a shock. Some versions also have metal bands running part-way along or up the entire length of the baton. In these cases, if a person grabs the baton along its length, they will receive a shock.

	Stun Guns
	Many people may be familiar with the concept and appearance of stun guns. They are hand-held units generally ranging in size from 4 inches to nearly 9 inches in length and weighing between 8 and 12 ounces, including the batteries. The probes or electrodes that deliver the electricity are permanently connected to the unit. These probes are not generally designed to penetrate the skin of the target, but are intended to be held close up to the body to allow the flow of charge.

	Subscriber
	An entity that is subscribed to a node.

	SV


	System Views

SV-1: Systems Interface Description
SV-2: Systems Communication Description
SV-6: Systems Data Exchange Matrix
SV-9: Systems Technology Forecast

	Synchronous 
	With reference to video and data signals and devices: being precisely in step, or happening together in time. 

	Syndrome 
	A code transmitted along with data to enable correction of transmission-induced errors in the received data. See Forward Error Correction. Compare with Checksum. 

	T -
	

	T1 TC T2 T3 T4
	A digital carrier system introduced in the 1960s. T-series speeds include: 

· T1: 1.544 megabits per second (Mbps) 

· T1C: 3.152 Mbps 

· T2: 6.312 Mbps 

· T3: 44.746 Mbps 

· T4: 274.176 Mbps.

	Tasers
	Taser devices operate in the following way: a cartridge is attached to the front end of the weapon, which contains two barbs (the electrodes) each of which is attached to a coiled length of wire. The barbs are fired and attach themselves to the skin or clothing of the targeted individual. When the barbs attach themselves to a person, a current can be sent down the wires and through the person's body between the two barb points.

	TC 
	Technical Committee 

	TCB

	Trusted Computing Base: Set of protection mechanisms within a computer at the hardware, firmware, and software levels that enforce the computer system’s security policy. It includes all of the services, utilities, and applications that make up the PL3 protections.



	TCO 
	Total Cost of Ownership, a model that helps IT professionals understand and manage the budgeted (direct) and unbudgeted (indirect) costs incurred for acquiring, maintaining and using an application or a computing system. TCO normally includes training, upgrades, and administration as well as the purchase price. Lowering TCO through single-point control is a key benefit of Server-based Computing.   

	TCP/IP 
	Transmission Control Protocol/Internet Protocol. Networking protocols providing communications across interconnected networks (including Internet and Intranets). The networks may incorporate diverse hardware architecture computers and various operating systems. TCP/IP includes communication, connection and routing standard protocols. 

	TDD 
	Time Division Duplex, part of DECT modulation scheme. 

	TDM 
	Time-Division Multiplex, the sharing of a transmission network by a number of users versus time. 

	TDMA
	Time Division Multiple Access: A second-generation technology for digital transmission of radio signals. It is the underlying technology for GSM digital cellular networks.

	Telco 
	Jargon for TELephone COmpany. 

	Terminal
	Any device that can communicate with a smart card (e.g., reader, coupler…). Certain terminals can operate in standalone mode, while others must be connected to a central information system to access an application. See POS Terminal.

	TF
	Task Force, A subgroup within a WG or an SC.

	Thin Client 
	A low-cost computing device that works in a server-centric computing model. Thin clients typically do not require state-of-the-art, powerful processors and large amounts of RAM and ROM because they access applications from a central server or network. Thin clients can operate in a Server-based Computing environment.  

	Thread
	A thread of execution control within an address space shared by other threads. Threads may receive events and pass messages to other threads, but do not have a protected address space. Threads are more efficient than processes (lightweight).

	Thread-of-Life Communications 
	Emergency telecommunications facilities, generally of a substandard nature and where only minimal communications facilities or bandwidth are available. For example, videoconferencing at 19.2 Kbps will provide visual identification of a talker under wartime conditions in the bandwidth equivalent to one-third of a regular G.711 telephone voice circuit. 

	Token 
	A "token" is an authentication too, a device utilized to send and receive challenges and responses during the user authentication process. Tokens may be small, hand-held hardware devices similar to pocket calculators or credit cards. See key.  

	Transcoder 
	Hardware or software that converts between algorithms, protocols or standards. 

	Transponder (satellite usage) 
	Part of a satellite which receives a signal from the earth, amplifies it, converts it to a lower frequency and re-transmits it to the earth. Each transponder is essentially a broad-band amplifier with a bandwidth of about 36 MHz and a transmit power ranging from a few watts to hundreds of watts depending upon the application. Each transponder can carry thousands of telephone conversations or one to many television channels. Satellites include a number of transponders with 16 to 48 being typical of different applications. 

	Triple DES
	A cryptographic algorithm for repeated DES operations that have the effect of increasing the security of the encrypted message.

	Tunneling Router 
	A router or system capable of routing traffic by encrypting it and encapsulating it for transmission across an untrusted network, for eventual de-encapsulation and decryption.  

	Turn Commands 
	Commands inserted to forward mail to another address for interception.  

	TV
	Technical Standards View

TV-1: Technical Architecture Profile
TV-2: Standards Technology Forecast

	U -
	

	UDDI
	(Universal Description, Discovery and Integration protocol) A directory model for web services. UDDI is a specification for maintaining standardized directories of information about web services, recording their capabilities, location and requirements in a universally recognized format. Seen (with SOAP and WSDL) as one of the three foundation standards of web services, UDDI is currently the least used of the three. 

	Unicode
	An encoding of the scripts of essentially all of the world’s human languages.

	UPS 
	Uninterruptible Power Supply. A secondary power supply that provides service when the main AC power degrades or fails. A UPS may include batteries or a motor generator (MG) set with flywheel energy storage (a no-break system). 

	URI
	(Uniform Resource Identifier) The address of an Internet resource. A URI is the unique name used to access the resource. It is not necessarily a specific file location (it may be a call to an application or a database, for example), which is why it is preferred over the similar acronym URL (Uniform Resource Locator). 

	URN
	Uniform Resource Name. URNs serve as persistent, location-independent, resource identifiers.

	US
	United States

	USA
	United States Army

	USAF
	United States Air Force

	USB
	Universal Serial Bus: A standard Input/Output bus that supports very high transmission rates. Up to 120 devices can be daisy chained to a USB port. 

	User 
	Any person who interacts directly with a computer system.  

	User ID 
	A unique character string that identifies users.  

	USMC
	United States Marine Corps

	USN
	United States Navy

	V 
	

	vCard
	A format for personal information such as would appear on a business card. The vCard specification was created by the Versit consortium and is now managed by IMC.

	VDSL 
	Video (or Very-high bit rate) Digital Subscriber Line, the fastest form of xDSL, it provides asymmetrical full duplex connectivity at 52 Mbps to the subscriber and 16 Mbps from the subscriber over distances of up to 1.2 Km (0.75 miles) over a single pair. This type of transmission does not support telephony over the same physical pair as do ADSL and RADSL. 

	Video Server 
	An audio and video file server, often with multiple terabyte hard disk capacities, connected to LANs and WANs with high-speed facilities like ATM or FDDI. Depending on use, may employ H.320, H.323, MPEG2, MPEG4 or Motion-JPEG video compression for broadcasting, training on demand to the desktop and many other corporate purposes including marketing. Also a key technology for VoD (which see). 

	VIRIS 
	A BellCore-developed Video Reference Impairment System, a subset of RISV, useful for determining acceptable impairment levels for compression schemes including MPEG1, MPEG2 and MPEG4, H.320, H.323 and others. VIRIS may be used as the preparatory phase of a P.910 subjective testing program. 

	Virtual Machine
	A standalone operating environment that acts a separate device (applets in a Java virtual machine have no access to the host operating system). See also J2SE, J2EE, JVM, and KVM.

	Virtual Network Perimeter 
	A network that appears to be a single protected network behind firewalls, which actually encompasses encrypted virtual links over untrusted networks.  

	VoD 
	Video-on-Demand, a combination of video servers, networks, infrastructure, supporting software and user interface to provide broadcast, pay-TV, training or reference data on demand. Some applications also use IRD hardware as a user terminal. 

	VoDSL 
	Voice over Digital Subscriber Loop, techniques permitting transmission of telephony over DSL. 

	VoIP 
	Voice over Internet Protocol, a series of techniques permitting transmission of telephony over the Internet. Often makes use of ITU-T G.7xx audio compression recommendations. 

	Volatile Memory
	A memory device (e.g., RAM ) that does not retain stored information when power is switched off. See Non-volatile.

	VPN 
	Virtual Private Network. A network that appears to its users as a private network although it may be made up of both private and public segments. A VPN may provide bandwidth on demand or fixed bandwidth facilities. 

	W -
	

	W3C
	World Wide Web Consortium: The organization that proposes common protocols for the Web.

	WAN 
	Wide Area Network, typically an inter-city network. 

	WAP
	Wireless Application Protocol: Protocol used to view a Web page on the display of a mobile phone (visit http://www.wapforum.org/ for more information). See WIM.

	Wavelet image coding 
	Unlike the broadband DCT used for video compression for applications like videoconferencing and DBS in algorithms like H.263 and MPEG2, wavelet coding is generally narrow band, with the coding and filtering tailored to a specific application. Wavelet coding is especially efficient and powerful when applied to phenomena with discontinuous or spiky data. Some wavelet applications include compression of well-defined data sets such as signatures and fingerprints. At the other extreme, wavelet coding has applications for machine vision and more complex applications. 
In addition to the image processing aspects, the wavelet family of mathematics functions is widely used for digital signal processing for diverse applications ranging from astronomy to seismology. 

	WG
	Working Group. A subgroup within an Sub-committee (SC) or a Technical Committee (TC) Usually used with reference to the IETF. 

	Wi-Fi 
	Wireless Fidelity.  Also, a certification standard for 802.11 compliant products managed by the Wi-Fi Alliance

	WIM
	WAP Identity Module: A SIM card that is specifically developed for the Internet. 

	WLAN
	Any wireless LAN technology. The most widespread WLAN technology is 802.11b.

	WML
	Wireless Markup Language - A subset of HTML for use on wireless devices.

	WS
	Web Service

	X -
	

	XBRL
	Extensible Business Reporting Language

	xDSL 
	An unspecified type of Digital Subscriber Line. May be one of ADSL, HDSL, IDSL, MSDSL, RADSL, SDSL or VDSL (which see). 

	XLR 
	A circular three-conductor shielded connector commonly used in professional applications for connection of low-level balanced audio signals to and from equipment. 

	XML
	eXtensible Markup Language: An established standard, based on the Standard Generalized Markup Language (SGML). Designed to facilitate document construction from standard data items. Used as a generic data exchange mechanism. More importantly XML is the data tagging language of web services. XML is not so much a language as a standardized set of rules for adding structure to any form of data using a system of markup tags. Anyone can create their own markup vocabulary (called an XML Schema), and XML ensures that the structure will be intelligible to anyone else who consults the XML Schema document. More importantly, referring to an XML Schema enables XML-aware software to automatically manipulate the data without needing advance knowledge of the structure. 

	XMLA
	Extensible Markup Language for Analysis

	Y
	

	Y2K 
	An acronym for the Year 2000 Problem that involves three issues - two-digit data storage, leap year calculations and special meanings for dates.  

	Z
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