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Introduction

This Interface Control Document specification specifies XML marked up data exchange structure between the Two State MAID/MILES sensor interface circuits (TSM) [9] and Command Control Display Equipment (CCDE).  The CCDE is the central control system of an Integrated Base Defense Annunciator (IBDA).   The purpose of this specification is to define standards to be used for design, development and deployment of TSM as part of the CCDE by vendors so that the equipment provided by various vendors can interoperate with the CCDE at the messaging interfaces.  The interoperability is to enable comprehensive integration resulting in maximum benefits in situation awareness, AT/FP response and costs.   

This specification is based on the current issue of ICD-0100 [1].  This specification and [1] are the governing documents that define the interface between the TSM and CCDE.  Design and implementation of the areas not addressed or beyond the scope of these two documents are governed by guidelines in the remaining references below, other US DoD standards, or the industry standards.  

The previous version of TSM (SEIWG 001 dated 12 November 1982 Specification) [9] is grandfathered and included in this specification by reference.  The material from SEIWG 001 is relevant to on-going deployment and is also deemed useful to trace TSM migration to today’s system interfaces and their implementations in netcentric systems.

Data model and data dictionary are included in sections 5 and 6.  The approach in these has been not to duplicate information in [1] but to clarify the data relationships and data items and their meanings and values
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System Configuration and Integrated Operation

The concepts and terminology used in this document are consistent with those employed in references [1] and [9].  Items unique to TSM are explicitly described and specified.  A typical generalized TSM model – a data model is included in section 5.0 - based on modern TSM deployment needs is employed in defining this specification.  However, without of loss generality this specification applies to any other similar TSM system.

1.1.   Definition of Terms

Common and normative concepts and terms are defined in Reference [1].  TSM specific concepts and terms are defined below and mapped or correlated with those that are defined in Reference [1].  

1.2.   TSM Architecture and Configuration

Figure 3-1 below shows architecture and configuration of TSM in a CCDE system.


[image: image1]
Figure 3-1: TSM Conceptual Architecture in CCDE Environment

Two State MAID/MILES (TSM) sensor interface device is a sensor interfrace assembly that receives two state signals from a sensor and communicates the signals to the CCDE system as follows:  

1. A TSM assembly consists of a Sensor, a SC and a CCU.  

2. The TSM assembly and the DC are powered up, initialized and registered with the AC.  The AC subscribes to Report types from the DC.  

3. The CCU forwards sensor signals to a DC which converts them to XML messages.  

4. The DC keeps tracks of the TSM state and configuration information.  In addition, the AC and the CCDE may also keep track of state and configuration information.

5. The DC exhanges XML alarm, configuration and status messages between with the AC, which is the communication component of CCDE.

There can be multiple pairs of wires in cables between the sensor and the SC, and between the SC and the CCU.  They carry alarm, status, test and power signals on the cables. The electrical characteristics of the signals are described in [9].  

This document specifies how the signals are to be mapped and exchanged between a DC and an AC as XML messages.

1.3. Communication Link between DC and AC

Figure 3-1shows the communication link between a DC and an AC that supports a TSM in a modern CCDE environment.  The interface/link design and implementation shall be governed by the principles and the schema described in [1].  

1.4.  Concept of Operation and Systems Integration

TSM devices support legacy sensors at many base installations.  They operate very reliably.   TSM devices support sensors that offer primary and secondary alarms on two pairs of wires (AB, EF) as well as tamper and malfunction alarms on a third pair of wires (CD), as described in [9].  The AB pair provides a primary alarm of personnel intrusion and EF pair provides a vehicle intrusion alarm (classification alarm).    The leads offer quiescent state signals and alarm state signals as described in [9]. The sensors are manually reset locally in legacy configurations.  The sensors also generate malfunction and tamper alarms which are also manually reset locally.      

Legacy sensors and their TSM assembly devices are installed the same as before but their monitoring and management is enhanced with the DC – AC link implementation as describe in this document.  Legacy sensors may require manual intervention for alarm reset.  However, legacy sensors enhanced with remote reset capability, etc may be supported from a central CCDE with better capability.  This specification thus offers migration capability of reliable legacy sensors to a modern environment with incremental automated capabilities while retaining their backward compatibility.

1.4.1. Systems Integration

In a modern CCDE environment, the above operational concept is enhanced by introducing coversion of the TSM assembly contact signals to data character communications.  The resulting operational advantages include quick and rapid multiple annuciations to multiple alerting devices and stations, archiving alarm history and traceability, and enables automated mutli-sensor tracking for quick assessment and response.   The sensor and TSM assembly device arrangements described are very common types of detection designs and with a wide variety of sensor support configurations and deployment situations in permenant, strategic and tactical locations.  Thus their integration with many other kinds of sensors and assessment devices is required to satisfy pervasive security needs.

The most common TSM integration need is integration with other sensors such as camera subsystems and access control subsystems for multi-sensor tracking and integration to offer maximum value in physical security systems.

Target Classification

Target classification is described in the state transition table in Section 5 blow; data model and device detection reports descriptions are in Sections 5 and 6 below.

State Transition and Data Model

A TSM assembly that conforms to the SEIWG-001 interface is connected to a Device Controller (DC). The TSM has three states as shown in the table below:

	State Parameter
	Description

	Quiescent state (state 1).
	This is the powerup or reset state, with no alarm source present.

	Alarmed state, with alarm source present (state 2)
	The presence of the alarm source places the DC in an Alarmed state if the DC is not already in the Alarmed state.  In the XML message, the DC state is “Alarmed”, and the substate is “AlarmPresent” (alarm source present).

	Alarmed state with alarm source absent (state 3).
	In the XML message, the DC state is “Alarmed”, and the substate is “AlarmAbsent” (alarm source absent). 



	Sensor activation causes a transition to state 2.  Resetting the DC in state 2 (either by a CommandMessage from the CCDE or by pressing an external button) causes a transition to state 1.  A sensor deactivation (alarm source absent) causes a transition from state 2 to state 3.  A Resetting the DC in state 3 (either by a CommandMessage from the CCDE or by pressing an external button) causes a transition to state 1.


Table 5-1: TSM State Transitions

In addition, the sensor has the following capabilities:

1. Classification of the detection (e.g. “Personnel” or “Vehicle”).

2. Sensing a high noise environment that might interfere with detection (High Noise Environment alarm).

3. Sensing a low battery condition or sensor tamper or sensor failure (Failsafe alarm).

4. Self test.

1.5.  Data Models

1.5.1. DeviceInitialization

The DeviceInitialization message has the same data model as specified in ICD-0100B [1].

1.5.2. SubscriptionConfiguration

The SubscriptionConfiguration message has the same data model as specified in ICD-0100B [1].

1.5.3. DeviceDetectionReport

The DeviceDetectionReport message has the same data model as specified in ICD-0100B [1], except that TargetType elements are not present in the DeviceDetectionRecord.

1.5.4. DeviceStatusReport

The DeviceStatusReport message contains the status information about the device.  

The Details element of the DeviceStatusReport message has the following information, as applicable:

	Element/Attribute
	Type
	Occurance
	Purpose/comments

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	High Noise Environment alarm status

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Failsafe alarm status

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Self-test status

	RemainingBatteryTime
	DeltaTimeType
	Optional
	Remaining battery time

	MediaURL
	xs:string
	Optional
	URL from which information (e.g. streaming video or other imagery) associated with the tracking is available


1.5.5. CommandMessage

The CommandMessage message can contain only SimpleCommandType commands, which can be one of the following commands:

1. Perform self test.  This command causes the sensor to perform all self tests.

2. Reset.  This command causes the DC to clear all alarms, the self-test status result, and any detection.

2. Data Dictionary

The data dictionary specifies the values of the XML element content or attribute, and the meaning of each of the values.  In the cases where the XML type is an enumeration (e.g. StateType type), not all the enumerated values are necessarily in the data dictionary.  In the cases where the XML type is xs:string, the values the attribute and content can have are specified.  The set of values in some cases depends on the context of the element or attribute.  Only the values in the data dictionary may be present in XML instances.

Data Dictionary for the DetailedStatusType.Name elements:

	Value
	Meaning
	Context

	Degrade
	This indicates that the CurrentValue element specifies whether or not the Device Degrade alarm is active.   This element shall not have the Units, MinimumValue or MaximumValue elements.
	DeviceStatusReport.Status.StatusDetails

	Failsafe
	This indicates that the CurrentValue element specifies whether or not the Device Failsafe alarm is active.   This element shall not have the Units, MinimumValue or MaximumValue elements.
	DeviceStatusReport.Status.StatusDetails

	SelfTest
	This indicates that the CurrentValue element specifies result of the Device self-test.   This element shall not have the Units, MinimumValue or MaximumValue elements.
	DeviceStatusReport.Status.StatusDetails


The allowed values of DetailedStatusType.CurrentValue element depend on the value of the Name element.  The following table lists the allowed values for CurrentValue element in the left column.  The right-most column lists the corresponding allowed values of the Name elements.  

	Value
	Meaning
	Name element value

	Alarmed
	Indicates an alarm
	Degrade

Failsafe

	Fail
	Indicates a failure
	SelfTest

	OK
	Indicates no alarm or no failure
	Degrade

Failsafe

SelfTest

	Unknown
	Indicates an unknown state
	Degrade

Failsafe

Unknown


Data Dictionary for type DetectionEventType content:

	Value
	Meaning
	Context

	Vehicle
	Vehicle was detected
	DeviceStatusReport.Detection.DetectionEvent

DeviceDetectionReport.DeviceDetectionRecord.Detection.DetectionEvent

	Personnel
	Personnel was detected
	DeviceStatusReport.Detection.DetectionEvent

DeviceDetectionReport.DeviceDetectionRecord.Detection.DetectionEvent


Data Dictionary for type SimpleCommandType content:

	Value
	Meaning
	Context

	Reset
	This requests the Device to clear all alarms, clear any self-test result, and clear all detections.
	CommandMessage.Command.SimpleCommand

	SelfTest
	This requests the Device to perform a self-test.
	CommandMessage.Command.SimpleCommand


Data Dictionary for type MessageType attribute:

	Value
	Meaning
	Context

	Report
	The message is a Report
	DeviceConfiguration.MessageType

	Request
	This message is a Request
	DeviceConfiguration.MessageType

CommandMessage.MessageType

	Response
	This message is a Response
	DeviceConfiguration.MessageType

CommandMessage.MessageType


Data Dictionary for type StateType content:

	Value
	Meaning
	Context

	OK
	The Device is operating normally.
	DeviceStatusReport.Status.DeviceState

	Alarmed
	The Device is operating properly, that sensor was activated, and that the personnel have not Acknowledged the alarm.
	DeviceStatusReport.Status.DeviceState

	Fault
	The Device is in either a Failsafe or Degrade condition, as specified in the StatusDetails elements.
	DeviceStatusReport.Status.DeviceState

	Unknown
	The state of the Device is not known.
	DeviceStatusReport.Status.DeviceState


Data Dictionary for type SubStateType content:

	Value
	Meaning
	Context

	AlarmPresent
	The sensor is currently being activated.
	DeviceStatusReport.Status.DeviceSubState

	AlarmAbsent
	The sensor is currently not being activated.
	DeviceStatusReport.Status.DeviceSubState

	Disabled
	The Device is currently ignoring alarms from the sensor.
	DeviceStatusReport.Status.DeviceSubState

	Enabled
	The device is currently responding to alarms from the sensor.
	DeviceStatusReport.Status.DeviceSubState


Data Dictionary for type ReportCategoryType attribute:

	Value
	Meaning
	Context

	DeviceConfiguration
	Subscribe to the Device configuration report
	SubscriptionConfiguration.Subscription

	DeviceDetectionReport
	Subscribe to the Device detection report
	SubscriptionConfiguration.Subscription

	DeviceStatusReport
	Subscribe to to the Device status report
	SubscriptionConfiguration.Subscription


3. XML Message Instances and Messaging Model

The XML instances listed are constructed per the current versions of ICD-0100B and xsd files.  The messaging model is specified in the current version of ICD-0100B.

3.1. SubscriptionConfiguration

SubscriptionConfiguration instance that shows the Report types offered by the DC and subscribed by the Annunciator Controller:

<?xml version="1.0" encoding="UTF-8"?>

<SubscriptionConfiguration MessageType="Request">

  <DeviceIdentification>

    <DeviceName>Sensor-942</DeviceName>

    <DeviceCategory>Sensor</DeviceCategory>

    <OEM>Acme</OEM>

    <Model>X3301</Model>

    <SerialNumber>12021102</SerialNumber>

    <Base>PSAB</Base>

    <Sector>Viper</Sector>

  </DeviceIdentification>

  <RequestorIdentification>

    <DeviceName>SCP1</DeviceName>

    <DeviceCategory>Annunciator</DeviceCategory>

    <Base>PSAB</Base>

    <Sector>Viper</Sector>

  </RequestorIdentification>

  <Subscription Selected="true">DeviceDetectionReport</Subscription>

  <Subscription Selected="true">DeviceStatusReport</Subscription>

</SubscriptionConfiguration>

3.2. DeviceInitialization

A Device Initialization shows the device’s basic operating parameters including the schema definitions it complies with, its software version, etc. 

<?xml version="1.0" encoding="UTF-8"?>

<DeviceInitialization>

  <DeviceIdentification>

    <DeviceName>Sensor-1</DeviceName>

    <DeviceCategory>Sensor</DeviceCategory>

    <DeviceType>Personnel/Vehicle Sensor</DeviceType>

    <OEM>Acme</OEM>

    <Model>X5431</Model>

    <SerialNumber>3940</SerialNumber>

    <Base>Balad</Base>

    <Sector>Alpha</Sector>

    <SoftwareVersion>2.2</SoftwareVersion>

    <IPAddress>201.2.2.101</IPAddress>

    <Port>1</Port>

  </DeviceIdentification>

  <ICDVersion>ICD-002</ICDVersion>

  <ICDVersion>ICD-0100</ICDVersion>

  <ServerIdentification>

    <DeviceName>JDOC Server</DeviceName>

    <Base>Balad</Base>

    <Sector>JDOC</Sector>

    <IPAddress>192.168.1.200</IPAddress>

    <Port>4444</Port>

  </ServerIdentification>

</DeviceInitialization>

3.3. CommandMessage

The following is an instance of Command Message which is a Request to Reset the DC and the TSM it supports.

<?xml version="1.0" encoding="UTF-8"?>

<CommandMessage MessageType="Request" RequestId="AB123">

    <DeviceIdentification>

        <DeviceName>Sensor-001</DeviceName>

        <DeviceCategory>Sensor</DeviceCategory>

    </DeviceIdentification>

    <RequestorIdentification>

        <DeviceName>Annunciator</DeviceName>

        <DeviceCategory>Annunciator</DeviceCategory>

        <DeviceType/>

        <OEM>Abacus</OEM>

        <Model>eTASS V5</Model>

        <Base>Al Udeid</Base>

        <Sector>1</Sector>

        <SoftwareVersion>5.1</SoftwareVersion>

    </RequestorIdentification>

    <Command>

        <SimpleCommand>Reset</SimpleCommand>

    </Command>

</CommandMessage>

3.4. DeviceStatusReport

A DeviceStatusReport shows the status of all parameters associated with a device every time this report is sent.  The instance below shows a report of a detection, but with the detection source no longer present.

<?xml version="1.0" encoding="UTF-8"?>

<DeviceStatusReport>

    <DeviceIdentification>

        <DeviceName>Sensor-031</DeviceName>

        <Base>Base 1</Base>

        <Sector>Sector 1</Sector>

    </DeviceIdentification>

    <Location>

      <LocationType>

        <DescriptiveLocation>

          <BuildingLocation>

            <BuildingIdentity>Bldg. 43</BuildingIdentity>

            <FloorOfBuilding>3</FloorOfBuilding>

            <LocationModifier>Rm. 309 entrance</LocationModifier>

          </BuildingLocation>

        </DescriptiveLocation>

        <GeodeticLocation Datum="WGS84">

          <Latitude Units="Decimal Degrees">33.8600533</Latitude>

          <Longitude Units="Decimal Degrees">-118.2375683</Longitude>

          <Altitude Units="Meters" Reference="MSL">12.3</Altitude>

        </GeodeticLocation>

      </LocationType>

      <UpdateTime Zone="GMT">2004-02-03T21:30:02.000</UpdateTime>

    </Location>

    <Status>

        <DeviceState>Alarmed</DeviceState>

        <DeviceSubState>AlarmAbsent</DeviceSubState>

        <UpdateTime Zone="GMT">2004-02-03T22:08:02.291</UpdateTime>

    </Status>

</DeviceStatusReport>

3.5. DeviceConfiguration

The TSM assembly and the CD configurations are simple and straightforward, a separate DeviceConfiguration instance is deemed to be superfluous or redundant.  

3.6. DeviceDetectionReport

This report shows a detection event along with event classification:

<?xml version="1.0" encoding="UTF-8"?>

<DeviceDetectionReport>

    <DeviceDetectionRecord>

      <DeviceIdentification>

          <DeviceName>Sensor-328</DeviceName>

          <DeviceCategory>Sensor</DeviceCategory>

      </DeviceIdentification>

      <Detection>

        <ID>01137</ID>

        <DetectionEvent>Personnel</DetectionEvent>


<EventTime Zone='GMT'>2005-01-18T09:30:00.000</EventTime>

      </Detection>

    </DeviceDetectionRecord>

</DeviceDetectionReport>

3.7. TrackReport

This report is not applicable to individual TSM assembly but under systems integration, tracking may be implemented in CCDE as multi-sensor tracking integration.  
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Notes:


Sensor provides alarm circuits (2 per sensor) to SC


SC: Signal Connector that connects sensor alarm circuits to BISS CCU


CCU: Collector/Control Unit (formerly called BISS Collector/Control Unit)


DC: Device Controller


AC: Annunciator Controller


CCDE: Command Control Display Equipment
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