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Introduction

This Interface Control Document specification specifies XML marked up data exchange structure between Radio-frequency Data Transmission Systems (RDTS) and Command Control Display Equipment (CCDE).  The CCDE is the central control system of an Integrated Base Defense Annunciator (IBDA).   The purpose of this specification is to define standards to be used for design, development and deployment of RDTS as part of an IBDA by vendors so that the equipment provided by various vendors can interoperate with each other and with the CCDE at the messaging interfaces.  The interoperability is to enable comprehensive integration resulting in maximum benefits in situation awareness, response and costs.   

This specification is based on the current issue of ICD-0100 [1].  This specification and Reference [1] are the governing documents that define the interface between RDTS and CCDE.  Design and implementation of the areas not addressed or beyond the scope of these two documents are governed by guidelines in the remaining references below, other US DoD standards, or the industry standards.  

The previous version of RDTS (SEIWG 005B) Specification [9] is grandfathered and included in this specification by reference.  The material from SEIWG 005B is relevant to on going deployment and is also deemed to be useful to trace RDTS migration to modern system interfaces and their implementations.

Data model and data dictionary are included in sections 5 and 6.  The approach in these has been not to duplicate information in ICD-0100 [1] but to clarify the data relationships and data items and their meanings and values.
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System Configuration and Integrated Operation

The concepts and terminology used in this document are consistent with those employed in references [1] and [9].  Items unique to RDTS are explicitly described and specified.  A typical generalized RDTS model based on a modern radio product is employed in defining this specification.  However, without of loss generality this specification applies to any other similar RDTS system.

1.1.   Definition of Terms

Common and normative concepts and terms are defined in ICD-0100B [1].  RDTS specific concepts and terms are defined below and mapped or correlated with those that are defined in ICD-0100B [1].  RDTS specific concepts and terms are described in the context of RDTS architecture defined below.

1.2.   RDTS Architecture and Configuration

Figure 3-1 below shows architecture and configuration of RDTS in a CCDE/IBDA system.


Figure 3-1: RDTS Conceptual Architecture in CCDE/IBDA Environment

RDTS units (radios) are communication devices that are networked to bring in the signals from sensors over air interface to a CCDE.  Bearer channels carry predominantly data traffic.  Occasionally these channels carry voice as VoIP.  At times video traffic is carried in its native RS-170a signal form.   Control channels carry data traffic associated with radio operation and device controllers (DC) and are separate and independent of the bearer channels.  This specification addresses the data message exchange over the control channels marked C in the above diagram to support RDTS units and their access networks as shown in Figure 3-1 above.    The data exchange over the bearer channels are to be addressed in their respective sensor support ICDs.  

1.3. Communication Link between DC and AC

Typically, radios have two independent channels, a bearer channel and a management or control channel.  Either channel can be Ethernet, serial channel or wireless links.  Thus, in Figure 3-1, at the various points in the network, channels designated B and C can be carried over any of these kinds of links specified in [1].  The B and C channels can also be mapped in tributaries such as in T-1 spans, T-3 spans, SONET frames, etc.  Also B and C channels may be carried on the same physical link or carrier frequency.  An instance of B and C channel traffic being carried on the same physical link is the TASS radio in which case B and C channels can be processed by a communication server such as a next generation of CMC or an external server such as a VRNS (Video RBM Network Server).   

As the radio units and their channels are networked at the access circuits beginning at the AC, Figure 3-1, in general, a communication node such as router or a communication server is necessary to bring in access circuits to the CCDE network.  However, the C channel communications at the messaging layer begin and end at a DC and an AC, as shown using the dotted line in Figure 3-1.

Figure 3-1 also shows a situation where in a video channel in its native RS-170a signal may need to be carried in analog or digital circuit switched/multiplexed form over a RDTS access network and delivered to display equipment when low delay performance video is required.    

1.4.  Concept of Operation and Systems Integration

The role of RDTS is integrated communications between sensors and the CCDE.  Although copper or fiber wired communications are the preferred mode of implementing communications links in such systems, RDTS are imperative to satisfy the needs in tactical, strategic and permanent infrastructure requirements.  Highly reliable, secure, easily installable and manageable RDTS solutions are vital to mission success.  Optimized concepts of operations and systems integration designs are essential to accomplish such solutions.

1.4.1. Concept of Operation

Each of the radios are powered up, initialized and start operating locally.  The DC associated with each of the radio circuit may be involved in this process.  The DC will start to communicate with the AC that the DC was configured to communicate with.  In many instances, the DC can be a separate controller like a laptop PC server which also acts like local craft terminal for radio control and management or the DC can be a server like the VRNS.  In other instances, the DC may be an integrated component of a radio set like the HHM or the CMC of the TASS radio system.  The management and control commands are processed at the DC.  Some of the commands may be remotely invoked from the CCDE by sending them to the DC.  Device Status Report and Device Configuration Reports from the DC are routinely made available at the CCDE as subscriptions.

Once initialization and subscription are complete, the DC and the AC shall exchange XML messages and reports defined per ICD-0100 [1].  .    

1.4.2. Systems Integration

RDTS integration with CCDE/IBDA systems could be accomplished at two levels – (1) Communication Integration and (2) Sensor-RDTS integration.  

Communication Integration

At communication integration level, security and reliability are the two most important areas to be accomplished since RF communication by its nature is inherently less reliable and secure.  Communication integration to enhance security and reliability applies to bearer/sensor traffic as well as control or management traffic.  

Security

A common unified RF security architecture should be defined and deployed for all the radios (point to point, point to multipoint, and omni-directional) in a network for operational ease and shall support both bearer and control traffic types.  An important component of the security is a unified secure key management protocol/methodology. 

Reliability

To improve reliability, link diversity (both frequency diversity and space diversity), and equipment redundancy should be integrated at key points in the network.  Ad-hoc linking and alternate/multiple-pathing provide opportunity to improve reliability and availability of RDTS system.  For example, omni-directional radio such as TASS and SINCGARS, ad-hoc (broadcast, multicast) networking, direct communications with HHMs and repeaters are tools to enhance reliability and availability.  Automatic Transmit Power Control (ATPC) along with Received Signal Level (RSL) monitoring should be considered for optimizing signal strength to suit prevailing conditions (weather, terrain, etc.).    

Sensor-RDTS Integration

At sensor integration level, the trend is to integrate radio units into sensor units for readily integrating and fusing sensor data with the RDTS data.  The communications of combined sensor RDTS units thus would need to be integrated with the sensor pairing and integration associated with each kind of sensors.  Although this would mean more involved processing at CCDE, it would result in better multi-sensor tracking and data integration capabilities.  

Target Classification

Target Classification is not applicable for RDTS for implementing radio control channel interface addressed in this ICD.

State Transition and Data Model

1.5.  RDTS State Transition Parameters

The RDTS system state is determined by the parameters representing the following:

	Parameter
	Description

	Power On/Off
	Unit is powered On/Off

	Carrier On/Off
	Carrier from distance end detected as On/Off

	Mute On/Off
	This end had carrier On/Off

	Data On/Off
	Data frames detected as successfully received from distant end

	ATPC On/Off
	This ATPC On/Off

	Testing On/Off
	The link Test On/Off 

	Protecting Switching On/Off
	Protection Switching Disabled/Enabled

	Frequency Diversity On/Off
	Frequency Diversity operation activated or not

	Space Diversity On/Off
	Space Diversity operation activated or not

	Interleaving On/Off
	Data frame interleaving activated or not

	Encryption On/Off
	Encryption in effect or not

	OTAR On/Off
	Over The Air Re-keying enabled or disabled

	FEC On/Off
	Forward Error Correction in effect or not

	Waveform
	Waveform in operation


1.6. Data Models

1.6.1. Device Initialization

The DeviceInitialization message has the same data model as specified in ICD-0100B [1].

1.6.2. Subscription Configuration

The SubscriptionConfiguration message has the same data model as specified in ICD-0100B [1], except that the only allowed reports are DeviceConfiguration and DeviceStatusReport.

1.6.3. Device Configuration

The DeviceConfiguration message contains configuration information about the Radio system.  The message contains the elements as specified in ICD-0100B [1]. 

The ConfigurationSetting and ConfigurationOptionBlock elements are all mandatory if the message is a Report, and are optional if the message is a Response or Request.

The information for each radio includes:

	Element/Attribute
	Type
	Occurrence
	Purpose/comments

	DeviceIdentification
	DeviceIdentificationType
	Mandatory
	Device or Platform for which the DeviceConfiguration message is intended

	MessageType
	MessageType
	Mandatory
	Specifies whether the DeviceConfiguration message  is a Request, Response, or Report

	RequestorIdentification (1)
	DeviceIdentificationType
	Optional
	Device or Platform that issued the DeviceConfiguration message

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Name of remote Radio

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Link ID code.

	ConfigurationOptionBlock
	ConfigurationOptionBlock (ref)
	Mandatory
	Key Integrity Protocol (text string).

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Encryption key.

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	BER counting period.

	
	
	
	

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	BER threshold.

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	RSL threshold.

	ConfigurationOptionBlock
	ConfigurationOptionBlock (ref)
	Mandatory
	Antenna connection

	ConfigurationOptionBlock
	ConfigurationOptionBlock (ref)
	Mandatory
	Antenna type.

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Antenna elevation angle.

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Antenna azimuth.

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Antenna gain.

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Antenna size (length or diameter, depending on Antenna type).

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Center frequency.

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Modulation frequency bandwidth.

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Spacing between adjacent carrier center frequencies.

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Total aggregate rate for a link.

	ConfigurationOptionBlock
	ConfigurationOptionBlock (ref)
	Mandatory
	Link type (“OC-3”, “T3”, etc).

	ConfigurationOptionBlock
	ConfigurationOptionBlock (ref)
	Mandatory
	Space Diversity

	ConfigurationOptionBlock
	ConfigurationOptionBlock (ref)
	Mandatory
	Frequency Diversity

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Frequency adjustment

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Static Phase Adjustment

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Revertive Automatic Switching

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	OTAR

	ConfigurationOptionBlock
	ConfigurationOptionBlock (ref)
	Mandatory
	Encryption Algorithm

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Protection testing

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Interleaving

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Automatic Transmit Power Control (ATPC)

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Power adjustment

	ConfigurationOptionBlock
	ConfigurationOptionBlock (ref)
	Mandatory
	Forward error correction type

	ConfigurationOptionBlock
	ConfigurationOptionBlock (ref)
	Mandatory
	Antenna polarization.

	ConfigurationOptionBlock
	ConfigurationOptionBlock (ref)
	Mandatory
	Type of modulation.

	ConfigurationOptionBlock
	ConfigurationOptionBlock (ref)
	Mandatory
	Waveform

	ConfigurationOptionBlock
	ConfigurationOptionBlock (ref)
	Mandatory
	Spread spectrum/Frequency hopping algorithm name.

	ConfigurationOptionBlock
	ConfigurationOptionBlock (ref)
	Mandatory
	Bearer channel port type (e.g. “RS-232”, “10/100BaseT”, etc).  These interface standards shall be from the DISR list of their current versions in effect. 

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Bearer channel is tributary

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Bearer channel application is bridging or bandwidth allocation application (Ethernet ports only).

	ConfigurationOptionBlock
	ConfigurationOptionBlock (ref)
	Mandatory
	Control channel port type (e.g. “RS-232”, “10/100BaseT”, etc).  These interface standards shall be from the DISR list of their current versions in effect. 

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Control channel is tributary

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Control channel application is bridging or bandwidth allocation application (Ethernet ports only).

	RequestId
	xs:string
	Optional
	Used to associate a Request DeviceConfiguration message with a Response DeviceConfiguration message

	Status (2)
	ConfigurationStatusType
	Optional
	Status of the DeviceConfiguration Request (e.g. “Failed”)

	ErrorSeverity (3)
	SeverityType
	Optional
	Severity of DeviceConfiguration Request failure (e.g. “Severe”)

	Details (2)
	xs:string
	Optional
	Unspecified string describing the message


Notes--

1. Not present if MessageType is “Response” or “Report”.  Must be present if MessageType is “Request”.

2. Not present if MessageType is “Request” or “Report”.

3. Can be present only if MessageType is “Response”.

1.6.4. Device Status Report

The DeviceStatusReport message contains status information about the Radio system:

	Element/Attribute
	Type
	Occurrence
	Purpose/comments

	DeviceIdentification
	DeviceIdentificationType
	Mandatory
	Identification of the RDTS issuing this report.

	SecurityClassification
	SecurityClassificationType
	Optional
	Security classification of this report

	Mode
	DataModeType
	Optional
	Specifies whether the report is for an exercise or test

	Status
	StatusType
	Optional
	Status of the RDTS

	Location
	Location
	Optional
	Location of the RDTS.

	Details
	Details (ref)
	Optional
	Detailed information about the RDTS issuing this Report


	Element/Attribute
	Type
	Occurrence
	Purpose/comments

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Local loopback test result

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Remote loopback test result

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Frequency scan test result

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Orderwire test result

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Tributary test result

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	BER measurement (per G821, G826)

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Event log

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Alarm log

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Active alarm (list)

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Antenna receive signal level

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Antenna transmit signal level

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Antenna elevation angle

	ConfigurationSetting
	ConfigurationSetting (ref)
	Mandatory
	Antenna Azimuth

	Heading
	AzimuthType
	Optional
	RDTS heading

	Speed
	SpeedType
	Optional
	RDTS speed

	RemainingBatteryTime
	DeltaTimeType
	Optional
	RDTS remaining battery time


The Details element is used to report detailed information about the RDTS issuing this Report.  The Heading and Speed elements are mandatory if the RDTS is mobile, and must not be present otherwise.  The RemainingBatteryTime is mandatory if the RDTS has batteries, and must not be present otherwise.

1.6.5. Command Message

The CommandMessage message contains information related to a command request or response.

The following commands are sent to the radio via a CommandMessage message with a SimpleCommandType as the CommandMessage.Command element:

1) Perform self test.  This command causes the radio to perform all self tests.

The following commands to the radio are sent via a CommandMessage message with an ExtendCommandType as the CommandMessage.Command element.  The second column specifies the Command attribute of the CommandMessage.Command.ExtendedCommand element:

1) Clear alarms.  This command causes the specified EDS or workstation to clear the list of active alarms.

2) Clear alarm log.  This command causes the specified EDS or workstation to clear the alarm log.

3) Clear event log.  This command causes the specified EDS or workstation to clear the event log.

2. Data Dictionary

The data dictionary specifies the values of the XML element content or attribute, and the meaning of each of the values.  In the cases where the XML type is an enumeration (e.g. StateType type), not all the enumerated values are necessarily in the data dictionary of this document.  Only those that are applicable to this ICD are listed.  The set of values in some cases depends on the context of the element or attribute.  Only the values shown in the data dictionary may be present in XML instances.

Data Dictionary for type ConfigurationOptionBlock.Name attribute:

	Value
	Meaning
	Context

	LinkType
	The Option attribute of the ConfigurationOption elements specifies the type of link (e.g. “OC-3).
	DeviceConfiguration.ConfigurationOptionBlock

	SpaceDiversity
	The Option attribute of the ConfigurationOption elements specifies the space diversity of the link.
	DeviceConfiguration.ConfigurationOptionBlock

	FrequencyDiversity
	The Option attribute of the ConfigurationOption elements specifies the frequency diversity of the link.
	DeviceConfiguration.ConfigurationOptionBlock

	KeyIntegrityProtocol
	The Option attribute of the ConfigurationOption elements specifies the key integrity protocol of the link.
	DeviceConfiguration.ConfigurationOptionBlock

	EncryptionAlgorithm
	The Option attribute of the ConfigurationOption elements specifies the encryption algorithm of the link.
	DeviceConfiguration.ConfigurationOptionBlock

	ForwardErrorCorrection
	The Option attribute of the ConfigurationOption elements specifies the type for forward error correction used by the link.
	DeviceConfiguration.ConfigurationOptionBlock

	AntennaPolarization
	The Option attribute of the ConfigurationOption elements specifies the polarization of the link.
	DeviceConfiguration.ConfigurationOptionBlock

	AntennaType
	The Option attribute of the ConfigurationOption elements specifies the type of antenna.
	DeviceConfiguration.ConfigurationOptionBlock

	AntennaConnection
	The Option attribute of the ConfigurationOption elements specifies the type of antenna connection (e.g. “Coaxial”).
	DeviceConfiguration.ConfigurationOptionBlock

	ModulationType
	The Option attribute of the ConfigurationOption elements specifies the type of modulation of the link.
	DeviceConfiguration.ConfigurationOptionBlock

	Waveform
	The Option attribute of the ConfigurationOption elements specifies the waveform of the link.
	DeviceConfiguration.ConfigurationOptionBlock

	FrequencyAlgorithm
	The Option attribute of the ConfigurationOption elements specifies  the spread spectrum/frequency hopping algorithm of the link
	DeviceConfiguration.ConfigurationOptionBlock

	BearerChannelPortType
	The Option attribute of the ConfigurationOption elements specifies the type of the bearer channel port (e.g. "RS-232”).
	DeviceConfiguration.ConfigurationOptionBlock

	ControlChannelPortType
	The Option attribute of the ConfigurationOption elements specifies the type of the control channel port (e.g. "RS-232”).
	DeviceConfiguration.ConfigurationOptionBlock


Data Dictionary for the ConfigurationSetting.Name attribute:

	Value
	Meaning
	Context

	RemoteRdtsName
	The CurrentValue attribute specifies the name of the remote RDTS Device.  This element does not have MinimumValue or MaximumValue attributes.
	DeviceConfiguration.ConfigurationSetting

	LinkIdCode
	The CurrentValue attribute specifies the link ID code the RDTS Device.  This element does not have MinimumValue or MaximumValue attributes.
	DeviceConfiguration.ConfigurationSetting

	EncryptionKey
	The CurrentValue attribute specifies the encryption key of the RDTS Device. This element does not have MinimumValue or MaximumValue attributes.
	DeviceConfiguration.ConfigurationSetting

	BerCountingPeriod
	The CurrentValue attribute specifies the BER counting period of the RDTS Device.
	DeviceConfiguration.ConfigurationSetting

	BerThreshold
	The CurrentValue attribute specifies the BER Threshold of the RDTS Device. This element does not have the MaximumValue attribute.
	DeviceConfiguration.ConfigurationSetting

	RslSetting
	The CurrentValue attribute specifies the received signal level of the RDTS Device is set for.
	DeviceConfiguration.ConfigurationSetting

	AntennaElevationAngle
	The CurrentValue attribute specifies the antenna elevation angle of the RDTS Device.
	DeviceConfiguration.ConfigurationSetting

DeviceStatusReport.Details.ConfigurationSetting

	AntennaAzimuth
	The CurrentValue attribute specifies the antenna azimuth of the RDTS Device.
	DeviceConfiguration.ConfigurationSetting

DeviceStatusReport.Details.ConfigurationSetting

	AntennaGain
	The CurrentValue attribute specifies the antenna gain of the RDTS Device.
	DeviceConfiguration.ConfigurationSetting

	AntennaSize
	The CurrentValue attribute specifies the size of the antenna of the RDTS Device.
	DeviceConfiguration.ConfigurationSetting

	CenterFrequency
	The CurrentValue attribute specifies the center frequency of the link of the RDTS Device.
	DeviceConfiguration.ConfigurationSetting

	ModulationFrequencyBandwidth
	The CurrentValue attribute specifies the modulation frequency bandwidth of the link of the RDTS Device.
	DeviceConfiguration.ConfigurationSetting

	CarrierSpacing
	The CurrentValue attribute specifies the  spacing between adjacent carrier center frequencies of the links of the RDTS Device.
	DeviceConfiguration.ConfigurationSetting

	AggregateRate
	The CurrentValue attribute specifies the total aggregate rate of the link of the RDTS Device. This element does not have MinimumValue or MaximumValue attributes.
	DeviceConfiguration.ConfigurationSetting

	BearerChannelIsTributary
	The CurrentValue attribute specifies whether or not the bearer channel is a tributary. This element does not have MinimumValue or MaximumValue attributes.
	DeviceConfiguration.ConfigurationSetting

	BearerChannelBridging
	The CurrentValue attribute specifies whether or not the bearer channel application is a bridging or bandwidth allocation application. This element does not have MinimumValue or MaximumValue attributes.
	DeviceConfiguration.ConfigurationSetting

	ControlChannelIsTributary
	The CurrentValue attribute specifies whether or not the control channel is a tributary. This element does not have MinimumValue or MaximumValue attributes.
	DeviceConfiguration.ConfigurationSetting

	ControlChannelBridging
	The CurrentValue attribute specifies whether or not the control channel application is a bridging or bandwidth allocation application. This element does not have MinimumValue or MaximumValue attributes.
	DeviceConfiguration.ConfigurationSetting

	FrequencyAdjustment
	The CurrentValue attribute specifies whether frequency adjustment is on or off. This element does not have MinimumValue or MaximumValue attributes.
	DeviceConfiguration.ConfigurationSetting

	StaticPhaseAdjustment
	The CurrentValue attribute specifies whether static phase adjustment is on or off . This element does not have  MinimumValue or MaximumValue attributes.
	DeviceConfiguration.ConfigurationSetting

	RevertiveAutomaticSwitching
	The CurrentValue attribute specifies whether revertive automatic switching is on or off. This element does not have  MinimumValue or MaximumValue attributes.
	DeviceConfiguration.ConfigurationSetting

	OTAR
	The CurrentValue attribute specifies whether over-the-air re-keying is enabled or not. This element does not have  MinimumValue or MaximumValue attributes.
	DeviceConfiguration.ConfigurationSetting

	ProtectionTesting
	The CurrentValue attribute specifies whether protection testing is on or off. This element does not have  MinimumValue or MaximumValue attributes.
	DeviceConfiguration.ConfigurationSetting

	Interleaving
	The CurrentValue attribute specifies whether interleaving is on or off. This element does not have  MinimumValue or MaximumValue attributes.
	DeviceConfiguration.ConfigurationSetting

	AtpcControl
	The CurrentValue attribute specifies whether ATPC is on or off. This element does not have  MinimumValue or MaximumValue attributes.
	DeviceConfiguration.ConfigurationSetting

	PowerAdjustment
	The CurrentValue attribute specifies whether power adjustment is on or off. This element does not have  MinimumValue or MaximumValue attributes.
	DeviceConfiguration.ConfigurationSetting

	LocalLoopbackTestResult
	The CurrentValue attribute specifies the results of the test.  This element does not have MinimumValue or MaximumValue attributes.
	DeviceStatusReport.Details.ConfigurationSetting

	RemoteLoopbackTestResult
	The CurrentValue attribute specifies the results of the remote loopback test.  This element does not have  MinimumValue or MaximumValue attributes.
	DeviceStatusReport.Details.ConfigurationSetting

	FrequencyScanTestResult
	The CurrentValue attribute specifies the results of the frequency scan test.  This element does not have  MinimumValue or MaximumValue attributes.
	DeviceStatusReport.Details.ConfigurationSetting

	OrderwireTestResult
	The CurrentValue attribute specifies the results of the orderwire test.  This element does not have  MinimumValue or MaximumValue attributes.
	DeviceStatusReport.Details.ConfigurationSetting

	TributaryTestResult
	The CurrentValue attribute specifies the results of the tributary test.  This element does not have  MinimumValue or MaximumValue attributes.
	DeviceStatusReport.Details.ConfigurationSetting

	BerTestResult
	The CurrentValue attribute specifies the results of the BER test.
	DeviceStatusReport.Details.ConfigurationSetting

	BerValue
	The CurrentValue attribute contains the bit error rate.
	DeviceStatusReport.Details.ConfigurationSetting

	EventLog
	The CurrentValue attribute contains the event log.  This element does not have MinimumValue or MaximumValue attributes.
	DeviceStatusReport.Details.ConfigurationSetting

	AlarmLog
	The CurrentValue attribute contains the alarm log.  This element does not have MinimumValue or MaximumValue attributes.
	DeviceStatusReport.Details.ConfigurationSetting

	ActiveAlarmList
	The CurrentValue attribute contains the list of currently active alarms.  This element does not have MinimumValue or MaximumValue attributes.
	DeviceStatusReport.Details.ConfigurationSetting

	AntennaReceiveLevel
	The CurrentValue attribute specifies the antenna receive signal level.
	DeviceStatusReport.Details.ConfigurationSetting

	AntennaTransmitLevel
	The CurrentValue attribute specifies the antenna transmit signal level.
	DeviceStatusReport.Details.ConfigurationSetting


The allowed values of ConfigurationSetting.CurrentValue attribute depend on the value of the Name attribute.  The following table lists the allowed values for CurrentValue attribute in the left column.  The right-most column lists the corresponding allowed values of the Name attributes.  

	Value
	Meaning
	Name attribute value

	Yes
	Indicates affirmative, or that feature is active.
	BearerChannelIsTributary

BearerChannelBridging

ControlChannelIsTributary

ControlChannelBridging

FrequencyAdjustment

StaticPhaseAdjustment

RevertiveAutomaticSwitching

Otar

ProtectionTesting

Interleaving

AtpcControl

PowerAdjustment

	No
	Indicates negative, or that feature is not active.
	BearerChannelIsTributary

BearerChannelBridging

ControlChannelIsTributary

ControlChannelBridging

FrequencyAdjustment

StaticPhaseAdjustment

RevertiveAutomaticSwitching

Otar

ProtectionTesting

Interleaving

AtpcControl

PowerAdjustment

	“Pass”
	Indicates the Device passed a built-in test.
	LocalLoopbackTestResult

RemoteLoopbackTestResult

FrequencyScanTestResult

OrderwireTestResult

TributaryTestResult

BerTestResult

	“Fail”
	Indicates the Device failed a built-in test.
	LocalLoopbackTestResult

RemoteLoopbackTestResult

FrequencyScanTestResult

OrderwireTestResult

TributaryTestResult

BerTestResult


The allowed values of ConfigurationSetting.Units attribute depend on the value of the Name attribute.  The following table lists the allowed values for Units attribute in the left column.  The right most column lists the corresponding allowed values of the Name attributes.  

	Value
	Meaning
	Name attribute value

	“”
	Indicates no units
	RemoteRdtsName

LinkIdCode

KeyIntegrityProtocol

EncryptionKey

AntennaType

BearerChannelIsTributary

BearerChannelBridging

ControlChannelIsTributary

ControlChannelBridging

	TimeUnitsType
	Indicates a time unit
	BerCountingPeriod

	“dBm”
	Indicates a power unit
	RslThreshold

AntennaGain

AntennaReceiveLevel

AntennaTransmitLevel

	AngularUnitsType
	Indicates an angular unit
	AntennaElevationAngle

Antenna Azimuth

	DistanceUnitsType
	Indicates a distance unit
	AntennaSize

	FrequencyUnitsType
	Indicates a frequency unit
	CenterFrequency

ModulationFrequencyBandwidth

CarrierSpacing

	“bit/s”
	Indicates a data rate
	AggregateRate

BerValue


Data Dictionary for the ExtendedCommandType.Command attribute:

	Value
	Meaning
	Context

	ClearAlarms
	This requests the Device to clear all current alarms.
	CommandMessage.Command.ExtendedCommand

	ClearAlarmLog
	This requests the Device to clear the alarm log.
	CommandMessage.Command.ExtendedCommand

	ClearEventLog
	This requests the Device to clear the event log.
	CommandMessage.Command.ExtendedCommand


Data Dictionary for type MessageType:

	Value
	Meaning
	Context

	Report
	The message is a Report
	DeviceConfiguration.MessageType

	Request
	This message is a Request
	DeviceConfiguration.MessageType

CommandMessage.MessageType

	Response
	This message is a Response
	DeviceConfiguration.MessageType

CommandMessage.MessageType


Data Dictionary for type StateType:

	Value
	Meaning
	Context

	OK
	The RDTS Device is operating normally.
	DeviceStatusReport.Status.DeviceState

	Fault
	The RDTS Device has detected a fault.
	DeviceStatusReport.Status.DeviceState

	Fail
	The RDTS Device has detected a failure.
	DeviceStatusReport.Status.DeviceState

	Unknown
	The state of the RDTS Device cannot be determined.
	DeviceStatusReport.Status.DeviceState


Data Dictionary for type ReportCategoryType:

	Value
	Meaning
	Context

	DeviceConfiguration
	Subscribe to the RDTS Device configuration report
	SubscriptionConfiguration.Subscription

	DeviceStatusReport
	Subscribe to the RDTS Device status report
	SubscriptionConfiguration.Subscription


Data Dictionary for type SimpleCommandType:

	Value
	Meaning
	Context

	Reset
	This requests the Device to clear all alarms, clear any self-test result, and clear all detections.
	CommandMessage.Command.SimpleCommand

	SelfTest
	This requests the Device to perform all built-in tests.
	CommandMessage.Command.SimpleCommand


3. XML Message Instances and Messaging Model

The XML instances listed are constructed per the current version of ICD-0100B and associated xsd files.  The messaging model is specified in the current version of ICD-0100B.

3.1. SubscriptionConfiguration

SubscriptionConfiguration instance that shows the Report types subscribed by the Annunciator Controller:

<?xml version="1.0" encoding="UTF-8"?>

<SubscriptionConfiguration MessageType="Request">

  <DeviceIdentification>

    <DeviceName>RadioLink-001</DeviceName>

    <DeviceCategory>Communication Device</DeviceCategory>

    <OEM>STS</OEM>

    <Model>FA340F</Model>

    <SerialNumber>FA012021</SerialNumber>

    <Base>PSAB</Base>

    <Sector>Viper</Sector>

  </DeviceIdentification>

  <RequestorIdentification>

    <DeviceName>SCP1</DeviceName>

    <DeviceCategory>Annunciator</DeviceCategory>

    <Base>PSAB</Base>

    <Sector>Viper</Sector>

  </RequestorIdentification>

  <Subscription Selected="true">DeviceStatusReport</Subscription>

  <Subscription Selected="true">DeviceConfiguration</Subscription>

</SubscriptionConfiguration>

3.2. DeviceInitialization

A Device Initialization shows the device’s basic operating parameters including the schema definitions it complies with, its software version, etc. 

<?xml version="1.0" encoding="UTF-8"?>

<DeviceInitialization>

  <DeviceIdentification>

    <DeviceName>Radio-1</DeviceName>

    <DeviceCategory>Communication Device</DeviceCategory>

    <DeviceType>Radio link</DeviceType>

    <OEM>Acme</OEM>

    <Model>FA340F</Model>

    <SerialNumber>FA051</SerialNumber>

    <Base>Balad</Base>

    <Sector>Alpha</Sector>

    <SoftwareVersion>2.2</SoftwareVersion>

    <IPAddress>201.2.2.101</IPAddress>

    <Port>1</Port>

  </DeviceIdentification>

  <ICDVersion>ICD-002</ICDVersion>

  <ICDVersion>ICD-0100</ICDVersion>

  <ServerIdentification>

    <DeviceName>JDOC Server</DeviceName>

    <Base>Balad</Base>

    <Sector>JDOC</Sector>

    <IPAddress>192.168.1.200</IPAddress>

    <Port>4444</Port>

  </ServerIdentification>

</DeviceInitialization>

3.3. CommandMessage

The following is an instance of Command Message which is a Request to Clear Alarm Log.

<?xml version="1.0" encoding="UTF-8"?>

<CommandMessage MessageType="Request" RequestId="AB123">

    <DeviceIdentification>

        <DeviceName>Radio-001</DeviceName>

        <DeviceCategory>Communication Device</DeviceCategory>

        <DeviceType>Radio link</DeviceType>

        <Model>FA340F</Model>

    </DeviceIdentification>

    <RequestorIdentification>

        <DeviceName>Annunciator</DeviceName>

        <DeviceCategory>Annunciator</DeviceCategory>

        <DeviceType/>

        <OEM>L-3 Communications</OEM>

        <Model>eTASS V5</Model>

        <Base>Al Udeid</Base>

        <Sector>1</Sector>

        <SoftwareVersion>5.1</SoftwareVersion>

    </RequestorIdentification>

    <Command>

        <ExtendedCommand Command="ClearAlarmLog">

        </ExtendedCommand>

    </Command>

</CommandMessage>

3.4. DeviceStatusReport

A DeviceStatusReport shows the status of all parameters associated with a device every time this report is sent.  The instance below shows the complete list of parameters for Radio-031 with the distant end communication failure.

<?xml version="1.0" encoding="UTF-8"?>

<DeviceStatusReport>

    <DeviceIdentification>

        <DeviceName>Radio-031</DeviceName>

        <Base>Base 1</Base>

        <Sector>Sector 1</Sector>

        <SerialNumber>31</SerialNumber>

    </DeviceIdentification>

    <Location>

      <LocationType>

        <DescriptiveLocation>

          <LandmarkLocation>

            <LandmarkIdentity>Main Gate</LandmarkIdentity>

            <Direction Units="Degrees">90.0</Direction>

            <Distance Units="Meters">12.5</Distance>

          </LandmarkLocation>

        </DescriptiveLocation>

        <GeodeticLocation Datum="WGS84">

          <Latitude Units="Decimal Degrees">33.8600533</Latitude>

          <Longitude Units="Decimal Degrees">-118.2375683</Longitude>

          <Altitude Units="Meters" Reference="MSL">12.3</Altitude>

        </GeodeticLocation>

      </LocationType>

      <UpdateTime Zone="GMT">2004-02-03T21:30:02.000</UpdateTime>

    </Location>

    <Status>

        <DeviceState>OK</DeviceState>

        <DeviceSubState>Enabled</DeviceSubState>

        <CommunicationState>OK</CommunicationState>

        <UpdateTime Zone="GMT">2004-02-03T22:08:02.291</UpdateTime>

    </Status>

    <Details>

        <ConfigurationSetting Name="RemoteRdtsName"

                              CurrentValue="Radio-033"

                              Units=""

                              ReadOnly=0/>

        <ConfigurationSetting Name="LinkIdCode"

                              CurrentValue="2lk4m2o"

                              Units=""

                              ReadOnly=0/>

        <ConfigurationSetting Name="EncryptionKey"

                              CurrentValue="4l2km3l4kmsodfi"

                              Units=""

                              ReadOnly=0/>

        <ConfigurationSetting Name="BerCountingPeriod"

                              CurrentValue="1"

                              Units="Hours"

                              ReadOnly=0/>

        <ConfigurationSetting Name="BerThreshold"

                              CurrentValue="1.0e-8"

                              Units="Seconds"

                              ReadOnly=0/>

        <ConfigurationSetting Name="RslSetting"

                              CurrentValue="1.0"

                              Units="dBm"

                              ReadOnly=0/>

        <ConfigurationSetting Name="AntennaElevationAngle"

                              CurrentValue="23.0"

                              Units="Degrees"

                              ReadOnly=0/>

        <ConfigurationSetting Name="AntennaAzimuth"

                              CurrentValue="33.0"

                              Units="Degrees"

                              ReadOnly=0/>

        <ConfigurationSetting Name="AntennaGain"

                              CurrentValue="0.0"

                              Units="dB"

                              ReadOnly=0/>

        <ConfigurationSetting Name="AntennaSize"

                              CurrentValue="1.3"

                              Units="Meters"

                              ReadOnly=0/>

        <ConfigurationSetting Name="CenterFrequency"

                              CurrentValue="43.2"

                              Units="MHz"

                              ReadOnly=0/>

        <ConfigurationSetting Name="ModulationFrequencyBandwidth"

                              CurrentValue="3.2"

                              Units="MHz"

                              ReadOnly=0/>

        <ConfigurationSetting Name="CarrierSpacing"

                              CurrentValue="10.9"

                              Units="MHz"

                              ReadOnly=0/>

        <ConfigurationSetting Name="AggregateRate"

                              CurrentValue="1.0e6"

                              Units="bits/s"

                              ReadOnly=1/>

        <ConfigurationSetting Name="BearerChannelIsTributary"

                              CurrentValue="Yes"

                              Units=""

                              ReadOnly=0/>

        <ConfigurationSetting Name="BearerChannelIsBridging"

                              CurrentValue="No"

                              Units=""

                              ReadOnly=0/>

        <ConfigurationSetting Name="ControlChannelIsTributary"

                              CurrentValue="Yes"

                              Units=""

                              ReadOnly=0/>

        <ConfigurationSetting Name="ControlChannelIsBridging"

                              CurrentValue="No"

                              Units=""

                              ReadOnly=0/>

        <ConfigurationSetting Name="FrequencyAdjustment"

                              CurrentValue="Yes"

                              Units=""

                              ReadOnly=0/>

        <ConfigurationSetting Name="StaticPhaseAdjustment"

                              CurrentValue="Yes"

                              Units=""

                              ReadOnly=0/>

        <ConfigurationSetting Name="RevertiveAutomaticSwitching"

                              CurrentValue="No"

                              Units=""

                              ReadOnly=0/>

        <ConfigurationSetting Name="Otar"

                              CurrentValue="Yes"

                              Units=""

                              ReadOnly=0/>

        <ConfigurationSetting Name="ProtectionTesting"

                              CurrentValue="No"

                              Units=""

                              ReadOnly=0/>

        <ConfigurationSetting Name="Interleaving"

                              CurrentValue="Yes"

                              Units=""

                              ReadOnly=0/>

        <ConfigurationSetting Name="AtpcControl"

                              CurrentValue="No"

                              Units=""

                              ReadOnly=1/>

        <ConfigurationSetting Name="PowerAdjustment"

                              CurrentValue="Yes"

                              Units=""

                              ReadOnly=0/>

        <ConfigurationSetting Name="LocalLoopbackTestResult"

                              CurrentValue="Pass"

                              Units=""

                              ReadOnly=1/>

        <ConfigurationSetting Name="RemoteLoopbackTestResult"

                              CurrentValue="Fail"

                              Units=""

                              ReadOnly=1/>

        <ConfigurationSetting Name="FrequencyScanTestResult"

                              CurrentValue="Fail"

                              Units=""

                              ReadOnly=1/>

        <ConfigurationSetting Name="OrderWireTestResult"

                              CurrentValue="Fail"

                              Units=""

                              ReadOnly=1/>

        <ConfigurationSetting Name="TributaryTestResult"

                              CurrentValue="Fail"

                              Units=""

                              ReadOnly=1/>

        <ConfigurationSetting Name="BerTestResult"

                              CurrentValue="Fail"

                              Units=""

                              ReadOnly=1/>

        <ConfigurationSetting Name="BerValue"

                              CurrentValue="1.0e6"

                              Units="bits/s"

                              ReadOnly=1/>

        <ConfigurationSetting Name="EventLog"

                              CurrentValue="2004-02-03 21:08 Startup"

                              Units=""

                              ReadOnly=1/>

        <ConfigurationSetting Name="AlarmLog"

                              CurrentValue=

"2004-02-03 21:08 IDU Cable open

2004-02-03 21:23 IDU Remote Communication Failure"

                              Units=""

                              ReadOnly=1/>

        <ConfigurationSetting Name="ActiveAlarmList"

                              CurrentValue=

"Local--

  IDU Remote Communication Failure

Remote--

  IDU Remote Communication Failure

  IDU Inner communication"

                              Units=""

                              ReadOnly=1/>

        <ConfigurationSetting Name="AntennaReceiveLevel"

                              CurrentValue="0.0"

                              Units="dBm"

                              ReadOnly=1/>

        <ConfigurationSetting Name="AntennaTransmitLevel"

                              CurrentValue="1.0"

                              Units="dBm"

                              ReadOnly=1/>

    </Details>

</DeviceStatusReport>

3.5. DeviceConfiguration

Device Configuration Message below is a Response that shows device configuration for Radio-001 showing all configuration parameters:

<?xml version="1.0" encoding="UTF-8"?>

<DeviceConfiguration MessageType="Response">

    <DeviceIdentification>

        <DeviceName>Radio-001</DeviceName>

        <Base>Ali Al Salem</Base>

        <Sector>1</Sector>

    </DeviceIdentification>

    <RequestorIdentification>

        <DeviceName>Annunciator-001</DeviceName>

        <Base>Ali Al Salem</Base>

        <Sector>1</Sector>

    </RequestorIdentification>

    <ConfigurationSetting Name="RemoteRdtsName"

                          CurrentValue="Radio-033"

                          Units=""

                          ReadOnly=0/>

    <ConfigurationSetting Name="LinkIdCode"

                          CurrentValue="2lk4m2o"

                          Units=""

                          ReadOnly=0/>

    <ConfigurationSetting Name="EncryptionKey"

                          CurrentValue="4l2km3l4kmsodfi"

                          Units=""

                          ReadOnly=0/>

    <ConfigurationSetting Name="BerCountingPeriod"

                          CurrentValue="1"

                          Units="Hours"

                          ReadOnly=0/>

    <ConfigurationSetting Name="BerThreshold"

                          CurrentValue="1.0e-8"

                          Units="Seconds"

                          ReadOnly=0/>

    <ConfigurationSetting Name="RslSetting"

                          CurrentValue="1.0"

                          Units="dBm"

                          ReadOnly=0/>

    <ConfigurationSetting Name="AntennaElevationAngle"

                          CurrentValue="23.0"

                          Units="Degrees"

                          ReadOnly=0/>

    <ConfigurationSetting Name="AntennaAzimuth"

                          CurrentValue="33.0"

                          Units="Degrees"

                          ReadOnly=0/>

    <ConfigurationSetting Name="AntennaGain"

                          CurrentValue="0.0"

                          Units="dB"

                          ReadOnly=0/>

    <ConfigurationSetting Name="AntennaSize"

                          CurrentValue="1.3"

                          Units="Meters"

                          ReadOnly=0/>

    <ConfigurationSetting Name="CenterFrequency"

                          CurrentValue="43.2"

                          Units="MHz"

                          ReadOnly=0/>

    <ConfigurationSetting Name="ModulationFrequencyBandwidth"

                          CurrentValue="3.2"

                          Units="MHz"

                          ReadOnly=0/>

    <ConfigurationSetting Name="CarrierSpacing"

                          CurrentValue="10.9"

                          Units="MHz"

                          ReadOnly=0/>

    <ConfigurationSetting Name="AggregateRate"

                          CurrentValue="1.0e6"

                          Units="bits/s"

                          ReadOnly=1/>

    <ConfigurationSetting Name="BearerChannelIsTributary"

                          CurrentValue="Yes"

                          Units=""

                          ReadOnly=0/>

    <ConfigurationSetting Name="BearerChannelIsBridging"

                          CurrentValue="No"

                          Units=""

                          ReadOnly=0/>

    <ConfigurationSetting Name="ControlChannelIsTributary"

                          CurrentValue="Yes"

                          Units=""

                          ReadOnly=0/>

    <ConfigurationSetting Name="ControlChannelIsBridging"

                          CurrentValue="No"

                          Units=""

                          ReadOnly=0/>

    <ConfigurationSetting Name="FrequencyAdjustment"

                          CurrentValue="Yes"

                          Units=""

                          ReadOnly=0/>

    <ConfigurationSetting Name="StaticPhaseAdjustment"

                          CurrentValue="Yes"

                          Units=""

                          ReadOnly=0/>

    <ConfigurationSetting Name="RevertiveAutomaticSwitching"

                          CurrentValue="No"

                          Units=""

                          ReadOnly=0/>

    <ConfigurationSetting Name="Otar"

                          CurrentValue="Yes"

                          Units=""

                          ReadOnly=0/>

    <ConfigurationSetting Name="ProtectionTesting"

                          CurrentValue="No"

                          Units=""

                          ReadOnly=0/>

    <ConfigurationSetting Name="Interleaving"

                          CurrentValue="Yes"

                          Units=""

                          ReadOnly=0/>

    <ConfigurationSetting Name="AtpcControl"

                          CurrentValue="No"

                          Units=""

                          ReadOnly=1/>

    <ConfigurationSetting Name="PowerAdjustment"

                          CurrentValue="Yes"

                          Units=""

                          ReadOnly=0/>

    <ConfigurationSetting Name="LocalLoopbackTestResult"

                          CurrentValue="Pass"

                          Units=""

                          ReadOnly=1/>

    <ConfigurationSetting Name="RemoteLoopbackTestResult"

                          CurrentValue="Fail"

                          Units=""

                          ReadOnly=1/>

    <ConfigurationSetting Name="FrequencyScanTestResult"

                          CurrentValue="Fail"

                          Units=""

                          ReadOnly=1/>

    <ConfigurationSetting Name="OrderWireTestResult"

                          CurrentValue="Fail"

                          Units=""

                          ReadOnly=1/>

    <ConfigurationSetting Name="TributaryTestResult"

                          CurrentValue="Fail"

                          Units=""

                          ReadOnly=1/>

    <ConfigurationSetting Name="BerTestResult"

                          CurrentValue="Fail"

                          Units=""

                          ReadOnly=1/>

    <ConfigurationSetting Name="BerValue"

                          CurrentValue="1.0e6"

                          Units="bits/s"

                          ReadOnly=1/>

    <ConfigurationSetting Name="EventLog"

                          CurrentValue="2004-02-03 21:08 Startup"

                          Units=""

                          ReadOnly=1/>

    <ConfigurationSetting Name="AlarmLog"

                          CurrentValue=

"2004-02-03 21:08 IDU Cable open

2004-02-03 21:23 IDU Remote Communication Failure"

                          Units=""

                          ReadOnly=1/>

    <ConfigurationSetting Name="ActiveAlarmList"

                          CurrentValue=

"Local--

  IDU Remote Communication Failure

Remote--

  IDU Remote Communication Failure

  IDU Inner communication"

                         Units=""

                         ReadOnly=1/>

   <ConfigurationSetting Name="AntennaReceiveLevel"

                         CurrentValue="0.0"

                         Units="dBm"

                         ReadOnly=1/>

   <ConfigurationSetting Name="AntennaTransmitLevel"

                         CurrentValue="1.0"

                         Units="dBm"

                         ReadOnly=1/>

    <ConfigurationOptionBlock Name="LinkType" Units="None">

      <ConfigurationOption Option="OC-3" Selected="true"/>

      <ConfigurationOption Option="DS3" Selected="false"/>

    </ConfigurationOptionBlock>

    <ConfigurationOptionBlock Name="SpaceDiversity" Units="None">

      <ConfigurationOption Option="1+0" Selected="false"/>

      <ConfigurationOption Option="1:1" Selected="true"/>

      <ConfigurationOption Option="1+1" Selected="false"/>

    </ConfigurationOptionBlock>

    <ConfigurationOptionBlock Name="FrequencyDiversity" Units="None">

      <ConfigurationOption Option="1 High" Selected="false"/>

      <ConfigurationOption Option="1 Low" Selected="true"/>

      <ConfigurationOption Option="2 High" Selected="false"/>

      <ConfigurationOption Option="2 Low" Selected="false"/>

    </ConfigurationOptionBlock>

    <ConfigurationOptionBlock Name="KeyIntegrityProtocol" Units="None">

      <ConfigurationOption Option="Kerboros" Selected="true"/>

      <ConfigurationOption Option="CHAP" Selected="false"/>

      <ConfigurationOption Option="RADIUS" Selected="false"/>

    </ConfigurationOptionBlock>

    <ConfigurationOptionBlock Name="EncryptionAlgorithm" Units="None">

      <ConfigurationOption Option="AES 128" Selected="false"/>

      <ConfigurationOption Option="AES 192" Selected="true"/>

      <ConfigurationOption Option="AES 256" Selected="true"/>

      <ConfigurationOption Option="WEP" Selected="true"/>

      <ConfigurationOption Option="WPA" Selected="true"/>

    </ConfigurationOptionBlock>

    <ConfigurationOptionBlock Name="ForwardErrorCorrection" Units="None">

      <ConfigurationOption Option="HP-01" Selected="true"/>

      <ConfigurationOption Option="HP-01a" Selected="false"/>

      <ConfigurationOption Option="HP-02" Selected="false"/>

    </ConfigurationOptionBlock>

    <ConfigurationOptionBlock Name="AntennaPolarization" Units="None">

      <ConfigurationOption Option="Horizontal" Selected="true"/>

      <ConfigurationOption Option="Vertical" Selected="false"/>

    </ConfigurationOptionBlock>

    <ConfigurationOptionBlock Name="AntennaType">

      <ConfigurationOption Option="Dish" Selected="true"/>

      <ConfigurationOption Option="Linear" Selected="false"/>

    </ConfigurationOptionBlock>

    <ConfigurationOptionBlock Name="AntennaConnection" Units="None">

      <ConfigurationOption Option="Integrated" Selected="true"/>

      <ConfigurationOption Option="Rectangular Waveguide" Selected="false"/>

      <ConfigurationOption Option="Coaxial" Selected="false"/>

    </ConfigurationOptionBlock>

    <ConfigurationOptionBlock Name="ModulationType" Units="None">

      <ConfigurationOption Option="16 QAM" Selected="true"/>

      <ConfigurationOption Option="128 QAM" Selected="false"/>

    </ConfigurationOptionBlock>

    <ConfigurationOptionBlock Name="Waveform" Units="None">

      <ConfigurationOption Option="W1" Selected="true"/>

      <ConfigurationOption Option="W2" Selected="false"/>

      <ConfigurationOption Option="W3" Selected="false"/>

      <ConfigurationOption Option="W4" Selected="false"/>

      <ConfigurationOption Option="W5" Selected="false"/>

      <ConfigurationOption Option="W6" Selected="false"/>

      <ConfigurationOption Option="W7" Selected="false"/>

      <ConfigurationOption Option="W8" Selected="false"/>

      <ConfigurationOption Option="W9" Selected="false"/>

      <ConfigurationOption Option="W10" Selected="false"/>

      <ConfigurationOption Option="W11" Selected="false"/>

      <ConfigurationOption Option="W12" Selected="false"/>

      <ConfigurationOption Option="W13" Selected="false"/>

      <ConfigurationOption Option="W14" Selected="false"/>

      <ConfigurationOption Option="W15" Selected="false"/>

      <ConfigurationOption Option="W16" Selected="false"/>

      <ConfigurationOption Option="W17" Selected="false"/>

      <ConfigurationOption Option="W18" Selected="false"/>

      <ConfigurationOption Option="W19" Selected="false"/>

      <ConfigurationOption Option="W20" Selected="false"/>

      <ConfigurationOption Option="W21" Selected="false"/>

      <ConfigurationOption Option="W22" Selected="false"/>

      <ConfigurationOption Option="W23" Selected="false"/>

      <ConfigurationOption Option="W24" Selected="false"/>

      <ConfigurationOption Option="W25" Selected="false"/>

      <ConfigurationOption Option="W26" Selected="false"/>

      <ConfigurationOption Option="W27" Selected="false"/>

      <ConfigurationOption Option="W28" Selected="false"/>

      <ConfigurationOption Option="W29" Selected="false"/>

      <ConfigurationOption Option="W30" Selected="false"/>

      <ConfigurationOption Option="W31" Selected="false"/>

      <ConfigurationOption Option="W32" Selected="false"/>

    </ConfigurationOptionBlock>

    <ConfigurationOptionBlock Name="FrequencyAlgorithm"

                              Units="None">

      <ConfigurationOption Option="None" Selected="true"/>

    </ConfigurationOptionBlock>

    <ConfigurationOptionBlock Name="BearerChannelPortType" Units="None">

      <ConfigurationOption Option="10/100BaseT" Selected="true"/>

      <ConfigurationOption Option="RS-232" Selected="true"/>

    </ConfigurationOptionBlock>

    <ConfigurationOptionBlock Name="ControlChannelPortType" Units="None">

      <ConfigurationOption Option="10/100BaseT" Selected="true"/>

      <ConfigurationOption Option="RS-232" Selected="true"/>

    </ConfigurationOptionBlock>

</DeviceConfiguration>

The waveforms above are from the JTRS waveforms list.

3.6. DeviceDetectionReport

This report is not applicable to RDTS systems as there is no device detection report associated with RDTS.  RDTS alarm logs are communicated in device status report.

3.7. TrackReport

This report is not applicable to RDTS systems as there is no tracking associated with RDTS.  
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