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From 2001 to 
2003, SensorNet 
was a proposed 
strategy to use 
commercial cell 
towers as the 
basis for a 
nation-wide 
sensor network 
for homeland 
security.
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A Re-assessment of the Requirements



4

OAK RIDGE NATIONAL LABORATORY
U. S. DEPARTMENT OF ENERGY

The threat of WMD

Many of the threats and 
challenges of concern to 
DHS, local law 
enforcement, health 
departments, first 
responders, Weapons of 
Mass Destruction Civil 
Support Teams, and 
HAZMAT crews are 
long-term, emergent, 
and dynamic problems 
that require adaptive and 
evolutionary solutions.
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Organizational and Systems Interoperability
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Understanding Interoperability
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Integrated and Interoperable Systems

Tightly-coupled architecture
Integrated components
Monolithic architecture
Homogeneous system
End-to-end design
Autonomous/Stand-alone

Boom Box

Loosely-coupled architecture
Interoperable components
Modular architecture
Heterogeneous systems
Plug-and-Play
Inter-dependent

Stereo System
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Representative examples of tightly-coupled and 
loosely-coupled systems

Integrated Systems Interoperable Systems

Apple Mac IBM PC

PBX POTS
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Taking a tightly-coupled integrated design
approach to a bounded and well-defined problem
has led to many successes.

Panama Canal (circa 1911)

Falling Water

USAF F-117 Nighthawk 
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Taking a loosely-coupled interoperable design
approach to unbounded, dynamic problems has also 
led to many successes.

North American Electric Power Grid

U.S. Interstate Highway System

Internet
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88% of large IT integration projects fail or 
overrun their target budgets by an average 
of 66%   Standish Group, 1999

Germany was able to circumvent the [French] 
line by passing its Panzers through hills and 
marshlands which had been impenetrable to 
tanks when Maginot made his 
recommendations. Wikipedia 2006

The “hard lesson” that is learned over and over:

Applying tightly-coupled integrated solutions to unbounded or
dynamic problems is often short-lived, ill-advised, and sometimes 
catastrophic.
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Good News

On-line ServicesSupercomputer NetworksMainframe and Mini NetworksPC Local Area Networks

IBM PC LAN
Appletalk
Novell

IBM SNA
DECNET
XNS
USENET
BITNET

HYPERchannel
UltraNet
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InternetEthernet World Wide Web

As the DEMAND FOR INFORMATION AND RESOURCE SHARING INCREASES, 
the customers spurn tightly-coupled, proprietary systems in favor of loosely-
coupled interoperable products, services, and commodities.  
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The Interoperability of Sensor Networks 
for Homeland Security
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Sensor Networks and Government Programs

Federal research 
programs are funding 
the development and 
deployment of 
detection and sensor 
technologies that are 
connected to 
networks.
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Future Combat Systems
Unattended Ground 
Sensors (UGS) RTI’s SensorView provides the 

capability to command, control, 
and monitor (locally and remotely) 
multiple sensors of various types. 
SensorView also includes GPS 
and meteorological sensor 
options. 

Sensor networks are becoming commercially available…

And others from Northrop Grumman, 3eTI, Sentel, Ensco, MSA.

… but they are not yet interoperable!

http://www.rti-world.com/data/site_mgr/342/SVCU_IREC_Top_Side.JPG
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The Growing Need to Share 
Sensor Information and Alerts

As the demand for sensor 
information increases with 
the proliferation of sensor 
networks and sensor 
information, users and 
program managers will 
look to the commercial 
market place for  
interoperable products 
based on cost-effective 
standards that allow 
information, application, 
and resource sharing

Vendors Integrators

Academia

MunicipalitiesStandards 
Organizations

Labs

Federal Agencies

States

BioWatch

TSA

DNDO

CBP

DOD DOJ

DCI

DHS

DOS
DOD DOJ

DOE

DHS

DOS

EPA HUD

HHS
FEA ISE

DHS

NIEM
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An Emerging Global SensorNet

In turn, the commercial 
availability of interoperable 
components, networks, 
applications, and data will 
allow users to share 
information from numerous 
sensor sources with 
predictive applications and 
decision support systems 
securely across local, 
organizational, regional, 
and national boundaries.
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Government Leadership and Commercial Development

The global SensorNet will be built by 
systems integrators, vendors, 
developers, and communications 
carriers using commercially-
supported and commoditized 
products.

The development of a global SensorNet 
will be led by government- and 
commercially-sponsored research at 
leading universities and national labs 
world-wide.

The global sensor network will take years to establish and will continue to 
evolve after it is in place.
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Caveat:  The Commercial Market and Standards 
Adoption

Although the evolution of a commercially-available
interoperable framework for sensor networks is inevitable 
(based on the growing demand for information sharing), 
the evolution of the market place is non-deterministic and 
does not address the urgency of the emerging threats and 
requirements.
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What is ORNL doing to support and 
expedite the commercial adoption of 
sensor network standards, and what 
have we accomplished since 2003?
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SensorNet since 2003

Since 2003, Oak Ridge National Laboratory (ORNL), in collaboration 
with the National Institute for Standards and Technology (NIST) and 
the Open Geospatial Consortium (OGC), has worked to implement, 
demonstrate, and promote industry-wide interoperability and 
information sharing standards for ubiquitous, cost-effective, and 
secure sensor networks.

http://www.sensornet.gov

http://www.sensornet.gov/
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ORNL has developed a standards-based 
middleware for a sensor network edge device (i.e., 
the SensorNet node)

Many Sensors

Decision Support

Analysis, Modeling, and Prediction

911 Dispatch

Local, Regional, and Federal Data Sources

Many Applications

Domain-
specific 

Data
Formats

and
Services

Open
Application
Interfaces

Net-Ready
Plug-and-Play

Interfaces

Services

IEEE 
1451

OGC 
Web 

Services
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… has developed prototypes based on standardized 
middleware;
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… has deployed its standards-based prototypes in DoD 
and DHS testbeds;
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… has demonstrated its prototypes at numerous
national events;

IPSN ‘06

NFL and NASCAR Events San Diego Mardi Gras

Public Service Week
National Mall, WDC
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… has participated in numerous presentations and 
workshops;

5th SISPAT (2006)

Net-Ready Sensors (2006)

Conference for CBIS (2007)
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… has supported DHS, DoD, and industry sensor 
standards development and harmonization efforts;
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… has published its research and has provided its 
standards-based middleware freely to academia and 
industry;
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… has collaborated and contracted for the commercial 
adoption of sensor standards.
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Lessons Learned (so far)
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How the creative community (i.e., researchers and 
developers) often views standards: 

- copied for educational purposes  -

Researchers and developers tend to conflate standards with 
uniformity (often for good reason) and rebel against any prohibition 
of their creative freedom to innovate and find the “best” engineering 
solution for a problem.
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How the technology industry often views standards:

“…the standards process can slow down 
development and implementation of new things.”

Mitchell Baker, Chief Lizard Wrangler, Mozilla Corp.

“Competition between standards, we believe, is a very 
good thing.”

Alan Yates, general manager of Microsoft's Information Worker Business Strategy

In a competitive industry, being “first to market” with a technical advantage 
is a good thing.  For many technology firms and research laboratories, 
standards dilute the competitive advantage of a proprietary or innovative 
technology.  For businesses in particular, standards lower the cost for 
market entry to competitors, encourage clones, and generally “commoditize”
the market for a new technology.
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How some sponsors view standards: 

Although not always the case, some sponsors view 
standards development as an ancillary engineering 
overhead—not a research deliverable that they 
should pay, particularly without seeing some 
immediate or direct advantage.

In short, sponsorship to “standardize” research 
prototypes may be difficult to find.
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Standards and interoperability: 

Where there are competing standards that address 
overlapping requirements, it is possible to have two 
“standards-based” solutions that have their advocates 
in industry, government, and research.  

Competing standards are generally not interoperable.
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DoD DHS IEEE OASIS OGC

JPEO-CBD Standards Portfolio
S&T Directorate

Sensor Interface
Standards

Emergency
Interoperability

Consortium

Sensor Web 
Enablement

Dr. Bert Coursey
DHS

Prof. Tom Johnson
NPS Mr. Kang Lee, NIST Ms. Elysa Jones

OASIS
Mr. Sam Bacharach

OGC

JPM-IS Data
CBRN 

Common Data
Model

NATO NBC Standards
(Allied Tactical 
Publication 45B)

STANAG 5523

ANSI N42.32
ANSI N42.33
ANSI N42.34
ANSI N42.35
ANSI N42.38
ANSI N42.42

ASTM E54

AOAC International

Common Alerting 
Protocol 

Emergency Data 
Exchange Language

Sensor Observation 
Service

Sensor Planning 
Service

Sensor Alerting 
Service

Geospatial Markup 
Language

Web Feature 
Service

IEEE 1451.0
IEEE 1451.1
IEEE 1451.2
IEEE 1451.3
IEEE 1451.4
IEEE 1451.5
IEEE 1451.6
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IEEE Std 1512.3-2002 
(HAZMAT Standard) 

Ann Lorscheider 
NCDOT 

Incident
Management

SIA

Digital 
Communications 

BSR/SIA 
DC-09-200x

BSR/SIA
OSIPS-01-200x

William Snuffer, SIA
Hunter Knight, SIA

There are on-going and, in some cases, overlapping efforts to develop sensor standards by national, 
international, and industry consortium standards organizations. These efforts are autonomous and 
self-preserving and sometimes dictated by departmental requirements. In the near-term, they are 
unlikely to generate a single direction for industry.

National and International Standards for Sensor 
Networks
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SensorNet:  What Next?
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Metcalfe’s Law

The success of a [standard] 
is proportional to the 
square of the number of 
users of the [standard].

Adoption by developers and users is ultimately the only 
meaningful measure of interoperability and a standard’s 
success.
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A metric for encouraging market place adoption of 
interoperability standards 

=  adoption
demand

vendor resistance costs + complexity
time

X

To increase the likelihood of standards adoption, either 
increase demand and time or reduce vendor resistance, 
costs, and complexity.
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Leverage the standards that vendors and 
developers are already adopting

Some standards—a fraction of those that are developed 
each year—stimulate innovation and are readily adopted 
by industry.  

Follow the conventions 
of user-defined 
requirements and 
“pave the cow paths.”
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Examples of standards that have gained traction

Apple-branded user-interface 
and look-and-feel

MP3 and USBWWW and Wiki authoring

Collaborative Encyclopedia
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RSS is a family of web feed 
formats used to publish 
frequently updated digital 
content, such as blogs, 
news feeds or podcasts.  

Really Simple Syndication (RSS 2.0) 
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Tech Industry’s Use of RSS to Inform Customers of 
Product Announcements

Government’s Use of RSS to provide weather and 
seismic data and alerts

Academia’s Use of RSS to provide research data News Media’s Use of RSS to provide news updates
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Google Earth’s Keyhole Markup Language (KML) and  
Microsoft’s Sensor Description Markup Language (SDML)
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Summary: Commercializing Sensor Network 
Interoperability (cont’d)

• Many of the threats and challenges of concern to DHS are long-
term and dynamic and will require evolutionary and interoperable
solutions. 

• Sensor networks today are not interoperable in a premeditative 
way.

• Standards development efforts within government, academia, and 
industry have not yet converged and barriers to adoption and 
harmonization remain.
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Summary: Commercializing Sensor Network 
Interoperability

• The future global sensor network will be based on fundamental 
interoperability standards that are adopted by vendors and 
integrators. 

• The present challenge is NOT standards development or re-
development; the challenge is the commercial availability of 
interoperable products.
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