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Web Interoperability

SensorNet is a framework to
tie together sensor data from
all over the country to create a
real-time detection and alert
system for various threats,
whether they are chemical,
radiological, biological,

nuclear, or explosive,

Bryan L. Gorman, Mallikarjun Shankar, and Cyrus M. Smith,
SensorNet Program, Qak Ridge National Laboratory

ensorNet is a vendor-neutral interoperability framework for Web-based discov-
ery, access, control, integration, analysis, and visualization of online sensors,
sensor-derived data repositories, and sensor-related processing capabilities. In
other words, SensorNet attempts to create a wide-area system to collect and
analyze data from sensors all over the country to monitor and detect threats,
and then alert agencies, emergency responders, and others as necessary. It is |)ei|lg
designed and developed by the Computational Sciences and Engineering Division at the
Oak Ridge National Laboratory (ORNL), in collaboration with the National Oceanic and
Atmospheric Administration (NOAA), the Open Geospatial Consortium (OGC), the
National Institute for Standards and Technology (NIST), the Department of Defense, and
numerons universities and orivate-sector partners. The purpose of SensorNet is to provide |
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From 2001 to
2003, SensorNet
was a proposed
strategy to use
commercial cell
towers as the
basis for a
nation-wide
sensor network
for homeland
security.
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A Re-assessment of the Requirements
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The threat of WMD
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Many of the threats and
challenges of concern to
DHS, local law
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enforcement, health
departments, first
responders, Weapons of
Mass Destruction Civil
Support Teams, and
HAZMAT crews are
long-term, emergent,
and dynamic problems
that require adaptive and
evolutionary solutions.
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Organizational and Systems Interoperability
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Fact Sheet: National Baseline Survey on Interoperability
Release Date: December 8, 2006
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Understanding Interoperability
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Integrated and Interoperable Systems

Boom Box Stereo System
Tightly-coupled architecture Loosely-coupled architecture
Integrated components Interoperable components
Monolithic architecture Modular architecture
Homogeneous system Heterogeneous systems
End-to-end design Plug-and-Play
Autonomous/Stand-alone Inter-dependent

OAK RIDGE NATIONAL LABORATORY UT-BATTELLE

U.S. DEPARTMENT OF ENERGY
7



Representative examples of tightly-coupled and
loosely-coupled systems

Integrated Systems Interoperable Systems

| W)
IBM PC

m‘nunnﬁﬁn’ -

Apple Mac

B

PBX &2 B\ POTS
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Taking atightly-coupled integrated design
approach to a bounded and well-defined problem
has led to many successes.

Panama Canal (circa 1911)

USAF F-117 Nighthawk
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Taking a loosely-coupled interoperable design

approach to unbounded, dynamic problems has also
led to many successes.

WEST SOUTH EAST NORTH

Nashville Maryvilie
Chattanooga Oak Ridge

U.S. Interstate Highway System

Internet
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The “hard lesson” that is learned over and over:

Applying tightly-coupled integrated solutions to unbounded or
dynamic problems is often short-lived, ill-advised, and sometimes

catastrophic.

88% of large IT integration projects fail or
overrun their target budgets by an average
Standish Group, 1999

of 66%

The San Dicao Union-Tribune.
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Problems revealed in FBI's software

S.D.-made key part could get scrappe‘/
B Bigelow

STAFF WRITER

January 14, 2005

The FBI said yesterday that it might scrap a $170 million software
program developed as a erucial element in a hish-performance computer

Germany was able to circumvent the [French]
line by passing its Panzers through hills and
marshlands which had been impenetrable to
tanks when Maginot made his
recommendations. Wikipedia 2006

system required for the bureau to

The customized
software, which was
intended to help FBI
agents and analysts
track terrorists and
manage criminal
investigations, was
developed by SAIC,
the San Diego defense
contractor. I 1l

Insight
Night & Day
But the system's

capabilities were only

about 10 percent of

what was sought, a

senior FBI official told

reporters yesterday in
‘Washington, D.C. The official who
required anonymity as a condition
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1990’s — 2000’s

1960’s-1990’s

Good News

As the DEMAND FOR INFORMATION AND RESOURCE SHARING INCREASES,
the customers spurn tightly-coupled, proprietary systems in favor of loosely-
coupled interoperable products, services, and commodities.

Ethernet

Internet

W3C

World Wide Web

PC Local Area Networks

IBM PC LAN
Appletalk
Novell

Mainframe and Mini Networks

IBM SNA
DECNET
XNS
USENET
BITNET

Supercomputer Networks On-line Services

AOL
gprodigy.
HYPERchannel _
UltraNet @& CompuServe

N
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The Interoperability of Sensor Networks
for Homeland Security
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Sensor Networks and Government Programs

Federal research
programs are funding
the development and
deployment of
detection and sensor
technologies that are
connected to
networks.
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Sensor networks are becoming commercially available...

Future Combat Systems

Unattended Ground

Sensors (UGS) RTI's SensorView provides the
capability to command, control,
and monitor (locally and remotely)
multiple sensors of various types.
SensorView also includes GPS
and meteorological sensor
options.

And others from Northrop Grumman, 3eTl, Sentel, Ensco, MSA.

... but they are not yet interoperable!
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http://www.rti-world.com/data/site_mgr/342/SVCU_IREC_Top_Side.JPG

The Growing Need to Share
Sensor Information and Alerts  Federal Agencies

Vendors Integrators

As the demand for sensor
information increases with
the proliferation of sensor
networks and sensor
information, users and
program managers will
look to the commercial
market place for
interoperable products
based on cost-effective
standards that allow
information, application,
and resource sharing

Labs

Academia

Standards

L Municipalities
Organizations P

States

DNDO BioWatch

CBP

OAK RIDGE NATIONAL LABORATORY UT-BATTELLE

U.S. DEPARTMENT OF ENERGY
16



An Emerging Global SensorNet

In turn, the commercial
availability of interoperable
components, networks,
applications, and data will
allow users to share
information from numerous
sensor sources with
predictive applications and
decision support systems
securely across local,
organizational, regional,
and national boundaries.
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Government Leadership and Commercial Development

The global sensor network will take years to establish and will continue to
evolve after itis in place.

The development of a global SensorNet
will be led by government- and
commercially-sponsored research at
leading universities and national labs
world-wide.

The global SensorNet will be built by
systems integrators, vendors, &
developers, and communications

carriers using commercially-
supported and commoditized
products.
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Caveat: The Commercial Market and Standards
Adoption

Although the evolution of a commercially-available
Interoperable framework for sensor networks is inevitable
(based on the growing demand for information sharing),
the evolution of the market place is non-deterministic and

does not address the urgency of the emerging threats and
requirements.
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What is ORNL doing to support and
expedite the commercial adoption of
sensor network standards, and what
have we accomplished since 20037
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SensorNet since 2003

Since 2003, Oak Ridge National Laboratory (ORNL), in collaboration
with the National Institute for Standards and Technology (NIST) and
the Open Geospatial Consortium (OGC), has worked to implement,
demonstrate, and promote industry-wide interoperability and
Information sharing standards for ubiquitous, cost-effective, and
secure sensor networks.

http://www.sensornet.gov
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ORNL has developed a standards-based
middleware for a sensor network edge device (i.e.,

the SensorNet node)

Local, Regional, and Federal Data Sources

Many Applications

R g

Many Sensors
—

A
Domain-
Net-Ready specific Open
Data T
Plug-and-Play Application
Formats
Interfaces Interfaces
and —
Services 911 Dispatch
IEEE SVGE
1451 €
Services

Analysis, Modeling, and Prediction

Services
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... has developed prototypes based on standardized
middleware;
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... has deployed its standards-based prototypes in DoD
and DHS testbeds;

News Release

Media Contact: Ron Walli
Communications and External Relations
B65.576.0226

SensorNet prototype system in boot camp at Fort Bragg

OAK RIDGE, Tenn., Feb. 15, 2006 — Fort
Bragg could be the model for the nation
when it comes to protecting the public
through a network that integrates a 911
dispatch system with sensors, alarms and
video surveillance.

Oak Ridge Mational Laboratory's Sensorhet,
a collection of systems for the detection,
identification and assessment of chemical,
biological, radiological and nuclear threats,
has been installed as part of a project with
the Fort Bragg Directorate of Emergency
Senvices. The military base, located in Morth
Carolina, is home to more than 30,000
family members and contains 11 shopping
centers, 28 restaurants, a major medical
center, 11 churches and 183 recreational
facilities.

“Fort Bragg is a city with thousands of

residents, more than 20 million square feet
of office buildings and all of the associated
needs and demands placed on emergency
sefvices workers,” said Bryan Gorman, a researcher,
Computational Sciences and Engineering Division.
conventional public safety mass notification networkg
applications invisible to the users.”
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A unity of effort.
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A Collabormative Effort

Unity of effort drives the strategic actions outlined in
the “Mational Strategy lor Maritime Security”
{MSMS). Throughout the stratepy it calls on the
Departments of Homeland Seaurity {DHS), Delense
(DO, and Justice (DO]) to come together to develop
vertically and hori?_onlale aligned solutions Lo
address all-threal maritime security.
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Alert system to get tested in Memphis

Memphis Business Journal - September 17, 2004 by Amog Maki

& Print this Article [ Email this Article Reprintz [5+RSS Feeds o MostVWiewed & Most Emailed

An early warning and detection system born out of the first Gulf War will be deployed at the

International Port of Memphis.

Originally designed for use on a battlefield, the system, called SensorNet, was developed at Oak
Ridge National Laboratory and is designed to provide eritical information to first responders
and government officials in case of a terrorist attack or, as is more likely the case in Memphis, a
chemical spill or disaster.
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... has demonstrated its prototypes at numerous
national events;

NFL and NASCAR Events San Diego Mardi Gras

Part two: making SensorNet mobile

Top Stories
[l

February 23, 2005

By TIM MILLER
& News Anchor/Reporter

KNOX COUNTY (WATE) -- Mobile SensorMet provides
surveillance for first responders and homeland security
agencies. It's convenient, compact and making a name far Unlilee the fixed sensors, the mobile anss czn be
itself across the country. packad end tzken to 2 perticular avant

A network of sensors and communications devices developed by
. = = = - UCSD researchers helps law enforcement teams monitor Mardi Gras
Nashville, the coliseum was filled with excitement and fans. And mobile SensorNet was also Festivitios in the Gasla:,‘,p_ ' = :

there, making sure terrorists weren't also in the stands with dangerous weapons.

When the Tennessee Titans played the Kansas City Chiefs on December 12, 2004 in

. ) . Calit2 Researchers Deploy

SensorMet Project Leader Tony Turner says, "We supported the Titans security department Disaster Communications Network
and in Nashville, the police department, as well as Gen. Humble's homeland security office at San Diego Mardi Gras Festivities
there in Nashville.”

IPSN ‘06

e i L ] Public Service Week
Vanderbilt University - Oak Ridge National Laboratory .
National Mall, WDC

Dirty Bomb Detection and Localization

Best Outdoor Demonstration at the IPSN 2006 Conference
Vanderbilt Football Stadium
April 20, 2006

Check outthe Google Earth-based user interface

We have showcased several exciting technologies in an integrated demonstration. The demo scenario is as follows: a
plain cloth security guard walks around the stadium with a cell phone-integrated radiation detector. The person also
carries an XBow X5M mote that we continuously track using an enhanced version of the radio inteferometric positioning
technigue introduced at the ACM SenSys conference in 2005. There are 12 X3Ms acting as infrastructure nodes deployed
at known positions to enable tracking with ~1m accuracy throughout the stadium. When the radiation detectoris in close
proximity to a source, it sends an alarm using the mobile phone network. This causes a remote controlled camera to
automatically zoom in on the position ofthe policeman. The large Jumbotron display in the stadium shows the video as

well as the Google Earth-based user interface.
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... has participated in numerous presentations and

workshops;
Net-Ready Sensors (2006)

Conference for CBIS (2007)

U Cuporirend of Corrsprn

PO TEChy,

The Conference For Chemical and Summer Workshop
Biological Information Systems Met-Ready Sensors: The Way Forward

What: The Mational Insbhss of Stancands and Technology (MIST) the Joint
Frogram Executive Cffice, Chemical and Biciogical Deferse (JFEC-CED], and
1Dak Rige Natonal Laboratory (CRML) ane sponsorng 2 tao-day workshop on
“Net-Seady Sensors: A sy Forsanc

Whan: August 2-3, 2008

‘Whera: Tennessee Room {Room 202, /
n Dak Alags, Tenmecoss

] In Bulkding 5200 om ORML'S <

5th SISPAT (2006)

Al Tl

Modeling & Simulation Mr. Scott Cahoon
in the CB Battlespace Envirenment Phone: 858-810-5779, Email: scott.cahoon@cubic.com
January 8-12, 2007 - Austin, Texas Keynote Speaker
Mr. Jean Reed

Renaissance Austi

Important Deadlines

arapl Ini

- September 15,2006 - Deadline for Technical
Presentation/Poster Paper Abstract Submittal

- September 29, 2006 - Motification of acceptance

- Registration Information

Purpose of the Symposium

[ Avostsisenr |

[ Soanbes ____~ |

| Programme - |
The Sth Singapore Intemational Symposium On Protection
Against Towic Substances (SISPAT) in conjunction with the

| Registration ______~ | 15t | Chemical, I, Radiological and
Explosives Oparations Conference (ICOC) aims to create an

Saciat Evanty T ] integrated Operavons-Technical (Ops-Tech) Forum to bring
together mistary and industry scientists, miitary planners, first

[ Eanimiviens | ; I

| Spomsorabip |

[ Avost Organlsers - |

[ avout Stagapere |

lcomtactus |

| What's ew |

respont and HAZMAT s . midscal and pubbc health
professionals, veternanans, acialists i computer risk
modeling and planning 3s wall 38 other professionals from
govemnment, academia and industry from around the workd
who are interested to exchanpe knowladge and expariences
on research and operational issues arisng from Chemical,
Biological, Radwlogical, Muclear and Explosives (CBRNE)
agents. The theme for Sth SISPAT s “Advancing Science
Against Unconventional Threats” and it aims to encourage
a cross-fertlisation of ideas and development of novel
solutions from both defence and non-defence partners to
neutralise such threats.
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... has supported DHS, DoD, and industry sensor
standards development and harmonization efforts;

"Physics Laboratory

Ionizing Radiation’!

ANSI N42.42: Data format standard for radiation detectors
used for Homeland Security

Brief Description of the Family of IEEE 1451 Standards

The IEEE 1451, a family of Smart Transducer Interface Standards. describes a set of open, comy

JEP-0127: Common Alerting Protocol (CAP) Over XMPP

This JEP specifies a method for sending Common Alerting Protocal (CAP) data over XMPP.

NOTICE: This JEP is currently within Last Call or under consideration by the Jabber Council for advancement to the next stage in the JSF standards process. For
further details, visit <http://www jabber org/council/queue.php=.

Home » 2005 OGC User » February, No. 1
JEP Informat

saws:Propol - Qgk Ridge National Laboratory Leads National Effort for Sensor Web

Type: Informaf

Numcer. 0121 Interoperability

Last Updated
JIG: Standard| . L . L
IEEE 1451 Presentation gpprov&ng S o T
in Conferences and SEDEFSE?ECS'? Author: Frank DeNap, Manager
Workshop D 1 SensorNet Program

Superseded { N gt
Short Name: Qak Ridge National Laboratory (ORNL)

Expo/Conference Presen P.0. Box 2008

PN Author Inforn| Odk Ridge, TN 37851
P ——— email: denapfa@ornl.gov

Peter Saint-Andre
The National Center for Sensor Systems Interoperability (NCS551) at Oak Ridge Mational Laboratory (ORNL), along with the National Oceanic and Atmospheric

Email: stpeter] ~ Administration (NOAA), other federal laboratories, universities and private sector partners, is designing and developing SensorNet. SensorNet is a vendor-
JID: stpeter@) neutral, evolutionary interoperability framework for web-based discovery, access, control, integration, analysis, exploitation and visualization of multiple
online sensars, transducers, sensor-derived data repositories, and sensor-related processing capabilities. The purpose of SensorNet is to provide a

Boyd Fletcher comprehensive nationwide system for real-time detection, identification, and assessment of chemical, biological, radiological, nuclear, and explosive hazards.

e It provides distributed access with multi-level security, information fusion, and common operational picture.
mail: Boyd.

JID: bfletchert
Part of the SensorNet project is deploying a variety of sensors at strategic locations such as military installations, traffic control points, and truck weighing

stations. The sensors will be connected by secure and redundant communication channels to local, regional and national operations centers. Automated
predictive plume modeling will provide rapid assessments of the direction and impact of toxic airborne releases. The goal is a national system for
comprehensive incident management in cooperation with state and local governments.




... has published its research and has provided its
standards-based middleware freely to academia and
iIndustry;

I5HS :SCHOLAR SENSES TROUBLE

YOUR TECHNICAL RESOURCE FOR SENSING, COMMUNICATIONS, AND CONTROL While many NC State students spent the

i summer beefing up their resumes, getting
ahead in classes or relaxing, Kevin Taff was
busy finding ways to protect the United States
from a biochemical attack.

Www.sensorsmag.com During an internship at Oak Ridge National
APRIL 2005 Laboratory (ORNL) in Tennessee, Taff worked
to improve a proposed national network of
sensors to detect chemical, biological, or
radiation threats—cutting the response time
ofemergency personnel and saving lives. The
internship was part of a Department of
Homeland Security (DHS) scholarship he earned
last year, which also pays a monthly stipend and
annual tuition for Taff, an accelerated master’s
degree student in the Department of Electrical
and Computer Engineering.

“This has really helped me extend my reach,”
says Taff, one of 50 DHS scholars nationwide. OR RADIATION THR!
“I'm much more interested in applying my
knowledge to help others than just working for a company to help make a
profit.”

Motor Qil Diagnostics

Modular Sensors—
Wave of the Future?

Sensors Expo Overview Inside
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. has collaborated and contracted for the commercial
adoption of sensor standards.
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Lessons Learned (so far)

OAK RIDGE NATIONAL LABORATORY UT-BATTELLE
U.S. DEPARTMENT OF ENERGY
30




How the creative community (i.e., researchers and
developers) often views standards:

( I RECOMMEND J LOE MUST IDENTIFY THE WAR BEGINS
STANDARDIZING AND ELTMINATE THE
ON ONE TYPE OF ({ { OEVIANT USERS OF DONT LIE To ME,

GUSTAV! YOU'RE A
STINKIN' MAC USER!!

\l/

COMPUTER FOR THE MACINTOSH, UNIX
AND ... GOD HELP

US... OS5/ WARP,

1 {33 © 1998 United Festure Syndicets, Ine. (NYC)

- copliea 1or eaucational purposes

Researchers and developers tend to conflate standards with
uniformity (often for good reason) and rebel against any prohibition
of their creative freedom to innovate and find the “best” engineering
solution for a problem.
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How the technology industry often views standards:

“...the standards process can slow down

development and implementation of new things.”
Mitchell Baker, Chief Lizard Wrangler, Mozilla Corp.

“Competition between standards, we believe, is a very
good thing.”

Alan Yates, general manager of Microsoft's Information Worker Business Strategy

In a competitive industry, being “first to market” with a technical advantage
IS a good thing. For many technology firms and research laboratories,
standards dilute the competitive advantage of a proprietary or innovative
technology. For businesses in particular, standards lower the cost for
market entry to competitors, encourage clones, and generally “commoditize”

the market for a new technology.
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How some sponsors view standards:

Although not always the case, some sponsors view
standards development as an ancillary engineering
overhead—not a research deliverable that they
should pay, particularly without seeing some
Immediate or direct advantage.

In short, sponsorship to “standardize” research
prototypes may be difficult to find.
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Standards and interoperability:

Where there are competing standards that address
overlapping requirements, it is possible to have two
“standards-based” solutions that have their advocates
In industry, government, and research.

Competing standards are generally not interoperable.
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POC Activity

Standards

National and International Standards for Sensor

Networks

DoD DHS IEEE OASIS OGC DOT SIA
Standards Portfolio [ Sensor Interface Emergency Sensor Web Incident Digital
JPEO-CBD : Interoperability o
S&T Directorate Standards Consortium Enablement Management Communications

Prof. Tom Johnson

Dr. Bert Coursey

Mr. Kang Lee, NIST

Ms. Elysa Jones

Mr. Sam Bacharach

Ann Lorscheider

William Snuffer, SIA

NPS DHS OASIS OGC NCDOT Hunter Knight, SIA
Sensor Observation
JPM-IS Data ANSI N42.32 Service
CBRN ANSI N42.33 )
Common Data ANSI N42.34 IEEE 1451.0 Sensor Planning BSR/SIA
Model ANSI N42.35 |EEE 1451.1 Common Alerting Service DC-09-200x
ANSI N42.38 IEEE 1451.2 Protocol )
NATO NBC Standards ANSI N42.42 IEEE 1451.3 Sensor Alertlng |IEEE Std 1512.3-2002 BSR/SIA
(Allied Tactical IEEE 1451.4 Emergency Data Service (HAZMAT Standard) OSIPS-01-200x
- IEEE 1451.5 Exchange Language
Publication 45B) ASTM E54 |EEE 14516 Geospatial Markup

STANAG 5523

AOAC International

Language

Web Feature
Service

There are on-going and, in some cases, overlapping efforts to develop sensor standards by national,
international, and industry consortium standards organizations. These efforts are autonomous and
self-preserving and sometimes dictated by departmental requirements. In the near-term, they are
unlikely to generate a single direction for industry.
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SensorNet: What Next?
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Metcalfe's Law

The success of a [standard]
IS proportional to the
square of the number of
users of the [standard].

Adoption by developers and users is ultimately the only

meaningful measure of interoperability and a standard’s
success.
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A metric for encouraging market place adoption of
Interoperability standards

demand time
X

: = adoption
vendor resistance costs + complexity

To increase the likelihood of standards adoption, either
Increase demand and time or reduce vendor resistance,
costs, and complexity.
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Leverage the standards that vendors and
developers are already adopting

Follow the conventions
of user-defined
requirements and
“pave the cow paths.”

Some standards—a fraction of those that are developed
each year—stimulate innovation and are readily adopted
by industry.
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Examples of standards that have gained traction
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Really Simple Syndication (RSS 2.0)

RSS is a family of web feed
formats used to publish
frequently updated digital
content, such as blogs,
news feeds or podcasts.
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Tech Industry’s Use of RSS to Inform Customers of Government’s Use of RSS to provide weather and
Product Announcements seismic data and alerts
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RSS feeds for sensor networks
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Google Earth’s Keyhole Markup Language (KML) and

Microsoft’s Sensor Description Markup Language (SDML)
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Summary: Commercializing Sensor Network
Interoperability (cont’d)

 Many of the threats and challenges of concern to DHS are long-
term and dynamic and will require evolutionary and interoperable
solutions.

« Sensor networks today are not interoperable in a premeditative
way.

« Standards development efforts within government, academia, and
Industry have not yet converged and barriers to adoption and
harmonization remain.
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Summary: Commercializing Sensor Network
Interoperability

» The future global sensor network will be based on fundamental
interoperability standards that are adopted by vendors and
integrators.

» The present challenge is NOT standards development or re-
development; the challenge is the commercial availability of
iInteroperable products.
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