Scenario #6:  Chemical Attack

Toxic Industrial Chemicals

How would sensors be used?

What standardization issues would arise?

	Mission Area
	Sensor/Alert Use Cases
	Sensor Standardization Issues

	Prevention/Deterrence/

Protection
	· radar and other aircraft detection sensors

· intrusion sensors around plant and port
	· Communication of intrusion detection data with local law enforcement

· Data communication between air traffic control and ground security

	Emergency Assessment/

Diagnosis
	· TIC sensors at plant and port

· TIC sensors deployed throughout community

· Existing fire sensors at plants and ports

· Fire sensors deployed by first responders

· Video surveillance tapped to assess problems

· Weather conditions needed to determine path of plume and toxicity of chemicals
	· Self-identifying sensors to indicate quantity being monitored and location

· Integration of ad-hoc sensor networks with existing networks 

· Access by first responders to existing sensor networks

· Standard data format and Web Services to access local weather conditions

· Standard data formats for use in plume modeling and other application software

· Transfer of high-bandwidth data (e.g. video) along with low-bandwidth data (meteorological data)

· Standard method of describing data from chemical sensors

	Emergency Management/

Response
	· Alerts sent to local police, fire, rescue stations

· Alerts sent to local media outlets (tv, radio, internet)

· Traffic must be controlled to allow emergency personnel to travel to port and plant in the midst of evacuation
	· Standard alerting protocol

· Coordination between local traffic control and emergency response teams

· Coordination of local and possibly federal (e.g. ATF) teams

	Incident/

Hazard Mitigation
	· Sensors may be deployed to detect secondary explosive devices (video, chemical detection?

· Sensors deployed to detect toxics emanating from fires

· Sensors to determine structural integrity of ships and other tanks

· Existing sensors on ship and in plant tapped to determine integrity of ship and plant


	· Detection of sensors that are part of an ad-hoc wireless sensor network

· Standard communication protocols to ensure quality of service



	Public Protection
	· Decisions made regarding evacuation or sheltering-in-place of downwind populations


	· Standard data formats to transfer sensor data to analysts

· Standard alerting protocols to provide guidance to those in the line of danger

	Victim Care
	· Knowledge of contaminants and toxins needed for proper care; data transfer to hospitals important

· Sensors to track victims (RFID tags) 

· Traffic sensors to provide best routes from accident sites to care facilities

· Information from care facilities to emergency personnel and dispatchers to find available facilities
	· RFID standards

· Data transfer standards in emergency situation

· Standard alerting protocol from hospitals

· Standard method of reporting traffic data

	Investigation/

Apprehension
	· Sensors to track UA’s from sites (airtraffic sensors, satellite imaging, tracking through aircraft)

· Sensors to carry out forensics on the site
	· Standard methods of transferring tracking data between different jurisdictions

· Standards for handheld sensors that would be used in forensic analysis

· Standard method of describing data obtained through inspection by trained forensic personnel

	Recovery Remediation
	· Sensor network set up around locale to monitor TICs

· Water quality sensors deployed in port

· Data sent to analysts to help decide if safe conditions have returned to various areas

· Notice sent to media and local authorities went areas are safe for return of residents and workers
	· Standard method of describing data from chemical sensors

· Standard method of describing data from water sensors. 

· Standard protocol for deploying sensor network in marine environment

· Standard alerting protocol to assist in letting people know that it is safe to enter a region




Other Comments:

Scenario #9:  Natural Disaster

Major Earthquake

How would sensors be used?

What standardization issues would arise?

	Mission Area
	Sensor Use Cases
	Sensor Standardization Issues

	Prevention/Deterrence/

Protection
	
	

	Emegency Assessment/

Diagnosis
	
	

	Emergency Management/

Response
	
	

	Incident/

Hazard Mitigation
	
	

	Public Protection
	
	

	Victim Care
	
	

	Investigation/

Apprehension
	
	

	Recovery Remediation
	
	


Other Comments:

Scenario #11:  Radiological Attack

Radiological Dispersal Devices 

How would sensors be used?

What standardization issues would arise?

	Mission Area
	Sensor Use Cases
	Sensor Standardization Issues

	Prevention/Deterrence/

Protection
	
	

	Emegency Assessment/

Diagnosis
	
	

	Emergency Management/

Response
	
	

	Incident/

Hazard Mitigation
	
	

	Public Protection
	
	

	Victim Care
	
	

	Investigation/

Apprehension
	
	

	Recovery Remediation
	
	


Other Comments: 

