Interface Specification

(For XML Data Exchange for Explosive Detection Sensor Support in Force Protection Systems)
For DOD Integrated Base Defense

Annunciator (IBDA)

Task 2F

EDS ICD Spiral II Draft

Technical Architecture

November 30, 2005
Prepared for:

Headquarters, Electronics Systems Center

ESC/FDT

Hanscom Air Force Base, MA 01731

Prepared by:

L-3 Communications, Government Services, Inc.

3750 Centerview Drive, Chantilly, VA 20151

DISTRIBUTION STATEMENT C: Distribution authorized to U.S. Government Agencies and their contractors for Administrative and Operational Use, 2 June 2005. Other requests for this document shall be referred to FPSS/FPM, 42 Arnold Street, Bldg 1600, Hanscom AFB, MA 01731-2142  

11.
Introduction


12.
References


13.
System Configuration and Integrated Operation


23.1.
Definition of Terms


23.2.
EDS Architecture and Configuration


33.3.
Communication Link between DC and AC


33.4.
Concept of Operation and Systems Integration


33.4.1.
Concept of Operation


33.4.2.
Systems Integration


44.
Target Classification


45.
State Transition and Data Model


45.1.
EDS State Transition Parameters


55.2.
Data Models


55.2.1.
DeviceInitialization


65.2.2.
SubscriptionConfiguration


65.2.3.
DeviceConfiguration


65.2.4.
DeviceDetectionReport


75.2.5.
PlatformStatusReport


85.2.6.
CommnandMessage


86.
Data Dictionary


157.
XML Message Instances and Messaging Model


157.1.
SubscriptionConfiguration


157.2.
DeviceInitialization


167.3.
CommandMessage


177.4.
PlatformStatusReport


237.5.
DeviceConfiguration


237.6.
DeviceDetectionReport


247.7.
TrackReport





Introduction

This Interface Control Document specification specifies XML marked up data exchange structure between Explosive Detection Sensor systems and Command Control Display Equipment (CCDE).  The CCDE is the central control system of an Integrated Base Defense Annunciator (IBDA).   The purpose of this specification is to define standards to be used for design, development and deployment of EDS as part of an IBDA by vendors so that the equipment provided by various vendors can interoperate with each other and with the CCDE at the messaging interfaces.  The interoperability is to enable comprehensive integration resulting in maximum benefits in situation awareness, response and costs.   

This specification is based on the current issue of ICD-0100 [1].  This specification and [1] are the governing documents that define the interface between EDS and CCDE.  Design and implementation of the areas not addressed or beyond the scope of these two documents are governed by guidelines in the remaining references below, other US DoD standards, or the industry standards.  

Data model and data dictionary are included in sections 5 and 6.  The approach in these has been not to duplicate information in ICD-0100 [1] but to clarify the data relationships and data items and their meanings and values.
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System Configuration and Integrated Operation

The concepts and terminology used in this document are consistent with those employed in Reference [1].  Items unique to EDS are explicitly described and specified.  A typical generalized EDS model based on a modern EDS system is employed in this specification.  However, based on our analysis, without of loss generality this specification applies to any other typical EDS system.

1.1.   Definition of Terms

Common and normative concepts and terms are defined in Reference [1].  EDS specific concepts and terms are defined below and mapped or correlated with those that are defined in Reference [1].  EDS specific concepts and terms are described in the context of EDS architecture defined below.

1.2.   EDS Architecture and Configuration

Figure 3-1 below shows architecture and configuration of EDS in an CCDE system.


[image: image1]
Figure 3-1: EDS Conceptual Architecture in CCDE/IBDA Environment

Explosive Detection Sensors (EDS) consists of Programmable Logic Controllers (PLC), a Master PLC and an embedded PC (emPC).  The emPC which resides in the EDS shown above provides software-controlled communications with an MIS and Level 2 Workstations.  The Level 2 Workstations have limited functions and are manned by agents to view the scanned pictures of the item or cargo container as it is scanned and for agents to determine PASS/REJECT/RE-SCAN.  The MIS server is the EDS controller with a configuration and status monitoring and management capability as well as a database to store information locally.  It has access to all the information generated by the set of EDS and workstations in its configuration and can make this information available to other system components such as the CCDE.  Thus the MIS will provide the role of the Device Controller.

1.3. Communication Link between DC and AC

Communications link between the Device Controller and the Annunciator Controller and networking address scheme can be any one of those defined in [1].   

1.4.  Concept of Operation and Systems Integration

EDS are designed mostly for standalone operations.  However, with the expanded need to better manage a larger number of EDSs as well as the need to perform explosive detection of goods traffic, they are being networked in more comprehensive environment such as the CCDE environment.  

1.4.1. Concept of Operation

EDS operations start up locally at the EDS site and on power up, the EDS system makes itself known to the CCDE.  Several EDS reports are available, such as a DetectionReport (rejected items) as described later in this document.  The CCDE via the Annunciator Controller subscribes to several of the EDS reports from the Device Controller (MIS).

As the EDS system processes items, it checks for rejections.  If a rejection occurs, the EDS issues the appropriate report if the CCDE subscribed to a detection report.  The detection report includes the item ID and a URL where the image is available.  If a Level 2 Workstation queue overflows, the EDS issues the appropriate report if the CCDE subscribed to a status report.

Occasionally, the CCDE issues commands to manage the EDS operations.  These commands are typically to stop or start operations of a particular unit, and for CCDE operator to participate in operations along with the local operator and workstation.   

1.4.2. Systems Integration

EDS systems are closely operationally related to access control systems and there is a need to closely integrate EDS with material/inventory management and access control systems.   EDS systems are typically integrated with collocated access control systems.  There would be instances when EDS integration with material management and movement will provide significant advantages in costs and efficiencies.  The integration requirements include different levels of integration with access control from SmartGate type access control systems at the bases to Cargo Management systems at naval bases, supply and logistics centers, transportation hand off from sea and air to ground at transfer points like Transcom.   Material management systems often involve RFID systems and access control systems are often monitored and managed remotely over wired or wireless networks.

It is anticipated that the overall XML-based approach to interface messaging definitions will facilitate design solutions for integration.   A centralized approach with CCDE acting as the integration point is one approach.  Another approach is to provide some level of integration at the EDS Device Controller and provide additional integration at the CCDE.

Target Classification

Target Classification is addressed in DetectionEventType definition under Basic Types XSD definitions.  Detailed classification definitions are to be addressed in individual sensor type ICDs. 

State Transition and Data Model

1.5.  EDS State Transition Parameters

The EDS system state is determined by the following parameters:

	Parameter
	Description

	BeginApplicationMessage
	Current time at an EDS or workstation, and the time the EDS or workstation began operation.

	IssueItemScanMessage
	EDS detected beginning of an item on the belt.

	ReceivedItemTagMessage
	EDS received an item ID.

	EDSDecisionMessage
	EDS has made an automated decision on an item for which a item scan and a tag have previously been reported. This parameter includes the item ID and the decision.

	SentAnItemMessage
	EDS has successfully sent the image and decision of an item to a workstation. This parameter indicates the item ID and IP address of the workstation to which the image was sent.

	EmergencyStopOnMessage
	ESTOP signal has been set at a EDS. 

	EmergencyStopOffMessage
	ESTOP signal has been cleared at a EDS. 

	WorkstationReceivedItemMessage 
	Workstation has received a item image and decision.  This parameter includes the size of the item (in lines), the queue entry in which it was saved, the ID of the originating EDS, and the item ID. 

	WorkstationShowItemMessage
	Workstation is displaying the image of an item. This parameter includes the same information as "WorkstationReceivedItemMessage" except for the size of the item. 

	WorkstationDecisionMessage
	Workstation has issued a decision for a item.  This parameter includes the same information as "WorkstationShowItemMessage" plus the workstation decision. 

	HandleAutodeleteMessage
	EDS has requested that a workstation discontinue storage and analysis of an item image. This occurs when the EDS decides that the physical item has reached the "decision point" and must be rejected. This parameter includes the item ID, the ID of the originating EDS, and the queue entry in which it was saved. 

	GoOffLineMessage
	Workstation is offline.

	GoOnLineMessage
	Workstation is online.

	NotificationMessage
	Network switch has changed state.  This parameter includes a descriptive text message.

	NonFatalErrorMessage
	Non-fatal message sent by a EDSs or workstation. The message includes the relevant text. 

	FatalErrorMessage
	Fatal message sent by a EDSs or workstation. The message includes the relevant text. 

	EndApplicationMessage
	An EDS or workstation has stopped operation.

	ReportLogonInformation
	The logon status for a workstation, MIS Bridge, or TIP station. This parameter includes status, the user's name, the user's ID number, and the user’s company if any. The status field can indicate: 

 1. Successful log on 

 2. Failed log on 

 3. Deliberate log off 

 4. Log off due to timeout (only applicable to MIS Bridge or TIP station)

	NetworkHubStateMessage
	Information concerning the state of a concentrator or network switch.

	WorkstationQueueStatusMessage
	Workstation queue size and online state.

	EDSStateMessage
	EDS state, including the fault state and ESTOP state.


1.6. Data Models

The data models below are expressed as hierarchical lists which can be easily ported into a table format. 

1.6.1. DeviceInitialization

The DeviceInitialization message has the same data model as specified in ICD-0100B [1].

1.6.2. SubscriptionConfiguration

The SubscriptionConfiguration message has the same data model as specified in ICD-0100B [1], except that there is no TrackReport.

1.6.3. DeviceConfiguration

The DeviceConfiguration message contains configuration information about the EDS system:

1) DeviceIdentification for the EDS system (mandatory).

2) MessageType (“Report”, “Request”, or “Response”; mandatory).

3) DeviceIdentification for the requesting Device (optional).

4) RequestID (optional if MessageType is “Request” or “Response”; not present otherwise).

5) Status (optional if MessageType is “Response”, not present otherwise).

6) ErrorSeverity (Can be present only if MessageType is “Response” and Status is “Failed”).
7) Details (optional if MessageType is “Response”, not present otherwise).
8) ConfigurationSetting (number of EDSs; mandatory).

9) ConfigurationSetting (number of Workstations; mandatory).

1.6.4. DeviceDetectionReport

The DeviceDetectionReport message contains information about rejected items.

The modifications to the DeviceDetectionReport elements as specified in BasicTypes are as follows:

1) DeviceDetectionRecord:

a) DeviceIdentification (mandatory) specifies the EDS or workstation that rejected the item.

b) Detection (mandatory) contains parameters related to the detection.

c) EventAssessment (optional) contains the operator’s assessment of the detection.

d) MediaURL (optional).

2) DetectionType:

1. ItemID (mandatory) identifies the rejected item.

2. DetectionEvent (mandatory).
3. UpdateTime (mandatory).
4. ID (optional).  This identifies the detection.
5. EventTime (optional).
6. Affiliation (optional).
7. Details (optional).  This provides further information about the detection (e.g. “Workstation timeout rejection”).
8. MediaURL (optional).
9. EventAssessment (optional).
10. Acknowledged (optional).
11. Assessed (optional).
1.6.5. PlatformStatusReport

The PlatformStatusReport message contains status information about each EDS and each workstation.  The message contains the following information:

1) PlatformIdentification (mandatory).

2) SecurityClassification (optional).

3) Mode (optional).

4) DeviceStatusReport for each EDS and Workstation:

a) DeviceIdentification (mandatory; HostName, IPAddress, and Port data is not present).

b) Status (optional).

i) StatusDetails elements specifying.

(1) Whether EDS has begun operation.

(2) ID assigned by the item handling system for the current item.

(3) The decision, if any, made by the EDS for the current item.

(4) Whether the image and decision for the current item was sent to a workstation.

(5) ID of the Workstation the current item was sent to.

(6) Whether ESTOP is active.

(7) Whether the current item was rejected because the EDS reached a decision point without input from the Workstation the image of the item was sent to.

(8) Any fatal error message.

(9) Any non-fatal error message.

(10) Any fault state.

(11) If Workstation:

(a) Optional:  The item ID, EDS ID, and image URL for each image in the workstation queue.

(b) Optional:  Which, if any, item the workstation is displaying an image of.

(c) Optional:  The workstation decision for all items since the workstation began operation.

(d) Mandatory:  Whether the workstation is online.

(e) Mandatory: Queue size.

(f) Optional:  The logon status.  This data includes the user's name, the user's ID number, and the user’s company if any, and one of the following states:

(i) Successful log on.

(ii) Failed log on.

(iii) Deliberate log off.

(iv) Log off due to timeout.

c) Location (optional).

d) Details

i) Media URL (optional).

e) Detection (optional).

i) DetectionEvent (mandatory).

ii) UpdateTime (mandatory).

iii) ItemID (mandatory) contains an ID that identifies the rejected item.

iv) ID (optional).

v) EventTime (optional).

vi) Affiliation (optional).

vii) Details (optional).

viii) MediaURL (optional).

ix) EventAssessment (optional).

x) Acknowledged (optional).

xi) Assessed (optional).

xii) Secure (optional).

.

1.6.6. CommnandMessage

The CommandMessage message is used to control the Estop status of each EDS, and also the online/offline status of each Workstation.  The message contains the following information:

1) DeviceIdentification (mandatory).

2) MessageType.

3) RequestorIdentification (mandatory).

4) Command (mandatory):

a) SimpleCommand or ExtendedCommand.

5) RequestID (optional).

6) Status (can be present only if MessageType is “Response”).

7) ErrorSeverity (can be present only if MessageType is “Response”, and Status is “Failed”).

8) Details (optional).

2. Data Dictionary

The data dictionary specifies the values of the XML element content or attribute, and the meaning of each of the values.  In the cases where the XML type is an enumeration (e.g. StateType type), not all the enumerated values are necessarily in the data dictionary.  In the cases where the XML type is xs:string, the values the attribute and content can have are specified.  The set of values in some cases depends on the context of the element or attribute.  Only the values in the data dictionary may be present in XML instances.

Data Dictionary for type CommunicationStateType:

	Value
	Meaning
	Context

	OK
	All communications related to the EDS, workstation, or EDS platform is operating normally
	PlatformStatusReport.DeviceStatusReport.Status.CommunicationState

	Fail
	EDS, EDS platform, or workstation has detected a communication failure
	PlatformStatusReport.DeviceStatusReport.Status.CommunicationState


Data Dictionary for type ConfigurationStatusType:

	Value
	Meaning
	Context

	OK
	All EDS and workstation components are OK
	DeviceConfiguration.Status

	Failed
	Not all EDS and workstations are OK
	DeviceConfiguration.Status


Data Dictionary for the ConfigurationSetting.Name attribute:

	Value
	Meaning
	Context

	NumberOfEDS
	This indicates that the CurrentValue attribute specifies the number of EDS components.
	DeviceConfiguration

	NumberOfWorkstation
	This indicates that the CurrentValue attribute specifies the number of workstation components.
	DeviceConfiguration

	QueueMaxSize
	This indicates that the CurrentValue attribute specifies the maximum number of items that can be in the workstation queue.  The workstation will not add any item to the queue if doing so would increase the number of items in the queue beyond this value.   This element does not have the MinimumValue attribute.  This element is not present if the component is an EDS.
	PlatformStatusReport.DeviceStatusReport.Details


The allowed values of the ConfigurationSetting.CurrentValue attribute depend on the value of the Name attribute.  The following table lists the allowed values for CurrentValue attribute in the left column.  The right-most column lists the corresponding allowed values of the Name attributes.  

:

	Value
	Meaning
	Name attribute value

	“”
	Indicates pure number with no units
	QueueMaxSize

NumberOfEDS

NumberofWorkstation


Data Dictionary for the DetailedStatusType.Name elements:

	Value
	Meaning
	Context

	BeganOperations
	This indicates that the  CurrentValue element specifies whether or not the Workstation or EDS started operation.   This element does not have the Units,  MinimumValue or MaximumValue elements.
	PlatformStatusReport.DeviceStatusReport.Status.StatusDetails

	IsOnline
	This indicates that the CurrentValue element specifies whether  the EDS or workstation is online.     This element does not have the Units,  MinimumValue or MaximumValue elements.
	PlatformStatusReport.DeviceStatusReport.Status.StatusDetails

	CurrentID
	This indicates that the CurrentValue element specifies the item ID of the current item being scanned by the EDS or being displayed by the workstation.    This element does not have the Units,  MinimumValue or MaximumValue elements.
	PlatformStatusReport.DeviceStatusReport.Status.StatusDetails

	CurrentDecision
	This indicates that the CurrentValue element specifies decision made by the EDS or workstation regarding the current item.    This element does not have the Units,  MinimumValue or MaximumValue elements.
	PlatformStatusReport.DeviceStatusReport.Status.StatusDetails

	SentToWorkstation
	If present, than this element indicates that the EDS has sent the image and decision for the current item to a workstation.  The CurrentValue element specifies the name of the workstation.    This element does not have the Units,  MinimumValue or MaximumValue elements.
	PlatformStatusReport.DeviceStatusReport.Status.StatusDetails

	EstopActive
	This indicates that the CurrentValue element specifies whether the ESTOP is active for the EDS.  This element does not have the Units,  MinimumValue or MaximumValue elements.  This element is not present if the component is a workstation.
	PlatformStatusReport.DeviceStatusReport.Status.StatusDetails

	TimeoutRejection
	This indicates that the CurrentValue element specifies whether the current item was rejected by the EDS because the EDS reached a decision point without input from the workstation to which the image of the item was sent to.    This element does not have the Units,  MinimumValue or MaximumValue elements.  This element is not present if the component is a workstation.
	PlatformStatusReport.DeviceStatusReport.Status.StatusDetails

	FailError
	The presence of this element indicates that the EDS or workstation is in the Fail state (PlatformStatusReport.DeviceStatusReport.Status.DeviceState is "Fail").  The CurrentValue element contains a text description describing the failure.    This element does not have the Units,  MinimumValue or MaximumValue elements.
	PlatformStatusReport.DeviceStatusReport.Status.StatusDetails

	FaultError
	The presence of this element indicates that the EDS or workstation is in the Fault state (PlatformStatusReport.DeviceStatusReport.Status.DeviceState is "Fault").  The CurrentValue element contains a text description describing the failure.    This element does not have the Units,  MinimumValue or MaximumValue elements.
	PlatformStatusReport.DeviceStatusReport.Status.StatusDetails

	QueueSize
	This indicates that the CurrentValue element specifies the number of items in the workstation queue.   This element does not have the Units or MinimumValue element.  This element is not present if the component is an EDS.
	PlatformStatusReport.DeviceStatusReport.Status.StatusDetails


The allowed values of DetailedStatusType.CurrentValue element depend on the value of the Name element.  The following table lists the allowed values for CurrentValue element in the left column.  The right-most column lists the corresponding allowed values of the Name elements:

	Value
	Meaning
	Name element value

	Yes
	Indicates affirmative
	BeganOperations

IsOnLIne

EstopActive

TimeoutRejection

	No
	Indicates negative
	BeganOperations

IsOnLine

EstopActive

TimeoutRejection

	Accept
	Item was accepted
	CurrentDecision

	Reject
	Item was rejected
	CurrentDecision

	Rescan
	Item needs to be rescanned
	CurrentDecision


Data Dictionary for type DetectionEventType:

	Value
	Meaning
	Context

	Explosive
	Explosive was detected
	PlatformStatusReport.DeviceStatusReport.Detection.DetectionEvent

DeviceDetectionReport.DeviceDetectionRecord.Detection.DetectionEvent


Data Dictionary for the ExtendedCommandType.Command attribute:

	Value
	Meaning
	Context

	EstopOn
	This requests the EDS component to activate ESTOP
	CommandMessage.Command.ExtendedCommand

	EstopOff
	This requests the EDS component to deactivate ESTOP
	CommandMessage.Command.ExtendedCommand

	Online
	This requests the workstation or EDS component to go online if it is not already online
	CommandMessage.Command.ExtendedCommand

	Offline
	This requests the workstation or EDS component to go offline if it is not already offline.
	CommandMessage.Command.ExtendedCommand

	ClearDetectionLog
	This requests the workstation or EDS component to clear the log of all detections
	CommandMessage.Command.ExtendedCommand

	ClearDecisionLog
	This requests the workstation or EDS component to clear the log of all decisions
	CommandMessage.Command.ExtendedCommand


Data Dictionary for the LogonState element:

	Value
	Meaning
	Context

	LoggedOn
	User has successfully logged on
	PlatformStatusReport.DeviceStatusReport.Status.StatusDetails.LogonState

	LoggedOff
	User has successfully logged off
	PlatformStatusReport.DeviceStatusReport.Status.StatusDetails.LogonState

	Failure
	User has failed to log on
	PlatformStatusReport.DeviceStatusReport.Status.StatusDetails.LogonState

	Timeout
	User was logged off due to timeout
	PlatformStatusReport.DeviceStatusReport.Status.StatusDetails.LogonState


Data Dictionary for the ParameterType.Name attribute:

	Value
	Meaning
	Context

	Workstation
	The element content is the name of a workstation
	CommandMessage.Command.ExtendedCommand.Parameter

	EDS
	The element content is the name of an EDS
	CommandMessage.Command.ExtendedCommand.Parameter


Data Dictionary for type MessageType:

	Value
	Meaning
	Context

	Report
	The message is a Report
	DeviceConfiguration.MessageType

	Request
	This message is a Request
	DeviceConfiguration.MessageType

CommandMessage.MessageType

	Response
	This message is a Response
	DeviceConfiguration.MessageType

CommandMessage.MessageType


Data Dictionary for type StateType:

	Value
	Meaning
	Context

	OK
	EDS, workstation, or EDS platform is operating normally
	PlatformStatusReport.Status.DeviceState

PlatformStatusReport.DeviceStatusReport.Status.DeviceState

	Alarmed
	EDS or workstation has detected an explosive
	PlatformStatusReport.DeviceStatusReport.Status.DeviceState

	Tamper
	EDS or workstation has detected unauthorized access
	PlatformStatusReport.DeviceStatusReport.Status.DeviceState

	Fault
	EDS or workstation has detected a fault
	PlatformStatusReport.DeviceStatusReport.Status.DeviceState

	Fail
	EDS or workstation has detected a failure
	PlatformStatusReport.DeviceStatusReport.Status.DeviceState

	Unknown
	The state of the EDS or workstation cannot be determined
	PlatformStatusReport.DeviceStatusReport.Status.DeviceState

	NotOK
	An EDS or workstation state is not “OK”
	PlatformStatusReport.Status.DeviceState


Data Dictionary for type ReportCategoryType:

	Value
	Meaning
	Context

	DeviceConfiguration
	Subscribe to the EDS platform configuration report
	SubscriptionConfiguration.Subscription

	DeviceDetectionReport
	Subscribe to the EDS platform device detection report
	SubscriptionConfiguration.Subscription

	PlatformStatusReport
	Subscribe to to the EDS platform status report
	SubscriptionConfiguration.Subscription


3. XML Message Instances and Messaging Model

The XML instances listed are constructed per the current version of ICD-0100B and associated xsd files.  The messaging model is specified in the current version of ICD-0100B.

3.1. SubscriptionConfiguration

SubscriptionConfiguration instance that shows the Report type subscribed by the Annunciator Controller:

<?xml version="1.0" encoding="UTF-8"?>

<SubscriptionConfiguration MessageType="Request">

  <DeviceIdentification>

    <DeviceName>EDS-001</DeviceName>

    <DeviceCategory>Sensor</DeviceCategory>

    <OEM>STS</OEM>

    <Model>EDS1</Model>

    <SerialNumber>STS012021</SerialNumber>

    <Base>PSAB</Base>

    <Sector>Viper</Sector>

  </DeviceIdentification>

  <RequestorIdentification>

    <DeviceName>SCP1</DeviceName>

    <DeviceCategory>Annunciator</DeviceCategory>

    <Base>PSAB</Base>

    <Sector>Viper</Sector>

  </RequestorIdentification>

  <Subscription Selected="true">DeviceStatusReport</Subscription>

  <Subscription Selected="true">DeviceDetectionReport</Subscription>

  <Subscription Selected="true">DeviceConfiguration</Subscription>

</SubscriptionConfiguration>

3.2. DeviceInitialization

A Device Initialization shows the device’s basic operating parameters including the schema definitions it complies with, its software version, etc. 

<?xml version="1.0" encoding="UTF-8"?>

<DeviceInitialization>

  <DeviceIdentification>

    <DeviceName>EDS-1</DeviceName>

    <DeviceCategory>Sensor</DeviceCategory>

    <DeviceType>Explosive Detection Sensor</DeviceType>

    <OEM>Acme</OEM>

    <Model>EDS/500</Model>

    <SerialNumber>051</SerialNumber>

    <Base>Balad</Base>

    <Sector>Alpha</Sector>

    <SoftwareVersion>2.2</SoftwareVersion>

    <IPAddress>201.2.2.101</IPAddress>

    <Port>1</Port>

  </DeviceIdentification>

  <ICDVersion>ICD-002</ICDVersion>

  <ICDVersion>ICD-0100</ICDVersion>

  <ServerIdentification>

    <DeviceName>JDOC Server</DeviceName>

    <Base>Balad</Base>

    <Sector>JDOC</Sector>

    <IPAddress>192.168.1.200</IPAddress>

    <Port>4444</Port>

  </ServerIdentification>

</DeviceInitialization>

3.3. CommandMessage

The following is an instance of Command Message which is a Request to activate ESTOP for EDSensors 1 and 3.

<?xml version="1.0" encoding="UTF-8"?>

<CommandMessage MessageType="Request" RequestId="AB123">

    <DeviceIdentification>

        <DeviceName>EDS-001</DeviceName>

        <DeviceCategory>Assessment Device</DeviceCategory>

        <DeviceType>EDS System</DeviceType>

        <Model>eXaminer 6000</Model>

    </DeviceIdentification>

    <RequestorIdentification>

        <DeviceName>Annunciator</DeviceName>

        <DeviceCategory>Annunciator</DeviceCategory>

        <DeviceType/>

        <OEM>Northrop Grumman</OEM>

        <Model>eTASS V5</Model>

        <Base>Al Udeid</Base>

        <Sector>1</Sector>

        <SoftwareVersion>5.1</SoftwareVersion>

    </RequestorIdentification>

    <Command>

        <ExtendedCommand Command="EstopOn">

            <Parameter Name="EDS">sensor_1</Parameter>

            <Parameter Name="EDS">sensor_3</Parameter>

        </ExtendedCommand>

    </Command>

</CommandMessage>

3.4. PlatformStatusReport

A PlatformStatusReport shows the status of all parameters associated with a device every time this report is sent.  The instance below shows the complete list of parameters for sensor 1 and workstation 1. 

<?xml version="1.0" encoding="UTF-8"?>

<PlatformStatusReport>

  <PlatformIdentification>

      <DeviceName>EDS-031</DeviceName>

      <Base>Base 1</Base>

      <Sector>Sector 1</Sector>

      <SerialNumber>31</SerialNumber>

  </PlatformIdentification>

  <Status>

    <DeviceState>OK</DeviceState>

    <CommunicationStateType>OK</CommunicationStateType>

    <UpdateTime Zone="GMT">2004-02-03T22:08:02.291</UpdateTime>

  </Status>

  <DeviceStatusReport>

    <DeviceIdentification>

      <DeviceName>sensor 1</DeviceName>

    </DeviceIdentification>

    <Location>

      <LocationType>

        <DescriptiveLocation>

          <BuildingLocation>

            <BuildingIdentity>Bldg. 43</BuildingIdentity>

            <FloorOfBuilding>Basement</FloorOfBuilding>

            <LocationModifier>Southwest corner</LocationModifier>

          </BuildingLocation>

        </DescriptiveLocation>

        <GeodeticLocation Datum="WGS84">

          <Latitude Units="Decimal Degrees">33.8600533</Latitude>

          <Longitude Units="Decimal Degrees">-118.2375683</Longitude>

          <Altitude Units="Meters" Reference="MSL">12.3</Altitude>

        </GeodeticLocation>

      </LocationType>

      <UpdateTime Zone="GMT">2004-02-03T21:30:02.000</UpdateTime>

    </Location>

    <Status>

      <DeviceState>OK</DeviceState>

      <CommunicationState>OK</CommunicationState>

      <StatusDetails>

        <Name>BeganOperations</Name>

        <CurrentValue>Yes</CurrentValue>

      </StatusDetails>

      <StatusDetails>

        <Name>IsOnline</Name>

        <CurrentValue>Yes</CurrentValue>

      </StatusDetails>

      <StatusDetails>

        <Name>CurrentID</Name>

        <CurrentValue>15342</CurrentValue>

      </StatusDetails>

      <StatusDetails>

        <Name>CurrentDecision</Name>

        <CurrentValue>Reject</CurrentValue>

      </StatusDetails>

      <StatusDetails>

        <Name>SentToWorkstation</Name>

        <CurrentValue>workstation 1</CurrentValue>

      </StatusDetails>

      <StatusDetails>

        <Name>EstopActive</Name>

        <CurrentValue>No</CurrentValue>

      </StatusDetails>

      <StatusDetails>

        <Name>TimeoutRejection</Name>

        <CurrentValue>No</CurrentValue>

      </StatusDetails>

      <UpdateTime Zone="GMT">2004-02-03T22:02:02.291</UpdateTime>

    </Status>

  </DeviceStatusReport>

  <DeviceStatusReport>

    <DeviceIdentification>

      <DeviceName>workstation 1</DeviceName>

    </DeviceIdentification>

    <Location>

      <LocationType>

        <DescriptiveLocation>

          <BuildingLocation>

            <BuildingIdentity>Bldg. 43</BuildingIdentity>

            <FloorOfBuilding>1</FloorOfBuilding>

            <LocationModifier>Rm. 101</LocationModifier>

          </BuildingLocation>

        </DescriptiveLocation>

        <GeodeticLocation Datum="WGS84">

          <Latitude Units="Decimal Degrees">33.8600592</Latitude>

          <Longitude Units="Decimal Degrees">-118.2375692</Longitude>

          <Altitude Units="Meters" Reference="MSL">15.5</Altitude>

        </GeodeticLocation>

      </LocationType>

      <UpdateTime Zone="GMT">2004-02-03T21:30:02.000</UpdateTime>

    </Location>

    <Status>

      <DeviceState>OK</DeviceState>

      <CommunicationState>OK</CommunicationState>

      <StatusDetails>

        <Name>BeganOperations</Name>

        <CurrentValue>Yes</CurrentValue>

      </StatusDetails>

      <StatusDetails>

        <Name>IsOnline</Name>

        <CurrentValue>Yes</CurrentValue>

      </StatusDetails>

      <StatusDetails>

        <Name>CurrentID</Name>

        <CurrentValue>15340</CurrentValue>

      </StatusDetails>

      <StatusDetails>

        <Name>CurrentDecision</Name>

        <CurrentValue>Accept</CurrentValue>

      </StatusDetails>

      <StatusDetails>

        <Name>QueueSize</Name>

        <CurrentValue>2</CurrentValue>

        <MaximumValue>7</MaximumValue>

      </StatusDetails>

      <QueueItem>

        <QueuePosition>1</QueuePosition>

        <ItemID>15351</ItemID>

        <EdsName>sensor 1</EdsName>

        <ImageUrl>http://sensor1/15351.html</ImageUrl>

      </QueueItem>

      <QueueItem>

        <QueuePosition>2</QueuePosition>

        <ItemID>15354</ItemID>

        <EdsName>sensor 1</EdsName>

        <ImageUrl>http://sensor1/15354.html</ImageUrl>

      </QueueItem>

      <ItemDecision>

      <Time Zone="GMT">2004-02-03T20:02:02.291</Time>

      <ItemID>15331</ItemID>

      <EdsName>sensor 1</EdsName>

      <ImageUrl>http://sensor1/15331.html</ImageUrl>

      </ItemDecision>

      <ItemDecision>

      <Time Zone="GMT">2004-02-03T20:01:02.291</Time>

      <ItemID>15329</ItemID>

      <EdsName>sensor 1</EdsName>

      <ImageUrl>http://sensor1/15329.html</ImageUrl>

      </ItemDecision>

      <LogonInfo>

        <UserName>Brian Roberts</UserName>

        <UserId>broberts</UserId>

        <UserCompany>RTD, Inc.</UserCompany>

        <LogonState>LoggedOn</LogonState>  

      </LogonInfo>

      <UpdateTime Zone="GMT">2004-02-03T22:02:02.291</UpdateTime>

    </Status>

  </DeviceStatusReport>

</PlatformStatusReport>

3.5. DeviceConfiguration

Device Configuration Message below is a Response that shows there are one explosive detection sensor and one workstation configured:

<?xml version="1.0" encoding="UTF-8"?>

<DeviceConfiguration MessageType="Response">

    <DeviceIdentification>

        <DeviceName>EDS-001</DeviceName>

        <Base>Ali Al Salem</Base>

        <Sector>1</Sector>

    </DeviceIdentification>

    <RequestorIdentification>

        <DeviceName>Annunciator-001</DeviceName>

        <Base>Ali Al Salem</Base>

        <Sector>1</Sector>

    </RequestorIdentification>

    <ConfigurationSetting Name="NumberOfEds"

                          Units=""

                          CurrentValue="1"/>

    <ConfigurationSetting Name="NumberOfWorkstations"

                          Units=""

                          CurrentValue="1"/>

</DeviceConfiguration>

3.6. DeviceDetectionReport

The DeviceDetectionReport instance below shows two records for workstation 1 and one record for sensor 1.  The two records for workstation 1 are assessed (Assessed = “1”) and the record for sensor 1 is not assessed (Assessed= “0”).  The records show the URL where the images are stored and the workstations that performed the assessment:

<?xml version="1.0" encoding="UTF-8"?>

<DeviceDetectionReport>

    <DeviceDetectionRecord>

      <DeviceIdentification>

          <DeviceName>workstation 1</DeviceName>

      </DeviceIdentification>

      <Detection Assessed="1">

        <ItemId>BagID09787</ItemId>

        <ID>10</ID>

        <DetectionEvent>Explosive</DetectionEvent>


<EventTime Zone='GMT'>2005-01-18T09:32:00.000</EventTime>

        <MediaURL>http://www.gg/BagID09787.jpg</MediaURL>

        <EventAssessment>

          <Assessment>Positive</Assessment>

          <Annotation>Verified by workstation_1</Annotation>

          <UpdateTime Zone='GMT'>2005-01-18T09:35:22.000</UpdateTime>

        </EventAssessment>

        <UpdateTime Zone='GMT'>2005-01-18T09:37:02.000</UpdateTime>

      </Detection>

      <Detection Assessed="1">

        <ItemId>BagID01237</ItemId>

        <ID>13</ID>

        <DetectionEvent>Timeout</DetectionEvent>


<EventTime Zone='GMT'>2005-01-18T10:32:00.000</EventTime>

        <MediaURL>http://www.gg/BagID01237.jpg</MediaURL>

        <EventAssessment>

          <Assessment>Valid</Assessment>

          <Annotation>workstation_3 timed out</Annotation>

          <UpdateTime Zone='GMT'>2005-01-18T10:40:22.000</UpdateTime>

        </EventAssessment>

        <UpdateTime Zone='GMT'>2005-01-18T10:42:22.000</UpdateTime>

      </Detection>

    </DeviceDetectionRecord>

    <DeviceDetectionRecord>

      <DeviceIdentification>

          <DeviceName>sensor 1</DeviceName>

      </DeviceIdentification>

      <Detection Assessed="0">

        <ID>15</ID>

        <ItemID>BagID15342</ItemID>

        <DetectionEvent>Explosive</DetectionEvent>


<EventTime Zone='GMT'>2005-01-18T09:30:00.000</EventTime>

        <MediaURL>http://www.gg/BagID15342.jpg</MediaURL>


<EventTime Zone='GMT'>2005-01-18T09:37:00.000</UpdateTime>

      </Detection>

    </DeviceDetectionRecord>

</DeviceDetectionReport>

3.7. TrackReport

This report is not applicable to EDS systems as there is no continuous tracking by EDS system itself.  But as a systems integration objective specified in this document earlier, TrackReport may apply in the material management or access control subsystem.


































CCDE/


IBDA





Annunciator


Controller (AC)





Level 2 Workstation





Level 2 Workstation





Level 2 Workstation





Level 2 Workstation





Management


Information


Server (MIS) –


Device Controller


(DC)





S


W


I


T


C


H





EDS






































EDS





EDS





EDS
































