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1 introduction
This document is written as the Interface Control Document between the Device Controller (DC) controlling the Fixed Surveillance/Assessment Sensor (FSAS) and the Command, Control and Display Equipment (CCDE). This ICD conforms to the ICD-0100 [1].
FSASs include wide area viewing devices using capabilities such as optical, infrared or microwave, often with a remotely controllable Pan/Tilt/Zoom capability that allows the device/camera to either perform preprogrammed area scanning or be automatically or manually rotated to view a specific area of interest in which a boundary intrusion has occurred.

This document provides the expected message flow between the DC and the CCDE using XML (Figure 1).  The XML interface between the CCDE and the FSAS is through the DC.  The CCDE establishes communication with the DC using either a Transmission Control Protocol (TCP)/IP socket or a User Datagram Protocol (UDP)/IP socket.  Once the connection is established, the CCDE sends XML messages to the DC via this socket.  The responses are sent by the DC via the same socket.  

[image: image1]
Figure 1 - Network Link Model

2 References
[1] “Interface Control Document ICD-0100 for XML Information Exchange,” SEIWG Technical Architecture, Northrop Grumman Mission Systems, submitted 31 March 2005

3 configuration

Certain configuration parameters regarding the DC must be supplied to the CCDE before the TCP/IP connection can be established between the CCDE and the DC.

 CCDE Configuration

At a minimum, the CCDE needs the following configuration parameters in order to establish and maintain a connection to the device:

· The IP address of the device.

· The port number that is to be used for the connection.

· The device name.

· The time that the CCDE should wait before attempting to connect to the DC if a connection or reconnection attempt fails.
· The time that the CCDE should wait for a response from the DC before declaring failure of the communication state of the device.

4 Message flow

This section describes the messages that are used in the CCDE to DC interface.  Messages are identified by the XML tag associated with the message.  Sample messages are found in Section 6.
The message flows are CCDE initiated. The CCDE initiates the message flows by soliciting responses or reports from the DC.  This prevents the potential of overwhelming the CCDE by sending unsolicited reports by the DC.  There are, however, cases where it becomes necessary for the DC to send unsolicited reports to the CCDE.  These cases will be discussed later in the section.
Startup/Reconnect Message Flows
The CCDE initiates the connection to the DC according to the configuration parameters discussed in Section 3.1.  If the specified DC is not found, then the CCDE attempts to connect periodically as specified by the configuration parameters described in Section 3.1.
Once the connection to the device has been established, the CCDE needs the current status of the device as well as current configuration settings of the device.  For these, the CCDE sends requests for the following two messages:

· DeviceStatusReport – This version of the message contains all known status values of the device, including location, communication state, and overall device health.  The message flow used for the DeviceStatusReport is discussed in Section 4.4.
· DeviceConfiguration - This version of the message indicates what configuration parameters can be changed and what the current values are.  The message flow used for the DeviceConfiguration is discussed in Section 4.2.


[image: image2]
Figure 2 - Startup/Reconnect Message Flow

Device Configuration Message Flows
The DeviceConfiguration message is used to request and modify detailed device configuration settings, such as pan rate, tilt rate, no-lase zones and presets.  It is also used to report complete configuration parameters of a device.  
A request with no settings is considered a request for current settings.  A request with some settings specified constitutes a request to modify the indicated settings.  A response to a configuration change request contains not just the settings that have been modified, but all settings for the device, the current values and their allowed ranges of values. 
The following describes the message flow:

1. The CCDE sends a DeviceConfiguration message.  The configuration items for which a change in configuration is requested are contained in the message.  If the CCDE is requesting for a complete report of configuration settings for the device, then an empty request with no settings specified is sent.  Sample messages are found in Section 6.3. 
2. The device responds with a DeviceConfiguration message.  Section 6.4 contains samples of a successful response and a failure response.


[image: image3]
Figure 3 - Device Configuration Message Flow

Command Message Flows
The CommandMessage is used to issue commands to a device, as well as for the device to report back the results of the command execution.  

A broad array of commands can be issued.  Simple commands such as Park, as well as more complex commands including Preset invocation and commands directing a device to go to or point at a specified location are also supported.  Additionally, "Extended" commands are supported for joystick commands as well as for soliciting DeviceStatusReport.  

The following describes the message flow used to command the DC:

1. The CCDE sends a CommandMessage to the DC.  Section 6.5 contains sample messages for each of the commands that may be sent to command the device.

2. The DC responds with a CommandMessage message indicating the command execution results and details of the results if the execution failed.  Section 6.6 contains sample response messages.

[image: image4]
Figure 4 - Command Message Flow

Device Status Message Flows

The DeviceStatusReport message is used to report a device's current status information, including location, communication state, and overall device health.  The CCDE solicits the message periodically to update itself on the device's location and at where the device is currently pointing.
The following describes the message flow used for requesting DeviceStatusReport from the DC:

1. The CCDE sends an "extended" CommandMessage for DeviceStatusReport request.  This message is described in section 6.1.

2. The device responds with a DeviceStatusReport message.  This message is described in section 6.2.

[image: image5]Figure 5 - Device Status Message Flow

Device Detection Message Flows

The DeviceDetectionReport is used to report detection information of one or more detected targets.  Targets include specific location information (either absolute or relative to the device).  Targets can also include device-generated classification information.

The following describes the message flow used for requesting DeviceDetectionReport from the DC:

1. The CCDE sends an "extended" CommandMessage for DeviceDetectionReport request.  This message is described in section 6.10.

2. The device responds with a DeviceDetectionReport message.  This message is described in section 6.11.  This message contains targets detected within the last Detection Interval as specified in section 5.12.  If there were no targets detected, then an empty DeviceDetectionReport shall be sent. 

[image: image6]Figure 6 - Device Detection Message Flow
Subscription Configuration Message Flows

There are two reports that are necessary for the CCDE to receive from the DC without having to send the requests for them.  DeviceStatusReport and DeviceDetectionReport are those two reports.  Unsolicited DeviceStatusReport is sent by the DC whenever it detects a fault or tamper detection.  Unsolicited DeviceDetectionReport is sent by the DC whenever it detects an event or a target.  To receive unsolicited reports, the CCDE needs to subscribe to those reports using the SubscriptionConfiguration message.
The following describes the message flow:

1. The CCDE sends a SubscriptionConfiguration message.  The reports for which the CCDE is requesting subscriptions are contained in the message.  Sample message is found in Section 6.8. 

2. The device responds with a SubscriptionConfiguration message.  Sample message is found in Section 6.9.

[image: image7]
Figure 7 - Subscription Configuration Message Flow

Unsolicited Device Status Message Flows

If the CCDE subscribes to the DeviceStatusReport, then the DC sends an unsolicited DeviceStatusReport whenever it detects a fault or tamper detection.

[image: image8]
Figure 8 - Change in Device Status Message Flow

If the device does not offer the DeviceStatusReport as one of its subscription-based reports, then the CCDE may resort to detecting fault or tamper by periodically sending a request for DeviceStatusReport.

Unsolicited Device Detection Message Flows

The DeviceDetectionReport is used to report detection information of one or more lased targets.  Targets include specific location information (either absolute or relative to the device).  Targets can also include device-generated classification information.

If the device is capable of designating a lased target and the CCDE subscribes to the DeviceDetectionReport, then the device sends a DeviceDetectionReport message to the CCDE to report information about the targets.  This message is described in Section 6.11.

[image: image9]
Figure 9 - Device Detection Message Flow

Normally, the device expects no response from the CCDE, but if it does, then the CCDE sends an Acknowledge command as an acknowledgement to the device.  A sample message is found in section 6.7.
5  FSAS Configuration Parameters

This section contains a description of the typical settings that are sent in a DeviceConfiguration report.  Not all items sent in the message are changeable through a DeviceConfiguration request message.  If the item is changeable, it may appear in a DeviceConfiguration request message. Table 1 contains a sample list of items that are contained in the DeviceConfiguration-Report.  
Table 1 is for illustrative purposes only and it is, by no means, comprehensive.  Implementers are free to add, delete, and modify the items in the table or come up with their own set of settings.  The only restriction is that the setting names be descriptive so that they will be understandable to the CCDE operator.
As discussed in Section 4.1, the CCDE requests a DeviceConfiguration report message upon initial connection to discover the items that are allowed for the device.

Table 1 - Configuration Settings

	Setting
	Units
	Choices
	Minimum

Value
	Maximum

Value
	Read-Only

	Auto Color Balance
	None
	OFF, ON
	---
	---
	No**

	Auto Exposure
	None
	OFF, Shutter,

Iris, Bright
	---
	---
	No**

	Auto Focus
	None
	OFF, ON
	---
	---
	No**

	Auto Gain
	None
	OFF, ON
	---
	---
	No **

	Auto Iris Size
	None
	OFF, ON
	---
	---
	No **

	Auto Shutter Speed
	None
	OFF, ON
	---
	---
	No **

	Auto Zoom


	None
	OFF, ON
	---
	---
	No *

	Backlight
	None
	OFF, ON
	---
	---
	No **

	Blue Balance 
	Percent
	---
	0
	100
	No **

	Bright
	Percent
	---
	0
	100
	No **

	Camera Mode
	None
	CCTV,  

Thermal
	---
	---
	No

	Detection Interval
	Seconds
	---
	0
	10000
	No

	Field-Of-View
	None
	Narrow, Medium, Wide
	---
	---
	No **

	Focus
	Percent
	---
	0
	100
	No **

	Gain
	Percent
	---
	0
	100
	No **

	Has GPS Capability
	None
	Yes, No
	---
	---
	Yes

	Has Target Designator
	None
	Yes, No
	---
	---
	Yes

	Has Zoom Capability
	None
	Yes, No
	---
	---
	Yes

	Height
	Meters
	---
	---
	---
	No

	Iris Size
	Percent
	---
	0
	100
	No **

	Max Zoom Range
	Meters
	---
	---
	---
	No

	Pan Rate
	Percent
	---
	0***
	100
	No

	Polarity
	None
	White, Black
	---
	---
	No **

	Red Balance 
	Percent
	---
	0
	100
	No **

	Reticule
	None
	OFF, ON
	---
	---
	No **

	Shutter Speed
	Percent
	---
	0
	100
	No **

	Tilt Rate
	Percent
	---
	0***
	100
	No

	White Balance
	None
	Auto, Indoor, Outdoor
	---
	---
	No **

	White Balance Level 1
	Percent
	---
	0
	100
	No **

	White Balance Level 2
	Percent
	---
	0
	100
	No **

	Zoom Rate
	Percent
	---
	0***
	100
	No *


*

Only changeable for devices with Zoom capability.

**

Only changeable for devices with this capability.

*** 

Setting a Pan, Tilt, or Zoom Rate to 0% has the affect of disabling the capability.

Auto Color Balance

The Auto Color Balance parameter is used to turn automatic color balance on or off.  The "ON" choice will turn automatic color balance on.  The choice "OFF" will turn automatic color balance off.  When auto color balance is off, the values of the Blue Balance and Red Balance parameters are used to determine color balance.

The Auto Color Balance setting is reported in XML using the ConfigurationOptionBlock* tag.  It is changed in XML using the ConfigurationOption tag.

Auto Exposure

The Auto Exposure parameter is used to set auto exposure modes for the camera.  The choices are "OFF", "SHUTTER", "IRIS", and "BRIGHT".
The Auto Exposure setting is reported in XML using the ConfigurationOptionBlock* tag.  It is changed in XML using the ConfigurationOption tag.  
Auto Focus

The Auto Focus parameter is used to turn automatic focus on or off.  The "ON" choice will turn automatic focus on.  The choice "OFF" will turn auto focus off.  When auto focus is off, the value of the Focus parameter is used to determine focus.

The Auto Focus setting is reported in XML using the ConfigurationOptionBlock* tag.  It is changed in XML using the ConfigurationOption tag.  
Auto Gain

The Auto Gain parameter is used to turn automatic gain on or off.  The "ON" choice will turn automatic gain on; the "OFF" choice will turn automatic gain off.
The Auto Gain setting is reported in XML using the ConfigurationOptionBlock* tag.  It is changed in XML using the ConfigurationOption tag.  
Auto Iris Size

The Auto Iris Size parameter is used to turn automatic iris sizing on or off.   The "ON" choice turns it on; the "OFF" choice turns it off.  When off, the value of the Iris Size parameter is used to determine size of the camera’s iris.

The Auto Iris Size setting is reported in XML using the ConfigurationOptionBlock* tag.  It is changed in XML using the ConfigurationOption tag.  
Auto Shutter Speed

The Auto Shutter Speed parameter is used to set automatic shutter speed.  The "ON" choice turns it on; the "OFF" choice turns it off.  When off, the value of the Shutter Speed parameter is used to determine the camera’s shutter speed.

The Auto Shutter Speed setting is reported in XML using the ConfigurationOptionBlock* tag.  It is changed in XML using the ConfigurationOption tag.  
Auto Zoom

When the Auto Zoom setting is true, the camera attempts to zoom inversely proportional to the range between the camera and the indicated focus point.  If false, the ZoomTo command may be used to zoom the camera appropriately.

The Auto Zoom setting is reported in XML using the ConfigurationSetting tag.  It is changed in XML using the same tag.  See Section 6.3 for a sample message.

Backlight

The Backlight parameter is used to turn any backlight capabilities of the camera on or off.  The "ON" choice turns backlight on; the "OFF" choice turns backlight off.

The Backlight setting is reported in XML using the ConfigurationOptionBlock* tag.  It is changed in XML using the ConfigurationOption tag.  
Blue Balance

The Blue Balance setting is a percentage from 0 to 100 where 0 specifies the minimum blue balance value for the camera and 100 specifies the maximum blue balance value for the camera.

The Blue Balance setting is reported in XML using the ConfigurationSetting tag.  It is changed in XML using the same tag.  

Bright

The Bright parameter is used to set the camera’s brightness.  It is specified as a percentage value where 0 is used to specify the lowest brightness level for the camera and 100 is used to specify the maximum brightness level for the camera.

The Bright setting is reported in XML using the ConfigurationSetting tag.  It is changed in XML using the same tag.  
camera Mode

The Camera Mode setting is used to determine which of the modes (CCTV or Thermal) is available for the camera.  

The Camera Mode setting is reported in XML using the ConfigurationOptionBlock* tag.  It is changed in XML using the same tag.
Detection Interval
The Detection Interval parameter is used to set the interval rate at which the designated target detections are reported.  

The Detection Interval setting is reported in XML using the ConfigurationSetting tag.  It is changed in XML using the same tag.

Field-of-view

The Field-of-View setting is used to set the imager's field-of-view.  The choices are Narrow, Medium, and Wide.
The Field-of-View setting is reported in XML using the ConfigurationOptionBlock* tag.  It is changed in XML using the same tag.
Focus

The Focus setting is used when Auto Focus is OFF.  It is a percentage from 0 to 100 where 0 specifies the minimum focus value for the camera and 100 specifies the maximum focus value for the camera.

The Focus setting is reported in XML using the ConfigurationSetting tag.  It is changed in XML using the same tag.  
Gain

The Gain setting is used when Auto Gain is OFF.  It is a percentage from 0 to 100 where 0 specifies the minimum gain value for the camera and 100 specifies the maximum gain value for the camera.

The Gain setting is reported in XML using the ConfigurationSetting tag.  It is changed in XML using the same tag.

Has GPS Capability

The Has GPS Capability setting is true if the camera has the ability to determine its GPS location automatically.  Typically, this is true if the camera is attached to another sensor with a GPS locator and false otherwise.

The Has GPS Capability setting is reported in a DeviceConfiguration-Report XML message, but it is not allowed in the DeviceConfiguration-Request message.  This is a read-only value that provides information about the camera.

The Has GPS Capability setting is reported in XML using the ConfigurationSetting tag.

Has Target Designator
The Has Target Designator setting is true if the camera has the ability to designate a target.

The Has Target Designator setting is reported in a DeviceConfiguration-Report XML message, but it is not allowed in the DeviceConfiguration-Request message.  This is a read-only value that provides information about the camera.

The Has Target Designator setting is reported in XML using the ConfigurationSetting tag.

Has Zoom Capability

The Has Zoom Capability setting is true when the camera has the ability to zoom.  The setting is false otherwise.

The Has Zoom Capability setting is reported in a DeviceConfiguration-Report XML message, but it is not allowed in the DeviceConfiguration-Request message.  This is a read-only value that provides information about the camera.

The Has Zoom Capability setting is reported in XML using the ConfigurationSetting tag.

Height

The Height setting is the number of meters above ground where the camera is located.  This value is used in calculations to determine the tilt position when a camera is automatically pointed at a target.

The Height setting is reported in XML using the ConfigurationSetting tag.  It is changed in XML using the same tag.

Iris Size

The Iris Size setting is used when Auto Iris Size is OFF.  It is a percentage from 0 to 100 where 0 specifies the minimum iris size value for the camera and 100 specifies the maximum iris size value for the camera.

The Iris Size setting is reported in XML using the ConfigurationSetting tag.  It is changed in XML using the same tag.  
Max Zoom Range

The Max Zoom Range setting is the maximum number of meters over which zooming occurs.  This value is used to calculate the zoom percentage when Auto Zoom is on.

The Max Zoom Range setting is reported in XML using the ConfigurationSetting tag.  It is changed in XML using the same tag.

Pan Rate

The Pan Rate setting is a percentage used to indicate the rate at which a camera will pan when commanded to AutoScan, PanLeft, or PanRight.  The lower the percentage, the slower the camera will pan; the higher the percentage, the faster the camera will pan.  See Section 5.5.8 for samples of these commands.

The Pan Rate setting is reported in XML using the ConfigurationSetting tag.  It is changed in XML using the same tag.  See Section 6.3 for a sample message.

Polarity

The Polarity setting is used to set the polarity to black or white hot.  

The Polarity setting is reported in XML using the ConfigurationOptionBlock* tag.  It is changed in XML using the same tag.

Red Balance

The Red Balance setting is a percentage from 0 to 100 where 0 specifies the minimum red balance value for the camera and 100 specifies the maximum red balance value for the camera.

The Red Balance setting is reported in XML using the ConfigurationSetting tag.  It is changed in XML using the same tag.  

Reticule

The Reticule parameter is used to turn reticule/graticule overlay on the display on or off.   The "ON" choice turns it on; the "OFF" choice turns it off.

The Reticule setting is reported in XML using the ConfigurationOptionBlock* tag.  It is changed in XML using the ConfigurationOption tag.  

Shutter Speed

The Shutter Speed setting is used when Auto Shutter Speed is OFF.  It is a percentage from 0 to 100 where 0 specifies the minimum shutter speed value for the camera and 100 specifies the maximum shutter speed value for the camera.

The Shutter Speed setting is reported in XML using the ConfigurationSetting tag.  It is changed in XML using the same tag.  
Tilt Rate

The Tilt Rate setting is a percentage used to indicate the rate at which a camera will tilt when commanded to AutoScan, TiltUp, or TiltDown.  The lower the percentage, the slower the camera will tilt; the higher the percentage, the faster the camera will tilt.  See Section 6.5.8 for samples of these commands.

The Tilt Rate setting is reported in XML using the ConfigurationSetting tag.  It is changed in XML using the same tag.  See Section 6.3 for a sample message.

White Balance

The White Balance parameter contains the preset values "AUTO", "INDOOR", and "OUTDOOR".  In addition to this parameter, up to 2 values can be specified in the White Balance Level 1 and White Balance Level 2 parameters.

The White Balance setting is reported in XML using the ConfigurationOptionBlock* tag.  It is changed in XML using the ConfigurationOption tag.  
White Balance Level 1

The White Balance Level 1 setting is a percentage from 0 to 100 where 0 specifies the minimum white balance 1 value for the camera and 100 specifies the maximum white balance 1 value for the camera.

The White Balance Level 1 setting is reported in XML using the ConfigurationSetting tag.  It is changed in XML using the same tag.  
White Balance Level 2

The White Balance Level 2 setting is a percentage from 0 to 100 where 0 specifies the minimum white balance 2 value for the camera and 100 specifies the maximum white balance 2 value for the camera.

The White Balance Level 2 setting is reported in XML using the ConfigurationSetting tag.  It is changed in XML using the same tag.  

Zoom Rate

The Zoom Rate setting is a percentage used to indicate the rate at which a camera will zoom.  The lower the percentage, the slower the camera will zoom; the higher the percentage, the faster the camera will zoom. This rate affects how quickly the camera arrives at a specific zoom level using the commands, ZoomIn and ZoomOut.  See Section 6.5.8 for samples of these commands.

The Zoom Rate setting is reported in XML using the ConfigurationSetting tag.  It is changed in XML using the same tag.  See Section 6.3 for a sample message.

 Device Preset Configuration

The FSAS may support the concept of presets, whereby specific locations and configuration settings can be preconfigured.  The DeviceConfiguration message allows definitions for a virtually unlimited number of presets.  The device is pointed to the preset location using the GoTo command in a CommandMessage.  The device can also scan in series of preset locations using the Autoscan command in a CommandMessage.  Section 6.5.9 describes this message.
* ConfigurationOptionBlock is used instead of ConfigurationSetting when the values for the setting can be enumerated.
6 Message Content
This section contains samples of messages that were described in Section 3.  These messages conform to the ICD-0100 schema definitions.

DeviceStatusReport - Request

The request for the DeviceStatusReport is made via a CommandMessage.  The CommandMessage is used because the DeviceStatusReport lacks the support of MessageType attribute to be rendered into a request message.  RequestId attribute is omitted for this message since the DeviceStatusReport is not able to echo back the RequestId.

The following XML is a sample of the "extended" CommandMessage that is sent by the CCDE to request the DeviceStatusReport from the device:

<?xml version="1.0" encoding="UTF-8"?>
<CommandMessage MessageType="Request">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<Command>


<ExtendedCommand Command="DeviceStatusRequest"/>

</Command>
</CommandMessage>
The optional elements <DeviceCategory> and <DeviceType> in the <DeviceIdentification> element identify the type and more importantly category, which implicitly indicates the capabilities of the device.  For this importance, the <DeviceCategory> and <DeviceType> elements are included in at least the first message of the communication and can be left off in the subsequent messages for the CCDE to know what kind of device it is dealing with.

<DeviceName> is the only required element within the <DeviceIdentification>, but there are other elements that can be provided as a display or reference information.  
<?xml version="1.0" encoding="UTF-8"?>
<CommandMessage MessageType="Request">

<DeviceIdentification>


<DeviceName> FSA-001</DeviceName>



<!-- Optional device identification information -->



<Base>Base 1</Base>


<Sector>Sector 1</Sector>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>


<OEM>TTT Inc</OEM>


<Model>3333</Model>


<SerialNumber>1111</SerialNumber>

</DeviceIdentification>

<Command>


<ExtendedCommand Command="DeviceStatusRequest"/>

</Command>
</CommandMessage>
DeviceStatusReport - Report
The following XML is a sample of the DeviceStatusReport message that is sent by the device to the CCDE upon request:
<?xml version="1.0" encoding="UTF-8"?>
<DeviceStatusReport>

<DeviceIdentification>


<DeviceName> FSA-001</DeviceName>



<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<Status>


<DeviceState>Secure</DeviceState>


<CommunicationState>OK</CommunicationState>


<UpdateTime Zone="GMT">2004-02-13T09:30:47.121</UpdateTime>

</Status>

<Details>


<Range Units="Meters">2000.0</Range>


<ElevationAngle Units="Degrees">0.0</ElevationAngle>


<Azimuth Units="Degrees">64.0</Azimuth>


<FieldOfView Units="Degrees">10.0</FieldOfView>

</Details>


</DeviceStatusReport>
The sample above is shown with the DeviceState of Secure and the CommunicationState of OK.  
If the device was in a non-Secure state, such as Fault or Tamper, then the CCDE shall be notified and made aware of such state as discussed in Section 4.6.1 if the CCDE subscribes to the DeviceStatusReport.  If, however, the CCDE does not subscribe to the DeviceStatusReport, then the DeviceStatusReport message along with the StatusDetails filled in shall be sent upon request from the CCDE for the DeviceStatusReport.  The following is a sample of this message:

<?xml version="1.0" encoding="UTF-8"?>
<DeviceStatusReport>

<DeviceIdentification>


<DeviceName> FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<Status>


<DeviceState>Tamper</DeviceState>


<CommunicationState>OK</CommunicationState>


<StatusDetails>



<Severity>Critical</Severity>



<Explanation>Cover tamper detected</Explanation>


</StatusDetails>


<UpdateTime Zone="GMT">2004-02-13T09:30:47.122</UpdateTime>

</Status>
</DeviceStatusReport>

The sample is shown here with the DeviceState of Tamper and the StatusDetails filled in with the Explanation and the Severity of the state the device is in.

If the CommunicationState of the device was in Fail state, then the device will not respond to the request since the device would not have received the request from the CCDE.  If the CCDE does not receive the DeviceStatusReport from the device within the response timeout frame as specified by the configuration parameters described in Section 3.1, then the communication state of the device can be declared failed.  For this reason, it is recommended that the CCDE send requests for the DeviceStatusReport periodically to monitor the device's state of health.  The Ping command, which will be discussed in Section 6.5.7 can also be used for this same purpose.
DeviceConfiguration – Request
The CCDE requests the DeviceConfiguration of a device by sending an empty DeviceConfiguration message along with the MessageType of Request. The following XML is a sample of this message:
<?xml version="1.0" encoding="UTF-8"?>
<DeviceConfiguration MessageType="Request" RequestId="1">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>
</DeviceConfiguration>
The following XML is a sample of how the CCDE requests a change to the Pan Rate, Tilt Rate and Zoom Rate:  

<?xml version="1.0" encoding="UTF-8"?>
<DeviceConfiguration MessageType="Request" RequestId="1">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<ConfigurationSetting Name="Pan Rate" Units="Percent" CurrentValue="30"/>

<ConfigurationSetting Name="Tilt Rate" Units="Percent" CurrentValue="22"/>

<ConfigurationSetting Name="Zoom Rate" Units="Percent" CurrentValue="30"/>

<ConfigurationOption Name="Auto Zoom" Option="OFF" Selected="true"/>

<!-- Delete all zones -->

<ZoneConfiguration CommandMode="DeleteAll"/>

<!-- Add a no-lase zone -->

<ZoneConfiguration CommandMode="Create">


<Zone Type="Exclusion">



<Name>No Lase Zone 1</Name>



<ScanSector>




<MinimumRange Units="Meters">110.0</MinimumRange>




<MaximumRange Units="Meters">2600.0</MaximumRange>




<MinimumAzimuth Units="Degrees">20.0</MinimumAzimuth>




<MaximumAzimuth Units="Degrees">55.0</MaximumAzimuth>




<ElevationAngle Units="Degrees">-2.0</ElevationAngle>



</ScanSector>


</Zone>

</ZoneConfiguration>
</DeviceConfiguration>
The sample shown here also turns the Auto Zoom capability OFF.  In addition, all existing no-lase zone configurations are deleted before a new no-lase zone is added.  

Note that the Id for a Zone element does not exist for a zone configuration to be created.  The device assigns an Id.  The assigned Id value appears in the DeviceConfiguration response message.

DeviceConfiguration message can also be used for configuring preset locations.  Presets are configured using the device's current location and configuration settings.  The following XML is a sample of how the CCDE requests to create new preset:
<?xml version="1.0" encoding="UTF-8"?>
<DeviceConfiguration MessageType="Request" RequestId="1">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<PresetConfiguration CommandMode="Create">


<Preset>




<!-- Optional Description -->



<Description>Guard Station</Description>


</Preset>

</PresetConfiguration>
</DeviceConfiguration>
Note that the Id for a Preset element does not exist for configurations to be created.  The device assigns an Id.  The assigned Id value appears in the DeviceConfiguration response message.

Existing presets can be updated by setting the CommandMode attribute to Update and by specifying the Id of the preset to be updated.  Presets are updated using the device's current location and configuration settings. The following XML is a sample of this message:
<?xml version="1.0" encoding="UTF-8"?>
<DeviceConfiguration MessageType="Request" RequestId="1">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<PresetConfiguration CommandMode="Update">


<Preset Id="1">



<Description>Front Gate</Description>


</Preset>

</PresetConfiguration>
</DeviceConfiguration>
The sample above is shown with the optional <Description> element which will replace the existing description of the preset.
Existing presets can also be deleted by setting the CommandMode attribute to Delete and by specifying the Id of the preset to be deleted.

DeviceConfiguration - Response
The following XML is a sample of how the device responds to the CCDE's request if the device is functioning properly and the communication is ok.  Detailed descriptions of the parameters are found in Section 5:

<?xml version="1.0" encoding="UTF-8"?>
<DeviceConfiguration MessageType="Response" RequestId="1">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<!-- The following values may be changed -->

<ConfigurationSetting Name="Detection Interval" Units="Seconds" CurrentValue="5" ReadOnly="false"/>

<ConfigurationSetting Name="Height" Units="Meters" CurrentValue="2.0" ReadOnly="false"/>

<ConfigurationSetting Name="Max Zoom Range" Units="Meters" CurrentValue="300.0" ReadOnly="false"/>

<ConfigurationSetting Name="Pan Offset" Units="Degrees" MinimumValue="0.00" MaximumValue="359.99" CurrentValue="0.00" ReadOnly="false"/>

<ConfigurationSetting Name="Pan Rate" Units="Percent" MinimumValue="0" MaximumValue="100" CurrentValue="50" ReadOnly="false"/>

<ConfigurationSetting Name="Tilt Offset" Units="Degrees" MinimumValue="-90.00" MaximumValue="90.00" CurrentValue="0.00" ReadOnly="false"/>
<ConfigurationSetting Name="Tilt Rate" Units="Percent" MinimumValue="0" MaximumValue="100" CurrentValue="20" ReadOnly="false"/>

<ConfigurationSetting Name="Zoom Rate" Units="Percent" MinimumValue="0" MaximumValue="100" CurrentValue="50" ReadOnly="false"/>

<ConfigurationOptionBlock Name="Has Zoom Capability" Units="None" ReadOnly="true">


<ConfigurationOption Option="Yes" Selected="true"/>


<ConfigurationOption Option="No" Selected="false"/>

</ConfigurationOptionBlock>

<ConfigurationOptionBlock Name="Auto Zoom" Units="None" ReadOnly="false">


<ConfigurationOption Option="OFF" Selected="false"/>


<ConfigurationOption Option="ON" Selected="true"/>

</ConfigurationOptionBlock>

<!-- Typically, the device will have GPS capability if it is associated with a sensor that has a GPS locator -->

<ConfigurationOptionBlock Name="Has GPS Capability" Units="None" ReadOnly="true">


<ConfigurationOption Option="Yes" Selected="true"/>


<ConfigurationOption Option="No" Selected="false"/>

</ConfigurationOptionBlock>

<ConfigurationOptionBlock Name="Has Target Designator" Units="None" ReadOnly="true">


<ConfigurationOption Option="Yes" Selected="true"/>


<ConfigurationOption Option="No" Selected="false"/>

</ConfigurationOptionBlock>

<ConfigurationOptionBlock Name="Camera Mode" Units="None" ReadOnly="false">


<ConfigurationOption Option="CCTV" Selected="true"/>


<ConfigurationOption Option="Thermal" Selected="false"/>

</ConfigurationOptionBlock>

<!-- Preset Configurations existing for this camera -->

<PresetConfiguration>


<Preset Id="1">



<Description>Front Gate</Description>



<ConfigurationSetting Name="Azimuth" Units="Degrees" CurrentValue="30.0"/>



<ConfigurationSetting Name="ElevationAngle" Units="Degrees" CurrentValue="45.0"/>



<ConfigurationSetting Name="Range" Units="Degrees" MinimumValue="3.5" MaximumValue="350.0" CurrentValue="45.0"/>



<ConfigurationSetting Name="FieldOfView" Units="Degrees" CurrentValue="30.0"/>



<ConfigurationOption Name="SwitchMode" Option="CCTV" Units="None" Selected="true"/>


</Preset>

</PresetConfiguration>
</DeviceConfiguration>
If the device cannot accept the new configuration settings or if it is not functioning properly, then the device responds with the DeviceConfiguration message with the Status attribute set to "Failed" and the Details attribute filled in.  The following is a sample message:

<?xml version="1.0" encoding="UTF-8"?>
<DeviceConfiguration MessageType="Response" RequestId="1" Status="Failed" ErrorSeverity="Critical" Details="Pan Rate is set too low.">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>
</DeviceConfiguration>
CommandMessage – Request

This section contains samples of the XML messages that are sent by the CCDE to command a device.  Table 2 contains a summary of the available commands:
Table 2 - Command Summary

	Simple Command
	Command Element

	SetLocation
	LocationCommand

	Calibrate
	LocationCommand

	GoTo
	LocationCommand

	Park
	SimpleCommand

	SelfTest
	SimpleCommand

	Ping
	SimpleCommand

	SetTime
	TimeCommand


SetLocation

SetLocation commands the device to set its location to a specific coordinate and altitude overriding the location reported by its GPS receiver.  The following is a sample of this message:
<?xml version="1.0" encoding="UTF-8"?>
<CommandMessage MessageType="Request" RequestId="3">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<Command>


<LocationCommand>



<SimpleCommand>SetLocation</SimpleCommand>



<LocationType>




<GeodeticLocation Datum="WGS84">





<Latitude Units="Decimal Degrees">41.2121200</Latitude>





<Longitude Units="Decimal Degrees">35.5550000</Longitude>





<Altitude Units="Meters" Reference="MSL">200.5</Altitude>




</GeodeticLocation>



</LocationType>


</LocationCommand>

</Command>
</CommandMessage>
The following is a sample of the command message to cancel any location overrides that have been put in place.  The device now reports its location and targets using the location reported by its GPS receiver.

<?xml version="1.0" encoding="UTF-8"?>
<CommandMessage MessageType="Request" RequestId="3">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<Command>


<LocationCommand>



<SimpleCommand>SetLocation</SimpleCommand>



<LocationType>




<GPSLocation/>



</LocationType>


</LocationCommand>

</Command>
</CommandMessage>

RequestId attribute is unique to the CCDE and the device only needs to echo it back when responding.

Calibrate

Calibrate tells the device where it is currently pointing at relative to the true north.  Angle 0.0 is the true north; a negative angle is left of true north; a positive angle is right of true north.  The following XML is a sample of the message that is sent by the CCDE to request a calibration of the device:
<?xml version="1.0" encoding="UTF-8"?>
<CommandMessage MessageType="Request" RequestId="3">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<Command>


<LocationCommand>



<SimpleCommand>Calibrate</SimpleCommand>



<RelativeLocation>




<Azimuth Units="Degrees">25.2</Azimuth>




<ElevationAngle Units="Degrees">-1.0</ElevationAngle>



</RelativeLocation>


</LocationCommand>

</Command>
</CommandMessage>
GoTo
GoTo commands the device to pan and tilt to a location and stop.    Angle 0.0 is the true north; a negative angle is left of the true north; a positive angle is right of the true north.

The following XML is a sample of message that is sent to cause the device to pan to a position angle of 24.5 and to tilt to a position angle of 10.0, i.e., 10.0 degrees up:
<?xml version="1.0" encoding="UTF-8"?>
<CommandMessage MessageType="Request" RequestId="3">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<Command>


<LocationCommand>



<SimpleCommand>GoTo</SimpleCommand>



<RelativeLocation>




<Azimuth Units="Degrees">24.5</Azimuth>




<ElevationAngle Units="Degrees">10.0</ElevationAngle>



</RelativeLocation>


</LocationCommand>

</Command>
</CommandMessage>

GoTo command is also used to activate a preset by specifying a preset Id.  This will cause the device to pan and tilt to the preset location as well as to change device's configuration settings to the settings specified by the preset Id.   The following XML is a sample of a message that is sent to command the device to activate the preset 1: 

<?xml version="1.0" encoding="UTF-8"?>
<CommandMessage MessageType="Request" RequestId="4">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<Command>


<LocationCommand>



<SimpleCommand>GoTo</SimpleCommand>



<Preset Id="1"/>


</LocationCommand>

</Command>
</CommandMessage>
Park
The following XML is a sample of the message that is sent by the CCDE to the device to request that the device to park its sensor head to flat and neutral bearing and to go into standby mode:

<?xml version="1.0" encoding="UTF-8"?>
<CommandMessage MessageType="Request" RequestId="4">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<Command>


<SimpleCommand>Park</SimpleCommand>

</Command>
</CommandMessage>
SelfTest

The following message is a sample of the XML that is sent by the CCDE to command the device to perform a self-test and respond with a result:

<?xml version="1.0" encoding="UTF-8"?>
<CommandMessage MessageType="Request" RequestId="4">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<Command>


<SimpleCommand>SelfTest</SimpleCommand>

</Command>
</CommandMessage>
SetTime

The following message is a sample of the XML that is sent by the CCDE to command the device to set its time:

<?xml version="1.0" encoding="UTF-8"?>
<CommandMessage MessageType="Request" RequestId="5">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<Command>


<TimeCommand>



<SimpleCommand>SetTime</SimpleCommand>



<UpdateTime Zone="GMT">2003-02-12T09:30:47.790</UpdateTime>


</TimeCommand>

</Command>
</CommandMessage>
In favor of determining the time of day using a GPS receiver, SetTime command request may be rejected or the use of the command may be dropped by the device.  However, with spoofing GPS issues still outstanding, it is recommended that the SetTime command be used in addition to a GPS receiver.  

Ping (State-of-Health)

During periods in which the device has been idle, Ping command can be sent at regular intervals to detect timeouts over "quiet" connections.  If a given Ping command were not responded to within the response timeout as specified by the configuration parameters described in section 3.1, then the connection would be declared failed.  

The following message is a sample of the XML that is sent periodically by the CCDE to the device to check its state-of-health. 

<?xml version="1.0" encoding="UTF-8"?>
<CommandMessage MessageType="Request" RequestId="4">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<Command>


<SimpleCommand>Ping</SimpleCommand>

</Command>
</CommandMessage>
Extended Commands

Table 3 lists the extended commands used for controlling the device.
Table 3 - Extended Commands

	Command
	Description

	PanLeft
	Commands the device to start panning to the left and to continue panning until either the Stop command is received, or the device has reached its pan limit.

	PanRight
	Commands the device to start panning to the right and to continue panning until either the Stop command is received, or the device has reached its pan limit.

	TiltUp
	Commands the device to start tilting up and to continue tilting until either the Stop command is received, or the device has reached its tilt limit.

	TiltDown
	Commands the device to start tilting down and to continue tilting until either the Stop command is received, or the device has reached its tilt limit.

	ZoomIn
	Commands the device to start zooming in and to continue zooming until either the Stop command is received, or the device has reached its zoom limit.

	ZoomOut
	Commands the device to start zooming out and to continue zooming until either the Stop command is received, or the device has reached its zoom limit.

	FocusNear
	Commands the device to start focusing near and to continue focusing until either the Stop command is received, or the device has reached its focus limit.

	FocusFar
	Commands the device to start focusing far and to continue focusing until either the Stop command is received, or the device has reached its focus limit.

	IrisOpen
	Commands the device to open the lens iris.

	IrisClose
	Commands the device to close the lens iris.

	Stop
	Commands the device to stop its actions.


The following message is a sample of the XML message that is sent by the CCDE to control the device:

<?xml version="1.0" encoding="UTF-8"?>
<CommandMessage MessageType="Request" RequestId="5">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<Command>


<ExtendedCommand Command="PanLeft"/>

</Command>
</CommandMessage>
AutoScan Command

AutoScan commands the device to start scanning in a series of scan points specified by preset locations.  Scan parameters, such as pan rate and tilt rate, as well as camera mode will be adjusted according to the settings specified by the preset Id.  In a way, this command is a convenience method to activating a series of presets by using consecutive GoTo commands.  
The following XML is a sample of a message used to tell the device to start scanning from preset location 1 to preset location 3 to preset location 2:

<?xml version="1.0" encoding="UTF-8"?>
<CommandMessage MessageType="Request" RequestId="5">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<Command>


<ExtendedCommand Command="AutoScan">



<Parameter Name="Preset">1</Parameter>



<Parameter Name="Preset">3</Parameter>



<Parameter Name="Preset">2</Parameter>


</ExtendedCommand>

</Command>
</CommandMessage>
CommandMessage – Response
This section contains samples of the XML messages that are sent by the device to the CCDE in response to a command request.

Command Successful 

If the requested command from the CCDE was executed successfully by the device, then the CommandMessage with the MessageType of Response and the Status of OK is sent back to the CCDE.  The response message also echoes back the RequestId.

The following message is a sample of the XML that is sent by the device to the CCDE when a CommandMessage is received and handled successfully:

<?xml version="1.0" encoding="UTF-8"?>
<CommandMessage MessageType="Response" RequestId="5" Status="OK">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>
</CommandMessage>
Command Failure

If the device is unable to execute the request command successfully, then the CommandMessage with the MessageType of Response and the Status of Failed is sent back to the CCDE.  The response message fills in the Details attribute with explanatory information as to why the command failed.  The message also fills in the ErrorSeverity attribute as well as echoes back the RequestId.

The following message is a sample of the XML that is sent by the device to the CCDE when a CommandMessage is received, but the device is unable to successfully execute the command:

<?xml version="1.0" encoding="UTF-8"?>
<CommandMessage MessageType="Response" RequestId="5" Status="Failed" ErrorSeverity="Warning" Details="Request timed out">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>
</CommandMessage>
Command Acknowledge

The device may require that the CCDE acknowledge to receiving an unsolicited report.  The following message is a sample of the XML that is sent by the CCDE to the device as an acknowledgement of receiving a report:

<?xml version="1.0" encoding="UTF-8"?>
<CommandMessage MessageType="Response" Status="OK">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<Command>


<SimpleCommand>Acknowledge</SimpleCommand>

</Command>
</CommandMessage>
This message does not contain RequestId attribute since the message is responding to an unsolicited request.

SubscriptionConfiguration - Request

The CCDE subscribes to one or more of the available reports by sending a SubscriptionConfiguration message.  A MessageType of Request is used for this case. The following XML is a sample of this message:

<?xml version="1.0" encoding="UTF-8"?>
<SubscriptionConfiguration MessageType="Request" RequestId="1">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<Subscription Selected="true">DeviceStatusReport</Subscription>

<Subscription Selected="true">DeviceDetectionReport</Subscription>
</SubscriptionConfiguration>

For each Subscription element, the Selected attribute must be set to either true or false to indicate whether the CCDE is subscribing to or unsubscribing from the specified reports.  The reports that are not specified in the message will not have their selection statuses changed.  Reports are not subscribed to, by default.
SubscriptionConfiguration - Response

The following message is a sample of the XML that is sent by the device to the CCDE when a SubscriptionConfiguration message is received and the device accepts all of the subscription requests:

<?xml version="1.0" encoding="UTF-8"?>
<SubscriptionConfiguration MessageType="Response" RequestId="1" Status="OK">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<Subscription Selected="true">DeviceStatusReport</Subscription>

<Subscription Selected="true">DeviceDetectionReport</Subscription>
</SubscriptionConfiguration>

DeviceDetectionReport - Request

The request for the DeviceDetectionReport is made via a CommandMessage.  The CommandMessage is used because the DeviceDetectionReport lacks the support of MessageType attribute to be rendered into a request message.  RequestId attribute is omitted for this message since the DeviceDetectionReport is not able to echo back the RequestId.

The following XML is a sample of the "extended" CommandMessage that is sent by the CCDE to request the DeviceDetectionReport from the device:

<?xml version="1.0" encoding="UTF-8"?>
<CommandMessage MessageType="Request">

<DeviceIdentification>


<DeviceName>FSA-001</DeviceName>


<DeviceCategory>Assessment Device</DeviceCategory>


<DeviceType>Thermal Imager</DeviceType>

</DeviceIdentification>

<Command>


<ExtendedCommand Command="DeviceDetectionRequest"/>

</Command>
</CommandMessage>
DeviceDetectionReport

The following XML is a sample of DeviceDetectionReport used to report basic Detection information:

<?xml version="1.0" encoding="UTF-8"?>
<DeviceDetectionReport>

<DeviceDetectionRecord>


<DeviceIdentification>



<DeviceName>FSA-001</DeviceName>



<DeviceCategory>Assessment Device</DeviceCategory>



<DeviceType>Thermal Imager</DeviceType>


</DeviceIdentification>


<Detection>



<DetectionEvent>Motion</DetectionEvent>



<UpdateTime Zone="GMT">2004-12-17T09:30:47.002</UpdateTime>


</Detection>

</DeviceDetectionRecord>
</DeviceDetectionReport>
The following XML is a sample DeviceDetectionReport used for more advanced detection information to publish the locations of the one or more designated targets.

<?xml version="1.0" encoding="UTF-8"?>
<DeviceDetectionReport>

<DeviceDetectionRecord>


<DeviceIdentification>



<DeviceName>FSA-001</DeviceName>



<DeviceCategory>Assessment Device</DeviceCategory>



<DeviceType>Thermal Imager</DeviceType>


</DeviceIdentification>


<Target>



<ID>1</ID>



<TargetLocation>




<LocationType>





<GeodeticLocation Datum="WGS84">






<Latitude Units="Decimal Degrees">-65.5400000</Latitude>






<Longitude Units="Decimal Degrees">36.7800000</Longitude>






<Altitude Units="Meters" Reference="MSL">20.4</Altitude>





</GeodeticLocation>




</LocationType>



</TargetLocation>




<!-- optional elements for the target information -->



<Classification>Vehicle</Classification>



<Confidence>High</Confidence>



<Heading Units="Degrees">60.0</Heading>



<Speed Units="MetersPerSecond">0.123</Speed>



<Description>Blue Sedan</Description>



<MediaURL>http://targetserver:5050/target01.mpg</MediaURL>




<!-- end of optional elements -->



<UpdateTime Zone="GMT">2004-12-17T09:30:47.002</UpdateTime>


</Target>


<Target>



<ID>2</ID>



<TargetLocation>




<LocationType>





<GeodeticLocation Datum="WGS84">






<Latitude Units="Decimal Degrees">-65.5401000</Latitude>






<Longitude Units="Decimal Degrees">36.7896892</Longitude>






<Altitude Units="Meters" Reference="MSL">20.4</Altitude>





</GeodeticLocation>




</LocationType>



</TargetLocation>



<Classification>Aircraft</Classification>



<UpdateTime Zone="GMT">2003-02-12T09:42:48.000</UpdateTime>


</Target>


<Target>



<ID>3</ID>



<TargetLocation>




<LocationType>





<GeodeticLocation Datum="WGS84">






<Latitude Units="Decimal Degrees">-65.5402683</Latitude>






<Longitude Units="Decimal Degrees">36.7804934</Longitude>






<Altitude Units="Meters" Reference="MSL">20.4</Altitude>





</GeodeticLocation>




</LocationType>



</TargetLocation>



<Classification>Runner</Classification>



<UpdateTime Zone="GMT">2003-02-12T09:42:48.000</UpdateTime>


</Target>

</DeviceDetectionRecord>
</DeviceDetectionReport>
The sample above is shown with optional elements for the <Target> information.  <Target> information only requires <TargetLocation> and <UpdateTime>.
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