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1 Introduction

This Interface Control Document (ICD) defines the structure and sequencing of information for communication between systems using eXtensible Markup Language (XML) 1.0, as defined by the World Wide Web Consortium (http://www.w3.org/). The focus of this ICD is to satisfy requirements for Force Protection information exchange, although it can be used and extended in a variety of ways for other types of systems.

The predecessor to this ICD (TASS ICD-002) defined detailed schema definitions (XSD documents) and XML examples. This revision builds upon those schemas and examples with several key enhancements, in addition to providing timing and sequencing requirements for message exchange. These extensions, in addition to detailed examples and the formal XSD documents are described in the following sections.

XML documents are exchanged as a series of messages over a network transport mechanism to provide a “plug & play” environment for intelligent devices and C2 systems. By using XML, device data may be easily displayed and manipulated both locally and remotely depending on site requirements. The XSD definitions explain the types of data, their data ranges, and allowed attributes for the data. XSD documents can be used to automatically validate XML prior to transmission or after reception.

This interface may be implemented in part or in whole depending on implemented features available from the system providers. The ICD is flexible enough to support varying degrees of implementation, from a minimal configuration to a complete implementation.

As a goal, backwards compatibility has been preserved with the previous version of this ICD wherever practical. This compatibility is limited to the formal XSD document constructs. The previous ICD lacked detailed message sequencing constraints, as well as strategies for building robust implementations. Furthermore, XML provides no mechanism to ensure the semantic validity of data within fields. For example, some ICD 2.0 implementers may have incorrectly encoded delimited data within <Description> fields, or may have incorrectly interpreted the meaning and usage of the XSD constructs. Others may have produced proprietary extensions to ICD 2.0, or changed the XSD definitions to suit their needs. Therefore, full backwards compatibility is beyond the scope of this document and is by no means guaranteed.

Nonetheless, an <ICDVersion> element was added to the DeviceInitialization.xsd. This construct can be used to identify which particular version(s) of these schemas a given implementation (or device) is compatible with.

1.1 Key Concepts

Devices: Typical devices consist of sensors, cameras, remotely operated weapons systems, mobile devices, or other resources. Devices may have complex interface requirements, or may consist of collections of subordinate devices (platforms), or large C2 systems such as access control systems. Devices will typically be used at tactical deployments, security perimeters, or at local entry control points to monitor events at an area of interest. Local computers or other programmable logic controllers connected to devices are to provide information to a requestor using the standard format defined in this ICD.

States: This ICD is used to describe a variety of information, including (but not limited to) perimeter intrusion, radiological, chemical, biological, explosive, tamper and duress alarm signals.

Commands: In addition, this ICD contains command and control elements, allowing systems to invoke commands and exchange detailed status information.

Publish/Subscribe: In addition to request/response message exchanges, this ICD defines publish/subscribe features to allow subscription to various services. These services will publish data to subscribers based upon change of state of the corresponding service.

Service Provider: Provides one or more services. May also be a service consumer. Handles SubscriptionConfiguration requests.  For example: A radar controller. Provides services to publish radar state information and target information, as well as services to configure the radar’s settings.

Service Consumer: Consumes services from one or more service providers. For example: An alarm monitoring system that consumes information from other C2 systems or simple devices.

1.2 XML Validation

Various tools exist to perform validation, e.g. Xerces, JAXB, etc. Validation requires certain tags to be present in the XML, in order to locate the corresponding XSD files to validate against. ICD 2.0 relied on the “noNamespaceSchemaLocation” present in the root element of an XML document, which identified the full path (relative to the consumer of the XML) of where the XSD file resided. Use of a “targetNamespace” in the XSD files would have been preferable, as this would specify the “name space” for a given schema. Unfortunately, the rules of the “noNamespaceSchemaLocation” require the referenced schema not use a “targetNamespace”. A large number of ICD 2.0 systems have already been developed which rely on this approach, precluding the use of a “targetNamespace” for this revision.

The proper “noNamespaceSchemaLocation” required for validation can be inserted into the XML by the implementing systems, using XSL, string substitutions, or some other mechanism, prior to performing validation.  Alternatively, implementers can “mutually agree” upon a predefined directory structure where the XSD files will reside on each system.

When implementing this ICD for integration with a new system, validation is strongly recommended to help detect bugs. However, for deployment, it is recommended that validation be disabled for performance reasons.  It is recommended that system implementers provide some type of run-time setting (such as a property value) to easily enable or disable validation.

1.3 Assumptions

The XML messages described in this ICD can be transmitted using various network and communications standards to other applications for processing and display. It is assumed that some appropriate form of communications medium is available, such as TCP/IP on a LAN or WAN. While the XML messages may be encrypted and sent on secure networks, this ICD does not document the network requirements, bandwidth constraints, or the method of transfer for these messages. Various protocols may be used for this purpose, including SOAP, TCP/IP, HTTP, or even RS-232.

Device Communications

This section describes the general steps used in establishing, maintaining, and terminating communications.

1.4 Initial Configuration

Network entities require two levels of configuration. Initially, each node must be granted a unique IP address. The second level of configuration is required to provide device configuration parameters including:

· The I/P address of the remote system (sample value: 192.168.1.120).

· The port number that is to be used for the connection (sample value: 4444).

· The Device Name to be used when reporting the device identification for the component (sample value: MST-001).

· The Base to be used when reporting the device identification for the component (sample value: Hanscom).

· The Sector to be used when reporting the device identification for the component (sample value: Sector 1).

The mechanism for specifying the above parameters is determined by the implementer. A spectrum of options is available from simple user-editable text files to web-based GUIs available over the network, or even LDAP based solutions.

Whatever solution is chosen, the essence of the configuration is to provide enough information to locate and establish communications with different devices on the network.  The DeviceConfiguration.xsd can be used as a container for this information.

1.5 Establishing Communications / Handshaking

A given pair of systems will establish communication at a time determined by the business logic of the systems involved (such as upon startup) using the appropriate configuration information. When a system establishes communications with a remote device/system, a series of messages is exchanged to establish the identity of the parties involved.  The systems then exchange messages as needed for the application. If the connection fails, the systems perform implementation specific recovery logic, then return to attempting to establish communications.

For example, consider a simple producer/consumer relationship. When the producer is started, or a reconnect is required, the producer will attempt to connect to the consumer.  If the specified consumer is not found, the producer will attempt to connect periodically, as specified by a configuration parameter.

Once the connection to the consumer has been established, the producer will send 2 messages for each device that is found on its network:

· DeviceConfiguration – Contains the complete configuration of the device.

· DeviceStatusReport – Contains current status of the device.

These two elements would provide the consumer with all information about the device (it’s complete current state and configuration parameters). If required by the implementing systems, the consumer could produce a response to the producer. For example, a <CommandMessage> could be sent with a “SimpleCommand” of “Acknowledge”. Alternatively, if each system is both a producer and a consumer (“peers”), each system may send the DeviceConfiguration/DeviceStatusReport for each of its devices to the other system.

1.6 Timeout Conditions

It is the responsibility of the system implementers to detect timeout conditions. While it is reasonable to expect a response to a command within a certain time period, the maximum tolerable latency may be different depending upon available bandwidth, or may be a function of the device or underlying hardware.  It is recommended that timeout values, such as a “command response timeout”, be easily configurable.

Besides commands that require a response, it is also important to detect timeouts over “quiet” connections. If the communicating systems have been idle, there may not have been any network traffic for an extended time, perhaps minutes. It is recommended that a <CommandMessage> with a “SimpleCommand” of “Ping” be used for this purpose. For example, systems could exchange “Ping” commands at regular intervals during idle periods. If a given “Ping” were not responded to within the “command response timeout”, the connection would be declared failed.  This technique will detect a failed remote system, failure of the underlying network, or even an unplugged network cable.

1.7 Terminating Communications

Communications may terminate gracefully between cooperating systems, an expected response may timeout, or the underlying network may fail. It is recommended that system implementers strive to provide a robust system that handles these conditions in a meaningful way.  It is important to release any system resources, update state data of the devices from the disconnected system, and return to a state whereby communication can be re-established at a later time, without requiring a system restart. Other actions may be required, such as alerting an operator if a connection to a device fails.

2 Device Interactions

This section describes the Request/Response interfaces and the related sequencing.

2.1 Requests, Reports, Responses

<MessageType> is identified as an attribute to several XML message structures, indicating the mode of the message. It enumerates the following values:

· Report: Used by a device or system to publish unsolicited or subscribed data.

· Request: Request for information or command execution.

· Response: Response to a Request message; allows the requestor to determine the success or failure of the request via the associated <Status> .

2.2 Device Categories

A key concept of a “Device” is that in terms of this ICD, a device is the fundamental unit of identification, in the <DeviceIdentification> element. A device can represent anything from a simple dry contact switch, to a camera system, to an unmanned ground or aerial reconnaissance system, to an entire C2 system. The <DeviceCategory> and <DeviceType> elements in the <DeviceIdentification> element identify the type and more importantly category, which implicitly indicates the capabilities of the device in question. Typical devices use the <DeviceStatusReport> to report their status.

A “Platform” is a special kind of a device. A platform is a device that is composed of other devices. For example, a UAV might be considered to be a platform, upon which are mounted a variety of devices including a Power source, one or more Assessment Devices, and one or more Sensors. Platforms distinguish themselves from ordinary devices by using the <PlatformStatusReport> rather than the <DeviceStatusReport> to report status. The platform itself is referred to as the “parent”, while the devices it contains are referred to as “children” (note: parent/children terminology is simply for discussion purposes, these terms are not formally used within the ICD).

Note that “Platform” is not identified as a device category.  Rather, this is considered an attribute of a category. Any of the following categories may denote a platform, and may contain devices that are in any category. Note that a platform can contain other platforms, in the same or different category.

The <DeviceCategoryType> enumeration defines the following categories of devices:

1 Access Control Device:  Controls and/or monitors access to buildings or locations.

2 Aircraft:  Unmanned Aerial Vehicles (UAVs), Predator, FPASS, other aircraft types.

3 Ancillary Device:  Miscellaneous peripheral devices, computer systems, hardware units.

4 Annunciator:  Announces and processes alarm data, typically to an operator.

5 Assessment Device:  Used to assess or survey an area or situation. Camera systems, thermal imagers.

6 C2 Node:  A complex Command and Control system. Large systems or network entities consisting of potentially thousands of elements, or more.

7 Communication Device:  Radios, wireless communication links.

8 Delay/Denial:  Non lethal deterrents, sound, foam, odor, etc.

9 Navigation:  GPS, compass, or other navigational aid that provides positional or directional information.

10 Power:  Battery, fuel cell, or other such power source.

11 Response Augmentation Device:  Deprecated in favor of “Weapon”.

12 Sensor:  Capable of generating alarm conditions, or reporting targets. Dry contact switches, break-beam sensors, and ground surveillance radars.

13 Vehicle:  Unmanned Ground Vehicles (UGVs), other vehicle types.

14 Weapon:  Lethal and non-lethal devices including CROWS, ROWS, directed energy systems, etc.

15 Other:  Generic category, when another category is not appropriate, or for when the category is unknown. Note that this particular category can not have any business rules associated with it, and thus should be avoided.

Generally speaking, a device category determines which types of commands or features it can support, and what types of services it provides (if any). While the <DeviceIdentification> element contains <DeviceType> and <OEM> elements, these are intended as display or reference information. Using these elements for general business rules is not recommended, although a particular <DeviceType> could be used to recognize and handle “quirks” of a particular device’s behavior.

2.3 SubscriptionConfiguration

This message can be used to publish available XML data feeds, and to request subscriptions to available reports. In report mode, a pro

A provider can output a SubscriptionConfiguration report containing a list of available XML data feeds. This report should list all available report types. Note that a MessageType of Report is used for this message.
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Figure 1. Sample SubscriptionConfiguration Report

A consumer can submit a Request message to subscribe to one or more of the available XML data feeds. A MessageType of Request is used for this case. For each Subscription element, the optional “Selected” attribute must be set. Requestors should provide identifying information in the RequestorInformation element. In the following example, device FBCB2-1 is subscribing to DeviceDetectionReports and TrackReports; it is either choosing not to subscribe to PlatformStatusReports, or unsubscribing from these reports.
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Figure 2: Sample SubscriptionConfiguration Request

2.4 CommandMessage

The CommandMessage is one of the more versatile messages defined by this ICD. It is used to issue commands to devices, as well as to report back the results of the command execution. 

A broad array of commands can be issued. Simple commands such as Open/Close, as well as more complex commands including Preset invocation and commands directing a device to go to or point at a specified location are also supported. Additionally, “Extended” commands are also supported. These provide the capability for implementers to issue and respond to commands including arbitrary text strings and 

As the commands could conceivably be addressed to individual devices on a platform, each message includes constructs for identifying the specific device the message applies to, as well as an optional Requestor block for use in identifying the entity issuing the command. 

A complete implementation will provide a response message to the requestor’s command. Response messages echo back the RequestId and indicate the results via a Status attribute.

The samples below show an example dialog for a failed command request. Note the use of the Request Id, Status, and Details and in the response message; these can be used to determine the command in question, the results of the command (Failed), and provide explanatory information as to why the command failed.
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Figure 3. CommandMessage (Request)
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Figure 4. Command Message (Failed Response)

The following sample Extended command contains three parameters. Note that implementers on both sides of this interface (provider and consumer) must have a clear agreement on the commands and their respective parameters.   
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Figure 5. Example Extended Command

2.5 DeviceConfiguration

This message is used to request and modify detailed device configuration settings (exclusion zones, alarm thresholds, sensitivity, presets) as well as to report current settings. A request with no settings is considered a request for current settings. A request with some settings specified constitutes a request to modify the indicated settings. A report contains all settings for a device, their current values, and their allowed ranges of values.

The following sample DeviceConfiguration request illustrates a request to a sensor to update various sensor parameters.
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Figure 6. Example DeviceConfiguration Request

2.6 DeviceStatusReport 

This message is used to report a device’s current status information, including location, communication state, and overall device health. It is expected that as a device joins the network it will publish an initial report indicating all attributes. Subsequent reports are issued upon change of a status attribute.

[image: image7.png]<DeviceStatusReport =
“Deviceldertiication=
<DeviceMamePSR-031 <Devicehlame
<BasesBase 1<Base>
<SectorsSector 1</Sector
<Serialumber>31 <fSeriallumber>
<Deviceldertification=
<status-
“DeviceState=Accessed<IDeviceState
<Commiricatianstate=OK<(CommuricationStcte
<pdateTime Zone="GHT">2004-02-03T22:08:02.281 <LpciateTine>
<rstatus>
<Lacation
<LacationType>
<Geadelicocation Datun="WGSE4"
<Latucs Lints="Decimal Degyees">33 8600533<L o=
Decimal Degrees"=-118.2375633< Langitude>
Meters" Reference="WSL'>12 3</aftuce>

<(GeadeticLocation=
<LocationType=
<UpdateTime Zone="GHT">2004-02-03T20:01:02 000 citeTine>

<Location>
<DeviceStatusReport




Figure 7. Example DeviceStatus Report

2.7 PlatformStatusReport

Platform devices (sensor aggregations, C2 nodes, etc.) may use the PlatformStatusReport to convey the locations and status of all devices under its control.  Typically, a fully-populated PlatformStatusReport is generated when a Platform first publishes its status to a consumer.  Subsequently, for processing and bandwidth savings, it is most efficient if the Platform uses the DeviceStatusReport message to publish information for devices whose status has changed. 
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Figure 8. PlatformStatusReport

2.8 DeviceDetectionReport

DeviceDetectionReports are used to report basic Detection information as well as more advanced detection information (one or more Targets). Targets include specific location information (either absolute or relative to the sensor). Targets can include sensor-generated classification information. The overall report, as well as individual Detection and Target records, can also be augmented with human-logged EventAssessment information. It is anticipated that EventAssessments will only be applied to detection reports being forwarded from C2 systems.
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Figure 9. DeviceDetectionReport with Simple Detection

[image: image10.png]<?xml version="1 0" encoding:
<DeviceDetectonReport=
<SecurtyClassificationsUnclassifled</SecrtyClassificaion=
<DeviceDetectionRecard>
<Deviceldertiication
<DeviceName=ABC-001 <DeviceMame
<DeviceCategory=C2 Node</DeviceCategory>
<Deviceldertification=
<Target-
<D=101<1D>
<TargetLocation=
<LacationType>
<Geadeliocation Datun="HGSE4">
<Lt ints="Decimal Degress"20 0</Laftde>

"UTF-8"7=

<GeodeticLocation=
<LocationType>
<TargetLocation=
<Classifcation»Vehicle</Classificaion=
<ConfidencesHigh=/Confidence>
<Heacing Unts="Degrees"=60 D<iHescing>=
<Speed ints="WetersPerSecond>0.1 23</Speecl>
<Description=Maroon sedan<Description=
<MecteLIRL>Hitp1102.10 2. Rarget0 mpg<heciallRL>
<Eventassessment>
<Assessment-iirusion</assessmert>
<UpdateTime Zone="GMT">2004-12-17T08:30:47 D02 citeTine>
<Evertassessment>
<UpdateTime Zone="GHT">2004-12-17T08:30:47 D02 citeTine>
<Target>
<MectaURL>it1102.105.2.1/ABC-001 mpg<MedialRL>
<DeviceDetectianRecord>
<DeviceDetectionReports





Figure 10. DeviceDetectionReport with Target 

2.9 TrackReport

Track reports may be used when the detecting sensor, platform or system is able to determine more about an object or event than can be conveyed in a Detection Report. In general, the quality of the data within the report implies that the creation of a track report requires a priori knowledge of the object being tracked (i.e., Blue Force Tracking) man-in-the-loop processing, or a high sampling rate by an ‘intelligent’ sensor. 

Examples include:

· Blue Force Data. Systems such as FBCB2/Blue Force Tracking are in constant communication with networked vehicles. FBCB2 can thus use the Track Report to publish detailed information including the positions, headings, affiliations, and other related data for any monitored vehicles.

· Operator Assessed events: As noted above, sensor data (conveyed via Detection Reports or other mechanisms) will generally be used to bring an operator’s attention on an event. The operator may then use camera systems or other means to assess the event, including the affiliation and other pertinent data. At this point, the underlying C2 system should have sufficient information to publish a Track Report for consumption by other network elements.

· Intelligent Sensors: Certain ground-based sensors show promise for eventual automatic generation of Track Reports. This sort of capability currently exists for satellite-based and airborne sensors used for tracking missiles and aircraft. A high sampling rate combined with predictable target behavior, unobstructed views of the target, and integrated IFF systems allow such sensors to generate high-quality track reports. It is hoped that similar capabilities will appear in the ground-based sensor suite in the near future.
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Figure 11. Sample TrackReport with Operator Assessment

3 Degrees Of Implementation

The features described in this document can be implemented in whole or in part, based upon mission requirements. In addition, capabilities offered by the systems in question, ease of use, and features required by end users must be considered. Coordination between the system providers is critical to ensure that systems are properly implemented and deployed. The system providers will be responsible to inform users how the systems will perform in the field.

As one example ICD implementation, consider a dry contact switch producing and publishing unsolicited <DeviceStatusReport>’s to a Consumer. Each <DeviceStatusReport> would contain the device in question along with an alarm or tamper condition. For simple cases involving simple trip-wire type sensors with no configurable settings or SOH capabilities, an implementation such as this could be acceptable.

For another example, consider a Service Provider providing unsolicited <DeviceDetectionReport>’s to a Consumer. The XML could be validated at the Consumer but communication would be one way. The Consumer could not exercise any control over the Service Provider, or its devices. For cases involving a more sophisticated device like a radar system, an implementation such as this would likely be of limited use.

A better implementation for a Service Provider would be to establish and maintain communications with a consumer as described above, performing necessary handshaking, and providing for two-way communication to control a device and its settings. Publication of <DeviceDetectionReport>’s and <DeviceStatusReport>’s could be unsolicited or (preferably) subscription based.

A “complete” implementation would be a system that could handle all of the variations in the schemas, be tolerant of vendor nuances, and be robust enough to support a large number of systems simultaneously.  For example, while any particular system may only work in one of the three coordinate systems for locations (UTM, MGRS, or Lat/Lon), a robust implementation would be able to deal with all incoming formats, retain which formats are preferred by which systems, and communication location information back in the preferred format.

Of course, these are only guidelines. The different degrees of implementation are left to the discretion of the implementations based upon this protocol.

4 Protocol Definition

The formal XSD files defining the allowed XML formats are contained in Appendix A.  The actual XML files are contained in the same zip file as this ICD.  Please do not copy the XML schemas displayed in Appendix A of this word document for use as XML schemas.  Please use the separate XML files transmitted with this ICD to avoid formatting issues or other errors.

4.1 BasicTypes.xsd
The BasicTypes XSD is displayed in Appendix A, Section A.1.
4.2 DeviceInitialization.xsd
The DeviceInitialization XSD is displayed in Appendix A, Section A.2.
4.3 SubscriptionConfiguration.xsd
The SubscriptionConfiguration XSD is displayed in Appendix A, Section A.3.
4.4 CommandMessage.xsd
The CommandMessage XSD is displayed in Appendix A, Section A.4.
4.5 DeviceConfiguration.xsd
The DeviceConfiguration XSD is displayed in Appendix A, Section A.5.
4.6 DeviceStatusReport.xsd
The DeviceStatusReport XSD is displayed in Appendix A, Section A.6.
4.7 PlatformStatusReport.xsd
The PlatformStatusReport XSD is displayed in Appendix A, Section A.7.
4.8 DeviceDetectionReport.xsd
The DeviceDetectionReport XSD is displayed in Appendix A, Section A.8.
4.9 TrackReport.xsd
The TrackReport XSD is displayed in Appendix A, Section A.9.
4.10 PlatformDetectionReport.xsd (deprecated)

The PlatformDetectionReport XSD is displayed in Appendix A, Section A.10.
APPENDIX A – XML Schema Definition Files
A.1
BasicTypes.xsd

<?xml version="1.0" encoding="UTF-8"?>

<!-- edited with XML Spy v4.4 U (http://www.xmlspy.com) by Henry C Foster (TRW) -->

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema"

           elementFormDefault="qualified">

   <xs:annotation>

      <xs:documentation>Basic types used in the Force Protection Enterprise.</xs:documentation>

   </xs:annotation>

   <!--$Id: BasicTypes.xsd,v 1.31 2005/11/14 15:00:33 adeniz Exp $ 

   
-->

   <xs:simpleType name="ICDVersionType">

      <xs:annotation>

         <xs:documentation>Enumerates all ICD version numbers supported by the                      current schemas. This approach is used instead of a numeric                      approach, since the ICD revision numbers vary so dramatically.                      The version is used in the DeviceInitialization element,                      identifying which version of the ICD the device supports.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="ICD-002"/>

         <xs:enumeration value="ICD-0100"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
/////////////////////////////////////////////////////////////////////////////////////////////

   
   Device identification  types

   
/////////////////////////////////////////////////////////////////////////////////////////////
   
-->

   <xs:complexType name="DeviceIdentificationType">

      <xs:all>

         <xs:element name="Mode" type="DataModeType" minOccurs="0"/>

         <xs:element name="DeviceName" type="xs:string"/>

         <xs:element name="DeviceCategory" type="DeviceCategoryType"

                     minOccurs="0"/>

         <xs:element name="DeviceType" type="xs:string" minOccurs="0">

            <xs:annotation>

               <xs:documentation>Short description of what the device is used for. </xs:documentation>

            </xs:annotation>

         </xs:element>

         <xs:element name="OEM" type="xs:string" minOccurs="0"/>

         <xs:element name="Model" type="xs:string" minOccurs="0"/>

         <xs:element name="SerialNumber" type="xs:string" minOccurs="0"/>

         <xs:element name="Base" type="xs:string" minOccurs="0"/>

         <xs:element name="Sector" type="xs:string" minOccurs="0"/>

         <xs:element name="SoftwareVersion" type="xs:string" minOccurs="0"/>

         <xs:element name="HostName" type="xs:string" minOccurs="0"/>

         <xs:element name="IPAddress" type="xs:string" minOccurs="0"/>

         <xs:element name="Port" type="xs:nonNegativeInteger" minOccurs="0"/>

      </xs:all>

   </xs:complexType>

   <!-- 

   
-->

   <xs:simpleType name="DeviceCategoryType">

      <xs:annotation>

         <xs:documentation>Categories/classes of devices.  This specifies the capabilities of the Device or Platform.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="Access Control Device"/>

         <xs:enumeration value="Aircraft"/>

         <xs:enumeration value="Ancillary Device"/>

         <xs:enumeration value="Annunciator"/>

         <xs:enumeration value="Assessment Device"/>

         <xs:enumeration value="C2 Node"/>

         <xs:enumeration value="Communication Device"/>

         <xs:enumeration value="Delay/Denial"/>

         <xs:enumeration value="Navigation"/>

         <xs:enumeration value="Power"/>

         <xs:enumeration value="Response Augmentation Device"/>

         <xs:enumeration value="Sensor"/>

         <xs:enumeration value="Vehicle"/>

         <xs:enumeration value="Weapon"/>

         <xs:enumeration value="Other"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
/////////////////////////////////////////////////////////////////////////////////////////////

   
   Location types

   
/////////////////////////////////////////////////////////////////////////////////////////////    

   
-->

   <xs:complexType name="Location">

      <xs:annotation>

         <xs:documentation>Current location of an entity (x, y, z) plus tag indicating  when the location was last updated. Optional Position attribute can be used to help georeference an image to an actual location.</xs:documentation>

      </xs:annotation>

      <xs:all>

         <xs:element name="LocationType" type="LocationType"/>

         <xs:element ref="UpdateTime" minOccurs="0"/>

      </xs:all>

      <xs:attribute name="Position" type="ImagePositionType" use="optional"/>

   </xs:complexType>

   <xs:complexType name="LocationType">

      <xs:annotation>

         <xs:documentation>Absolute location of entity in Geodetic, UTM, or MGRS coordinates - or, a command to the                                     device or system to reset its location based on its own GPS data. Uncertainty (optional) is expressed as an error ellipse centered on the reported location.</xs:documentation>

      </xs:annotation>

      <xs:sequence>

         <xs:choice>

            <xs:element ref="GeodeticLocation"/>

            <xs:element ref="UTMLocation"/>

            <xs:element ref="MGRSLocation"/>

            <xs:element name="GPSLocation"/>

         </xs:choice>

         <xs:element name="EllipseUncertainty"

                     type="LocationUncertaintyEllipseType" minOccurs="0"/>

      </xs:sequence>

   </xs:complexType>

   <!-- 

   
-->

   <xs:complexType name="RelativeLocationType">

      <xs:annotation>

         <xs:documentation>Relative Location of entity from Device using Range, Azumith, and Angle</xs:documentation>

      </xs:annotation>

      <xs:all>

         <xs:element name="Range" type="DistanceType" minOccurs="0"/>

         <xs:element name="Azimuth" type="AzimuthType" minOccurs="0"/>

         <xs:element name="ElevationAngle" type="ElevationAngleType"

                     minOccurs="0"/>

      </xs:all>

   </xs:complexType>

   <!-- 

   
-->

   <xs:element name="GeodeticLocation">

      <xs:annotation>

         <xs:documentation>Geodetic (latitude, longitude) elements</xs:documentation>

      </xs:annotation>

      <xs:complexType>

         <xs:all>

            <xs:element name="Latitude" type="LatitudeType"/>

            <xs:element name="Longitude" type="LongitudeType"/>

            <xs:element name="Altitude" type="AltitudeType" minOccurs="0"/>

         </xs:all>

         <xs:attribute name="Datum" type="DatumType" use="required"/>

      </xs:complexType>

   </xs:element>

   <!-- 

   
-->

   <xs:element name="UTMLocation">

      <xs:annotation>

         <xs:documentation>Universal Transverse Mercator coordinates.</xs:documentation>

      </xs:annotation>

      <xs:complexType>

         <xs:all>

            <xs:element name="Zone" type="UTMZoneType"/>

            <xs:element name="Hemisphere" type="HemisphereType"/>

            <xs:element name="Easting" type="nonNegativeDistance"/>

            <xs:element name="Northing" type="nonNegativeDistance"/>

            <xs:element name="Altitude" type="AltitudeType" minOccurs="0"/>

         </xs:all>

         <xs:attribute name="Datum" type="DatumType" use="required"/>

      </xs:complexType>

   </xs:element>

   <!-- 

   
-->

   <xs:element name="MGRSLocation">

      <xs:annotation>

         <xs:documentation>Military Grid Reference System coordinates.</xs:documentation>

      </xs:annotation>

      <xs:complexType>

         <xs:all>

            <xs:element name="Zone" type="UTMZoneType"/>

            <xs:element name="ZoneLetter" type="MgrsCharacterType"/>

            <xs:element name="RowLetter" type="MgrsCharacterType"/>

            <xs:element name="ColumnLetter" type="MgrsCharacterType"/>

            <xs:element name="Easting" type="nonNegativeDistance"/>

            <xs:element name="Northing" type="nonNegativeDistance"/>

            <xs:element name="Altitude" type="AltitudeType" minOccurs="0"/>

         </xs:all>

         <xs:attribute name="Datum" type="DatumType" use="required"/>

      </xs:complexType>

   </xs:element>

   <!-- 

   
-->

   <xs:simpleType name="DatumType">

      <xs:annotation>

         <xs:documentation>The only supported datum is WGS84.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="WGS84"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:complexType name="LatitudeType">

      <xs:simpleContent>

         <xs:extension base="LatitudeRangeType">

            <xs:attribute name="Units" type="LatLonUnitsType" use="required"/>

         </xs:extension>

      </xs:simpleContent>

   </xs:complexType>

   <!-- 

   
-->

   <xs:simpleType name="LatitudeRangeType">

      <xs:restriction base="xs:double">

         <xs:minInclusive value="-90.0"/>

         <xs:maxInclusive value="90.0"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:complexType name="LongitudeType">

      <xs:simpleContent>

         <xs:extension base="LongitudeRangeType">

            <xs:attribute name="Units" type="LatLonUnitsType" use="required"/>

         </xs:extension>

      </xs:simpleContent>

   </xs:complexType>

   <!-- 

   
-->

   <xs:simpleType name="LongitudeRangeType">

      <xs:restriction base="xs:double">

         <xs:minInclusive value="-180.0"/>

         <xs:maxInclusive value="360.0"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:simpleType name="UTMZoneType">

      <xs:annotation>

         <xs:documentation>Enumerations for valid UTM Zone numbers.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:positiveInteger">

         <xs:minInclusive value="1"/>

         <xs:maxInclusive value="60"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:simpleType name="HemisphereType">

      <xs:annotation>

         <xs:documentation>Northern or Southern hemisphere.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="N"/>

         <xs:enumeration value="S"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:simpleType name="LatLonUnitsType">

      <xs:annotation>

         <xs:documentation>For ease of parsing/processing, only decimal degrees are supported.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="Decimal Degrees"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:simpleType name="MgrsCharacterType">

      <xs:annotation>

         <xs:documentation>MGRS omits the use of the letters I and O.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:length value="1"/>

         <xs:pattern value="[A-H]|[J-N]|[P-Z]"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:simpleType name="ImagePositionType">

      <xs:annotation>

         <xs:documentation>Used for establishing which point (corner or center) in an image a reported position applies to.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="TopLeft"/>

         <xs:enumeration value="TopRight"/>

         <xs:enumeration value="Center"/>

         <xs:enumeration value="BottomLeft"/>

         <xs:enumeration value="BottomRight"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:complexType name="LocationUncertaintyEllipseType">

      <xs:annotation>

         <xs:documentation>Uncertainty of location expressed as an XY plane (projected onto earth's surface) error ellipse. Major axis is oriented along reported azimuth, with zero being due North.</xs:documentation>

      </xs:annotation>

      <xs:all>

         <xs:element name="MajorAxisLength_XY" type="DistanceType"/>

         <xs:element name="MinorAxisLength_XY" type="DistanceType"/>

         <xs:element name="MajorAxisAzimuth_XY" type="AzimuthType"/>

      </xs:all>

   </xs:complexType>

   <!-- 

   
/////////////////////////////////////////////////////////////////////////////////////////////

   
   Distance and altitude types

   
/////////////////////////////////////////////////////////////////////////////////////////////        

   
-->

   <xs:complexType name="nonNegativeDistance">

      <xs:simpleContent>

         <xs:extension base="xs:nonNegativeInteger"/>

      </xs:simpleContent>

   </xs:complexType>

   <!-- 

   
-->

   <xs:complexType name="DistanceType">

      <xs:simpleContent>

         <xs:extension base="xs:double">

            <xs:attribute name="Units" type="DistanceUnitsType" use="required"/>

            <xs:attribute name="MinimumValue" type="xs:double" use="optional"/>

            <xs:attribute name="MaximumValue" type="xs:double" use="optional"/>

         </xs:extension>

      </xs:simpleContent>

   </xs:complexType>

   <!-- 

   
-->

   <xs:simpleType name="DistanceUnitsType">

      <xs:restriction base="xs:string">

         <xs:enumeration value="Meters"/>

         <xs:enumeration value="Kilometers"/>

         <xs:enumeration value="Feet"/>

         <xs:enumeration value="Miles"/>

         <xs:enumeration value="Nautical miles"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:complexType name="AltitudeType">

      <xs:simpleContent>

         <xs:extension base="DistanceType">

            <xs:attribute name="Reference" type="AltitudeReferenceType"

                          use="required"/>

         </xs:extension>

      </xs:simpleContent>

   </xs:complexType>

   <!-- 

   
-->

   <xs:simpleType name="AltitudeReferenceType">

      <xs:annotation>

         <xs:documentation>Reference to describe whether altitude is expressed as &quot;Above Ground Level&quot; (AGL) or &quot;Mean Sea Level&quot; (MSL).</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="AGL"/>

         <xs:enumeration value="MSL"/>

      </xs:restriction>

   </xs:simpleType>

   <!--

   
/////////////////////////////////////////////////////////////////////////////////////////////

   
   Velocity/vector types

   
/////////////////////////////////////////////////////////////////////////////////////////////        

   
-->

   <xs:complexType name="SpeedType">

      <xs:simpleContent>

         <xs:extension base="xs:double">

            <xs:attribute name="Units" type="SpeedUnitsType" use="required"/>

            <xs:attribute name="MinimumValue" type="xs:double" use="optional"/>

            <xs:attribute name="MaximumValue" type="xs:double" use="optional"/>

         </xs:extension>

      </xs:simpleContent>

   </xs:complexType>

   <!-- 

   
-->

   <xs:simpleType name="SpeedUnitsType">

      <xs:restriction base="xs:string">

         <xs:enumeration value="MetersPerSecond"/>

         <xs:enumeration value="FeetPerSecond"/>

         <xs:enumeration value="MilesPerHour"/>

         <xs:enumeration value="KmPerHour"/>

         <xs:enumeration value="Knots"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
/////////////////////////////////////////////////////////////////////////////////////////////

   
   Time types

   
/////////////////////////////////////////////////////////////////////////////////////////////        

   
-->

   <xs:complexType name="DeltaTimeType">

      <xs:simpleContent>

         <xs:extension base="xs:double">

            <xs:attribute name="Units" type="TimeUnitsType" use="required"/>

         </xs:extension>

      </xs:simpleContent>

   </xs:complexType>

   <!-- 

   
-->

   <xs:simpleType name="TimeUnitsType">

      <xs:restriction base="xs:string">

         <xs:enumeration value="Days"/>

         <xs:enumeration value="Hours"/>

         <xs:enumeration value="Minutes"/>

         <xs:enumeration value="Seconds"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:element name="UpdateTime" type="AbsoluteTimeType">

      <xs:annotation>

         <xs:documentation>Retained for backwards compatability.</xs:documentation>

      </xs:annotation>

   </xs:element>

   <!-- 

   
-->

   <xs:complexType name="AbsoluteTimeType">

      <xs:annotation>

         <xs:documentation>Mechanism for reporting time. Timezone is mandatory to avoid confusion.</xs:documentation>

      </xs:annotation>

      <xs:simpleContent>

         <xs:extension base="xs:dateTime">

            <xs:attribute name="Zone" type="TimezoneType" use="required"/>

         </xs:extension>

      </xs:simpleContent>

   </xs:complexType>

   <!-- 

   
-->

   <xs:simpleType name="TimezoneType">

      <xs:annotation>

         <xs:documentation/>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="GMT"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:complexType name="EventTimeType">

      <xs:annotation>

         <xs:documentation>Type used to define a schedule for a particular event. Contains mandatory start time; stop time and recurrence are optional. Note that for recurring events, parameters of first event are used as the model; for example, an event with a Weekly recurrence would be scheduled to occur each week on whatever day the initial StartTime fell on.</xs:documentation>

      </xs:annotation>

      <xs:all>

         <xs:element name="StartTime" type="AbsoluteTimeType"/>

         <xs:element name="StopTime" type="AbsoluteTimeType" minOccurs="0"/>

         <xs:element name="Recurrence" type="RecurrenceType" minOccurs="0"/>

      </xs:all>

   </xs:complexType>

   <!-- 

   
-->

   <xs:simpleType name="RecurrenceType">

      <xs:restriction base="xs:string">

         <xs:enumeration value="Hourly"/>

         <xs:enumeration value="Daily"/>

         <xs:enumeration value="Weekly"/>

         <xs:enumeration value="Monthly"/>

         <xs:enumeration value="Yearly"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
/////////////////////////////////////////////////////////////////////////////////////////////

   
   Angle types

   
/////////////////////////////////////////////////////////////////////////////////////////////        

   
-->

   <xs:complexType name="AzimuthType">

      <xs:simpleContent>

         <xs:extension base="AngularMeasurementRangeType">

            <xs:attribute name="Units" type="AngularUnitsType" use="required"/>

            <xs:attribute name="MinimumValue" type="xs:double" use="optional"/>

            <xs:attribute name="MaximumValue" type="xs:double" use="optional"/>

         </xs:extension>

      </xs:simpleContent>

   </xs:complexType>

   <!-- 

   
-->

   <xs:simpleType name="AngularMeasurementRangeType">

      <xs:annotation>

         <xs:documentation>To support both degrees and mils, the range of angular measurements must span 0-6400.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:double">

         <xs:minInclusive value="0.0"/>

         <xs:maxInclusive value="6400.0"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:simpleType name="AngularUnitsType">

      <xs:restriction base="xs:string">

         <xs:enumeration value="Degrees"/>

         <xs:enumeration value="Mils"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:complexType name="ElevationAngleType">

      <xs:annotation>

         <xs:documentation>Current 'tilt' angle of the device, or elevation of target, where level equals 0, straight up equals  90 degrees, and straight down equals -90 degrees.</xs:documentation>

      </xs:annotation>

      <xs:simpleContent>

         <xs:extension base="ElevationAngleRangeType">

            <xs:attribute name="Units" type="AngularUnitsType" use="required"/>

            <xs:attribute name="MinimumValue" type="ElevationAngleRangeType"

                          use="optional"/>

            <xs:attribute name="MaximumValue" type="ElevationAngleRangeType"

                          use="optional"/>

         </xs:extension>

      </xs:simpleContent>

   </xs:complexType>

   <!-- 

   
-->

   <xs:simpleType name="ElevationAngleRangeType">

      <xs:restriction base="xs:double">

         <xs:minInclusive value="-1600.0"/>

         <xs:maxInclusive value="1600.0"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
/////////////////////////////////////////////////////////////////////////////////////////////

   
   Scan Sector/ Zone types

   
/////////////////////////////////////////////////////////////////////////////////////////////        

   
-->

   <xs:element name="Zone">

      <xs:annotation>

         <xs:documentation>Various ways to define Zones, with mandatory Type attribute to indicate the nature of the zone. Id is optional but useful for identifying Zones for two-way communication. Optional time intervals can be assigned to a zone to trigger activation via the ActivePeriod tag.</xs:documentation>

      </xs:annotation>

      <xs:complexType>

         <xs:sequence>

            <xs:element name="Name" type="xs:string" minOccurs="0"/>

            <xs:choice minOccurs="0">

               <xs:element ref="Polygon"/>

               <xs:element ref="ScanSector"/>

            </xs:choice>

            <xs:element name="ActivePeriod" type="EventTimeType" minOccurs="0"

                        maxOccurs="unbounded"/>

         </xs:sequence>

         <xs:attribute name="Type" type="ZoneType" use="required"/>

         <xs:attribute name="Id" type="xs:string" use="optional"/>

         <xs:attribute name="Enabled" type="xs:boolean" use="optional"/>

      </xs:complexType>

   </xs:element>

   <!-- 

   
-->

   <xs:element name="ScanSector">

      <xs:annotation>

         <xs:documentation>Provides information about the sector(s) scanned by this device. Sectors are defined by a radial sweep from the device's location and thus are primarily applicable to Radar systems.</xs:documentation>

      </xs:annotation>

      <xs:complexType>

         <xs:all>

            <xs:element name="MinimumRange" type="DistanceType"/>

            <xs:element name="MaximumRange" type="DistanceType"/>

            <xs:element name="MinimumAzimuth" type="AzimuthType"/>

            <xs:element name="MaximumAzimuth" type="AzimuthType"/>

            <xs:element name="ElevationAngle" type="ElevationAngleType"/>

         </xs:all>

      </xs:complexType>

   </xs:element>

   <!-- 

   
-->

   <xs:simpleType name="ZoneType">

      <xs:annotation>

         <xs:documentation>The nature of the geographic area.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="Defended"/>

         <xs:enumeration value="Detection"/>

         <xs:enumeration value="Exclusion"/>

         <xs:enumeration value="NoFly"/>

         <xs:enumeration value="Surveillance"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:element name="Polygon">

      <xs:complexType>

         <xs:sequence>

            <xs:element name="LocationType" type="LocationType" minOccurs="3"

                        maxOccurs="unbounded"/>

         </xs:sequence>

      </xs:complexType>

   </xs:element>

   <!-- 

   
/////////////////////////////////////////////////////////////////////////////////////////////

   
   Communications  types

   
/////////////////////////////////////////////////////////////////////////////////////////////        

   
-->

   <xs:complexType name="FrequencyType">

      <xs:simpleContent>

         <xs:extension base="xs:double">

            <xs:attribute name="Units" type="FrequencyUnitsType" use="required"/>

            <xs:attribute name="Mode" type="FrequencyModeType" use="optional"/>

         </xs:extension>

      </xs:simpleContent>

   </xs:complexType>

   <!-- 

   
-->

   <xs:simpleType name="FrequencyUnitsType">

      <xs:restriction base="xs:string">

         <xs:enumeration value="KHz"/>

         <xs:enumeration value="mHz"/>

         <xs:enumeration value="MHz"/>

         <xs:enumeration value="GHz"/>

         <xs:enumeration value="Hz"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:simpleType name="FrequencyModeType">

      <xs:restriction base="xs:string">

         <xs:enumeration value="Uplink"/>

         <xs:enumeration value="Downlink"/>

         <xs:enumeration value="Bidirectional"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
/////////////////////////////////////////////////////////////////////////////////////////////

   
   Command and Request types

   
/////////////////////////////////////////////////////////////////////////////////////////////        

   
-->

   <xs:simpleType name="MessageType">

      <xs:restriction base="xs:string">

         <xs:enumeration value="Report"/>

         <xs:enumeration value="Request"/>

         <xs:enumeration value="Response"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:simpleType name="CommandModeType">

      <xs:annotation>

         <xs:documentation>        Used to specify whether a Zone or Track is to be created, deleted, or updated.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="Create"/>

         <xs:enumeration value="Delete"/>

         <xs:enumeration value="DeleteAll"/>

         <xs:enumeration value="Update"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:simpleType name="DataModeType">

      <xs:annotation>

         <xs:documentation>         Mode for data exchanges, distinguishing test data from real data.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="Exercise"/>

         <xs:enumeration value="Real"/>

         <xs:enumeration value="Test"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:simpleType name="ConfigurationStatusType">

      <xs:annotation>

         <xs:documentation>         Status of the device.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="OK"/>

         <xs:enumeration value="Failed"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
-->

   <xs:simpleType name="SeverityType">

      <xs:annotation>

         <xs:documentation>         This specifies the device condition.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="Critical"/>

         <xs:enumeration value="Severe"/>

         <xs:enumeration value="Warning"/>

         <xs:enumeration value="Information"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
/////////////////////////////////////////////////////////////////////////////////////////////

   
   Subscription and Report types

   
/////////////////////////////////////////////////////////////////////////////////////////////        

   
-->

   <xs:complexType name="SubscriptionOptionType">

      <xs:annotation>

         <xs:documentation>Individal subscription options. </xs:documentation>

      </xs:annotation>

      <xs:simpleContent>

         <xs:extension base="ReportType">

            <xs:attribute name="Selected" type="xs:boolean" use="optional"/>

         </xs:extension>

      </xs:simpleContent>

   </xs:complexType>

   <!-- 

   
-->

   <xs:simpleType name="ReportType">

      <xs:restriction base="xs:string">

         <xs:enumeration value="DeviceConfiguration"/>

         <xs:enumeration value="DeviceDetectionReport"/>

         <xs:enumeration value="DeviceStatusReport"/>

         <xs:enumeration value="PlatformStatusReport"/>

         <xs:enumeration value="TrackReport"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
/////////////////////////////////////////////////////////////////////////////////////////////

   
  Status types

   
/////////////////////////////////////////////////////////////////////////////////////////////        

   
-->

   <xs:complexType name="DetailedStatusType">

      <xs:annotation>

         <xs:documentation>Optional, detailed status about the device including (for example) Battery Voltage, BIT Status, Temperature, alarm details, and other such low-level indicators.</xs:documentation>

      </xs:annotation>

      <xs:sequence>

         <xs:element name="Name" type="xs:string" minOccurs="0"/>

         <xs:element name="State" type="StateType" minOccurs="0"/>

         <xs:element name="Severity" type="SeverityType" minOccurs="0"/>

         <xs:element name="Explanation" type="xs:string" minOccurs="0"/>

         <xs:element name="MinimumValue" type="xs:string" minOccurs="0"/>

         <xs:element name="MaximumValue" type="xs:string" minOccurs="0"/>

         <xs:element name="CurrentValue" type="xs:string" minOccurs="0"/>

         <xs:element name="Units" type="xs:string" minOccurs="0"/>

      </xs:sequence>

   </xs:complexType>

   <!-- 

   
   -->

   <xs:simpleType name="StateType">

      <xs:annotation>

         <xs:documentation>

          Enumerations for simple state values.  Complex detections should be reported using 

          a DeviceStatusReport followed by a DeviceDetectionReport.

          Accessed:

                Device is being serviced for maintenance, or has been disabled by an operator.

                Typically an operator places a device into this state when problems with the device 

                have been encountered, or if the operator wishes to ignore information from this device. While in this state,

                any alarms, status data, or other information reported by the device are ignored by a C2 system. An exception to

                this is communication state.  An accessed device may have its communication state monitored.

                If an operator places a normally functioning device into this state, it is equivalent to "standby mode".

          Alarmed:

                Device has detected an alarm condition. State alone is sufficient for simple tripwire type sensors.

                More sophisticated systems may utilize DeviceDetectionReports to provide detailed data

                about the alarm or threat condition.

          Deleted:

                Device has been deleted from a system's configuration. This serves as a completion notification for

                commands requesting device deletion.  Also allows systems to notify each other as their respective

                configurations change. Note that devices are implicitly added to a configuration when a status report 

                is received regarding a device which is not in a local system's configuration.

          Fault:

                Device has detected a fault condiiton, indicating a possible malfunction. This could indicate failure

                of a self test or other internal diagnostic.  DEPRECATED, preferred to use a DetectionType

                within a DeviceStatusReport to indicate details of the Fault.

          Fail:

                Device has failed, definite malfunction of device.  DEPRECATED, preferred to use a DetectionType

                within a DeviceStatusReport to indicate details of the Fault.

          OK:

                Device is functioning normally.  DEPRECATED, use Secure instead.

          Secure:

                No alarms currently active for the device.

          Tamper:

                Indicates device is being tampered or interfered with. DEPRECATED, preferred to use a DetectionType

                within a DeviceStatusReport to indicate details of the Tamper.

          Unknown:

                State is unknown, possibly due to prior fault or timeout condition. Reporting state

                as Unknown is equivalent to omitting this construct altogether from DetailtedStatusType

                or DeviceStatusReport.




</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="Accessed"/>

         <xs:enumeration value="Alarmed"/>

         <xs:enumeration value="Deleted"/>

         <xs:enumeration value="Fault"/>

         <xs:enumeration value="Fail"/>

         <xs:enumeration value="NotOK"/>

         <xs:enumeration value="OK"/>

         <xs:enumeration value="Secure"/>

         <xs:enumeration value="Tamper"/>

         <xs:enumeration value="Unknown"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
   -->

   <xs:simpleType name="SubStateType">

      <xs:annotation>

         <xs:documentation>Enumerations for lower-level state data.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="Acknowledged"/>

         <xs:enumeration value="AlarmAbsent"/>

         <xs:enumeration value="AlarmPresent"/>

         <xs:enumeration value="Closed"/>

         <xs:enumeration value="Enabled"/>

         <xs:enumeration value="Disabled"/>

         <xs:enumeration value="Locked"/>

         <xs:enumeration value="Open"/>

         <xs:enumeration value="Switched"/>

         <xs:enumeration value="Unlocked"/>

         <xs:enumeration value="Unswitched"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
   -->

   <xs:simpleType name="DetectionEventType">

      <xs:annotation>

         <xs:documentation>Type of detection being reported. Used in reporting alarm conditions or other observed phenomenon, whether by a device or a human.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="Access Denied"/>

         <xs:enumeration value="Acoustic"/>

         <xs:enumeration value="Aircraft"/>

         <xs:enumeration value="Attack"/>

         <xs:enumeration value="Authorization Failure"/>

         <xs:enumeration value="Biological Agent"/>

         <xs:enumeration value="Blister Agent"/>

         <xs:enumeration value="Blood Agent"/>

         <xs:enumeration value="Chemical Agent"/>

         <xs:enumeration value="Clutter"/>

         <xs:enumeration value="Crawler"/>

         <xs:enumeration value="Door Forced"/>

         <xs:enumeration value="Duress"/>

         <xs:enumeration value="Emergency"/>

         <xs:enumeration value="Explosive"/>

         <xs:enumeration value="Explosion"/>

         <xs:enumeration value="Fault"/>

         <xs:enumeration value="Fire"/>

         <xs:enumeration value="HeavyVehicle"/>

         <xs:enumeration value="IED"/>

         <xs:enumeration value="Impact"/>

         <xs:enumeration value="Intrusion"/>

         <xs:enumeration value="Launch"/>

         <xs:enumeration value="LightVehicle"/>

         <xs:enumeration value="Mortar"/>

         <xs:enumeration value="Motion"/>

         <xs:enumeration value="Nerve Agent"/>

         <xs:enumeration value="Other"/>

         <xs:enumeration value="Passback"/>

         <xs:enumeration value="Personnel"/>

         <xs:enumeration value="PointOfImpact"/>

         <xs:enumeration value="PointOfOrigin"/>

         <xs:enumeration value="Radiation"/>

         <xs:enumeration value="Rocket"/>

         <xs:enumeration value="Runner"/>

         <xs:enumeration value="Seismic"/>

         <xs:enumeration value="Tailgate"/>

         <xs:enumeration value="Tamper"/>

         <xs:enumeration value="Thermal"/>

         <xs:enumeration value="TrackedVehicle"/>

         <xs:enumeration value="Timeout"/>

         <xs:enumeration value="Vehicle"/>

         <xs:enumeration value="Visual"/>

         <xs:enumeration value="Walker"/>

         <xs:enumeration value="WheeledVehicle"/>

         <xs:enumeration value="Unknown"/>

      </xs:restriction>

   </xs:simpleType>

   <!--

   
/////////////////////////////////////////////////////////////////////////////////////////////

   
   Multimedia types

   
/////////////////////////////////////////////////////////////////////////////////////////////        

   
-->

   <xs:complexType name="ImageType">

      <xs:annotation>

         <xs:documentation>Image data, including optional Position information that can be used in georeferencing the image.</xs:documentation>

      </xs:annotation>

      <xs:sequence>

         <xs:element name="Name" type="xs:string" minOccurs="0"/>

         <xs:element name="Description" type="xs:string" minOccurs="0"/>

         <xs:element name="Location" type="Location" minOccurs="0"

                     maxOccurs="unbounded"/>

         <xs:element name="URL" type="xs:string" minOccurs="0"/>

         <xs:element name="Height" type="xs:nonNegativeInteger" minOccurs="0"/>

         <xs:element name="Width" type="xs:nonNegativeInteger" minOccurs="0"/>

         <xs:element ref="UpdateTime" minOccurs="0"/>

      </xs:sequence>

   </xs:complexType>

<!--

-->

   <xs:complexType name="MediaUriType">

      <xs:simpleContent>

         <xs:extension base="xs:anyURI">

            <xs:attribute name="MimeType" type="MimeType" use="optional"/>

            <xs:attribute name="Mode" type="MediaModeType" use="optional"/>

            <xs:attribute name="FramesPerSecond" type="xs:nonNegativeInteger"

                          use="optional"/>

            <xs:attribute name="TimeTag" type="xs:dateTime" use="optional"/>

            <xs:attribute name="Remarks" type="xs:string" use="optional"/>

         </xs:extension>

      </xs:simpleContent>

   </xs:complexType>

<!--

-->

   <xs:simpleType name="MediaModeType">

      <xs:annotation>

         <xs:documentation>Indication of whether video/imagery is live or not.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="Live"/>

         <xs:enumeration value="Archived"/>

      </xs:restriction>

   </xs:simpleType>

<!--

-->

   <xs:simpleType name="MimeType">

      <xs:annotation>

         <xs:documentation>Structure for the MimeType attribute.

              Example: "image/jpeg".</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:pattern value="[a-z]+/[\.\-a-z0-9]+"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
/////////////////////////////////////////////////////////////////////////////////////////////

   
   Configuration Elements

   
/////////////////////////////////////////////////////////////////////////////////////////////        

   
   -->

   <xs:element name="ConfigurationSetting">

      <xs:annotation>

         <xs:documentation>ConfigurationSetting elements are used to indicate values that can be any setting between a minimum and maximum value -  analogous to a setting represented on a slider. Definition (Name and Units) are intentionally left somewhat loose for added flexibility in defining new ConfigurationSetting values.  Use of MinimumValue, MaximumValue and CurrentValue is highly recommended for Reports, not required for Requests.</xs:documentation>

      </xs:annotation>

      <xs:complexType>

         <xs:attribute name="Name" type="xs:string" use="required"/>

         <xs:attribute name="Units" type="xs:string" use="required"/>

         <xs:attribute name="MinimumValue" type="xs:string" use="optional"/>

         <xs:attribute name="MaximumValue" type="xs:string" use="optional"/>

         <xs:attribute name="CurrentValue" type="xs:string" use="optional"/>

         <xs:attribute name="ReadOnly" type="xs:boolean" use="optional"/>

      </xs:complexType>

   </xs:element>

   <!-- 

   
/////////////////////////////////////////////////////////////////////////////////////////////

   
   Event Assessment  types

   
/////////////////////////////////////////////////////////////////////////////////////////////        

   
-->

   <xs:complexType name="EventAssessmentType">

      <xs:annotation>

         <xs:documentation>Human-entered assessment annotations for events. </xs:documentation>

      </xs:annotation>

      <xs:sequence>

         <xs:element name="Assessment" type="AssessmentSelectionType"/>

         <xs:element name="Annotation" type="xs:string" minOccurs="0"/>

         <xs:element ref="UpdateTime" minOccurs="0"/>

      </xs:sequence>

   </xs:complexType>

   <!-- 

   
   -->

   <xs:complexType name="AssessmentSelectionType">

      <xs:simpleContent>

         <xs:extension base="PrimaryAssessmentType">

            <xs:attribute name="SubType" type="SubAssessmentType" use="optional"/>

         </xs:extension>

      </xs:simpleContent>

   </xs:complexType>

   <!-- 

   
   -->

   <xs:simpleType name="PrimaryAssessmentType">

      <xs:annotation>

         <xs:documentation>Enumerations for the primary alarm and event assessments.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="Attack"/>

         <xs:enumeration value="Authorized"/>

         <xs:enumeration value="False"/>

         <xs:enumeration value="Fault"/>

         <xs:enumeration value="Intrusion"/>

         <xs:enumeration value="Nuisance"/>

         <xs:enumeration value="Other"/>

         <xs:enumeration value="Positive"/>

         <xs:enumeration value="Valid"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
   -->

   <xs:simpleType name="SubAssessmentType">

      <xs:annotation>

         <xs:documentation>Enumerations for amplifying assessment information.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="Aircraft"/>

         <xs:enumeration value="Animal"/>

         <xs:enumeration value="Debris"/>

         <xs:enumeration value="ECP"/>

         <xs:enumeration value="Explosive"/>

         <xs:enumeration value="Internal Fault"/>

         <xs:enumeration value="Intrusion"/>

         <xs:enumeration value="Low Battery"/>

         <xs:enumeration value="Maintenance"/>

         <xs:enumeration value="Mortar"/>

         <xs:enumeration value="Other"/>

         <xs:enumeration value="Patrol"/>

         <xs:enumeration value="Personnel"/>

         <xs:enumeration value="Rocket"/>

         <xs:enumeration value="Self-Test"/>

         <xs:enumeration value="Tamper"/>

         <xs:enumeration value="Vehicle"/>

         <xs:enumeration value="Weather"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
   -->

   <xs:simpleType name="SecurityClassificationType">

      <xs:annotation>

         <xs:documentation>Enumerations for message classification.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="Unclassified"/>

         <xs:enumeration value="Secret"/>

         <xs:enumeration value="Top Secret"/>

      </xs:restriction>

   </xs:simpleType>

   <!-- 

   
   -->

   <xs:simpleType name="AffiliationType">

      <xs:annotation>

         <xs:documentation>The threat posed by the object; MIL-STD-2525B.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="Hostile"/>

         <xs:enumeration value="Neutral"/>

         <xs:enumeration value="Friendly"/>

         <xs:enumeration value="Unknown"/>

         <xs:enumeration value="Joker"/>

         <xs:enumeration value="Faker"/>

         <xs:enumeration value="Suspect"/>

         <xs:enumeration value="None"/>

         <xs:enumeration value="Undefined"/>

         <xs:enumeration value="Assumed Friend"/>

         <xs:enumeration value="Pending"/>

      </xs:restriction>

   </xs:simpleType>

</xs:schema>
A.2
DeviceInitialization.xsd

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">


<xs:include schemaLocation="BasicTypes.xsd"/>


<xs:element name="DeviceInitialization">



<xs:annotation>




<xs:documentation>The DeviceInitialization construct is used to store initialization information that might otherwise reside in an initialization file.  This construct can be used during a handshake, for example, when establishing communication between devices. Note                         that a device may be a simple device, a large C2 system,  or anything in between. The ICDVersion is used to identify  which version of the ICD the system supports, for forwards and backwards compatibility.</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="DeviceIdentification" type="DeviceIdentificationType"/>





<xs:element name="ICDVersion" type="ICDVersionType" maxOccurs="unbounded"/>





<xs:element name="LocationType" type="LocationType" minOccurs="0"/>





<xs:element name="ServerIdentification" type="DeviceIdentificationType"/>




</xs:sequence>




<xs:attribute name="MessageType" type="MessageType" use="optional"/>




<xs:attribute name="RequestId" type="xs:string" use="optional"/>




<xs:attribute name="Status" type="ConfigurationStatusType" use="optional"/>




<xs:attribute name="ErrorSeverity" type="SeverityType" use="optional"/>




<xs:attribute name="Details" type="xs:string" use="optional"/>




<!-- Status is only applicable to Responses -->




<!-- ErrorSeverity and Details can be used to report the 

                             nature and cause for unsuccessful Status -->



</xs:complexType>



<!--$Id: DeviceInitialization.xsd,v 1.7 2005/11/11 14:08:15 adeniz Exp $ 


-->


</xs:element>


<!-- -->

</xs:schema>
A.3
SubscriptionConfiguration.xsd

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">


<xs:include schemaLocation="BasicTypes.xsd"/>


<xs:element name="SubscriptionConfiguration">



<xs:annotation>




<xs:documentation>The Subscription interface is used to Request subscriptions to available reports and Report available/active subscriptions</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="DeviceIdentification" type="DeviceIdentificationType"/>





<xs:element name="RequestorIdentification" type="DeviceIdentificationType" minOccurs="0"/>





<xs:element name="Subscription" type="SubscriptionOptionType" maxOccurs="unbounded"/>





<!-- RequestorIdentification should be provided whenever generating a Request -->




</xs:sequence>




<xs:attribute name="MessageType" type="MessageType" use="required"/>




<xs:attribute name="RequestId" type="xs:string" use="optional"/>




<xs:attribute name="Status" type="ConfigurationStatusType" use="optional"/>




<xs:attribute name="ErrorSeverity" type="SeverityType" use="optional"/>




<xs:attribute name="Details" type="xs:string" use="optional"/>




<!-- Status is only applicable to Responses -->




<!-- ErrorSeverity and Details can be used to report the nature and cause for unsuccessful Status -->



</xs:complexType>



<!--$Id: SubscriptionConfiguration.xsd,v 1.7 2005/11/11 14:14:28 adeniz Exp $ 


-->


</xs:element>


<!-- 


   -->

</xs:schema>
A.4
CommandMessage.xsd

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">


<xs:include schemaLocation="BasicTypes.xsd"/>


<xs:include schemaLocation="DeviceConfiguration.xsd"/>


<xs:include schemaLocation="DeviceDetectionReport.xsd"/>


<xs:element name="CommandMessage">



<xs:annotation>




<xs:documentation>The Command interface is used to: Transmit commands to the device and Report current configuration settings and options</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="DeviceIdentification" type="DeviceIdentificationType">






<xs:annotation>







<xs:documentation>Identifies the device for which the command is intended.</xs:documentation>






</xs:annotation>





</xs:element>





<xs:element name="RequestorIdentification" type="DeviceIdentificationType" minOccurs="0">






<xs:annotation>







<xs:documentation>Identifies the device that issued the command.  This   element must be present whenever generating a Request/Command message.</xs:documentation>






</xs:annotation>





</xs:element>





<xs:element name="Command" type="CommandType" minOccurs="0">






<xs:annotation>







<xs:documentation>The issued command.</xs:documentation>






</xs:annotation>





</xs:element>





<!-- RequestorIdentification should be provided whenever generating a Request/Command message -->




</xs:sequence>




<xs:attribute name="MessageType" type="MessageType" use="required"/>




<xs:attribute name="RequestId" type="xs:string" use="optional"/>




<xs:attribute name="Status" type="ConfigurationStatusType" use="optional"/>




<xs:attribute name="ErrorSeverity" type="SeverityType" use="optional"/>




<xs:attribute name="Details" type="xs:string" use="optional"/>




<!-- Status is only applicable to Responses -->




<!-- ErrorSeverity and Details can be used to report the nature and cause for unsuccessful Status -->



</xs:complexType>



<!--$Id: CommandMessage.xsd,v 1.8 2005/11/11 13:59:59 adeniz Exp $ 


-->


</xs:element>


<!-- 


-->


<xs:complexType name="CommandType">



<xs:annotation>




<xs:documentation>The type of command.</xs:documentation>



</xs:annotation>



<xs:sequence>




<xs:choice>





<xs:element name="SimpleCommand" type="SimpleCommandType"/>





<xs:element name="LocationCommand" type="LocationCommandType"/>





<xs:element name="TimeCommand" type="TimeCommandType"/>





<xs:element name="DetectionCommand" type="DetectionCommandType"/>





<xs:element name="ExtendedCommand" type="ExtendedCommandType"/>




</xs:choice>



</xs:sequence>


</xs:complexType>


<!-- 


-->


<xs:simpleType name="SimpleCommandType">



<xs:annotation>




<xs:documentation>Enumerated command values.</xs:documentation>



</xs:annotation>



<xs:restriction base="xs:string">




<xs:enumeration value="Access"/>




<xs:enumeration value="Acknowledge"/>




<xs:enumeration value="Activate"/>




<xs:enumeration value="Arm"/>




<xs:enumeration value="Assess"/>




<xs:enumeration value="Calibrate"/>




<xs:enumeration value="Close"/>




<xs:enumeration value="CollectClutter"/>




<xs:enumeration value="DeleteDevice"/>




<xs:enumeration value="Disarm"/>




<xs:enumeration value="GoTo"/>




<xs:enumeration value="Lock"/>




<xs:enumeration value="On"/>




<xs:enumeration value="Off"/>




<xs:enumeration value="Open"/>




<xs:enumeration value="Park"/>




<xs:enumeration value="Ping"/>




<xs:enumeration value="Reset"/>




<xs:enumeration value="Secure"/>




<xs:enumeration value="SelfTest"/>




<xs:enumeration value="SetLocation"/>




<xs:enumeration value="SetTime"/>




<xs:enumeration value="Standby"/>




<xs:enumeration value="Unlock"/>



</xs:restriction>


</xs:simpleType>


<!-- 


-->


<xs:complexType name="LocationCommandType">



<xs:annotation>




<xs:documentation>Command with a associated location element(s) or a Preset. </xs:documentation>



</xs:annotation>



<xs:sequence>




<xs:element name="SimpleCommand" type="SimpleCommandType"/>




<xs:element name="LocationType" type="LocationType" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="RelativeLocation" type="RelativeLocationType" minOccurs="0" maxOccurs="unbounded"/>




<xs:element ref="Preset" minOccurs="0"/>



</xs:sequence>


</xs:complexType>


<!-- 


-->


<xs:complexType name="TimeCommandType">



<xs:annotation>




<xs:documentation>Command with an associated Time. </xs:documentation>



</xs:annotation>



<xs:sequence>




<xs:element name="SimpleCommand" type="SimpleCommandType"/>




<xs:element name="UpdateTime" type="AbsoluteTimeType"/>



</xs:sequence>


</xs:complexType>


<!-- 


-->


<xs:complexType name="DetectionCommandType">



<xs:annotation>




<xs:documentation>Command with an associated list of one or more detection records.  Used for Acknowledging and Clearing detections, typically to coordinate status between C2 nodes. </xs:documentation>



</xs:annotation>



<xs:sequence>




<xs:element name="SimpleCommand" type="SimpleCommandType"/>




<xs:element name="Detection" type="DetectionType" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>


<!--

  -->


<xs:complexType name="ExtendedCommandType">



<xs:annotation>




<xs:documentation>Extended command, allowing extensible command structures. </xs:documentation>



</xs:annotation>



<xs:sequence>




<xs:element name="Parameter" type="ParameterType" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="Command" type="xs:string" use="required"/>


</xs:complexType>


<!--

  -->


<xs:complexType name="ParameterType">



<xs:annotation>




<xs:documentation>Specification of an arbitrary parameter for extended commands. </xs:documentation>



</xs:annotation>



<xs:simpleContent>




<xs:extension base="xs:string">





<xs:attribute name="Name" type="xs:string" use="required"/>





<xs:attribute name="Units" type="xs:string" use="optional"/>




</xs:extension>



</xs:simpleContent>


</xs:complexType>


<!--

  -->

</xs:schema>
A.5
DeviceConfiguration.xsd

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">


<xs:include schemaLocation="BasicTypes.xsd"/>


<xs:element name="DeviceConfiguration">



<xs:annotation>




<xs:documentation>The DeviceConfiguration interface is used to:                           - Report current configuration settings and options                           - Request updates to configuration settings</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="DeviceIdentification" type="DeviceIdentificationType"/>





<xs:element name="RequestorIdentification" type="DeviceIdentificationType" minOccurs="0"/>





<xs:element ref="ConfigurationSetting" minOccurs="0" maxOccurs="unbounded"/>





<xs:element ref="ConfigurationOptionBlock" minOccurs="0" maxOccurs="unbounded"/>





<xs:element ref="ConfigurationOption" minOccurs="0" maxOccurs="unbounded"/>





<xs:element ref="PresetConfiguration" minOccurs="0" maxOccurs="unbounded"/>





<xs:element ref="ZoneConfiguration" minOccurs="0" maxOccurs="unbounded"/>





<!-- RequestorIdentification should be provided whenever generating a Request/Command message -->




</xs:sequence>




<xs:attribute name="MessageType" type="MessageType" use="required"/>




<xs:attribute name="RequestId" type="xs:string" use="optional"/>




<xs:attribute name="Status" type="ConfigurationStatusType" use="optional"/>




<xs:attribute name="ErrorSeverity" type="SeverityType" use="optional"/>




<xs:attribute name="Details" type="xs:string" use="optional"/>




<!-- Status is only applicable to Responses -->




<!-- ErrorSeverity and Details can be used to report the nature and cause for unsuccessful Status -->



</xs:complexType>



<!--$Id: DeviceConfiguration.xsd,v 1.7 2005/11/11 14:02:25 adeniz Exp $ 


-->


</xs:element>


<!-- 


   -->


<xs:element name="ConfigurationOptionBlock">



<xs:annotation>




<xs:documentation>ConfigurationOptionBlock elements provide a structure for grouping                                    ConfigurationOptions. </xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element ref="ConfigurationOption" maxOccurs="unbounded"/>




</xs:sequence>




<xs:attribute name="Name" type="xs:string" use="required"/>




<xs:attribute name="Units" type="xs:string" use="optional"/>




<xs:attribute name="ReadOnly" type="xs:boolean" use="optional"/>



</xs:complexType>


</xs:element>


<!-- 


   -->


<xs:element name="ConfigurationOption">



<xs:annotation>




<xs:documentation>ConfigurationOption elements are used to indicate values that                           have discrete enumerations - analogous to options selectable                           via radio buttons. </xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:attribute name="Name" type="xs:string" use="optional"/>




<xs:attribute name="Option" type="xs:string" use="required"/>




<xs:attribute name="Selected" type="xs:boolean" use="required"/>




<xs:attribute name="Units" type="xs:string" use="optional"/>




<xs:attribute name="ReadOnly" type="xs:boolean" use="optional"/>



</xs:complexType>


</xs:element>


<!-- 


   -->


<xs:element name="ZoneConfiguration">



<xs:annotation>




<xs:documentation>ZoneConfiguration elements are used to report zones currently in use by the device,                                    as well as to provide a control interface for Creating, Updating, and Deleting                                     Zones.</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element ref="Zone" minOccurs="0" maxOccurs="unbounded"/>




</xs:sequence>




<xs:attribute name="CommandMode" type="CommandModeType" use="optional"/>




<!-- CommandMode should only be used when requesting a device to Create or modify a zone.  




The Device would not use this attribute when reporting Zones. -->



</xs:complexType>


</xs:element>


<!-- 


/////////////////////////////////////////////////////////////////////////////////////////////


   Presets


/////////////////////////////////////////////////////////////////////////////////////////////        


-->


<xs:element name="Preset">



<xs:annotation>




<xs:documentation>Construct for storing Presets. </xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="Description" type="xs:string" minOccurs="0"/>





<xs:element ref="ConfigurationSetting" minOccurs="0" maxOccurs="unbounded"/>





<xs:element ref="ConfigurationOptionBlock" minOccurs="0" maxOccurs="unbounded"/>





<xs:element ref="ConfigurationOption" minOccurs="0" maxOccurs="unbounded"/>




</xs:sequence>




<xs:attribute name="Id" type="xs:nonNegativeInteger" use="optional"/>




<!-- id should be considered required except when a client is requesting the device to create a new Preset -->



</xs:complexType>


</xs:element>


<!-- 


-->


<xs:element name="PresetConfiguration">



<xs:annotation>




<xs:documentation>PresetConfiguration elements are used to report presets currently existing on the device,                                    as well as to provide a control interface for Creating, Updating, and Deleting                                     presets.</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element ref="Preset" minOccurs="0" maxOccurs="unbounded"/>




</xs:sequence>




<xs:attribute name="CommandMode" type="CommandModeType" use="optional"/>




<!-- CommandMode should only be used when requesting a device to Create or modify a zone.  




The Device would not use this attribute when reporting Presets. Interface can also be used to 




DeleteAll presets.  -->



</xs:complexType>


</xs:element>

</xs:schema>
A.6
DeviceStatusReport.xsd

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">


<xs:include schemaLocation="BasicTypes.xsd"/>


<xs:include schemaLocation="DeviceDetectionReport.xsd"/>


<xs:element name="DeviceStatusReport">



<xs:annotation>




<xs:documentation>The DeviceStatusReport is used for reporting general information about the State of a device. This includes:     - Basic parameters definining the device (category, type, manufacturer info);    - Internal device status including communication state;    - Information about where the device is located in 3-space;    - Detailed, optional information about specific device attributes.  Status and Location elements are timetagged to indicate when they were last updated.  ImageLocation tag can be provided to aid in georeferencing imagery reported by the device.</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="SecurityClassification" type="SecurityClassificationType" minOccurs="0">






<xs:annotation>







<xs:documentation>Security classification of this report.</xs:documentation>






</xs:annotation>





</xs:element>





<xs:element name="Mode" type="DataModeType" minOccurs="0">






<xs:annotation>







<xs:documentation>Specifies whether this report is for testing purposes.</xs:documentation>






</xs:annotation>





</xs:element>





<xs:element name="DeviceIdentification" type="DeviceIdentificationType">






<xs:annotation>







<xs:documentation>Identifies the device issuing this report.</xs:documentation>






</xs:annotation>





</xs:element>





<xs:element name="Status" type="StatusType" minOccurs="0">






<xs:annotation>







<xs:documentation>Status of the device issuing this report.</xs:documentation>






</xs:annotation>





</xs:element>





<xs:element name="Location" type="Location" minOccurs="0">






<xs:annotation>







<xs:documentation>Location of the device issuing this report.</xs:documentation>






</xs:annotation>





</xs:element>





<xs:element ref="Details" minOccurs="0">






<xs:annotation>







<xs:documentation>Detailed information about the device issuing this report.</xs:documentation>






</xs:annotation>





</xs:element>





<xs:element name="Detection" type="DetectionType" minOccurs="0" maxOccurs="unbounded">






<xs:annotation>







<xs:documentation>Information about any detectection(s).</xs:documentation>






</xs:annotation>





</xs:element>




</xs:sequence>



</xs:complexType>



<!--$Id: DeviceStatusReport.xsd,v 1.11 2005/11/11 14:11:42 adeniz Exp $ 


-->


</xs:element>


<!-- 


 -->


<xs:complexType name="StatusType">



<xs:annotation>




<xs:documentation>Status of the device or platform, including general state, communication state, and time the status information was last updated. Note that for simple contact closure / break beam devices, the DeviceState element can be used to report detections.</xs:documentation>



</xs:annotation>



<xs:sequence>




<xs:element name="DeviceState" type="StateType"/>




<xs:element name="DeviceSubState" type="SubStateType" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="CommunicationState" type="CommunicationStateType" minOccurs="0"/>




<xs:element name="StatusDetails" type="DetailedStatusType" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="UpdateTime" type="AbsoluteTimeType"/>



</xs:sequence>


</xs:complexType>


<!-- 


   -->


<xs:simpleType name="CommunicationStateType">



<xs:annotation>




<xs:documentation>Enumerations for Comm States.</xs:documentation>



</xs:annotation>



<xs:restriction base="xs:string">




<xs:enumeration value="Fail"/>




<xs:enumeration value="OK"/>



</xs:restriction>


</xs:simpleType>


<!-- 


-->


<xs:element name="Details">



<xs:annotation>




<xs:documentation>Detailed information about the device. All elements are optional except for UpdateTime. Mulitple Frequency elements can be provided to account for uplinks/downlinks. Image node is oriented toward geo-referenced snapshots.</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="UpdateTime" type="AbsoluteTimeType" minOccurs="0"/>





<xs:element ref="ConfigurationSetting" minOccurs="0" maxOccurs="unbounded"/>





<xs:element name="Range" type="DistanceType" minOccurs="0"/>





<xs:element name="MinimumRange" type="DistanceType" minOccurs="0"/>





<xs:element name="MaximumRange" type="DistanceType" minOccurs="0"/>





<xs:element name="ElevationAngle" type="ElevationAngleType" minOccurs="0"/>





<xs:element name="Azimuth" type="AzimuthType" minOccurs="0"/>





<xs:element name="FieldOfView" type="AzimuthType" minOccurs="0"/>





<xs:element name="SymbolId" type="xs:string" minOccurs="0"/>





<xs:element name="Heading" type="AzimuthType" minOccurs="0"/>





<xs:element name="Speed" type="SpeedType" minOccurs="0"/>





<xs:element name="TimeToTarget" type="DeltaTimeType" minOccurs="0"/>





<xs:element name="RemainingBatteryTime" type="DeltaTimeType" minOccurs="0"/>





<xs:element name="Frequency" type="FrequencyType" minOccurs="0" maxOccurs="unbounded"/>





<xs:element name="MediaURL" type="xs:string" minOccurs="0"/>





<xs:element ref="Zone" minOccurs="0" maxOccurs="unbounded"/>





<xs:element name="Image" type="ImageType" minOccurs="0" maxOccurs="unbounded"/>




</xs:sequence>



</xs:complexType>


</xs:element>

</xs:schema>
A.7
PlatformStatusReport.xsd

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">


<xs:include schemaLocation="DeviceStatusReport.xsd"/>


<xs:element name="PlatformStatusReport">



<xs:annotation>




<xs:documentation>The PlatformStatusReport is used for reporting status for a collection of Devices. Such collections include multiple imagers residing on a UAV, a collection of sensors reporting to a central node, etc.</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:sequence>





<xs:element name="SecurityClassification" type="SecurityClassificationType" minOccurs="0"/>





<xs:element name="Mode" type="DataModeType" minOccurs="0"/>





<xs:element name="PlatformIdentification" type="DeviceIdentificationType"/>





<xs:element name="Status" type="StatusType" minOccurs="0"/>





<xs:element name="Location" type="Location" minOccurs="0"/>





<xs:element ref="Details" minOccurs="0"/>





<xs:element ref="PlatformStatusReport" minOccurs="0" maxOccurs="unbounded"/>





<xs:element ref="DeviceStatusReport" minOccurs="0" maxOccurs="unbounded"/>




</xs:sequence>



</xs:complexType>



<!--$Id: PlatformStatusReport.xsd,v 1.2 2005/08/10 11:39:32 adeniz Exp $ 


-->


</xs:element>


<!-- 


   -->

</xs:schema>
A.8
DeviceDetectionReport.xsd

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema"

           elementFormDefault="qualified">

   <xs:include schemaLocation="BasicTypes.xsd"/>

   <xs:element name="DeviceDetectionReport">

      <xs:annotation>

         <xs:documentation>The DeviceDetectionReport is used to report  detection and target information for a device. This includes: Detection (simple detection with no location information); Target (with location information; multiple targets may be reported); Media (video or imagery associated with detection, optional); Operator assessment - generally done on a per-DeviceDetectionRecord basis,                            but can be applied to individual Detection or Target records.</xs:documentation>

      </xs:annotation>

      <xs:complexType>

         <xs:sequence>

            <xs:element name="SecurityClassification"

                        type="SecurityClassificationType" minOccurs="0"/>

            <xs:element name="Mode" type="DataModeType" minOccurs="0"/>

            <xs:element name="DeviceDetectionRecord"

                        type="DeviceDetectionRecord" maxOccurs="unbounded"/>

         </xs:sequence>

      </xs:complexType>

      <!--$Id: DeviceDetectionReport.xsd,v 1.7 2006/05/23 11:45:20 adeniz Exp $

      
-->

   </xs:element>

   <!-- 

   
-->

   <xs:complexType name="DeviceDetectionRecord">

      <xs:sequence>

         <xs:element name="DeviceIdentification" type="DeviceIdentificationType"

                     minOccurs="0"/>

         <xs:element name="Detection" type="DetectionType" minOccurs="0"

                     maxOccurs="unbounded"/>

         <xs:element name="Target" type="TargetType" minOccurs="0"

                     maxOccurs="unbounded"/>

         <xs:element name="EventAssessment" type="EventAssessmentType"

                     minOccurs="0"/>

         <xs:element name="MediaURL" type="MediaUriType" minOccurs="0"

                     maxOccurs="unbounded"/>

      </xs:sequence>

   </xs:complexType>

   <!-- 

       -->

   <xs:complexType name="DetectionType">

      <xs:annotation>

         <xs:documentation>Construct for reporting a detection; unlike a Target report, this does not       require location information.  Optional Details node can be populated with amplifying information       about the event.                       &quot;Assessed&quot;, &quot;Acknowledged&quot;, and &quot;Secured&quot; attributes can be used to indicate if operations have                       been performed by the system _outputting_ this  message - presumably, this would only be                       done by a manned system.</xs:documentation>

      </xs:annotation>

      <xs:sequence>

         <xs:element name="ID" type="xs:string" minOccurs="0"/>

         <xs:element name="EventTime" type="AbsoluteTimeType" minOccurs="0"/>

         <xs:element name="DetectionEvent" type="DetectionEventType"/>

         <xs:element name="Affiliation" type="AffiliationType" minOccurs="0"/>

         <xs:element name="Details" type="xs:string" minOccurs="0"/>

         <xs:element name="MediaURL" type="MediaUriType" minOccurs="0"

                     maxOccurs="unbounded"/>

         <xs:element name="EventAssessment" type="EventAssessmentType"

                     minOccurs="0"/>

         <xs:element name="UpdateTime" type="AbsoluteTimeType"/>

      </xs:sequence>

      <xs:attribute name="Acknowledged" type="xs:boolean" use="optional"/>

      <xs:attribute name="Assessed" type="xs:boolean" use="optional"/>

      <xs:attribute name="Secured" type="xs:boolean" use="optional"/>

   </xs:complexType>

   <!-- 

       -->

   <xs:complexType name="TargetType">

      <xs:annotation>

         <xs:documentation>Target information gathered by the device. Targets must include a    location and UpdateTime, remaining elements are optional. Links to Media can be provided    for individual targets.</xs:documentation>

      </xs:annotation>

      <xs:sequence>

         <xs:element name="ID" type="xs:string" minOccurs="0"/>

         <xs:element name="TargetLocation" type="TargetLocationType"/>

         <xs:element name="Affiliation" type="AffiliationType" minOccurs="0"/>

         <xs:element name="SymbolId" type="xs:string" minOccurs="0"/>

         <!-- SymbolId: MIL-STD-2525B Symbol Id (Example: SFGPUSXOMT*****) -->

         <xs:element name="Classification" type="DetectionEventType"

                     minOccurs="0"/>

         <xs:element name="Confidence" type="ConfidenceType" minOccurs="0"/>

         <xs:element name="Heading" type="AzimuthType" minOccurs="0"/>

         <xs:element name="Speed" type="SpeedType" minOccurs="0"/>

         <xs:element name="Description" type="xs:string" minOccurs="0"/>

         <xs:element name="MediaURL" type="MediaUriType" minOccurs="0"

                     maxOccurs="unbounded"/>

         <xs:element name="EventAssessment" type="EventAssessmentType"

                     minOccurs="0"/>

         <xs:element name="UpdateTime" type="AbsoluteTimeType"/>

      </xs:sequence>

   </xs:complexType>

   <!-- 

   
-->

   <xs:complexType name="TargetLocationType">

      <xs:annotation>

         <xs:documentation>Depending upon the device, Targets may be reported at an    absolute x/y/z location, or at a location relative to the device.</xs:documentation>

      </xs:annotation>

      <xs:sequence>

         <xs:choice>

            <xs:element name="LocationType" type="LocationType"/>

            <xs:element name="RelativeLocationType" type="RelativeLocationType"/>

         </xs:choice>

      </xs:sequence>

   </xs:complexType>

   <!-- 

   
-->

   <xs:simpleType name="ConfidenceType">

      <xs:annotation>

         <xs:documentation>Enumerations of Confidence values.</xs:documentation>

      </xs:annotation>

      <xs:restriction base="xs:string">

         <xs:enumeration value="High"/>

         <xs:enumeration value="Medium"/>

         <xs:enumeration value="Low"/>

         <xs:enumeration value="Unknown"/>

      </xs:restriction>

   </xs:simpleType>

</xs:schema>
A.9
TrackReport.xsd

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema"

           elementFormDefault="qualified">

   <xs:include schemaLocation="BasicTypes.xsd"/>

   <xs:element name="TrackReport">

      <xs:annotation>

         <xs:documentation>The TrackReport is used to report relevant information about one or more Tracks. This formant is DEPRECATED; use of the DeviceDetectionReport is recommended for reporting detections/targets/tracks of all types.</xs:documentation>

      </xs:annotation>

      <xs:complexType>

         <xs:sequence>

            <xs:element name="Originator" type="DeviceIdentificationType"

                        minOccurs="0"/>

            <xs:element ref="Track" minOccurs="0" maxOccurs="unbounded"/>

         </xs:sequence>

      </xs:complexType>

      <!--

      
-->

   </xs:element>

   <!-- 

   
   -->

   <xs:element name="Track">

      <xs:annotation>

         <xs:documentation>Track information. Targets must include an ID, Location,  and UpdateTime,     remaining elements are optional. </xs:documentation>

      </xs:annotation>

      <xs:complexType>

         <xs:all>

            <xs:element name="IdString" type="xs:string" minOccurs="0"/>

            <xs:element name="Location" type="LocationType"/>

            <xs:element ref="UpdateTime"/>

            <xs:element name="Originator" type="DeviceIdentificationType"

                        minOccurs="0"/>

            <xs:element name="Affiliation" type="AffiliationType"/>

            <xs:element name="Priority" type="xs:positiveInteger" minOccurs="0"/>

            <xs:element name="MediaURL" type="MediaUriType" minOccurs="0"

                        maxOccurs="unbounded"/>

            <xs:element name="Description" type="xs:string" minOccurs="0"/>

            <xs:element name="Hierarchy" type="xs:string" minOccurs="0"/>

            <xs:element name="SymbolId" type="xs:string" minOccurs="0"/>

            <xs:element name="Heading" type="AzimuthType" minOccurs="0"/>

            <xs:element name="Speed" type="SpeedType" minOccurs="0"/>

            <xs:element name="EventAssessment" type="EventAssessmentType"

                        minOccurs="0"/>

            <!-- Priority: from 1 to N, 1 being highest -->

            <!-- MediaURL: streaming video or other imagery associated with the Target -->

            <!-- Description: MIL-STD-2525B Description (Example: Ground Track/Equipment/Sensor/Emplaced) -->

            <!-- Hierarchy: MIL-STD-2525B Hierarchy (Example: 1.X.3.2.3.2) -->

            <!-- SymbolId: MIL-STD-2525B Symbol Id (Example: SFGPUSXOMT*****) -->

            <!-- Heading: the direction the track is moving -->

            <!-- Speed: self-explanatory -->

            <!-- EventAssessment: operator-entered assessment of this event -->

         </xs:all>

         <xs:attribute name="ReportMode" type="CommandModeType" use="optional"/>

         <xs:attribute name="ReadOnly" type="xs:boolean" use="optional"/>

         <!-- optional attribute to indicate if this is a new/modified track or if the track should be deleted -->

         <!-- optional attribute to indicate whether this track may be modified -->

      </xs:complexType>

   </xs:element>

   <!-- 

   
   -->

</xs:schema>
A.10
PlatformDetectionReport.xsd (deprecated)
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema elementFormDefault="qualified"

           xmlns:xs="http://www.w3.org/2001/XMLSchema">

   <xs:include schemaLocation="DeviceDetectionReport.xsd"/>

   <xs:include schemaLocation="DeviceStatusReport.xsd"/>

   <xs:element name="PlatformDetectionReport">

      <xs:annotation>

         <xs:documentation>

               This schema is DEPRECATED. The PlatformStatusReport is used for 

               reporting status for a collection of Devices. 

               Such collections include multiple imagers residing on a UAV, 

               a collection of sensors reporting to a central node, etc



      </xs:documentation>

      </xs:annotation>

      <xs:complexType>

         <xs:sequence>

            <xs:element name="PlatformIdentification"

                        type="DeviceIdentificationType"/>

            <xs:element ref="DeviceDetectionReport" minOccurs="0"

                        maxOccurs="unbounded"/>

            <xs:element ref="DeviceStatusReport" minOccurs="0"

                        maxOccurs="unbounded"/>

         </xs:sequence>

      </xs:complexType>

   </xs:element>

</xs:schema>
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